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Preface

This manual documents the full-featured NetCentral manager product, as explained
in the following sections:

» “About documentation for the NetCentral system” on page 10
» “Using thismanua” on page 11
For al NetCentral products, also read “ Grass Valley Product Support” on page 13.
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Preface

About documentation for the NetCentral system

In the same way that the NetCentral system monitors multiple types of products, so
the information about the NetCentral system is distributed across multiple manuas
and online Helpfiles. Thismanual, the NetCentral User Guide, contains explanations
and instructions for getting the NetCentral manager software installed, configured,
and operating correctly sothat it can monitor your devices. Documentation that comes
with each type of monitored device contains descriptions of any additional software
that must beinstalled, aswell asthe messages, | ogs, applications, and features specific
to that type of device. Also, some NetCentral options have online Help filesinstalled
along with the option. Therefore, the complete set of information necessary to install
and use the NetCentral system includes this NetCentral User Guide, the
documentation for each type of product monitored, and the documentation for any
product options, as illustrated by the following diagram:

NetCentral Software
Setup & Use NetCentral
Information User Guide

NetCentral 2 Online
Device Provider i Manual
Information

K2 Media Other Grass Other
'Ii:ggglcetshootin Client & Valley Product
& Setu Informgtion Service Product Manuals
P Manual Manuals
i K2 Media Client Other Grass Valley Other
Monitored Products Products

Products

0686-1
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Using this manual

Using this manual

This NetCentral User Guide is organized around the tasks necessary for
implementing the NetCentral system and optimizing its use for your particular
environment.

For under standing the NetCentral system, read the following sections:

» This Preface — Explains how information is distributed across manuals for
products that make up the NetCentral system.

» Chapter 1, Overview of the NetCentral system — Describes the NetCentral system
as awhole, including core technologies and how they are used.

For installation and basic setup of the NetCentral system, read the following
section:

» Chapter 2, Installing the NetCentral system — Describes the requirements and
procedures necessary to get a basic NetCentral system installed and working.

For operating the NetCentral system to monitor your devices, read the following
sections:

» Chapter 3, Using the NetCentral system — Explains how NetCentral monitors
devices for you and how you can use NetCentral to check detailed device
information.

» Chapter 4, Managing messages — Describes how you can configure the
NetCentral system to present, distribute, and deliver device information to suit the
policies and system environment of your facility.

» Chapter 5, Configuring user notifcations and filters — Describes how NetCentral
uses configurable actions and filters to notify you of system changes.

» Chapter 6, Monitoring devices with the NetCentral system — Explains how to
maximize NetCentral’ s powerful research tools that enable you to track your
devices over time.

» Chapter 7, Monitoring with the Web Client — Describes the NetCentral system’s
remote monitoring capacity and configuration requirements.

» Chapter 8, Monitoring third-party equipment — Provides detail ed instructions for
monitoring third-party devices with the NetCentral Generic Device Provider.

For administering the NetCentral system, read the following sections:

» Chapter 9, Administering the NetCentral system — Explains how to control
operation, restrict access, and protect the NetCentral system.

» Chapter 10, Troubleshooting the NetCentral system — Explains how to solve
common problems with the NetCentral system.

For advanced customization of the NetCentral system, read the following section:

» Appendix A, Facility view tutorial — Provides detailed procedures for creating a
detailed graphical view of atypical system. Read this section to learn how you can
apply these features to your own system.

» Appendix B, Examplesof typical NetCentral systems—FProvides examples of how
NetCentral may be used to monitor typical media devices and systems.

November 29, 2005 NetCentral User Guide 11



Preface

» Appendix C, Setting up Windows SNMP — Contains examples of procedures
specific to particular Windows operating systems.

» Appendix D, Smple Network Management Protocol tutorial — Provides an
introduction to Simple Network Management Protocol (SNMP), explaining basic
components and functions as they relate to the NetCentral system.

12 NetCentral User Guide November 29, 2005



Grass Valley Product Support

Grass Valley Product Support

To get technical assistance, check on the status of problems, or report new problems,
contact Grass Valley Product Support via e-mail, the Web, phone, or fax.
Web Technical Support

To access support information on the Web, visit the product support Web page on the
Grass Valley Web site. Y ou can download software or find solutions to problems by
searching our Frequently Asked Questions (FAQ) database.

World WideWeb:  http://www.thomsongrassvalley.com/support/
Technical Support E-mail Address. gvgtechsupport@thomson.net.
Phone Support

Use the following information to contact product support by phone during business
hours. After hours phone support is available for warranty and contract customers.

United States (800) 547-8949 (Toll Free) France +33(1) 34207777
Latin America (800) 547-8949 (Toll Free) Germany +49 6155 870 606
Eastern Europe +49 6155 870 606 Greece +33(1) 34207777
Southern Europe +33(1) 342077 77 Hong Kong +852 2531 3058
Middle East +33(1) 34207777 Italy +39 06 8720351
Australia +61 1300 721 495 Netherlands +31 35 6238421
Belgium +32 2 3349031 Poland +49 6155 870 606
Brazil +55 11 5509 3440 Russia +49 6155 870 606
Canada (800) 547-8949 (Toll Free) Singapore +656379 1390
China +86 106615 9450 Spain + 3491512 03 50
Denmark +45 45968800 Sweden +46 87680705
Dubai + 971 4 299 64 40 Switzerland +41 (1) 487 80 02
Finland +35 9 68284600 UK +44 870 903 2022

Authorized Support Representative

A local authorized support representative may be available in your country. To locate
the support representative for your country, visit the product support Web page on the
Thomson Grass Valley Web site.

November 29, 2005 NetCentral User Guide 13
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Chapter 1

Overview of the NetCentral system

This section provides an overview of the NetCentral system'’s structure and
componentsto help you better understand how NetCentral works. The chapter
includes the following topics:

* “Why monitor?’ on page 16

e “System summary” on page 16

» “What NetCentral does’ on page 18

» “How NetCentral works’ on page 19

» “Technologies NetCentral uses’ on page 21

November 29, 2005 NetCentral User Guide 15



Chapter 1 Overview of the NetCentral system

Why monitor?
* Reduce stress
» Anticipate potential system failures
» Gain reactiontime
* Prevent downtime
* Increase productivity

* Adjust workflow models

System summary

The NetCentral system is a suite of software modules that work together to monitor
and report the operational status of your facility’ s equipment from one or more
computers. The NetCentral system runsin a Microsoft Windows desktop
environment and uses Simple Network Management Protocol (SNMP), Syslog, and
other industry standard technologies to communicate over an Internet Protocol (IP)
network with Grass Valley and partner products, asillustrated by the following
diagram:

NetCentral
Manager Remote equipment
being monitored

Equipment monitoring
from an easy-to-access location

0686-4

The NetCentral system givesfacility engineersand equipment operatorsthe ability to
do the following:

» Be continuously aware of the moment-by-moment status of multiple devices
* Identify problems before they become critical

» Understand why a device is malfunctioning

» Consider recommendations for corrective action

» Research messages and logs for information about previous status changes

» Check status and troubleshoot from a remote location

The NetCentra system provides a well-developed set of features designed
specifically for the TV and video industry. This allows you to concentrate on the
management of your eguipment while minimizing network management overhead.

NetCentral supports SNMPv1 and SNMPv2.

16 NetCentral User Guide November 29, 2005



System summary

Check your NetCentral Release Notes for information about new features and for the
latest list of device types that NetCentral monitors.

November 29, 2005 NetCentral User Guide 17



Chapter 1 Overview of the NetCentral system

What NetCentral does

The NetCentral system automatically monitors your equipment 24 hours aday, seven
days aweek. In this automatic mode, the NetCentral system does the following:

» Periodically checks devices to see if they are still in contact with the NetCentral
server

 Indicates status levels for devices and their subsystems with easy-to-understand
icons

» Receives and displays from monitored devices messages that explain status
conditions and suggest corrective actions

o Capturesall status messages in a database for later retrieval and analysis
* Notifies you of status conditions based on rules that you define

Y ou can also manually check your equipment for specific status information at any
time with the NetCentral system interface. When you use the NetCentral system
manually, you can do the following:

» Seeat aglance the overall status of multi-device systems, devices by location, or
other arrangements to represent your system environment

* View details of current status conditions for individual devices and their
subsystems

» Search messages and logs for all previous status conditions
» Troubleshoot your equipment

18 NetCentral User Guide November 29, 2005



How NetCentral works

How NetCentral works

The following sections explain how SNMP monitoring with the NetCentral system
works by describing its main parts and how messages and functionality flow intypical
use.

» “Architecture of NetCentral” on page 19
» “NetCentral components’ on page 20

For information about Syslog monitoring refer to “Monitoring with multiple
protocols’ on page 62.

Also see Appendix B, Examples of typical NetCentral systems.

Architecture of NetCentral

Client Software | \\
Server Software ——
Device Providers Action Providers \Q
® Device A ® Beep Web Client
® Device B ® Mail m
R
® Device C ® Audio \ \
|
Device B NetCentral database m
® Device list '
l ® Messages \_——
Device C ) . Web Client
® Configurations
Monitored NetCentral
Devices NetCentral Server Clients

0686-5

NetCentral software hasaclient/server architecture. The server softwareincludesthe
SNMP manager and carriesthe primary functionality of the NetCentral system, while
the client software functions asa NetCentral viewer and allowstheinterfaceto run on
PCsviaaloca connection or remote Web interface.

NetCentral integrates with each type of device through a software component called
adeviceprovider. When you check aspecific status condition on adevice, NetCentral
communicates with the device through the device provider and displays the status
condition in theinterface. If a device experiences achange in status, the device sends
amessageto NetCentral. Thelocal client notifiesthe user of the change by triggering
actions and logging a message. The server software controls these actions, such as
sounding audible alerts or sending e-mail, through software components called action
providers. The NetCentral database stores records of messages, actions fired, custom
configurations, and devices monitored.
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NetCentral components

The NetCentral software suite has several components which exist asfiles on the
NetCentral server. NetCentra functionality is distributed among these components,
which work together as described in the following sections.

» “NetCentral core software” on page 20

» “Device providers’ on page 20

» “Action providers’ on page 21

» “HTML fileswith active drawings’ on page 21
» “Trend graphs’ on page 21

NetCentral core software

Thisisthe central software component with which all other components interact to
make aworking system. It supports multiple protocols, such as Simple Network
Management Protocol (SNMP) and Syslog. The core software incorporates the
SNMP manager that performs the primary centralized monitoring functions. It also
provides software interfaces for plugging in devices and actions.

This software is installed on the NetCentral server. The core software runs as
Windows services. Refer to “Verifying components installed and running” on
page 203.

Device providers

A device provider is a software component that plugs into the core software. The
device provider acts as awindow through which the core NetCentral software * sees’
adevice and propagates that view into the user interface. Each type of device hasits
own provider. All devices of a particular type interact with the core NetCentral
software through their provider.

A Generic Device Provider (GDP) isaNetCentral mechanism used to create adevice
provider to monitor a device for which there is no NetCentral device provider. The
GDP tool comes with NetCentral version 4.1 or higher.

Every SNMP-enabled device comes with its own set of Management Information
Bases (MIBs) which contain the device's specific information. The NetCentral GDP
tool alowsyou to select which MIBs and parameters you monitor. For example, a
user could monitor the temperature, battery power, etc. of an uninterruptible power
supply (UPS) even though Grass Valley has not yet created a UPS device provider.

The created GDPs can be copied onto other NetCentral PCs so that every NetCentral
PC on your network can include the same device providers. For example, you can set
up adevice provider for a UPS, and then you can copy the UPS device provider to
other NetCentral PCs.

Before creating a GDP, you should be familiar with M1Bs, SNM P monitoring, SNMP
device-specific agent configuration, and the information in this NetCentral User
Guide.

In order to set up a GDP, follow the directions in Chapter 8, Monitoring third-party
equipment.
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Action providers

An action provider is a software component that plugs into the core software. The
action provider directs the PC asit carries out an action. Each type of action hasits
own provider. All actions of a particular type interact with the core NetCentral
software through their provider.

HTML files with active drawings

NetCentral’s graphical view displaysimages and HTML pages. These pages are
overlaid by an annotation layer that contains active drawings.

Trend graphs

NetCentral’s Trend view shows severa status parameters for a monitored device.
Each parameter has a graph, which shows changesin status over time, represented as
alineon agrid.

Technologies NetCentral uses

The NetCentra system usesindustry standard technol ogies, tailored to meet the
unique needs of the TV and video industry. This makes the NetCentral system open
and adaptable for awide range of applications. The following sections explain these
technologies and how the NetCentral system uses them.

* “SNMP’ on page 22

» “Syslog” on page 23

e “.Net” on page 23

* “FTP’ on page 23

* “SQL” on page 23

* “XML” on page 24

e “HTML” on page 24

» “Activedrawings’ on page 24
» “CGl scripts’ on page 24

* “1IS’ on page 24

* “SMTP’ on page 24

+ “COM/DCOM” on page 24
« “WBEM” on page 25
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SNMP

Simple Network Management Protocol (SNMP) is the protocol governing network
management and the monitoring of network devices and their function, as defined by
the Internet Engineering Task Force (IETF). SNMP is designed as a connectionless
application-layer protocol that facilitates the exchange of management information
between networked devices. SNM P can be used on diverse systems, such as computer
data networks, heating and cooling control networks, and irrigation networks. SNMP
is NetCentral’ s primary protocol for the efficient remote monitoring of video and
other media-related equipment.

In NetCentral, SNM P sends “trap messages.” Thefollowing diagram and explanation
illustrate how this process works:

Monitoring Station
IP Address

Managed Device 192.168.7.201

SNMP Agent
SNMP Manager

MIB
(Managed Objects)

0000 SNMP Trap
To: 192.168.7.201
Re: Managed object

event report

MIB Repository
(Device-type MIBs)

Community:
Public

Trap Destinations:
192.168.7.201

0686-8

An SNMP-managed device is a network device that contains an SNMP agent and
resides on a managed network. Managed devices collect and store management
information (such as disk errors, temperature, video and audio status) and make this
available to network management stations using the SNMP protocol. A QLogic
Sanbox Fibre Channel switch is an example of an SNM P-managed device.

An SNMP agent isasoftware modul e that resides on amanaged device. An agent has
local knowledge of management information and translates that information into a
form compatible with SNMP. For example, the Network Interface Module on a8900
Modular frame contains an SNMP agent.

The SNM P manager is an application that monitors managed devices. One or more
managers may exist in a network and monitor any of the managed devices. The
NetCentral software that runs on the NetCentral server PC is primarily an SNMP
manager, but with a specific design and added functionality for the TV and video
industry.
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Syslog

A Management | nformation Base (M1B) is a collection of managed objects
(variables) that are properties of a device and are organized hierarchically. The agent
maintainsthe M1B. The manager contains arepository of the MIBsfrom each type of
managed agent. The IETF has standardized MIBsfor different classes of deviceslike
printers, routers, etc. Extensions are also allowed. For example, a Profile XP Media
Platform, an 8900 Modular frame, and a QL ogic Sanbox Fibre Channel switch each
have their own MIB. For more information regarding MIBs, see Appendix D, Smple
Network Management Protocol tutorial on page 265.

Traps enable an agent to notify the management station of significant events such as
errors on the device. SNMP trap messages are sent unsolicited on the network. Trap
destinations are configured on the device so that traps are sent to one or more
management stations. For example, when the disks on a Profile XP Media Platform
approach maximum capacity, the Profile XP Media Platform sends out atrap that the
management station interprets and displays as the “ Storage Capacity Depletion”

message.

Grass Valley MIBS are written in Structure of Management Information v2, or
SMIv2. All Grass Valley agents support SNMPv1. SNMPv2cissupported by specific
operating systems, such as Windows 2000 or Windows XP. NetCentral manager
accepts messages from either SNMPv1 or SNMPv2c agents.

An SNMP community identifies a collection of SNMP managers and agents. Using
acommunity name provides primitive security and context checking for both agents
and managersthat receive requests and initiate trap operations. For example, an agent
won't accept arequest from amanager outside the community. By default the* public”
community iscommonly used. Y ou might want to use adifferent community namein
your NetCentral system for security purposes.

Syslog

NetCentral’ s architecture a so supports communication with devices via Syslog.
Syslog protocol provides a mechanism to send event notification messages across IP
networksto event message collectors, also known as syslog servers. Syslog uses User
Datagram Protocol (UDP) as its underlying transport layer mechanism to send
messages to the UDP port 512.

Also refer to “Monitoring with multiple protocols’ on page 62.

.Net
.NET is Microsoft's XML Web services platform. It supports a client/server
architecture using Web protocols so that applications perform equally well and are
secure whether they communicate over anetwork or over theInternet. The NetCentral
system’ sinterface and client/server architecture uses .Net technology.

FTP
File Transfer Protocol (RFC-959 & 1354) is used to retrieve files (such astext log
files) from devices.

SQL

NetCentral uses a Structured Query Language (SQL )-based database to provide
scalable access to notifications, user data, and device specific information.
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XML

NetCentral uses Extensible Markup Language (XML) to store and access M1B
information and active drawing components.

HTML

Hypertext Markup Language (HTML) is the set of “markup” codesinserted into the
text of afile intended for display in a Web browser, such as Microsoft Internet
Explorer. Thisfile, when rendered by the browser, is referred to as a Web page. The
individual markup codes, or tags, are interpreted by the Web browser asinstructions
for displaying words and images. The graphical view usesHTML pages.

Active drawings

Active drawing technology has been developed especially for use in NetCentral. It
provides the active drawing features for the HTML pages in the graphical view.
Active drawing controls allow you to copy, paste, modify, and arrange devices on the
HTML page. The Active drawing controls arein this way embedded in the HTML
page and make the page “come alive,” in that the drawings can actively depict the
current state of your monitored devicesand immediately show any status changesthat
occur.

CGl scripts
NetCentral uses CGlI scripts to format trend analysis graphs.

S

NetCentral uses Internet Information Services (11S) to host trend analysis pages and
documentation.

SMTP
NetCentral uses Simple Mail Transfer Protocol (SMTP) for actions that send E-mail.

COM/DCOM

NetCentral uses COM and DCOM for software devel opment of the core software and
the client/server architecture.

Component Object Model (COM) is Microsoft's framework for developing and
supporting program component objects. COM includes COM+, Distributed
Component Object Model (DCOM), and ActiveX interfaces and programming tools.

DCOM isaset of Microsoft concepts and program interfacesin which client program
objects can request services from server program objects on other computersin a
network.
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WBEM

NetCentral uses Web Based Enterprise Management (WBEM), a Desktop
Engineering Task Force (DETF) standard, for Windows monitoring. Thisisa
Windows Management Instrumentation (WM1), which isaWindowsimplementation

of WBEM.
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Chapter 2

Installing the NetCentral system

This section contains instructions for getting the NetCentral system installed and
working on your network. Topics included are as follows:

» “Preparing for installation” on page 27

» “Instaling software” on page 34

» “Configuring the Web services’ on page 39
o “Getting started” on page 53

For overview diagrams of example NetCentral systems, see Appendix B, Examples of
typical NetCentral systems on page 251.

Preparing for installation

Before you install any software, read through the following topics to familiarize
yourself with the installation process and to ensure that you have the necessary
systems in place to support your NetCentral software.

» “Instalation overview” on page 28

» “Instalation checklist” on page 29

» “Facility requirements’ on page 30

» “NetCentral server requirements’ on page 30

» “NetCentral Web Client requirements’ on page 31
» “Monitored device requirements’ on page 32

» “Verify and record network settings’ on page 33

NOTE: These procedures require that you be logged in to Windows as
administrator or asa user with administrator-level privileges.
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Installation overview

The following diagram provides a summary of tasks.

~ NetCentral Server PC
1. Verify system 2. Install 8. Install

requirements NetCentral permanent
e Facility/Network Manager and licenses

e NetCentral Server device providers

e Monitored devices @

3. Request permanent
licenses NetCentral
Server PC

4. Auto-discover monitored 6. Verify SNMP
devices messages

7. Customize
NetCentral
Monitored Devices

5. Configure/restart SNMP

£)
t

For detailed steps, refer to the “ Installation checklist.” in the next section.
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Installation checklist

Theinstructions in the NetCentral Quick Start Guide provide the fastest, most direct
way for you to set up and begin monitoring with the NetCentral system. However, the
following checklist guides you through installation and setup tasks using the
instructionsfound in thismanual and the NetCentral Release Notes. Use the specified
documentation sources to ensure you are doing each task correctly.

Accomplish these tasks on the
NetCentral server PC...

And these tasks on
monitored devices...

Using this documentation.

Verify system requirements. If
necessary, install SNMP, SQL, IIS,
Acrobat Reader, Internet Explorer

Verify system requirements.
On some devices you might
have to unlock, install, or
otherwise prepare the SNMP
agent on the device.

“Facility requirements’ on page 30
“NetCentral server requirements’ on

page 30
“Monitored device requirements’ on

page 32

Verify/record network settings.

Verify/record network

“Verify and record network settings’” on

messages, such as configuring
and/or restarting SNMP.

settings. page 33

Install NetCentral server software — “Installing NetCentral software on the
and included device providers as server” on page 34

applicable. A restart might be

required.

Request permanent licenses. — NetCentral Release Notes

Start up NetCentral manager and — “Auto-Discovering devices’ on page 56
auto-discover devices.

For each device added, evaluate if it — “Verifying SNMP trap messages from
issending its SNM P trap messagesto monitored devices’ on page 58 and your
the NetCentral server. device-specific documentation

— Dotasksto enable SNMPtrap | “Putting SNMP properties changes into

effect on monitored devices’ on page 59
and your device-specific documentation

Evauate the list of added devices
and, if necessary, add and/or remove
devices.

“Adding and removing devices’ on
page 60

Verify devices and read additional
instructions, if any.

Do remaining tasks, if any,
until all devices are added and
fully monitored.

“Accomplish other device-specific
preparations’ on page 62 and your
device-specific documentation

If monitoring via Syslog, add devices.

Configure Syslog targets.

“Monitoring with multiple protocols’ on
page 62 and your device-specific
documentation

Install permanent licenses.

NetCentral Release Notes.

Asyou work through these steps, make sure that you restart the NetCentral server and
the monitored devicesor their servicesasdirected. Sincethe NetCentral systemworks
through several layers of standard technologies and protocols, these restarts compl ete
the installation and registration of each layer and provide the foundation for the

installations at the next layer.
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To help you understand the standard Windows procedures for some of these steps,
refer to Appendix C, Setting up Windows SNMP.

Facility requirements

Y our facility should provide the following to support the complete NetCentral
system:

¢ A NetCentral server PC connected to an | P network

One or more monitored devices

» Accessto your facility’s E-mail server (if you're using E-mail for notifications).

NetCentral server requirements

Microsoft Windows X P Professional, Service Pack 2 or higher, U.S. version (Click
Start | Settings | Control Panel | Regional Options to verify U.S. version)

_Or_

Microsoft Windows 2000 Professional U.S. version with Service Pack 4 or higher

Pentium 4 or higher class processor, 2 GHz or greater
Minimum 1 GB RAM
500 MB hard disk space

Stable IP address. Refer to “ About the I P address of a NetCentral server” on
page 31. Y ou can also optionally assign a name to the server.

IP Network connection
Network access to all monitored devices
Internet Explorer version 6 or higher

Internet Information Server (11S) 4.0 or higher. Install from Start | Settings | Control
Panel | Add/Remove Programs | Add/Remove Windows Components.

SNMP servicesinstalled. Install from Start | Settings | Control Panel | Add/Remove
Programs | Add/Remove Windows Components | Management and Monitoring Tools.

SNMP community name. Refer to “ About SNM P properties on monitored
devices’ on page 185.

Microsoft SQL Server Desktop Engine Version 8.00.760, Service Pack 3aor
higher. The installation program is provided on the NetCentral Manager CD.

Sound card and speakers (if playing audio files as notifications)

Refer to “Verifying componentsinstalled and running” on page 203.

These requirements assume that the PC is dedicated to its use as a NetCentral server
and that it is not sharing significant system resources with other applications.
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About the IP address of a NetCentral server

It isimportant that the NetCentral server PC’s IP address remain the same. SNMP
monitoring is keyed to the IP address of the NetCentral server PC, so if the |P address
changes, NetCentral no longer receives SNMP trap messages from monitored
devices.

In network environments using Dynamic Host Configuration Protocol (DHCP), IP
addresses are assigned dynamically, which means that under certain conditions your
server could be assigned anew I P address without your knowledge. If your server has
adynamic | P address, contact your network administrator to determineif itis
persistent enough to give you the monitoring reliability you require.

NetCentral Web Client requirements
The requirements for the NetCentral Client are as follows:

» Configure Web services. Refer to “ Configuring the Web services’ on page 39 for
more information.

» Verify appropriate licensing.

Before running the NetCentral Web Client, verify appropriate licensing by doing the
following things:

1. Onthe NetCentral menu of the NetCentral server PC, select Tools | Check Licenses.

Tools | Configure  Help

Versions

Check Licenses

MIE Browser

Program Tracking

MetCentral Application Logs

2. The SabreTooth License Manager opens. Ensurethat NETCEN-CLIENT isone of
the licenses on thelist, and that you have enough licensesfor all of the Clientsyou
will be registering. If NETCEN-CLIENT is not on thelist, refer to the NetCentral
Release Notes for complete licensing information.
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£ SabreTooth License Manager - My Computer

File Edit Wew Tools Window Help
w

¥ My Computer

Feature Wer E =piry Checked Out | Health
% NETCEM-CLIENT 1 permanent a
1) METCEN-MGR

1 1 permanent 1

8| SabreTooth Protocal Service Runining g 2

(5 Grass valley
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Refer to “Logging in and out” on page 151 for more information on NetCentral Web
Client licenses.

Monitored device requirements

NetCentral monitors awide range of device types. Some types have unique
requirements for NetCentral monitoring that are beyond the scope of this NetCentral
User Guide. Refer to the documentation for each device type for these special
requirements. However, all monitored devices have some requirements in common,
asfollows:

» SNMP agent — All devices supported for monitoring by the NetCentral system
have an SNMP agent. On most devices the agent software is embedded and no
installation is required. However, on some devices you must update or “unlock”
SNMP agent software. On some devices you must install a board on which the
SNMP agent software is embedded. Read the documentation for the device and do
installations or upgrades as instructed.

» SNMP properties configured for NetCentral support — To support any NetCentral
monitoring, the device must have an SNMP community name. On most devices,
the default settings for thisand other SNM P properties are adequate for NetCentral
support, but you might want to customize SNM P properties to meet the
requirements of your particular site. For moreinformation, refer to “ About SNMP
properties on monitored devices’ on page 185. Also refer to your device-specific
documentation for procedures to verify and set the SNMP properties.

» Device provider — Y ou must have a NetCentral device provider for each device
typeyou monitor. Thedevice provider isinstalled on the NetCentral server PC, not
the monitored device. A device provider enables NetCentral to monitor that device

type.
» |P address. Or you can assign a name to the device, if applicable.
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» |P Network connection, typically over an Ethernet adapter for LAN environments
» Network accessto the NetCentral server PC
For Syslog monitoring, refer to “Monitoring with multiple protocols’ on page 62.

Whenyouinstall the device provider onthe NetCentral server PC, the device provider
installation program provides online documentation that explains any unique
requirements for monitoring that device type with NetCentral.

Verify and record network settings

Make sure that you know the following information for the NetCentral server and
each monitored device.

» |Paddress
» Machine name (if applicable)

Write down this information, as you will need it for subsequent procedures.

November 29, 2005 NetCentral User Guide 33



Chapter 2 Installing the NetCentral system

Installing software

The following topics provide procedures for installing NetCentral software
components:

» “Installing NetCentral software on the server” on page 34
e “Setting up NetCentral user access rights’ on page 36

e “Uninstalling NetCentral software” on page 36

» “Reinstalling NetCentral software” on page 37

» “Ingtalling device provider software” on page 37

» “Upgrading NetCentral software” on page 38

» “Licensing NetCentral software” on page 39

Installing NetCentral software on the server

Install the NetCentral server software on the NetCentral server PC. Make sure that
SQL isinstalled (as provided on the NetCentral Manager CD-ROM) and that the PC
has been restarted at |east once since SQL was installed, as the NetCentral server
installation program abortsif it does not detect SQL . Refer to “NetCentral server
requirements’ on page 30 and “Verifying components installed and running” on
page 203.

The NetCentral server installation program installs the following:
» Microsoft .NET, if it isnot already installed

» ActivePerl, if it isnot aready installed

« MRTG

* RRDTool

» NetCentral server components

The NetCentral server installation process also incorporates the installation program
for NetCentral device providers.

NOTE: The following procedures require that you be logged in to Windows as
administrator or as a user with administrator-level privileges. Go to Start |
right-click My Computer | Manage | Local Users and Groups. Right-click a user and
seclect Properties | Members Of. Click Add and type the name or | P address of the
NetCentral Server PC.

Toinstall NetCentral server software:
1. Close al Windows programs.

2. Locate and open the NetCentral server installation file. It is called Server Setup.exe.
Y ou can find this file on the NetCentral Manager CD-ROM. The installation
wizard opens.

3. Read the setup screens, clicking the Next button to move through the installation
process.
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. If .Net and/or ActivePerl isnot already installed on the PC, theinstallation program

prompts you to install it. Confirm the installation and complete the .Net and/or

ActivePerl install wizard.

device provider installation program opens.

installation.

Device Provider Installation

Select the device providers to ingtall

IS Install available device providers az
zelected from the following list.

[ 1Profile <P -
[ Modular Frame

[C1K.alypso Frame
[1K.alypso Panel
[1Zodiak Frame
[wEncore System Controller

[ 1M atrix

[1PFR 500_E00

[IFFR 700 LI

To install a device provider not on
the list, you must have the device
provider disk. Click have digk and
locate the device provider disk.

7 Have disk.

MetCentral Setup Infarmation

. Click Next and Finish to complete the installation of server software.

. When prompted “Do you want to install Device Providers now?’ click Yes. The

. Click Next until you arrive at the screen that lists the device providers available for

Thomzon Grass Yalley M-Series VDR,
Monitaring requirements are as follows:
On the t-Series VDR

- Install the MetCentral Agent program

M-Seriez VDR

On the MetCentral server PC
- Inztall thiz device provider

M-Series iz not automatically discovered

Refer to the M-Series NetCentral installation

Save | Frint |

Save or print MetCentral zetup information
for zelected device providers.

Installing thiz device provider allows you to monitor the

- Set the [P address and SMMP trap destination

[& MetCentral Agent CO-ROM must be obtained for each

- Use MetCentral Manager's "add device' feature if the

< Back I Mest » I

Cancel |

8. Select the device providersthat you have purchased. Hover the cursor over adevice
provider inthelist to view setup information. If adevice provider that you need is
not listed, refer to “Installing device provider software” on page 37.

9. Click the Next button to move through the remaining screens and compl ete the

installation wizard.

10. Theinstallation wizard also guides you into the licensing process. Refer to

11. If prompted to restart, you must do so. Click Yes and Finish.

NetCentral Release Notes for information on licensing.

12. Goto ftp://ftp.thomsongrassvalley.com/pub/NetCentral/4.1/Service Packs. Check
for an available service pack higher than the NetCentral software version you are
currently using. Install the service pack and restart the PC as directed.
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Setting up NetCentral user access rights

During installation, three new Windows user groups are created: NCUser,
NCTechnician, and NCAdministrator. Thefollowing instructions explain how to add
auser with NetCentral administrator access. Use this account to log onto and
configure the NetCentral user interface.

In Windows XP:
1. Click start | right click My Computer | Manage
2. Click Local Users and Groups | Groups | NCAdministrator

3. Click Add. In “Select Users, computers, or Groups,” type auser name that already
existson the PC and that you want to establish as aNetCentral administrator logon
name. Click Ok twice and exit.

In Windows 2000, find the necessary settings at Start | Settings | Control Panel | Users
and Passwords | Advanced | Advanced.

Any timeyou want to act asan administrator in NetCentral, click File | Logon and type
the NetCentral administrator nameyou just identified. The user account appearsat the
bottom corner of the user interface:

MetCentral A Rights: Admini

If you want to provide domain-level accessrightsfor users, make sure NetCentral user
groups are added to your domain and users are assigned to the proper groups. Contact
your system administrator for domain access.

NOTE: To configure NetCentral, you must be logged on as a NetCentral
Administrator. Thisis different than being logged on as a Windows administrator.
Uninstalling NetCentral software

Use the standard procedures for the machine’ s operating system to uninstall
NetCentral software. When you do so, take into consideration the following points:

» Uninstalling server software— Thisremovesall NetCentral software components,
device providers, and data from the machine. This includes the NetCentral
database, which contains all logs, messages, records of devices added, and custom
configurations. If you want to recover any of thisinformation you should first
backup the NetCentral database, as described by “Backing up the NetCentral
database” on page 200.

* You can also manualy uninstall the following software that supports NetCentral:
* .Net
» ActivePerl
* MRTG
* RRDTool
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Reinstalling NetCentral software

Similar to the procedures for installing NetCentral server software, you can open the
NetCentral installation program and use the installation wizard to reinstall the
software.

Installing device provider software

Installation files for al currently available device providers are on the NetCentral
Server CD-ROM. The NetCentral server installation process copies the device
provider files onto the server PC and opens the device provider installation program,
in which you can select device providersto install. In most cases you can install all
the device providers you have purchased in thisway, as part of the NetCentral server
installation process. Refer to “Installing NetCentral software on the server” on

page 34.

You can also install device providers later—after you have completed the server
installation process—using the following procedure.

1. At the bottom left corner of the user interface, verify (NetCentral Access Rights: Admini or
log on as a user with administrator rights (File | Logon). Review “ Setting up
NetCentral user accessrights’ on page 36 for details.

2. Click File | New | Device Provider. The device provider installation program opens.

3. Agreetothelicense agreement and click Next until you arrive at the screenthat lists
thedevice providersavailablefor instalation. The device providerslisted arethose
that are currently available on the local PC.

4, If al the device providers you need are listed, select one or more device providers
and then continue with step 6 of this procedure.

5. In some cases a device provider you need is hot listed. If that is the case, then:

a. Find the device provider installation files and make them available to the
NetCentral server PC.

b. Click Have Disk.
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Device Provider Installation |

Select the device providers to install

Install available device providers as stz Seyp e

zelected from the following list.

Installing this device provider allows you to monitor the < |
- Thomzon Grass Yalley M-Serez VDR

Maonitaring requirements are az follows:

On the t-Series VDR

- Set the |P address and SHMMP trap destination

- Inztall the MetCentral Agent program

[& MetCentral Agent CO-ROM must be obtained for each
M-Seniez MDR]

On the MetCentral server PC

j - Inztall thiz device provider
- Use MetCentral Manager's "add dev ce” feature if the  —d

To install a device provider not on t-Series iz not automatically discovered

the list, you must have the device X X X

pravider disk. Click have disk and Fiefer to the b-Series MetCentral inztdlation

locate the device provider dizk. ﬂ

Save Frint

Save or print MetCentral zetup informazion
for zelected device providers.

< Back | et » | Cancel

c. Click Next. The Select dialog box opens.

d. Browse to the location of the installation files for a device provider, select the
*.ncp file for the device provider, and click Select. The Select dialog box closes
and the device provider is automatically selected in the device provider
installation program.

6. Click Next to move through the remaining screens and complete the installation
wizard.

7. Repeat this procedure to install additional device providers.

Refer to the manual or installation instructions for the device type to determine the
requirements for NetCentral monitoring.

If you are unsure if adevice provider is correctly installed and registered, after you
have finished installing NetCentral you can use the Diagnostic tool to test and verify,
as explained in “Diagnosing NetCentral problems’ on page 208. When you are
satisfied that your NetCentral server has a correctly installed NetCentral device
provider for each type of device you are monitoring, continue with

“ Auto-Discovering devices’ on page 56.

For Syslog monitoring, refer to “Monitoring with multiple protocols’ on page 62.

Upgrading NetCentral software

To upgradeto anew version of NetCentral software, usethe latest NetCentral Service
Pack. Download service packs from ftp.//ftp.thomsongrassvalley.com/pub/
NetCentral/4.1/Service Packs. Refer to NetCentral Release Notes for detailed
information and version compatibilities. The Service Pack updates all software
components, including device providers, action providers, options, and
documentation, while retaining all your current configurations.
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Licensing NetCentral software

Upon installation of NetCentral software, atemporary license is automatically
activated. With the temporary license, you can get all your software installation and
device monitoring setup done for the NetCentral system you have purchased without
waiting to receive the permanent licenses. However, it isimportant that you go
through the license request process for your permanent licenses without delay.

Refer to your NetCentral Release Notes for complete instructions on the licensing
process.

The sequence of stepsin the licensing processis as follows:
* Request permanent licenses, usualy viae-mail.
» Receivealicensefile.

 Install thelicense file on the NetCentral server PC to enable permanent licenses.

Configuring the Web services

Y our NetCentral server PC must be configured before you can access NetCentral via
the NetCentral Web Client. To ensure proper configuration, follow the directionsin
this section.

This section contains instructions for configuring the following Web services:
* “Web Server” on page 39

» “Windows Security on Windows XP" on page 50

* “IIS on Windows Server 2003" on page 52

Web Server

This section describes Web settings to be configured on the server PC so the Web
Client can run properly. It contains configuration instructions for the following
operating systems:

» “Windows 2000 Server Web Server configuration” on page 39

» “Windows XP and Windows Server 2003 Web Server configuration” on page 43
NOTE: The configuration directions for Windows Server 2003 and Windows XP
are similar, so thismanual has combined the two, with notations in places where
they differ.

NOTE: Windows 2000 does not need configuration, but Windows 2000 Server does.

Windows 2000 Server Web Server configuration

1. From the Windows taskbar, select Start | Settings | Control Panel | Administrative
tools | Component Services. The Component Services window opens.
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?m Component Services

e o [ |
Jni%] Console  Window  Help

Tree I Component Services 1 objeck(s)

[:I Cansale Poak D
Cormponent Services

ﬁ]‘l Ewent Viewer (Local)
Services (Local)

Computers

2. Open Component Services | Computers | My Computer in either the Tree view or the
details window.

3. Right-click on My Computer and choose Properties.
The“My Computer Properties’ dialog box opens.
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My Computer Properties ﬂﬂ
General Options | MSDTC I
Default Properties Default Security | Default Praotocols

— Default Access Permissions

applications do not provide their own zettings.

Y'ou may change who iz allowed o access applications, if those

Edit Default...

— Default Launch Permizsions

applications do not provide their own zettings.

Y'ou may change who iz allowed to launch applications, i thoze

Edit Default... |

e |

Cancel |

4, Choose the Default Security tab.

5. In “Default Launch Permissions,” click Edit Default

Permissions’ dialog box opens.

Registry Yalue Permissions

FeaistryYalue:  DefaultllaunchPermizsion
Owrer: Account Unknown
Mame:

.... The“Registry Value

i‘ Administrators Allow Launch
£z IMTERACTIVE Allow Launch
ﬂ IUSAE_BVTHS-MORTHOMR (Internet Guest £ Allow Launch
(% Pidibd_BVTHS-MORTHOMR [Launch 115 PreAllow Launch

SYSTEM Allow Launch

Type of Access: I,-’.‘-,Ilcuw Launch

QK I Cancel | Add... | Remowve |

=

Help |

6. Click Add.... The“Add Users or Groups’ dialog box opens.
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Add Users and Groups

List Names Fram: | &I GG
=

BB M
BB DERS

3B siaP acificl 42 EU

he Control il
Only

GlAettantall sers
@At ukomation

Atlanta Uzers

Best FAS users
Baztan Uszers [Wibrint)
Beaverton Engineering Web Masters ;I

Add Show Users Members. .. Search... |
Add MNames:
Type of Access: I.t'-‘«llnw DefaultLaunchPermi&&ij
0k I Cancel | Help |

7. Inthe“List Names From” dropdown list, select thelocal computer, and click Show
Users. A list of al the usersis displayed.

Add Users and Groups

List Mames From: I LRNRTR e 1 I

Mames:

=l

dministrators
B ackup Operators
Debuager Uszers

%Evewone

[uests

0 INTERACTIVE

glﬂmdmini&tratm
MHCT echnician

Add Show Users

Administrators have complete and unres| &
Backup Operators can overnide securiby
[Debugger uzers can debug processesz o

All Uzers

Guests have the same access as memb
Uszerz acceszsing thiz object locally
MetCentral Adminiztrator

MetCentral Technician ;I

Members. .. Search... |

Add MNames:

Type of Access: I.t'-‘«llnw DefaultLaunchPermi&&ij

o]

Cancel |

Help |
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8. Select ASPNET and click Add.
9. In“Type of Access,” choose to Allow Default Launch Permission, and then click
OK. ASPNET appearsin the “Registry Vaue Permissions’ dialog box.

10. Click oK inthe “Registry Vaue Permissions’ dialog box to register the newly
added user. Click ok inthe “My Computer Properties’ dialog box to close the
configuration session. Exit out of Component Services and the Control Panel.

Y ou have just configured the Web Server PC, enabling the NetCentral Web Client to
properly monitor your devices through the NetCentral server.

Windows XP and Windows Server 2003 Web Server configuration

1. In Windows XP, from the Windows taskbar, select Start | Control Panel |
Administrative tools | Component Services. The Component Services window

opens.

_Or_
In Windows Server 2003, from the Windowstaskbar, select Start | Settings | Control
Panel | Administrative tools | Component Services. The Component Services

window opens.

i Component Services

=l

@ File  Action WYiew ‘Window Help

Console Root

Mame

: @Component Services
+1 %y Services (Local) Event Wiewer (Local)
%Services ({Local)

2. Open Component Services | Computers | My Computer in either the Tree view or the
details window.

3. Right-click on My Computer and choose Properties.
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44

Component Services

+ Event Viewer | New ‘Window from Here
+ Services (Loc

b S 2

@ File  Action Wiew ‘Window Help &l x|
€ =+ @& 2 |5 [[2) =]
I[D Console Root My Computer 4 object(s)
= @ Component Services
= 01 Conputers = b =
= @ ) Stap M3 DT + DCOM Config  Distribuked Runining
i G tions Transacti... Processes
o Refresh all components
+-[_1Di
R Yiew »

Opens property sheet For the current selection,

The“My Computer Properties’ dialog box opens.
4. Choose the COM Security tab.

General Options Default Properties
Default Protocols MSDTC COM Security

Access Permissions

ou may edit wha is allowed default access to applications. You may
alzo set limits on applications that determine their own permizsions.

Edit Limits.. | Edit Defaul.. |

Launch and Activation Permizzions

You may edit wha iz allowed by default to launch applications or
activate objectz. Y'ou may also et limitz on applications that
determine their own permizsions.

Edit Limitz... Edit Default...

ak ] [ Cancel
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e InWindows XP, in “Launch and Activation Permissions,” choose Edit Default....
The“Launch Permission” dialog box opens.

-0r-

e InWindows Server 2003, in “Launch Permissions,” choose Edit Default.... The
“Launch Permission” dialog box opens.

LLaunch Permission

Default Securty l

Group ar U=er names:

!ﬁ Administratars (BWTHD-NE TCENBALMADministratars]
€7 INTERACTIVE
€0 SvSTEM

Remove |

Permizzions for Administrators Alla Deny

Local Launch
Remate Launch
Local &ctivation
Femate Activation

KK EE
i i Bl |

0K Cancel

5. Click Add....
In Windows XP, the “ Select Users or Groups’ dialog box opens.

-0r-

In Windows Server 2003, the“ Select Users, Computers, or Groups’ dial og box opens.
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Select Users or Groups Elgl

Select this object type:

|U$ers, Groups, or Built-in security principals | [ Object Types... ]

From this location:
|THITDN_ENG

||_ Locations... |

Enter the object names to zelect [examples]:

If “From thislocation” is set to the local computer, skip to step 8.

6. If “Fromthislocation” isset to adomain name, click Locations.... The“Locations’
dialog box opens.

Locations

Select the location you want to search,

Location:
:g BVTHD-METCEMRAL
Ak
EL
GWG
GYPEMG
TRITOM_ENG

] l [ Cancel

7. Select the local machine; click oK.

8. In the “ Select Users (Computers) or Groups’ dialog box, click Advanced.... The
“Select Users or Groups’ advanced dialog box opens.
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Select Users or Groups

Select thiz object type:

|U$ers, Groups, or Built-in security principals

| [ Object Typesz... ]

From thiz location:

|BVTND-NETEENF|.~’-‘«L

|[ Locations. .. ]

Common Queries |

Dizabled accounts

Mon expirng password

0k

Colurmns...

Stop

Cancel

Marme [RDM) In Folder

9. Select Find Now. A list of all the usersis displayed in the bottom portion of the

dialog box.
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Select Users or Groups @El

Select this object type:

From this location:
|BWTND-METCEMRAL [ Locations... ]

Common Queries ;

ok ] [ Cancel

Marme [ROM] In Falder ~
Administrator BWTHD-METCEMRAL
!ﬁa’-‘xdministratnrs BYTHD-HMETCERRAL
€77 ANONYMOL...
L 4 2SPNET BYWTHD-METCEMRAL
!ﬁa’-‘xuthenticated...
ﬂEBackup Oper... BWTHWD-METCEMRAL

€31 EATCH

!ﬁ Debugger Us... BYTHD-METCEMRAL

€71 DIALUP

!ﬁ Ewerpone

“ﬁhﬁuest BYTMD-HETCEMBAL b

e In Windows XP, select ASPNET and click OK.
_Or’-
e |In Windows Server 2003, select NETWORK SERVICE and click oK.

10.Ensure that your selection appearsin the “ Select Users (Computers) or Groups”
original dialog box, as shown on the next page:
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Select Users or Groups

Select thiz object type:

Uszerz, Groups, or Built-in securnty principals Object Types...

From thiz location:

Enter the object names to select [examples):

EVTHD-WETCENRALNASPMNET Check Namesz

) [cwes ]

Click oK.

11.In Windows XP, in the “Launch Permission” dialog box, choose ASP.NET
Machine Account and check all the “Allow” boxes.

Launch Permission

Default Security l

GTEILJFI ar UEel names:

m Administrators [BWTHD-METCEMBALAdministrators)

€ A5P.NET Machine Account (BYTND-METCENRALWASPN. .
€7 INTERACTIVE

€7 SYSTEM

Add... | Remaove |
Permizzions for ASP MET
I achine Account Al Drerm
Local Launch Fl
Fiemote Launch Fl
Local Activation El
Fiemaote Activation v Fl

oK | Cancel

Click oK to register the newly added user.

-0r-
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In Windows Server 2003, in the “Launch Permission” dialog box, choose
NETWORK SERVICE and check the “Allow” box.

Launch Permission e

Default Securty I

Group or user names:
€7 INTERALTIVE ]
ﬂ Internet Guest Account [BYTHS-METCENT2MUSE_BY TR
ﬂ Launch 15 Process Account [(BVTHS-HETCEMT 245wk

| #HNE TwWORK SERVICE
T TE R T
4 |
Add. . | Bemove |
Permizsions for NETWOREK
SERWICE Al Dery
Launch Permizzion O

OF I Cancel |

Click oK to register the newly added user.

12.Click oK in the “My Computer Properties’ dialog box to close the configuration
session. Exit out of Component Services and the Control Panel.

Y ou havejust configured the Web Server, enabling the NetCentral Web Client to
properly monitor your devices through the NetCentral server PC. If you have
Windows XP or Windows Server 2003, your server PC may need further
configuration. See “Windows Security on Windows XP” on page 50, or “I1S on
Windows Server 2003” on page 52.

Windows Security on Windows XP

In Windows X P, you must program the Firewall (available only with Service Pack 2)
to open port 80. This allows aremote user to access NetCentral through the Web.

To open port 80, follow these steps.

1. From the Windows taskbar, select Start | Control Panel | Security Center | Windows
Firewall. The “Windows Firewall” dialog box opens.

2. Select the Exceptions tab, and click on Add Port....
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™= Windows Firewall

Wwindows Firewall iz blocking incoming network connections, except for the
programs and services zelected below. Adding exceptions allows some programs
to work better but might increase your zecunty nisk.

Programs and Services:

MHame

File and Frinter Sharing
Microgaft Management Conzole
Femate Aszistance

Remaote Deskiop

snmplrap. exe

IPHP Frarnewark

[ AddProgram.. | [ AddPor. || Edt.

Dizplay a notification when Windows Firewall blocks a program

what are the rizks of allowing exceptions?

ak, ] [ Cancel

The“Add aPort” dialog box opens.
3. Enter name asHTTP, enter the port as 80, and select TCP.

|Jze theze zettingz to open a part through “windows Firewall. To find the port
number and protocal, consult the documentation for the program or zervice you
want ko use.

Mame: |HTTP |

Port nurber: |33':I |

@TCP O uDP

Wwhat are the rigks of opening a port?

]

Add a Port E3

4. Click ok inthe“Add aPort” and “Windows Firewall” dialog boxes, and exit
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52

Windows Security Center and Control Panel.

1S on Windows Server 2003

In Windows Server 2003, you need to configure the Internet Information Services
(11S) Manager if you want to display graphsin the Trends view.

To configure 11S, follow these steps.

1. From the Windows taskbar, select Start | Settings | Control Panel | Administrative
Tools | Internet Information Services. The Internet Information Services (11S)

Manager window opens.

t Internet Information Services (IIS) Manager

¥4 Fle Action Wiew ‘Window Help

=10l x|

JREDS

«> A@EBDR[R[2]>r =

PJ Internet Information Services
-8 BYTHS-METCENTZ {lacal cor
[ FTP Sites
&) Application Poals
[ Weh Sites
-

. Web Service Extensions

Allow
Frohibit

Wb Service Extension:

Properties

Tasks

2 | ‘Wehb Service Extension

| Stakus

12 4dd & new Yeb service extension...

specific application...

12 prohibit all Yeh service extensions

@ Open Help

1l Allow all tweb service extensions for &

“F Al Unknown CGI Extensions

“F Al Unknown ISAPT Extensions

@ Active Server Pages
ASPLMET w1.1.4322

Internet Data Connector

@ Perl CGI Extension

Perl I54P1 Extension

Server Side Includes

WebDAY

Prohibited
Prohibited
Allowed
Allowed
Prohibited
Allowed
Prohibited
Prohibited
Prohibited

ol | »% Extended A Standard /

57

2. In the Tree view, expand the local computer and click Web Service Extensions.

3. Inthe details pane, add the following Web Service Extensions by selecting them

one at atime and clicking Allow:
* ASP.NET c1.1.4322

This enables the NetCentral Web Client to run on the PC.

» Active Server Pages

This enables Trend graphsto be displayed properly.

* Perl CGIl Extension

Thisis used to generate and plot Trend graphs.
4, Exit the dialog box and the Control Panel.
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Getting started

Work through the following topicsto create aworking NetCentral system:

Opening

“Opening NetCentral manager for initial setup” on page 53

“Overview of the NetCentral main window” on page 54

“ Auto-Discovering devices’ on page 56

“Verifying SNMP trap messages from monitored devices’ on page 58

“Putting SNM P properties changes into effect on monitored devices’ on page 59
“Setting SNMP trap destinations on monitored devices’ on page 59

“Adding and removing devices’ on page 60

“Accomplish other device-specific preparations’ on page 62

“Monitoring with multiple protocols’ on page 62

NetCentral manager for initial setup

Make surethat at least one device provider isinstalled before opening the NetCentral
manager on the server PC for the first time. This allows the manager software to
initiate automatic setup processes to add devices. If no device providers areinstalled
the manager software opens but remains blank and largely non-functional.

To open NetCentral manager for initial setup tasks, do thefollowing at the NetCentral
server:

1.

November 29, 2005

Make sure your current Windows login to the NetCentral server PC has Windows
administrator-level privileges.

. If you have not done so dready, add the NetCentral NCAdministrator group to

your current Windows login user account or to auser account that you set up. See
“Setting up NetCentral user access rights’ on page 36 for specific instructions.

Refer to “Managing NetCentral security” on page 196 for additional information
about users, groups, and NetCentral access permissions.

. Double-click the NetCentral icon on your Windows desktop or select Start |

Programs | NetCentral | NetCentral. A splash screen appears and displays the
progress of startup processes. After a short pause, the NetCentral main window

opens and the NetCentral icon & appears in the system tray of your Windows

taskbar. For more information about the NetCentral interface, read “Overview of
the NetCentral main window” on page 54.

. Click File | Logon and log on to NetCentral with the username and password for the

user account you added to the NCAdministrator group.

. Verify that you are now logged on to NetCentral with administrator privileges. The

Status bar, which is located in the lower portion of the NetCentral interface
window, reports the following:

MetCentral A Rights: Admini
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When you open the NetCentral interface for the first time, NetCentral services start

running. If at least one device provider is correctly installed, the Auto-Discovery

process begins, as described in the section, “ Auto-Discovering devices’ on page 56.
Overview of the NetCentral main window

This section contains the following topics.

* “NetCentral server main window” on page 55

» “Web Client main window” on page 56
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NetCentral server main window

On the NetCentral Server PC, the information in the NetCentral main window is
arranged in different functional areas as follows:

View control Shortcut buttons Menu bar Information area Search box
buttons

=] Manitored Devices ]
#-[] Devices

& O]
=g

B-a= TX_UIM2
E-= 10.16.42.127
== 10.16.18.101
E-a= TH_LIM1

—
‘I v
T,

0
S

sl =

u i
T
- I—

1

—
1 hem b

[ -
ral Access Rights: Administrator 19 Systems, 0 Critical, 0'Warnings Metwork | f 0z ||
e |
7 |
Status bar  Tree view Current NetCentral Network usage indicator

user access rights (logon) (on NetCentral server PC only)

Refer to “Monitoring network usage” on page 190 for information on the network
usage indicator in the status bar.
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Web Client main window

In the NetCentral Web Client, the information in the main window is similar, but
reflects the Web Client’ s functionality, as follows:

View control buttons Tree view
Shortcut buttons

Information view

2} NetCent: al Web Client - Micross ft Internet Explorer

wraf- & - D [ Af | Qrearch Guraghies Pwede F| 54 I =1 S 8

|
AddressJ &) nitpjfocalhostngbnetcantralidefaut.asgh !
— = Monitared Devi sl
T e} :
VL Facility ® 7] Profile xP
P E[7] PFR 500_600
== = 101838238 -
MBS Vessages = 101638232 s
6}. = 10.1536.243 e W W
«én;st:' = 101635244 14] 15 Ref ¥
Pyl B PFR 700 s

= &= 10.16.36.239
B[ Test

= = 2l
[€] NetCentral Access Rights: Administrator 14 Systems, 0 Critical, 0 Warnings

Auto-Discovering devices
In this procedure you work with the following NetCentral automatic processes:
» The Auto-Discovery process, which adds NetCentral-compatible devices

» The SNMP trap configuration process, which attempts to configure SNMP trap
message destinations on devices.

An SNMP trap message is a message that comes from a device, such as the
“Module mismatch” message from a8900 Modular frame. An SNM P trap message
will not find its way to the NetCentral server unless the message contains the
NetCentral server’sInternet Protocol (IP) address. To embed the NetCentral server
addressin the message, the address must be entered on the device asan SNMP trap
destination.

Auto-Discovery isahelpful feature for the initial installation and setup of the
NetCentral system. However, after the initial setup is complete, you might want to
turn off Auto-Discovery to prevent unwanted devices from being added to the
NetCentral system. Refer to “ Configuring Auto-Discovery to add devices’ on
page 187.

To work with Auto-Discovery processes, consider the following:
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1. Make sure Auto-Discovery is running:

a. Onthe NetCentral server PC, if you have not aready done so, open the
NetCentral interface and log on with NetCentral administrator privileges, as
explained in “Opening NetCentral manager for initial setup” on page 53.

b. Click the Configure menu and if the menu item is*“ Stop Auto Discovery,” it
means Auto-Discovery is running. If the menu item is Start Auto Discovery,
select it.

2. Click Tools | NetCentral Application Logs to open the Application Logs Viewer, in
which you can track NetCentral’ s automatic processes.

3. Wait for devicesto appear inthe NetCentral Treeview through the Auto-Discovery
process. This process searches the local network for devices and adds them
automatically to the NetCentral system. Depending on IP address range, the first
time you run NetCentral you might have to wait several minutes before you begin
to see devices asthey are automatically added.

3

Erb £u4 Leece

Freogn Tend Tk

o Hd

i

{ Fropeaes | (camce saicn) | oevzeis) (o~
[ R [ | Deves",p= Hesizge In
s 1 sy Tac 5 Dell FawerL dae SHMI Trap Taiget Status 1
a = eevaln
ﬁr._ : v shece |
+ o |10
e — {71 _mt v fq
I' T__T:{Lseaoas
£ Check the SNMP
@ Trap Target Status message
e As devices are for more information.
e
[0 A

Auto-discovered,
they appear in

@ms the Tree view.
v
[LCERTH
Netendral Aeree Rinhty Adndnidrabe 208 peiems, Cifeal, 1w oarin: e Aclx
4, Check thelist of devicesinthe Treeview. Expand nodesashecessary. If no devices

November 29, 2005

arelisted, you must manually add devicesasin “ Adding and removing devices’ on
page 60 and then repeat this procedure.

. Asdevices are added, the SNMP trap configuration process attempts to configure

SNMP properties on each device. This process reports its results as a tooltip that
appears when you hover your cursor over adevicein the Tree view and asa
“SNMP Trap Target Status’ message in the Messages view. The process also
reportsitsresultsin the NetCentral Application Logs Viewer. Identify tooltipsand
messages for devices and continue with this procedure.

. If adevice stooltip displays only the device type and has ho message regarding

trap validation, it means that NetCentral successfully entered the | P address of the
NetCentral server asan SNM P trap destination on the device and then successfully
received atest trap message from the device. A device with thistooltip is fully
monitored by NetCentral and requires no further steps. If all devicesin the Tree
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view have this tooltip, skip ahead to “ Adding and removing devices’ on page 60.

. If adevicehasa“... Traps not vaidated...” tooltip message, one of the following

conditions applies. In the Messages view, check the device’s SNMP Trap Target
Status message to determine which condition applies and then proceed as
indicated:

» NetCentral isin the process of testing the device to validate its SNMP trap
messages. After afew minutes check the device again for achangein its SNMP
Trap Target Status message reflecting the test results.

» The SNMP agent on that type of device does not support remote configuration
of SNMP properties. Y ou must configure SNMP properties manually asin
“Setting SNMP trap destinations on monitored devices’ on page 59.

» NetCentral has successfully configured SNM P properties on the device so that
the messages from the device are now targeted to the NetCentral server PC, but
the changes have not yet been put into effect. Refer to “ Putting SNM P properties
changes into effect on monitored devices’ on page 59.

* NetCentral tried to configure SNMP properties but was not successful. In most
cases this means you must configure SNMP properties manually asin “ Setting
SNMP trap destinations on monitored devices’ on page 59.

. Continue with the next procedure, “Verifying SNMP trap messages from

monitored devices.”

Verifying SNMP trap messages from monitored devices

Use this procedure after you have added a device, configured adevice, restarted
SNMP services on adevice, or otherwise adjusted your NetCentral system in its
ability to receive SNMP trap messages from one or more monitored devices.

Y ou can verify SNMP trap messages from a monitored device in the following ways.

Cause an actual fault on the device and check for the appropriate message in
NetCentral. To see alist of the fault messages that a device can send, refer to
“Generating alist of all SNMP trap messages’ on page 127.

Test the device using the trap validation process, as explained below. This process
tests currently added devices to seeif they are able to send their SNMP trap
messages to the NetCentral server PC. However, not all devices support thistype
of remote testing. Refer to “ Setting automatic SNMP trap configuration” on

page 192. If the device does not support remote testing, you must cause an actual
fault on the device to verify its ability to send SNMP trap messages to the
NetCentral server PC.

To validate SNMP trap messages from monitored devices, do the following:

1.
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On the NetCentral server PC, in NetCentral click Configure | Start SNMP Trap
Message Configuration to test all currently added devices. Y ou might have to first
click Configure | Stop SNMP Trap Message Configuration and then click Configure |
Start SNMP Trap Message Configuration.

. Asthe SNMP trap configuration process runs, check resultsin the NetCentral

Application Logs Viewer.
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Putting SNMP properties changes into effect on monitored
devices

For many types of devices you must put the SNMP trap configuration changesinto
effect by restarting SNMP services on the device. The requirements for restarting
SNMP services vary according to the type of device. On all devices, you can restart
SNMP services by restarting the device itself. On some devices thereisaway to
restart SNM P services without restarting the device. For some devices, such asthose
with Windows 2000 and X P operating systems, changes are put into effect without
restarting SNM P services. Read your device-specific documentation for instructions.
If you are not sure, restart the device.

As an example, on Windows NT devices, you can restart the SNMP Trap Service
without restarting the device itself asfollows:

1. Click start | Settings | Control Panel. Open the Services icon.

2. Select SNMP Service.

3. Click stop.

4. Click start.

5. Close dialog boxes.

Do the necessary steps to put the SNMP configuration changes into effect, then

continue with “Verifying SNM P trap messages from monitored devices’ on page 58.
Setting SNMP trap destinations on monitored devices

This section provides guidelines for setting SNMP trap destinations on monitored
devices that do not support the remote SNM P trap configuration mechanism that the
NetCentral manager software uses. On these devices you must use a device-specific
method to set an SNMP trap destination.

Set an SNMP trap destination by configuring SNM P properties. While each type of
device has its own interface and methods for configuring SNM P properties, the
underlying values that must be set are common to all devices, as explained below.

To set SNMP trap destinations using a device-specific method, do the following:

1. Determinethe method for configuring SNM P properties. Read the
manufacturer’ s documentation that you received with your device for specific
procedures. Some devices require that you go to the device itself and manually
configure SNMP properties. Some devices alow you to configure SNMP
properties remotely.

Within the device' sinterface for SNMP properties, identify the settings for trap
destinations. A trap destination might also be called atrap recipient or atrap target.

2. Enter the NetCentral server PC asatrap destination. Enter the following
information to set the NetCentral server as atrap destination:

» ThelPaddress(or on some devices, the machine name) of the NetCentral server.
Read “ About the | P address of a NetCentral server” on page 31 for more
information about |1 P addresses.

» The name of the SNMP community. Make sure RW accessis set. Refer to
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“About SNMP properties on monitored devices’ on page 185.

» Also make sure the authentication trap is enabled. Refer to “About SNMP
properties on monitored devices’ on page 185.

3. Put changesinto effect. Often thisrequires that the SNM P services on the device
or the deviceitself be restarted. Read the manufacturer’ s documentation that you
received with your device for a specific procedure to accomplish this step.

4. Verify with NetCentral manager. On the NetCentral server PC, use the SNMP
trap configuration processto test the device, asexplainedin“Verifying SNM P trap
messages from monitored devices’ on page 58.

Whenyouinstal the device provider onthe NetCentral server PC, the device provider
installation program provides online documentation that explains the specific
requirements for monitoring that device type with the NetCentral system.

Refer to Appendix C, Setting up Windows SNMP for examples of setting SNMP trap
destinations on devices running a Windows operating system.

After you have successfully set trap destinations on your SNMP monitored devices,
continue with “Verifying SNMP trap messages from monitored devices’ on page 58.
Adding and removing devices

If NetCentral’ s Auto-Discovery feature in its default configuration does not
automatically create the correct list of devices that you want to monitor, you can
manually add and remove devices one at atime as explained in the following
procedures.

» “Adding devicesto the Tree view” on page 60
» “Removing devices from the Tree view” on page 61
For related information, refer to “ Adding devices’ on page 185.

Adding devices to the Tree view
To manually add an SNMP-monitored device:

1. Verify (NetCentral Access Rights: Admini or log on as auser with NetCentral administrator
rights (File | Logon).

2. Click File | New | Device. Y ou can also right-click the folder into which you want to
add the device and select New | Device. The Add Device dialog box opens.
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Add Device

SHMP Device Marne or IP address:
Syzlog Device IF'rnfiIEXF"I

SMMP Community Mame:

|public j

DeviceType:

(]9 I LCancel

3. Select SNMP Device.
4. Enter the name or | P address of the device you want to add.

5. Enter the SNMP community name you use in your NetCentral system. Refer to
“About SNMP properties on monitored devices’ on page 185.

6. Onthe DeviceType drop-down list, select the type of device. If the device type you
want to monitor is not on the list, it means the device provider is not installed.

7. Click the ok button. The dialog box closes and NetCentral begins the process to
add the device. A “Network Connection” message box appears. When the device
is successfully added, it appearsin the Tree view.

8. Repeat this procedure until al your devices are added.

9. Check the SNM P trap configuration messages of added devices. If indicated,
accomplish additional steps, asexplainedin“Verifying SNM P trap messages from
monitored devices’ on page 58. Once all added devices are able to send their
SNMP trap messages to the NetCentra server, continue with step 10.

10. If the only devices present in the NetCentral window are those that you want to
monitor, skip ahead to “Accomplish other device-specific preparations’ on

page 62.

11. If any devices are present in the NetCentral window that you do not want to
monitor, remove these devices through the following procedure.

Removing devices from the Tree view

To remove adevice:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. In the Tree view, highlight the device you want to remove.

3. Click Edit | Delete and then click Yes on the message box to confirm (this
confirmation box only appears when you delete from the tree the last instance of a
device).

4, Repeat as necessary until all undesired devices are removed.
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5. Once you have added or removed devices to create your complete Tree view and
all the deviceslisted have their SNM P trap messages enabled, continue with the
next section, “Accomplish other device-specific preparations.”

Accomplish other device-specific preparations

Read the manual or installation instructions for the SNM P-monitored device and
check for other install ations or upgrades that are required in order to monitor the
device with your NetCentral system. For example, some devices require the
installation of an FTP server for the transfer of device-specific logs to the NetCentral

server.

Whenyouinstal the device provider onthe NetCentral server PC, the device provider
installation program provides online documentation that explains the specific
requirements for monitoring that device type with the NetCentral system.

If you are monitoring devices via SNMP only and each monitored deviceisfully
functioning with all features enabled in the NetCentral system, continue with Chapter
3, Using the NetCentral system on page 65.

If you want to monitor some devices via Sydog, continue with the next section
“Monitoring with multiple protocols.”

Monitoring with multiple protocols

While the NetCentral system’s primary protocol is SNMP, it’s architecture also
supports communication with devices via other protocols. One of these other
protocolsis Syslog.

» You can monitor adevice viaSNMP only.
* You can monitor adevice via Syslog only.

* You can monitor adevice viaboth SNMP and Syslog.

How Syslog works in NetCentral

The NetCentral core software on the server PC listens for Syslog messages on UDP
port 514. The NetCentral software reacts to the message asif it were an SNMP trap
message, showing the message in the interface, displaying status indicators, logging
the message, and triggering actions.

The Syslog protocol can have as many as eight severity levels for messages.
NetCentral maps the Syslog severity levels to the appropriate NetCentral severity
levels. Sydog to NetCentral severity mapping is asfollows:

Syslog
Severity

Description

NetCentral
Severity

0

Emergency: systemis unusable

Alarm

Alert: action must be taken immediately

Alarm

Critical: critical conditions

Alarm

Error: error conditions

Alarm

1
2
3
4

Warning: warning conditions

Warning
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Syaoa, | pescripion potcenw
5 Notice: normal but significant condition Informational
6 Informational: informational messages Informational
7 Debug: debug-level messages Trace

Setting up and using Syslog in NetCentral
Use the following steps to monitor a device via Sydog:

1. Make sure the device you want to monitor via Syslog generates Syslog messages.
Check the documentation you received with the device for information about

Syslog.

2. Verify (NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

3. If the deviceis currently being monitored via SNMP and you want to now add
Syslog monitoring for the device, skip ahead to step 5 of this procedure.

4. If the device is not currently being monitored, click File | New | Device. The Add
Device dialog box opens. Proceed as follows:

« If youwant to monitor the deviceviaSyslog only, select Syslog Device and enter
the IP address of the device. Click OK to save settings and close.

* If you want to monitor the device with both SNMP and Syslog simultaneoudly,
select SNMP Device and enter the IP address or name of the device. Also enter
the SNM P community name. Then click OK to save settings and close.

5. On the device, configure Syslog properties so that you can enter the | P address of
the NetCentral server asaSyslog target. This might be called a Syslog Daemon IP
or some other term. Read the documentation you received with the device for
instructions.

6. Put Syslog configuration changes into effect on the device, following
documentation you received with the device.

7. Set up the device so that it sends a Syslog message to the NetCentral server. Y ou
must add the Syslog device in NetCentral in order for NetCentral to display
messages from that device.

8. Verify that the device appearsin NetCentral asaSyslog device. Devices monitored
via both Syslog and SNMP appear as SNMP devices only, yet they display both
Syslog and SNM P messages.

9. Select a Sydlog device and view its subsystem properties.

10. View logged Syslog messages using NetCentral message features asyou would for
SNMP trap messages.

When each monitored deviceis fully functioning with all features enabled in the
NetCentral system, continue with Chapter 3, Using the NetCentral system.
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Using the NetCentral system

This section describes how the NetCentral system communicates the status of your
SNMP-monitored devices.

Thetopicsin this section are as follows:

» “About NetCentral monitoring” on page 66

» “Accessing NetCentral” on page 67

» “Viewing information in the NetCentral main windows” on page 69
» “Arranging the Tree view” on page 75

» “Creating a Facility graphical view” on page 79

» “Interpreting status indicators’ on page 80

» “Responding to messages and actions’ on page 82
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66

About NetCentral monitoring

Asthe NetCentral system carries out its primary function of monitoring devices, it
does most of its work automatically. In this automatic mode, the NetCentral system
detects device status and notifies you of status changes in the following ways:

» Heartbeat Polling—NetCentral manager software periodically requests from al
devices a message that confirms that they are able to communicate over the
network. Thisis called heartbeat polling. NetCentral reports any devices that are
unresponsive to the heartbeat polling. Read “ Setting heartbeat polling” on
page 194 for more information.

« SNMP Trap Message Receipt—at startup NetCentral manager software triggers
each deviceto send atest SNMP trap message. Thisisto confirm that the deviceis
correctly targeting its SNMP trap messages to the NetCentral server. NetCentral
reports whether devices do or do not have their messages correctly targeted. Read
“ Setting automatic SNMP trap configuration” on page 192 for more information.

 SNMP Trap Message M onitoring—NetCentral manager software constantly
listens for the SNMP trap messages that devices send when they have achangein
their status. The NetCentral system analyzes the SNMP trap messages and, based
on their relative urgency, communicates to you the status information you need to
keep your devices operating. Read Chapter 4, Managing messages for more
information.

If you need to troubleshoot or otherwise gather information on the health of your
devicesyou can manualy usethe NetCentral system asadiagnostic tool to check both
current and historical status. In this manual mode, the NetCentral system gives you
the ability to do the following:

» Check the current status for any device at any time, as explained in “Browsing
device status’ on page 123.

» Research previous status changes by viewing past messages, as explained in
“Checking device status in NetCentral messages’ on page 125.

» Research previous status changes by viewing statisticsin graph form, as explained
in “Checking device status with graphs’ on page 132.

For Syslog monitoring, refer to “ Setting up and using Syslog in NetCentral” on
page 63.
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Accessing NetCentral

The following topics explain your options for access to the NetCentral system user
interface on the NetCentral Server PC:

» “About access permissions’ on page 67

» “Starting NetCentral” on page 67

» “Logging on and off NetCentral” on page 67
» “Stopping NetCentral” on page 68

About access permissions

Any user on any NetCentral server PC can open NetCentral manager and—without
logging on to NetCentral—operate the software with user-level access permissions,
as explained in “ Starting NetCentral” on page 67. User-level access permissions are
sufficient for basic device monitoring. Y ou can view information received from
devices, but features for configuring the NetCentral system are disabled.

If you need NetCentral administrator-level or technician-level access permissions,
you must logon to NetCentral as explained in “Logging on and off NetCentral” on
page 67.

Starting NetCentral

To start the NetCentral interface, double-click the NetCentral icon on your Windows
desktop or select Start | Programs | NetCentral | NetCentral. A splash screen appears
and displays the progress of startup processes. After a short pause, the NetCentral
main window opens. Once the NetCentral interfaceis open, do not then open another
instance of the interface; we do not recommend that you run multiple NetCentral main
windows at the same time on the same PC.

On the NetCentral server PC, NetCentral services start by default when the PC is
restarted. Thisisindicated by a series of message boxes that appear and inform the
user of NetCentral startup processes. Once these messages boxes are all closed, the
full NetCentral server component is running on the server PC, and monitoring is

taking place. Thisisindicated by the NetCentral icon & in the Windows system

tray. However, the NetCentral interface does not automatically start, so you must start
it asexplained in the preceding paragraph. Refer to “ Managing the NetCentral server”
on page 182.

Logging on and off NetCentral

The NetCentral interface always openswith user-level access permissions granted by
default with no logon required, as indicated by the access rightsinformation in the
status bar at the bottom of the NetCentral window:

MetCentral Access Rights: Uzer

Logging on to NetCentral permits technician-level or administrator-level access.
Logging off of NetCentral returns to user-level access.
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Tolog on and off of NetCentral:

1. On the NetCentral main window, click File | Logon. The Logon dialog box opens.

U=zer Mame: I

Pazzward: I

Ok I Cancel

2. Enter auser name and password that has been set up for NetCentral
technician-level or NetCentral administrator-level access permissions (If these
have not been established, see “Setting up NetCentral user accessrights’ on
page 36 for instructions).

3. Click ok. NetCentral manager grants appropriate access permissions, asindicated
by the current logon information in the status bar at the bottom of the NetCentral
window.

MetCentral Access Rights: Administrator

4. When you are ready to return the interface to user-level access permissions, click
File | Logoff.

For more information about setting up logon accounts for NetCentral security, refer
to “Managing NetCentral security” on page 196.

Stopping NetCentral
To stop the NetCentral interface, click File and choose Exit.

When you close the NetCentral interface on the NetCentral server PC, you are
stopping only the NetCentral client component that runs on the server PC. The
NetCentral server component continues to run and monitor your devices. Once
NetCentral services—which support the server component—are started on the server,
the server component does not stop unless you intentionally stop NetCentral services
or shutdown the server PC. Aslong as the server component is running, NetCentral
continues to receive messages and executes any configured actions even if the client
component (the user interface) isnot running. The messages received whilethe client
component is not running are stored in the NetCentral database and are accessible the
next time the client component is started.

Be careful not to select Exit from the NetCentral system tray icon. Doing so stops
NetCentral services and shuts down the NetCentral server component.

When you restart the NetCentral server PC, by default the NetCentral server
component starts automatically.

Also refer to “Managing the NetCentral server” on page 182 for more information
about the NetCentra system tray icon menu.
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Viewing information in the NetCentral main
windows

The NetCentral main window can be manipulated to display different views, as
illustrated in the following screen shot:

For the folder, device, Choose aView To change the type And then click
or subsystem Control button... of information controls to find the
selected... displayed information you need.
= =
File  Edit i Tools  Configure  Help
L Properies | t‘mcﬂ Action | LD!' ice List | f-‘k "
f \
| | < | Frarn Device Type o
= @ I DEVMAN_F5M1 Dell PowerEdge
A £ 7 bvinsnorthonr.am.thm... C2MD
eLr v Facility @ [ bvins-northonr.am thm... C2MD
T N DEVMAMN_F5M1 Dell FowerE dge
@ DEYMAMN_FS5M1 Dell PowerE dge
{ E:,/ £ 7 DEVMAN_FSM1 Dell PowerE dge
Messages @ DEYMAMN_FSM1 Dell FowerE dge
A T TH %P2 Profile XP
M T T% %P3 Profile XP
& T 12 Xe2 Profile XP
Graphs A T TH %P2 Profile XP
A& T 12 Xe2 Profile XP
M T wtendolkar MohitDesktop
£ 7 gv-bed7SI7 Windows System 5
Actions “i = 1 Lr—‘
@-' System Mame |-|->< P et
T
=nes IP Address |1 01642 132 | Feceived Time
Subspstem |Storage | Folder
Description The Profile detected a link failure on a Fibr_e Channel [
longer has redundant access to external video storage.
Connections.
Remarks i
Gl | ;l‘l
MetCentral Access Rights: Admimistrator 19 5ystems, 0 Crntical, 0'W arnings Metwork 0%

NetCentral server and Web Client views are described in the following topics:
» “Displaying the Facility view” on page 70

» “Displaying the Messages view” on page 71

» “Displaying the Graphs view” on page 72

» “Displaying the Actions view” on page 72

» “Displaying the Trends view” on page 73

» “Displaying viewsin multiple windows’ on page 74
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» “Refreshing the information area” on page 74
Displaying the Facility view

With the Facility
view control m
button selected... f[%]

e[ LLFacility

In the Tree
view select Which provides this
this... To display this view ... information.

|—_=| Folder Server display: An HTML page
with active graphics that display
status indicators. Y ou create this
pageto show your required logical
or physical system view. Refer to
“Creating a Facility graphical
view” on page 79.

Web Client display: same as
Server. HTML page can only be
created and configured from the
Server PC.

The HTML file and the
background .gif image must be
saved in C:\Program
Files\Thomson Grass
Valley\NetCentra\HTML.

== Device 10.16.36.223 Server display: Generd

IP Address: 10.16.36.223 properties of the device.
Firmware Version:  v2.2.1

Mumber of ports: 8

Web Client display: same as
Location: Server

...... Subsystem Hile Server display: Detailed

Units: . .
55 - information about a subsystem.
" Fahrenheit

& Centigrade
- Current Temperature:
32 degrees{C) Web Client display: Web Client
does not display device subsystem
information.

32 degrees(F]

To control thedisplay of information in the Facility view, refer to“ Arranging the Tree
view” on page 75 and “ Creating a Facility graphical view” on page 79.
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Displaying the Messages view

With the Messages
view control =
button selected... Messages

In the Tree

view select Which provides this

this... To display this view ... information.

[ Folder T s | Server display: Recent messages
® T i Pt s mesmsies s iz | from devices and sub-folders
om— —— | contained in the selected folder.
1P bkt 163242 Ainctrved Time 1122004 13628 04 . .
st e ] e oz | Web Client display: same as
—  EEEEERE LTI Server

== Device - | .. || | Server display: Recent messages

from the selected device

Thelower pane displaysthe detailsfor asel ected

message. Web Client display: same as
Server

""" Subsystem Server display: Recent messages

from the sel ected subsystem of the
selected device.
Web Client display: Web Client
does not display subsystem
information.

To control the display of information in the Messages view, refer to “Defining
messages displayed” on page 125.
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Displaying the Graphs view

With the Graphs

view control

button selected...

@rﬂphs

In the Tree
view select
this...

To display this view ...

Which provides this
information.

|__=| Folder

== Device

3o

20

10

o0

I ToC_3 I wwwm |

Server display only:

Statistics in graphical form about
the messages received from
devices and sub-folders contained
in the selected folder.

Server display only:

Statisticsin graphical form about
the messages received from the
subsystems of the selected device.

Server display only:
Statisticsin graphical form about
the messages received from the
selected subsystem.

To control the display of information in the Graphs view,

information” on page 133.

Displaying the Actions view

With the Actions

view control

button selected...

@lions

refer to “Defining graphed

In the Tree
view select
this...

To display this view ...

Which provides this
information.

|__=| Folder

== Device

VA [Twe Name
7 Profile XP SANT_MPYST Critical
4 A

Alldevioss =
7 sl devices Al Critical Besy

[indows Message |

Thelower pane displaysthe detailsfor aselected
action or filter.

Server display only:

Actions and filters configured for
the selected folder, itsdevices, and
sub-folders.

Server display only:

Actions and filters configured for
the selected device and its
subsystems.

Server display only:
Actions and filters configured for
the selected subsystem.
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Displaying the Trends view

With the Trends
view control
button selected... iTrends

In the Tree
view select Which provides this
this... To display this view ... information.

[T]Folder Pl = e e | Server display: Inthe upper pane,
S e alist of the devicesin the folder.
When adeviceisselected fromthe
list, the lower pane displays
several graphs of the device's
trend information.

Web Client display: same as
Server

Select links to display trend categories.

== Device Server display: The graphs of the

selected device' strend
information.

Web Client display: same as
Server

Server display: The graphs of the
selected device' strend
information.

Web Client display: same as
Server

While the Graphs view graphically displays alist of notifications received over time,
the Trends view polls specific device parameters and provides you with adaily,
weekly, monthly, and yearly view of selected parameters. Threshold notificationscan
aso be set for those parameters.
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Displaying views in multiple windows

Y ou can display more than one view at the same time. Thisis especially useful for
computers with large screens or multiple screens.

To display multiple views:
1. Inthe Tree view select afolder, device or subsystem.
2. Choose a View control button to display the view that you want.

3. Right-click the View control button or the selected folder, device, or subsystem and
choose Open In New Window. The view opensin its own window.

4, Repeat this procedureto display different views. Arrange the windows as
necessary.
Refreshing the information area

To refresh the information areafor the currently displayed view, click view and select
Refresh. Y ou must refresh the view in this way when editing, saving, and viewing
HTML pages. Refer to “Viewing subsystem properties’ on page 123 for information
about refreshing subsystem property pages.
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Arranging the Tree view

By default, devicesin the Tree view are grouped in device type folders, named
according to the device network name, and sorted in the order they were added. If you
want to arrange yours differently, use the proceduresin this section. Thetopicsare as
follows:

e “Grouping devicesin folders’ on page 75
» “Renaming adevice’ on page 77

» “Sorting devices alphabetically” on page 77

Grouping devices in folders

The NetCentra interface allows you to group devicesin the Tree view according to
the following rules:

» Each group of devices must have afolder under which the group is defined.
» A device can bein multiple folders.

* You can nest folders under folders to create a hierarchical structure.

* You can not nest devices under devices.

Decide how you want to group your devicesto more accurately represent your
facility, then proceed asfollows:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Select the folder in the Tree view under which you want your new folder located.

To create afolder at the highest level possible, select the folder at the top of the
tree. Thisfolder is named Monitored Devices by default. Y ou can rename this
folder as needed. Y ou cannot create a folder above or at a peer level with this
top-of-tree folder.

3. Click File, or right-click the folder, and select New | Folder. The Folder Properties
dialog box opens.
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Folder Properties

Folder Mame:
[5goug

Folder selection

{* Launch HTML page of nearest parent folder
{* Launch default HTHL page

{© Launch the following HTML page Brovweze. . |

] | Cancel |

4. Enter afolder name that identifies the device group you are creating. Y our new
folder appearsin the Tree view.

For now, leave other settings as default. Refer to “Creating a Facility graphical
view” on page 79 for instruction on associating the folder with an HTML page.

5. Withinthe Treeview, place devicesinto your new folder using one of thefollowing
methods:

» Drag-and-drop to move adevice into the folder.

=4 Monitored Devices
-] Devices
] Swslog

SANT_MPYS1

SANT_MPYVG3

] todular Frarg

» Sedlect adevice and click Edit | Copy or Edit | Cut, then select the folder and click
Edit | Paste. Y ou can aso right-click and use the pop-up menu in the same way.

6. Repeat this procedure, creating a hierarchical structure of folders and devices as
necessary to represent the systems and logical groupingsin your facility.

7. Expand and collapse folders as necessary to view devices.

8. Toremove afolder, move all devices out of the folder, right-click the folder and
select Delete.
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Renaming a device

When you add a device to NetCentral, the network name of the deviceisrecordedin
the NetCentral database asan “aias’ and mapped to the device' sIP address. Y ou can
then change the NetCentral alias for the device as needed. Changing the NetCentral
name (alias) does not change the actual network name on the device.

Also, if you ever change the network name on the device itself, NetCentral does not
then automatically read the new network name from the device and update the name
(alias) in the database. For this reason you might want to manually change the
NetCentral name for the device.

To rename adevice in NetCentral (assign anew alias):

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Select the devicein the Tree view.

3. Click Edit or right-click the device and then sel ect Rename. The Rename dial og box
opens.

Device Mame:  1016.42.165

Device pliag |Eswitch1

(]9 I Cancel |

4. Enter the new name for the device and click oK. In the Tree view, the name of the
device changes.

Y ou can aso use the Device List to rename a device, as explained in “Viewing a
smplelist of devices’ on page 122.

Sorting devices alphabetically

By default, devices are sorted in the Treeview in the order in which they were added.
To sort aphabeticaly:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |

November 29, 2005 NetCentral User Guide 77



Chapter 3 Using the NetCentral system

Logon).

2. Click configure | Preferences. The Preferences dialog box opens.

3. Click the Facility tab.

| Messagesl Graphsl tessage Supression | Achion Configuration

v Sort Tree Wiew alphabetically

[ o |

Cancel

4. Select Sort Tree View alphabetically and click OK.

5. Regtart the NetCentral interface to see the devices sorted aphabetically.
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Creating a Facility graphical view

Y ou can create a visual representation of your facility through NetCentral’s Active
Drawing feature. This feature allows you to create facility maps and workflow
diagrams with dynamic pictures that will reflect changesin device status. These
diagrams are created as HTML pages and linked to the foldersin your Tree view.

To create agraphical view for afolder, refer to Appendix A, Facility view tutorial on

page 229.
NetCentral I ] [a] B
File Edit Yew Device Messages Trend Tools Configure Help
| Propedies || Cancel Action ] Device List | ‘:__-—__"._'_ ==— _--‘--___—_ == _; = _-—-_?_' == .T_-_.—__ = 'f'cv =
— — [=1-@ My Compary
- ] Devices
G‘ ,Ei [ Chizago
E--. Amaterdam
uFamlIty [#-(] Production 1
EI . F‘mductlnnZ
EI . Servers
Message*" i #-@ 19216817
I - Labs
@r&phs
@MIIOHS
Trends
= (Netl:enhal Access Rights Administrator 64 Spstems, 9 Critical, 2'Warnings Networki 0.00% ||
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Interpreting status indicators

The following topics explain the primary graphical conventions that NetCentral
manager software uses to inform you of device status:

» “About status indicators’ on page 80
» “Locating status indicatorsin the NetCentral main window” on page 81
* “Viewing status in the system tray icon” on page 81

About status indicators

The NetCentral system categorizes any information it receivesfrom devices as one of
thefollowing status|evels. The status|evels and the default icons that represent them
areasfollows:

| . i A device hasexperienced achangein statuswithin normal operating parameters. The
nformational o - .
device is operating as designed.
Warning & A device has areduced ability to function and may fail soon, but at the current
moment it is still operating within specifications as designed.
Critical . A device has ceased to operate or is currently operating with severely hampered
functionality. The device is not operating within specifications as designed.
Reset . A device has returned to normal operating status. A previous warning or critical
status condition has been resolved.
Dead * A deviceis not operating at al or has lost contact with the NetCentral system.
or off-line

Filter T4 A message or messages from a device have afilter applied.
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Locating status indicators in the NetCentral main window

The NetCentral system indicatesthese status|evel sthroughout theinterface, using the
following default icons, colors, animations, and actions:

Informational Warning Critical Reset Dead or Off-line

System tray icon
Green heartbeat Red heartbeat Red heartbeat Green heartbeat Red heartbeat
Main window =
Tree view 1 &' . F ?{
mzlsns:m:sio\yrew ! | 2 | From ! | & | From ! | % | From ! | i | From | | % | From
g i [©  wnont & T wenon ® [ wnont = toc 2 * [T wnoit

Default action None Beep sounds Beep sounds None Beep sounds

Also, for subsystem propertiesin the Facility view, some devicesusewhat’scalled an
“LED,” or a“colored light” graphic to indicate status. The signficance of thelightsis
asfollows:

* Green @ — Norma
e Red@ — Fault

» Black @ — Information not available, no communication, or no signal detected

The following sections contain more detailed information about status indicators.

Locating status indicators in the NetCentral main window
Device status is indicated within the different areas and views as follows:

Tree view — Status indicators replace the icon for afolder, device, or subsystem if
statusis not normal. Status indicators “ripple up” through the hierarchy, so that even
if you have afolder closed in which multiple devices or folders reside, a status
indicator on the top folder indicates the status of highest severity amongst all the
folder’s contents. Read “ Arranging the Tree view” on page 75 for more information.

Information area: Facility view — Statusindicatorsin the Facility view cantakevarious
forms. By default, active drawings change color to indicate status. Refer to Appendix
A, Facility view tutorial on page 229 for other waysto indicate status on Facility view
HTML pages.

Information area: Messages view — Status indicator icons appear in the “!” column,
which by default isin the left-most position.

Viewing status in the system tray icon
Aslong asthe NetCentral server component is running, you will see the NetCentral

icon & in the system tray of the NetCentral server PC's Windows taskbar. The
moving heartbeat in theicon providesvisua confirmation that the NetCentral system
is operational, using the following colors to indicate device status level:
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Green = All devices are at aNormal, Informational, or Reset status level
Red = One or more devices are at aWarning, Critical/Dead, or Off-line status level

If more than one device is being monitored, the color indicates the status level of
highest severity. For example, if aProfile XP Media Platform has a informational
status and a QL ogic Fibre Channel switch simultaneously has a warning status, the
NetCentral system displays ared color heartbeat to indicate the warning status of the
QLogic Fibre Channd switch, sinceit is of higher severity.

Responding to messages and actions

The following topics explain how the NetCentral manager interface behaves when
messages are received from monitored devices and how you can respond to the

messages:
» “Interpreting NetCentral messages’ on page 82
» “Acknowledging messages’ on page 83

» “Clearing acknowledged messages’ on page 83
» “Clearing darms and actions’ on page 83

» “Clearing warning and critical icons’ on page 84

Interpreting NetCentral messages

By default, the NetCentral system notifies you immediately by sounding an audible
beepif any of your devicesreach astatus-level of critical or warning. Y ou can change
the behavior of this default action and trigger other actions aswell, such as playing a
sound file or sending an e-mail message. Refer to “ Configuring Actions and
notifications” on page 98.

The message details displayed in the Messages view offer suggestions for resolving
the condition that triggered the alarm, asin the following example:

Description  [One or mare spstem cooling-fans have failed or the fan assembly has been removed.
Feplace the fan assembly.

To quickly see adevice' s messages from a Facility view HTML page, right-click the
device's active drawing and select Messages. The device' s messages open in a new
window.

In most cases you should act immediately to resolve warning or critical conditions.
For more information about troubleshooting a particular device, refer to the manual
for that device.

Oncethe condition isresolved, the NetCentral system sends a reset message to notify
you that the device has returned to normal status, asin the following example:
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Acknowledging messages

Description [The spstem coaling-fans resumed nomal operation.

The reset message removes the related alarm or critical icon, so the device appears
again as normal.

Acknowledging messages

When a message isfirst received from a device it is considered an unacknowledged
message and as such it is displayed in the Messages view as bold text. Thisis your
indicator that the message is recent and possibly un-read. To acknowledge that an
SNMP trap message has been read, in the Messages view double-click the message
row. This puts a checkmark in the checkbox and changes the text to a normal font
appearance. The exception isthe special “SNMP Trap Target Status’ messages,
which remain in bold text even after they are double-clicked.

Clearing acknowledged messages

If you find your acknowledged messages cl uttering the M essages view, you can clear
them from the viewing area as follows:

 Click the acknowledged message checkbox column head one or more times until
acknowledged messages are sorted to the bottom of the list and outside of the
primary viewing area.

» Click configure | Preferences | Messages and de-select Show Acknowledged
Messages. The acknowledged messages disappear from the Messages view. If you
have alarge number of messages, setting this option and acknowledging past
messages reduced the length of the list. The acknowledged messages are retained
in the NetCentral database, so you can adways view them again by resetting the
option to show acknowledged messages in the M essages view or by exporting the

messages.
Clearing alarms and actions

Thecancel Actions shortcut buttonis used to cancel ongoing actions, such asthe Beep
action.

Y ou can aso turn off individual Actions as follows:
1. Display the Actions view.

2. Select the folder, device, or subsystem from which the action is currently
executing. If you are not sure, click the topmost folder.

3. Inthe Information area, identify and select the action or actions currently
executing.

4. De-select the checkbox in the action row.
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i \_| v | Type | M arne | Meszage |.-’-‘-.cti0n l
Profile =F Tr_wP2 Critizal T P2 critical windows Meszzag...

Thisturns off the action or filter while you take stepsto correct the problem.

Once the action is cancelled or is finished, the only indication that the warning or
critical condition still existsis the color of the system tray icon, the message in the
Message view, and the statusiconsin the NetCentral window. The NetCentral system
itself does not send messages or trigger actions again to remind you of a current
warning or critical condition. However, some devices have a feature, such as the
“Resend Messages” feature on a Profile XP Media Platform, that you can configure
to have the device send a message again for an unresolved condition. Check the
manual for your device for more information about this type of feature.

If some messages become troublesome because they are too frequent or unimportant,
you can set the NetCentral system to filter certain messages. For more information,
see “Filtering messages’ on page 113.

Clearing warning and critical icons

Sometimes an irrel evant message causes adeviceto display awarning or critical icon.
Y ou can remove the warning or critical icon from the device in the Tree view by
right-clicking the device and selecting Reset State. Y ou must be logged on to
NetCentral as atechnician or administrator to reset the state of a device.
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Managing messages

The NetCentral manager interface notifies the user of changes in device satusin part
viamessages. This section explains the different types of messages NetCentral
displays, and how you can manage the messagesto best suit your facility’ s system and
policies. Topics are asfollows:

» “About messages and actions’ on page 86

» “Configuring messages’ on page 87

» “Adding and editing remarks to messages’ on page 87
» “Copying messages’ on page 88

» “Suppressing messages’ on page 89

e “Locaizing Messages’ on page 90
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About messages and actions

Thefollowing diagramillustrates how messages and actionsinteract in the NetCentral

system.
Devices NetCentral _ Notifications
Messages Manager Actions
Send email
NetCentral
Manager
initiated Play audio
Run program
Beep
Device
initiated
(SNMP Trap) etc.
il
N t Filtered
messages
0686-2
No action

Messages — Devices communicate to the NetCentral manager about their status
using messages. Some messages are initiated by the manager software, in that the
device sends the message only when the manager software requests. Other messages,
such as SNMP traps, areinitiated by the device, in that the message is sent whenever
achange in status occurs on the device.

Actions — The NetCentral system notifies you about the status of devices using
actions. By configuring actions you can create a customized set of notifications. Y ou
can aso configure an action to filter messages so that NetCentral “ignores’ messages.
For information about actions (also called “ notifications”) and filters, refer to Chapter
5, Configuring user notifcations and filters on page 97.

For Syslog monitoring, refer to “Monitoring with multiple protocols” on page 62.
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Configuring messages

Two types of messages appear in the NetCentral interface. Different mechanisms
determine when and how these two types of messages are sent. The types of messages
areasfollows:

* NetCentral manager initiated messages — These messages carry information about
a particular monitored device, yet they only occur when they are triggered by the
NetCentral manager software. As such, these messages can be controlled by the
manager software. There are three kinds of NetCentral manager-initiated

messages:
» Heartbeat polling— When a device does not respond to the manager software's

heartbeat polling and a“Dead or off-line€” message appears in the M essages
view. Refer to “ Setting heartbeat polling” on page 194.

* SNMP Trap Target Status messages — The manager software attempts to
automatically configure SNMP properties on the monitored device, so that the
NetCentral server PC isan SNMP trap target. When the monitored device does
not support thistype of automatic configuration, it is reported in the Messages
view as an SNMP Trap Target Status message.

» Trend messages— NetCentral manager polls monitored devicesfor changesin
the status parameters, and this information is displayed in Trend graphs.

* Device initiated messages — These are the SNMP trap messages or other
monitoring protocol messages that are triggered by each device. This type of
message is sent when a threshold condition occurs on a device and the status of the
device changes. As such, the mechanisms for the control of these messages vary
from device to device. Read the manual for the particular device type for more
information. Some examples are as follows:

» Some types of devices have features within the device interface that alow you
to set the parameters for threshold conditions.

» Sometypes of devices expose setting options through the NetCentral manager
Device menu, such as the Device Options dialog box for aProfile XP Media
Platform.

The following topics describe the options you have to configure messages.
» “Adding and editing remarks to messages’ on page 87

» “Copying messages’ on page 88

» “Suppressing messages’ on page 89

e “Locaizing Messages’ on page 90

Adding and editing remarks to messages

Once amessage is received from a monitored device, you can add, edit, or remove
remarks associated with the message. The remarks are retained with the messagein
the NetCentral database and are available for research.

To add or edit aremark:
1. In the Messages view, select the message to which you want to add or edit a
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remark.

2. Enter or edit text in the Remarks field at the bottom of the message details pane.

! | 5 | Fram | Tvpe | Message < | Received ;I
[ T wnorthon-t3.arassval... Profile XP Fan Fault 12872004 2:1 |
i F= w-northon-It3.grassval... Profile XP Fan OK 1/2852004 2:0 ~
4| | 3

System Name |w-northon-lt3.gra$$valleygrnup. cam |

IP Adidress [10.16.38.42 | Received Time [1/28/2004 2:03:43 P |

Subsystem [Fars | Faciity [Profile xP |

Diescription One or more system cooling-fans have failed or the fan aszembly has been removed.
Replace the fan assembly.

Remark.s

W aiting for part to arrive Seve |

3. Click save to save your text.

Copying messages

Y ou can copy the text of a NetCentral message onto the Windows clipboard. This
alows you to paste the message into a document or application for communication
and record keeping outside of NetCentral.

When you copy the message, NetCentral placesinformation about the message on the
Windows clipboard, as in the following example:

Event Alias: Fan Fault

Date: Wednesday, January 28, 2004

Time: 2:03:43 PM

Device: w-northon-1lt3.grassvalleygroup.com

Subsystem: Fans

Severity: 2

Description: One or more system cooling-fans have failed or
the fan assembly has been removed.

Replace the fan assembly.

Remarks: Waiting for part to arrive

To copy amessage, right-click the message and select Copy. Paste into Notepad or
Word.
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Suppressing messages

Y ou can select atimeinterval—up to 60 seconds—that NetCentral suppressesrapidly
repeating messages. When NetCentral receives amessage, it compares that message
with recently received messages, to seeif the same message has been received within
the message suppression interval. If it has, NetCentral discards the message, soitis
not saved to the database or reported in any way in the NetCentral interface. In this
way you can guard against a “babbling” device overfilling the database and the
NetCentral interface.

To set the message suppression time interval:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Click configure | Preferences. The Preferences dialog box opens.

3. Click the Message Suppression tab.

.
Facility | Messages | Graphs 1 Action Eonfigurationl
Select the message suppression interval:
) o
05ecs B0 Secs
,TI Cancel |

4, Set the dlider to the desired number of seconds. If you do not want NetCentral to
suppress messages at all, set the dlider to zero.

5. Click oK.

6. Restart NetCentral services to put the change into effect. Refer to “Restarting
NetCentral services’ on page 183.
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Localizing Messages

The Localization Taool is available with the NetCentral software version 4.1 and
higher. It is used to localize messages to a facility.

In order to use the Localization Tool effectively, you should be familiar with the
concepts of SNM P and the NetCentral program. If you are using the L ocalization Tool
to translate messages into another language, the NetCentral server PC should have
support for the local language installed on it.

The Localization Tool is only accessible from the NetCentral Server PC.
The following sections describe how to use the Localization Tool:

» “NetCentral Messages’ on page 90

» “Locdizing the messages’ on page 90

» “Saving the localized messages’ on page 94

* “Viewing the localized messages’ on page 95

NetCentral Messages

NetCentral has predefined messages for the traps it receives from each device type.
The NetCentral Localization Tool allows you to localize messages and their
descriptions.

Localizing the messages

Open the Localization Tool through theicon % or through Start | Programs |
NetCentral | Localization Tool.

The Localization window appears with all the messagesfor all the NetCentral device
providers.
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Details view Messages view

* MetCentral Fvent Lacalizatian Tool

=i A Davice Types ~
(7] ADIC Libeaty System
o & ] Avitech

& (] Encons System Conlio
i+ (7] Fie System Manager
% ] FPDI duckive Spslem

sooy  fameg ]

Ry
EEH
T
g
i

i
i

Tree view

Biad inbes-processo commurication |

The %1 board in shot J%2 s nal iespending.
Check system shahus.

Descripion

ilf-i-itiili-i‘l
FITEETI]

S ¥ioe Ao 2% Locaized Dessiption

Event Definitions: Total = 1377 . Locakeed - 0 ]

The following table outlines the Tree view’ s sel ection options:

Select this | To view this in the And modify this message.
in the tree Messages view...
view...
Device Type | Subsystemn Device Type Subspstem
Encore System Contr...  Module Encore System Contr__.  Module
Main folder Profile XP Audio Profile XP Audio
Windows System Spstem Windows Sypztem System
Avitech Spstem Avitech System
A list of all messages for every Any message for any device type or
device type and subsystem subsystem
Device Type | Subsystem Device Type | Subsystem
Camera Control Unit Camera Control Unit
Device Type Camera System Camera System
Camera Themmal Camera Thermal
Camera Thermal Camera Thermal
A list of al messag&sfor the Any mMEfOF the selected device
selected device type type
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Device
Subsystem

| Device Type ~ | Subsystemn | | Device Type - Subsystem
Camera Thermal Camera Thermal
Camera Thermal Camera Thermal
Camera Thermal Camera Thermal
Camera Thermal Camera Thermal
A list of al messagesfor the Any message for the selected
selected subsystem subsystem

The details appear in the Details view. The corresponding original message name and
description appear in the “Message”’ and “ Description” boxes, respectively.

To localize the message, compl ete the following:

1. Enter ashort localized name for the message in the “Localized Message” box.

2. Enter adetailed localized message description in the “Localized Description” box.

Y ou can either translate the message into your local language. ..

Device Typ=

Subspstem

Messzzage

Description

Localized Messzage

Localized Desciption

[Frofiie P

|Thermal Severity Alarm

|Dvertemperature alarm

Internal chazsis temperature of %1 C haz exceeded the mazimum rezommended operating
temperatue.
Check for faully boards, power supplies, cooling fans, or blocked vents.

Sl

7

=T e
=0

R EA % C, i RS ERETI A,
IERERITE R, ER, RSEE

..or specialize the message to your facility.
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Device Type

Subzystem

Meszzage

Description

Localized Messzage

Localized Desciption

Localizing the messages

|Wind0ws System

|S yzteri

Severity

W arning |

|Imminent hard-disk. failure

The driver has detected that device %1 has predicted that it will fail
data and replace your hard disk drive. & failure may be imminent.

Immediately back up pour

|Imminent hard-disk. failure

Motify IT [+2090] immediately.

The diiver has detected that device %1 has predicted that
and replace wour hard disk drive. & failure may be imminen

it will Fail. Immediately back up pour data
b

The modification of the localized message or description isreflected in the M essages
view. See the following diagrams:

Dezcription

| Localized Message =

Internal chassis temperature of %1 C has exceed...

=rH
ol o B

One or more spstem cooling-fans have failed or t___
The spstem cooling-fans resumed normal operati....
Internal chassis temperature has leveled off at ...

MR
ARIE%
= EEE

The Profile has been taken off for maintenance. ...
The %1 board in slot J%2 iz in maintenance mod...
The ¥= board in slot J%d has failed. Application. ..
The %1 beard in slot JZ2 has reported an unkno...
The Profile has returned to the production mode _..

Mizmatching software version detected on the °._.

The following engineering meszage was sent fro__.

Dezcription

| Localized Description =

Error condition detected by the HDC module on __.
Fan supply failure detected.

Invalid hrmware detected.

Power supply failure is detected.

ATM layer protocol error cleared.

ATM layer protocol error detected on module %__.
ATM output error cleared.

ATH output error detected on module %1, zlot X
Bad audio signal ermror cleared.

Bad audio signal detected on zlot %1, channel ...

Run diagnostics on the syste
Motify IT [x2090) immediatel
Invalid irmware detected. Pl
Check to make sure the syst

These changes will not be saved permanently unless you save or export them. Refer

tO @«
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Saving the localized messages

This section explainshow to savethelocalized messages; it coversthefollowing three
functions:

* “Save’ on page 94
* “Export” on page 94
* “Import” on page 94

Save
This option saves the descriptions for all messages in each device provider.
Use this option to save the localized messages into afile. Choose it by clicking the
L3 putton at the top of the screen or by choosing the File | Save menu option.

The localized messages will be saved as a.ncel file to the folder of your choice. The
tool asksfor filelocation the first time you save. After that, it stores the messagesto
the same file until you close the appplication.

Remember where you saved the .ncel file because you will need to retrieveit in the
NetCentral interface. Refer to “Viewing the localized messages’ on page 95 for more
information on viewing saved messages.

Export

This option exports descriptions for all messages of the selected device provider and
its subsystems.

Use this option to export localized messagesto afile. Choose it by clicking the

B2t putton at thetop of the screen or by choosing the File | Export menu option.
The localized message will be exported as a .ncel file to the folder of your choice.

Remember where you exported the .ncel file because you will need to retrieveitinthe
NetCentral interface. Refer to “Viewing the localized messages’ on page 95 for more
information.

NOTE: A saved file overrides an exported filein NetCentral, so make sure your
exported messages are included in your next save.

Import
Use this option to import alocalized file and modify its contents. Choose this option

by clicking the &2 hytton at the top of the screen or by choosing the File |
Import menu option.

Supply the proper .ncel file to be imported to the tool. Only the messages from that
file will be shown in the tool.

Onceyou have saved, exported, and changed all the messagesfor your NetCentral PC,
you can copy and paste the .ncel files to another NetCentral PC.
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Viewing the localized messages

To seethelocalized messagesin NetCentral, select the Configure | Import Localization
on the NetCentral menu and locate the .ncd file you saved or exported in the

Localization tool.

Open NetCentral IV Localization File...

Look in: |_) Localization tool j L] EF Ex~

m Save 2.ncel
ks Jan—- unath forb.ncel

My Recent |ﬂ5ave.ncel
Documents

\§

ty Documents

58

by Computer

. |
fdy Metwork File name: |Save unath forb.ncel ﬂ Open |

Places
Files of type: |E\-'ent$ Lacalization File[*.ncel) ﬂ Cancel

Click open. NetCentral imports the localized messages from thefile. If you do not
see them immediately, use Messages | Languages | Local option on the NetCentral

menu.

Messages i Trend Tools Configure  Help

Acknowledge

T Oy

| 7
Export ! | e |From
M [ Met

| Languages English

Local

Purge Messages !L‘

|| =

Thisoption allowsyou to switch back and forth freely between English and your local
language.

Note: The Localization tool does not change the previously received messages. It
only localizes messages received from the time you import the localized messages.
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Configuring user notifcations and filters

Upon installation, the NetCentral manager interface uses default action settings to
notify you of the statusinformation it receives from monitored devices. This section
explains how you can change these settings to better suit the systems and policiesin
your particular environment. Topics are as follows:

» “Configuring Actions and notifications’ on page 98
» “Filtering messages’ on page 113
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Configuring Actions and notifications

Y ou can configure the NetCentral system to trigger one or more actions whenever it
receives a message or whenever a NetCentral system event occurs. For each action
that is triggered, you can also set unique properties. In this way you can trigger the
same type of action multiple times, but set the properties differently for each action.
Thisis useful for multiple notifications, such as sending e-mail to several different
addresses. By configuring actionsin thisway, you can create many sets of customized
notifications.

The following topics describe how to use NetCentral actions:
» “Adding actions’ on page 98

» “Modifying or deleting actions and filters” on page 102

» “Deleting a saved, named action from the Action Wizard list” on page 102
» “Setting default action settings’ on page 103

» “Sending e-mail and pager notifications’ on page 104

» “Playing asound file’ on page 106

» “Playing abeep” on page 107

» “Running aprogram” on page 108

e “Launching aURL" on page 109

» “Displaying a Windows message” on page 111

e “Using other actions’ on page 112

Adding actions
Actions are configured using the Action Wizard, which alows you to:

» Specify the source of the messages or system eventsthat trigger the action, such as
anindividual monitored device, all devicesof acertaintype, al devicesinacertain
folder, or all devices monitored by NetCentral.

» Specify individual messages, message types, or system events that trigger the
action.

» Specify afrequency threshold for the message or system event beforethe actionis
triggered.

» Specify the time frame affecting the action.
» Select one or more actions to be triggered.

» Configure the propertiesfor the actions. Since the properties are different for each
type of action, they may require some special preparations, such as procuring a
sound file or aprogram. Read the explanation for each type of action to determine
if you need to do some preparations before adding a particular action.

» Savethe configured action properties as anamed action, which you can then reuse.

Y ou can a'so use the Action Wizard for filtering messages, as explained in “Filtering
messages’ on page 113.
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Adding actions

Depending on the current Tree view or Message view selection, the wizard pre-loads
an action that is partially configured and that has the appropriate starting page. By
pre-loading the wizard in this way, you can reduce the number of settings you must
manually configure. The following table gives examples of the pre-loaded wizards:

. . And select New Action.
Rlght-click this... . .
The wizard opens pre-loaded at this page.
A f0| da n the Tree Action Wizard - Define Event x|
VIew
when crical message is
received for OLogic I Resat I~ Trace
Switch folder .
 tyfhen & message fs recelved of fipe
Subsyster &
Messane =
" “wihen a system svent ooours of bype
On Discoven -
<gack | Hets | Finish Concel |
== A deviceintheTree action Wizard - Select Device x|
view
. Select the device or devices from which the svent is received
& From T %P2
‘When an event is
received from T XP2.. | ¢ Fiom any Profile P
© From any device
<gack [ Me> | | Fieh Cancel |
------ A subsystemin the action Wizard - Define Event x
Treeview . .
= Diefine the event that is received from the device or devices.
 when & message is received of severty
T Ciical 7 arring) I [nformational
‘when message <No
Messages> of [T feset [T Tiace
suhs_ystem ‘Thermal' is
received fram & e & message (& received of tps
10.16.42.80 ks
Subsystem: Thermal -
Message <Mo Messages» b
 ‘when 2 sstem ewent oceurs of pe
Tn Discover 5
< Btk | Nest > | Firish Cancel
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Rlght-click this...

And select New Action.

The wizard opens pre-loaded at this page.

[@ T e Amessagerowinthe | s

Messages view

‘when message

subsystem Network' is days
received fiom TH_XF3
1 times within 1 saconds

days

™ within fime interval

‘Fibre-channel network. = = = =
connectivly regained of ] o] e e

haurs

" where time until resel message is received is mare than

hours

seconds

seconds

< Back I Mext » I

Cancel

To add an action:

1. Venfy NetCentral A Rights: Admini

Logon).

or log on as NetCentral administrator (File |

2. For the action you want to add, make an appropriate selection in the Tree view or
Messages view, as indicated by the preceding table.

Click File | New | Action. Y ou can aso right-click and select New Action. The Action
Wizard opens to the appropriate pre-loaded starting page. If the selections on this
opening page are not correct for the action you want to configure, close the wizard,
make adifferent selectioninthe Treeview or Messages view, then open thewizard

again.

3. Click Next and follow the wizard instructions to define the event that triggers the

action.

When you have defined the event that triggers the action, the Select Action page

opens.

‘when critical meszage is
received from T#_xP2
trigger a ‘Windows
Meszage action, Send
Mail actior...

Action Wizard - Select Action

5

Select the action to be triggered. Y'ou can select multiple
default actions or one named action.

Available Actions :

[ 1Beep = Hemove |

[w]'findows Meszage

[ 1Launch URL

(wiSend Mail

[C15chedule b ail

[1Play Audio

[ 1Run Program

[IFlash LED

[ 1Trigger Profile <P GFI

[Trigger VMade GFI x|

< Back I Mest » Eirsh

Cancel
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Asyou work through the pages, the Action Wizard buildsa“rule” sentence that
expresses the settings you have made thusfar. The sentenceis displayed on the | eft
side of the page. Refer to this sentence to verify that your action behaves as
intended.

4. Select the action or actionsto trigger. If you have previously configured an action
and saved it as a named action, it islisted and available for selection or deletion.
Refer to “ Deleting a saved, named action from the Action Wizard list” on
page 102.

NOTE: TheAction Wizard doesnot allow a named action to be combined with other
actions and saved as new named action. Thiswould create a double nested action,
which could cause unpredictable behavior.

5. Click Next and follow the wizard instructions to configure the properties for the
selected action or actions. Also refer to procedures|ater in this section for helpwith
properties for the different actions.

When you have configured action properties, the Enter Name and Note page opens.

Action Wizard - Enter Name and Note |

P Enter a name for the action or actions az currently configured.
‘\ *f'ou can reuse an action o named. A suggested name iz

entered by default. ‘rou can alzo enter notes ta further explain
the action.

‘when critical meszage is

received fram TH_xP2 Narne : | T+_%P?2 critical ‘Windows Message_Send Mail
trigger a

Windowsheszage — =

action with 'w-C2MD az IS end mail bo tech and meszage pop up on

TECEIVEL, USET MEssage
being Critical error on
Prafile %P and Device
Mame, Description,
Meszage az MetCentral
parameters,5endh ail
Action with
netcentral@mycorp. com
as Sender,
tech@mycorp.com as
Receiver and
mail.mycorp.com being
the Mail Server Address

< Back | Tdewt > | Finizh I Cancel |

6. Enter aname for the action you have created, or accept the default name provided.
Y ou can a so add anoteto provide moreinformation. Consider the following when
entering information on this page:

» Thenext timeyou usethe Action Wizard, the action that you name hereisadded
to thelist of actions on the Select Action page. When you select the action from
that list, you are selecting the set of configured action properties, rather than the
event that triggers the action. So if you plan to reuse this action, name it
according to the configured actions, not the triggering event.

* Namesaredisplayed in acolumnin the Actions view. Keep the name short, yet
with the most relevant information at the front of the name, in case the nameis
truncated by a narrow column width. Also, the name entered here cannot be
changed at alater time.
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» Thename or note does not need to duplicate all theinformation conveyed by the
“rule” sentence that describes the action. This sentenceis easy to view from the
main NetCentral interface. It is displayed in the action details area when the
action is selected in the Actions view.

» After the Action Wizard closes, you can add or modify the note text for this
action without re-opening the Action Wizard. The noteis displayed as editable
text in the action details area when the action is selected in the Actions view.

7. Click Finish when you are done with the wizard. Y our new action appears asarow
in the main Actions view.

8. Inthe Actions view, select folders, devices, and subsystemsin the Tree view
hierarchy to display and verify currently configured actions.

Actions “ripple up” through the hierarchy so that parent nodes display their own
actions as well as those of their children nodes. When the top-most folder in the
Treeview is selected, all actions are displayed.

9. In the Actions view, you can manually disable an action by un-checking the
checkbox in the action row.

Modifying or deleting actions and filters

To modify or delete an action in the Action view:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Click the Actions View control button.

3. Inthe Tree view, select the folder, device, or subsystem of the action you want to
remove or maodify. For best results select the top-most point in the Tree view
hierarchy towhich the action isconfigured. For example, if theaction isconfigured
for al the devicesin afolder, select the folder rather than one of the devicesin the
folder. This simplifies the process.

4, Right-click the action in the Information area.

5. Select Delete to removethe action. If an actionisconfigured for al devicesand you
remove it from a single device, the action is removed for al other devices as well.

6. Select Edit to modify the action. The Action Wizard opens.
7. Re-configure the action and finish the wizard.

8. Click the Actions view control button and select folders, devices, and subsystems
to verify the actions currently configured.

Deleting a saved, named action from the Action Wizard list

Once you have finished the Action Wizard, the action that you have configured is
saved with aunigue name and added to the list of available actions. When you next
open the Action Wizard, you see this list on the Select Action page. Y ou can delete
the action from this page. However, if the action you want to deleteis currently in use
as part of another action, the Wizard does not allow you to delete it. Instead, the
Wizard displays a message that informs you that the named action is currently being
used.
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To delete a named action:

1. Identify any other actions using the action you want to delete. Y ou can do this by
sorting the Actions view by action name, or by opening the Action Wizard and
attempting to delete the named action, as described by the preceding explanation.

2. Edit each action that uses the action you want to delete. On the Select Action page,
deselect the named action and instead select other actions from the list. Refer to
“Modifying or deleting actions and filters” on page 102.

3. OpentheAction Wizard and on the Select Action page, select the named action and
click Remove.
Setting default action settings

Y ou can set default values for the properties of Mail actions and Beep actions as
follows:

1. Click configure | Preferences. The Preferences dialog box opens.

Facility Me&&age&l Graph&l Mezzage Supreszion -"-\
—Beep

Beep tone

1
S00Hz ) 2KHz

Beep duration:

L
15ec g 1 Min

—ail
Qutgoing mail [SMTF] zerver name, or IP address:

From [Sender's email addresz] :

Ok I LCancel

2. Click the Action Configuration tab.

3. Configure properties for the Beep action. Refer to “ Playing a beep” on page 107.
When you add a Beep action in the future, its properties will be pre-configured by
default with these settings.

4. Configure properties for the Mail action. Refer to “ Sending e-mail and pager
notifications” on page 104. When you add aMail action in the future, its properties
will be pre-configured by default with these settings.

5. Click OK to save settings and close.
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Sending e-mail and pager notifications
Y ou have two different actions available to you for sending e-mail, as follows:

Send M ail — Sends unscheduled e-mail to the recipients that you specify, regardless
of the day or time.

Schedule M ail — Sends scheduled e-mail to the reci pientsthat you specify according
to the days and times that you configure.

For both of these e-mail actions, the NetCentral system sends the full text of the
NetCentral message as e-mail to the address that you specify. In order to configure
properties and add either of these actions, prepare the following information:

» The Simple Mail Transfer Protocol (SMTP) server name or | P address for the
server that will send e-mail from the NetCentra server. Don’t be confused — this
is different than the SNMP | P addresses refered to el sewhere.

» The e-mail address to which you want to send the message.

» The e-mail address that you want to appear on the “From” line of the e-mail sent
from the NetCentral system.

Y ou can also usethese actionsto notify apager or cell phoneif the pager or cell phone
service is able to accept e-mail messages. One example of an address to which you
might send an e-mail is (501)234-5678@mobil.telco.net. Remember that many pager
systems limit the number of characters allowed in a message, so not all of the alarm
message will be transmitted if it exceeds that number.

If you intend to configure several Mail actions, you should first configure your default
e-mail address settings, as explained in “ Setting default action settings’ on page 103.

Configuring properties for sending unscheduled e-mail
To configure properties for sending unscheduled e-mail:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Work through the Actions Wizard, as explained in “ Adding actions’ on page 98,
and when you arrive at the Select Action page, select “ Send Mail.” Asyou click
Next, the wizard presents you with settings to configure properties for the actions
you selected. For this action, the following settings appear:
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— MetCentral can e-mail spustem messages as they are received.
= a 1f wou do ot know your mail zettings, contact pour netwark,
adminiztratar or Intermet Service Provider.

Outgaing mail [SMTF) server name, or IF address:

I rnail. ernail. com

Send e-mail to:

Itech'l @email. com

Erom:

I netcentral@email. com

Test |

3. Enter the e-mail and server address information.

To configure default settings for Mail actions, refer to “ Setting default action
settings’ on page 103.

4. Click the Test button to send atest message to the recipient. A message box will be
displayed to report the results of the e-mail test.

Configuring properties for sending scheduled e-mail
To configure properties for sending scheduled e-mail:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Work through the Actions Wizard, as explained in “ Adding actions’ on page 98,
and when you arrive at the Select Action page, select “ Schedule Mail.” Asyou
click Next, the wizard presents you with settings to configure properties for the
actions you selected. For this action, the following settings appear:

MetCentral can e-mail system messages as they are received. If
C3E wou do not know your mail settings, contact your netwark,
adrninistrator or Internet Service Provider.

Mail zchedule lizt:

Mo, Tu, we, Th, Fr. 06:00 A0 - 02:00 PM bo tech] @email.com
Mo, Tu, we. Th, Fr. 0200 Pk - 10:00 PM to techZEemail. com
Mo, Tu, we, Th, Fr, 10:00 PM - 11:53 PM to tech3@email com Biermove
Tu, Wwe, Th, Fr. 5a, 12:00 AW - 06:00 AM to tech3@email.com —
Su, Sa, 06:00AM - 0E:00 PM ta techd@email com
Suw.5a. 0600 PM - 11:59 PM ta tech&Mmemail com

Eroperties...

1}

Test

Outgoing mail [SMTP] server name, or IP address:

I rail. ernail. com

Eram:

I netcentral@email. com

ar. I Cancel

3. Enter the e-mail and server address information.
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To configure default settings for Mail actions, refer to “ Setting default action
settings’ on page 103.

4. Click the Add button. The Mail Schedule List Configuration dialog box opens.

Mail Schedule List Configuration x|
—Wweekday — Time
v Sun [ Al day
V¥ Mon Betwesn:
I . =
[~ Tue 12:00 &M =i
™ Wed And:
I~ Thu Check al | |:nu T
I~ Fri
I sa Uncheck all |
Becipients:

ItechE@email.com

Uze semicolon [] to separate e-mail addresses

ag I Cancel |

5. Inthe Recipients box, enter the e-mail addresses of the personsto whom you want
to send e-mail.

6. Check the days of the week on which you want e-mail sent to your recipients.

7. Configure the time of the day to send e-mails. For time periodsthat span midnight,
configure two dialog boxes, one for the time period ending at 11:59 p.m. and
another for the time period starting at 12:00 A.M. on the next day.

8. When you are satisfied with your settings, click the ok button to close the dialog
box. Y our schedule appears in the Mail schedule list on the E-mail Schedule
Configuration dialog box.

9. Continue to add, remove, or modify propertiesto create your desired list of mail
schedules. Select a schedule from the list and use the Test button to verify your
e-mail configurations.

Playing a sound file

When you add the Play audio action, the NetCentral manager software automatically
plays the sounds contained in the Wave file you specify. A Wavefileis a standard
audio file format identified by afile name extension of WAV (.wav). Y ou can set the
NetCentral manager software to play the Wave file from 1 to 1000 times.

In order to configure properties and add this action, you will need to make the
following preparations:

* Find or create the Wavefile.
* Placethe Wavefilein alocation on the NetCentra server PC.
» Make note of the location and name of the Wavefile.
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Y our PC must have a sound card and speaker in order to make the sound audible.

Configuring properties for playing an audio file
To configure properties for playing an audio file:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Work through the Actions Wizard, as explained in “ Adding actions’ on page 98,
and when you arrive at the Select Action page, select “Play Audio.” Asyou click
Next, the wizard presents you with settings to configure properties for the actions
you selected. For this action, the following settings appear:

MetCentral can play an audio w44 fle when messages are
ﬁ received. You may specify the number of times to repeat the
zound stored in the audio file.

Audia file nare

I Browse...

Bepeatl 1_% times

o

Test

3. Enter the full path and name of the Wavefile, or click Browse and navigate to the
file using the Open dialog box.

4. Inthe Repeat box, select the number of timesthat you want the NetCentral manager
software to play the Wave file each time it performs this action.

5. Click the Test button to hear atest of the audio file.

Playing a beep

When you add the Beep action, the NetCentral manager software automatically plays
abeep on the PC. By setting the tone and duration of the beep you can create audible
aerts that are distinguishable from one another.

In order to configure properties and add this action, you do not need to make any
special preparations, since the NetCentral manager software uses the PC’ s built-in
beep sound.

If you intend to configure several Beep actions, you should first configure your
default settings, as explained in “ Setting default action settings’ on page 103.

Configuring properties for playing a beep
To configure properties for playing a beep:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Work through the Actions Wizard, as explained in “Adding actions’ on page 98,
and when you arrive at the Select Action page, select “Beep.” Asyou click Next,
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the wizard presents you with settings to configure properties for the actions you
selected. For this action, the following settings appear:

tore and duration may be adjusted to distinguizh alarms

g»__ MetCentral can beep when a meszage iz received. Beep
from warnings.

Beep tone:
O

Efif i SFis

Beep duration:
1

/
15ec 1 Min

Test |

3. Adjust the dliders for tone and duration to create an identifiable sound.

To configure default settings for Beep actions, refer to “ Setting default action
settings’ on page 103.

4. Click the Test button to hear atest of the sound that you have created.

Running a program

When you add the Run Program action, the NetCentral manager software
automatically executes a program of your choice.

In order to configure properties and add this action, you will need make thefollowing
preparations:

* Pick or create your program. The program must be Win32 executable or a batch
file .bat.

» Make note of command line arguments (if any) that you want the NetCentral
manager software to pass to your program.

» Place the program file or filesin alocation on the NetCentral server PC.

» Make note of the location and name of your program.

Configuring properties for running a program
To configure properties for running a program:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Work through the Actions Wizard, as explained in “Adding actions’ on page 98,
and whenyou arrive at the Select Action page, select “ Run Program.” Asyou click
Next, the wizard presents you with settings to configure properties for the actions
you selected. For this action, the following settings appear:
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J MNetCentral can launch a program in response to a system
:E message. |f the program does not have any command line
arguments, pou may leave that setting blank.

Program name:

|| Browse. .. |

Command line arguments:

 MetCentral Parameters

IDeviceIPAddress j Add to List |

Ligt of command-line parameters ;

Eemaoyve |

Test |

3. Enter thefull path and name of your program, or click Browse and navigateto your
program using the Open dialog box.

4. In the Command line arguments box, enter any arguments that you want the
NetCentral manager software to pass to your program.

5. Toinsert a NetCentral parameter into your command line, select the NetCentral
parameter that you want to add to your command line and click Add to List. When
an action is fired, NetCentral parameters are placed after the command line
parameters. For example:

Y our command line argumentsare “myargl myarg2” (two arguments), and you
choose “Device IPAddress’ as your NetCentral parameter. If a message comes
from a device with |P address 10.255.104.188 that triggers the action, the

program entered in the Program name field is fired with arguments as follows:

myargl myarg2 10.255.104.188

Asyou can see, NetCentral appends just the value of fields and not the parameter
name, Value pair. Compile alist of all the parameters you want.

6. Click the Test button to execute your program in test mode, without parameters
appended to the command line. To test aparameter, you must cause an actual fault
on the device to trigger the appropriate SNMP trap message, as the configured
parameters will be appended to the command line arguments only when an actual
firing on afault happens.

Launching a URL

When you add the Launch URL action, the NetCentral manager software
automatically opensyour default Web browser and pointsit to aURL of your choice.
Y ou can also configure this action so that it adds NetCentral values, based on the
message that triggersthe action, into the URL. Parameters configured in thisway are
intended for use with aweb server script.
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In order to configure properties and add this action, you will need to make the
following preparations:

» Setup, create, or find the Web site for this action. Make sure that the Web site is
accessible from the NetCentral server PC.

* Notethe URL for the Web site.

 |f using parameters, ensure your web serviceis properly configured to accept those
parameters.

Configuring properties for launching a URL
To configure properties for launching a URL.:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Work through the Actions Wizard, as explained in “Adding actions’ on page 98,
and whenyou arrive at the Select Action page, select “Launch URL.” Asyou click
Next, the wizard presents you with settings to configure properties for the actions
you selected. For this action, the following settings appear:

. MetCentral can launch any URL, when meszsages are
%’;’f/ received. Please enter the full UIRL or farm the URL by
zelecting from the available parameters

— Parameters :
I Device Mame j Add to List |

Selected parameter list ;

Eemove |

3. Enter the URL to which you want your Web browser pointed.

4. If desired, define NetCentral parameters that you want to add to the URL. When
the URL islaunched, any parametersyou have defined are placed after the URL so
that they can be passed to an ASP script, asillustrated by the following example:

The URL is http://www.company.asp. One parameter is defined as “name” for
“Device Name,” another parameter isdefined as“ip” for “Device IP Address.”
If a message comes from a device named xpl with IP address 10.255.104.188
and the message triggers this action, the following URL is launched:

http://www.company.asp?name=xp1&ip=10.255.104.188

Asyou can see, the URL is appended with a question mark (?) first and then
parameter name - value pairs each separated by the “and” symbol (&).
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5. Asyou define parameters, click Add to List or Remove to create your list of
parameters.

Displaying a Windows message

When you add the Windows message action, the NetCentral manager software opens
amessage box on the desktop of the Windows machine that you specify. The message
can contain your own text, plus any of the status parameters passed through from the
SNMP trap message that triggers the action.

In order to configure properties and add this action, you will need to identify the name
or IP address of the Windows machine on which you want the Windows messages to
open.

Configuring properties for Windows message
Configure properties for displaying a Windows message as follows:

1. Verify that Windows Messenger service is running on the NetCentral PC and on
the message recipient.

2. In NetCentral, verify (NetCentral Access Rights: Admini or log on as NetCentral
administrator (File | Logon).

3. Work through the Action Wizard, as explained in “ Adding actions” on page 98,
and when you arrive at the Select Action page, select “Windows Message.” Asyou
click Next, the wizard presents you with settings to configure properties for the
action or actions you selected.

qﬁl MetCentral zan send a \Windows meszage when a

message iz received. Pleaze zelect MetCentral
pararneters,

Meszage Receiver:
{* EventSender € Local Machine

" Specified machine I

— Uzer Meszage:

Critical error detected by MetCentral

— MetCentral Parameters
IMenage j

List of command-line parameters :

Device Mame ;l Bemove |
Dezcription
-
Test |

4. For Message Receiver, select one of the following:

» Event Sender — This sends a message back to the monitored device. The
Windows message opens on the desktop of the device that sent the triggering
SNMP trap message. The monitored device must be a Windows machine.

* Local machine — The Windows message opens on the desktop of the machine
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on which you are configuring the Action Wizard—probably the NetCentral
server PC.

 Specified machine — Enter the network name or | P address of a
network-connected Windows machine on which the Windows message opens.

5. For User Message, enter your own text to be displayed in the Windows message
box.

6. For NetCentral Parameters, select parameters from the drop-down list and use the
Add to List and the Remove buttonsto compile the list of parametersthat you want
displayed in the Windows message box.

7. Click the Test button to open the Windows message box that you have defined.

Using other actions

Asyou explore the Action Wizard, you might notice actionsin the list that are not
described in this manual. These other actions are on thelist for the following reasons:

» Different device types can have their own action providers that plug-in to the
NetCentral manager software, as explained in “Action providers’ on page 21.
These actions become available when the device provider software is installed.
Read the documentation for the devices monitored by your NetCentral system for
information about their actions.

» You have created one or more named actions in a previous use of the Action
Wizard. NetCentral retains named actions with their configurations and puts them
on thelist of actions so you can use them again.
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Filtering messages

If you find that certain messages are not necessary, you can have the NetCentral
system selectively filter these messages. The filter defines the way in which
NetCentral “ignores’ the message. For example, if aproject requiresfrequent changes
in the timing parameters on one of your Profile XP Media Platforms, you might not
want to have actionsrepeatedly triggered for the* System timing out of sync” message
from that Profile XP Media Platform. In this case you can have the filter disable the
actions for that message only, yet continue to monitor for other messages.

Adding filters

Filters are configured using the Action Wizard. When you create a filter with the
Action Wizard, you can:

» Specify the source of the messages or system eventsto be filtered, such as an
individual monitored device, al devices of acertain type, all devicesin acertain
folder, or all devices monitored by NetCentral.

» Specify individual messages, message-types, or system eventsto be filtered.

» Specify afrequency threshold for the message or system event that determines
when filtering begins and ends.

» Specify the time frame for the filter to be in effect.

» Select one or more types of filters that “ignore” the message or system event to
varying degrees.

Y ou can aso usethe Action Wizard for actions, asexplained in “ Configuring Actions
and notifications’ on page 98.
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Depending on the current Tree view or Message view selection, the wizard pre-loads
afilter that is partially configured and that has the appropriate starting page. By
pre-loading the wizard in this way, you can reduce the number of settings you must
manually configure. The following table gives examples of the pre-loaded wizards.

And select New Filter.

Right-click this... The wizard opens pre-loaded at this page.

Ij A folder inthe Treeview Action Wizard - Select Result x|

Eibee

& Fiier one of mavs aspacts of fha svank
Wihen any message is

received for Modular I¥ Do not display the event in the Messages view
Fiame folder do not :

display it, do not igger D2 ot igger any actons cunenty configured for
actions, do ot save it the svent

[¥ Do not save the event to the datsbase

Bk [ Hewr | | Fush | | Canel |

With thisfilter, all messages from all devicesin the selected
folder arefiltered. For example, if you set up a“Maintenance”
folder in this way, you can move devicesinto the folder
whenever you are servicing them and easily eliminate the
multiple alarm notifications that your service work might

generate.
= A de/lce n the Tree Action Wizard - Select Device |
view
Selact the devics o devices fom which the event is teceived
wihien & svent is
received fiom TH_ P2, | © From any Frofile %P
 From any device
cBsck [ Bet> | | Fnin Cancel |
...... A subsysteminthe Tree | prmpmE—— =
view

Define the event that is received fiom the deviee or devices.
€ \when a message is recsived of severlty
T Citieal T Waning: 7 Informetionsl
\when messags No

Messages>' of I eset FiDiece
subsystem Themal i

received fiom & Hifhen a message s received of type
1016.42.80 -

substes  [Themal ]
Message: Mo Messages» i

" Wwhen a spstem event occurs of type .

On Discovery E

< Back I Mext > I Firiishi Cancel
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Riaht-click this And select New Filter.
g The wizard opens pre-loaded at this page.
® T DEv A messagerow in the Action Wizard - Select Result x|
Messages view
= Trigger &t action or actions:
{+ [Filter one or more aspects of the event
‘when message Timing
lacked ta ¥ Da not display the event in the Messages view
referencelATS-2] of 3 .
subspstem 'Timing' is I~ Do rot trigger any actions currently configured for
recelved_ from TX_»xP2 the event
ﬁ;;‘;’,‘ :ﬁﬂx“dg?qgf ! I¥ Do ot save the event to the database
zave it..
< Back I HNext » I Firistr Cancel
To add afilter:
1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |

Logon).

2. For thefilter you want to add, make an appropriate selection in the Tree view or
Messages view, as indicated by the preceding table.

Click File | New | Filter. The Action Wizard opens to the appropriate pre-loaded
starting page. If the sel ections on this opening page are not correct for thefilter you
want to configure, close the wizard, make a different selection in the Tree view or
M essages view, then open the wizard again.

3. If the Action Wizard did not open pre-loaded at the Select Result screen, click Next
and follow the wizard instructions to define the event to be filtered.

Asyou work through the pages, the Action Wizard buildsa“rule” sentence that
expresses the settings you have made thusfar. The sentenceis displayed on theleft
side of the page. Refer to this sentenceto verify that your filter behaves asintended.

Once the event to befiltered is defined, the Select Result page opens.

Action Wizard - Select Result |

“‘3\ € Tirigger ar action or actiohs

& Filter one or more aspects of the event

‘when mezzage 'Timing

locked to IV Do not display the event in the Messages view
reference[RTS-2] of : 3 :
subspstern ‘Timing' iz ~ Do not trigger ahy actions curently configured for
received fram Ti_xP2 the: event

do not dizplay it. do not
trigger actions, do not
save it...

¥ Do not save the evert to the databass

< Back I Mest » I Eirnshy Cancel
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4. Select theintended level of filtering, considering the following:

 If you leave al threefiltering levels checked, NetCentral totally ignores the
event, asif it never occurred. Y ou will not be notified of eventsfiltered in this

way.

* |If you check Do not display the event in the Messages View, Yet un-check Do not
save the event to the database, a message will not be displayed in the Messages
view, yet will be retained in the NetCentral database. To get areport of a
message filtered in this way, you can do one of the following:

- Look at the graph that covers the range of the filtered message. The filtered
message is included in the statistical count the graph displays.

- Export messages. All messages, both filtered and un-filtered, areincluded in
the message export. Refer to “ Exporting NetCentral messages’ on page 128.

5. Click Next. The Specify Filter Duration page opens.

Action wizard - Specify Filter Duration |

‘when critical meszage is

Specify when the event is filtered.

" Filter Permanently

received from T#_xP3 {+' Filter Temporarily

do not display it, do nat s

s o Stating fThy 1132005 x| [11:308M x|
zave it , temporarily

between Thu i

01/13/2005 11:30 AM Ending: [ Thy 1 A13/2008 7] [1z30Pm ]
and Thu 0141342005

12:30PM ..

7 Filter Recurrence

< Back I = | Finizh | Cancel |

6. Select the time frame for the filter to be in effect. If you select Filter Recurrence,
the wizard opens an additional page on which you define the recurring schedule.
7. Click Finish when you are done with the wizard.

Y our new filter appears as arow in the main Actions view. To distinguish filters
from actions, afilter icon & identifies the filter row. Y ou can sort the Actions
view on this column to separate filters from actions. Thefilter icon also appearsin
the Tree view to identify devices and folders that contain devices with filters
applied.

8. Repeat this procedure to add filters as required.

NOTE: Take care asyou add multiple filter message rulesthat you do not create
conflicting rules that cancel out one another.

9. Inthe Actions view, select folders, devices, and subsystems in the Tree view
hierarchy to display and verify currently configured filters.

Filters“ripple up” through the hierarchy so that parent nodes display their own
filters aswell as those of their children nodes. When the top-level Monitored
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Devices folder is selected, all filters are displayed.

10. Inthe Actionsview, you can manually disableafilter by un-checking the checkbox
in the filter row.
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Chapter 6

Monitoring devices with the NetCentral
system

This section describes how to use the NetCentral system as aresearch tool to search
for and track device information over time.

Thetopicsin this section are as follows:

» “Searching in NetCentral” on page 120

» “Browsing device status’ on page 123

» “Checking device statusin NetCentral messages’ on page 125
» “Exporting NetCentral messages’ on page 128

» “Checking device status with graphs’ on page 132

» “Checking device status with Trend Analysis’ on page 134

» “Researching device-specific logs’ on page 144

» “Using device-specific features’ on page 148

* “Viewing version information” on page 148
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Searching in NetCentral

Use the following procedures to locate monitored devices, messages, folders and
other information that might otherwise be difficult to find.

NetCentral offers several waysto find an item that is currently displayed in the
interface:

e “Using the Search box” on page 120
» “Using the Find dialog box” on page 120
* “Viewing asimplelist of devices’ on page 122

To find messages that cannot be displayed in the interface—such as messages that
have been filtered—yet arein the NetCentral database, export the messages from the
database. Refer to “ Exporting NetCentral messages’ on page 128.

Using the Search box

1. If you are searching for a message, first display the group of messagesyou are
searching in the Messages view. Y ou might need to change the range of messages
displayed, as explained in “Defining messages displayed” on page 125.

2. Inthe NetCentral Search box, click the magnifying glass icon and select the type
of item to find, either Folder, Device, Or Message.

C’L-’

3. Enter your search text and press Enter. NetCentral finds the first instance that
matches your search text and automatically selectsit. Click Edit | Find Next Or press
F3 to find to the next instance that matches your search text.

Using the Find dialog box

1. If you are searching for a message, first display the group of messagesyou are
searching in the Messages view. Y ou might need to change the range of messages
displayed, as explained in “Defining messages displayed” on page 125.
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2. Click Edit | Find or Ctrl+F. The Find dialog box opens.

% Find Folder/Device/Message |
Q Search device(s] / folder(s] / meszagels] on folloving condition:
Dope: IDevice j
Yalue: IdBV Search Mow I
Rezul:
! \_l I arie | IP Address | Tope
DEVMAN_xP2 101642153 Profile #P
[ DEWVMAN_LIK1 101642106 LIk
DEVhAMN_FSk1 101642150 File System b anager
4] | ]
Select | LCloze |

3. Select the type of item to find, either Folder, Device, Or Message.

4, Enter your search text in the value box and click Search Now. Itemsthat match the
search text appear in the Result list.

5. Inthe Result list, select the item for which you are searching. Click column heads
to sort results as necessary.

6. Double-click theitem or click Select. The item is selected in the NetCentral
interface and the Find dialog box closes.
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122

Viewing a simple list of devices

If you are not sure of the location of your devicesin the Tree view, you can view a
non-hierarchical list of al currently monitored devices, in which each deviceislisted
just once.

1. Click the Device List button or click View | Device List. The Device List dialog box
appears. Bold print identifies that there are unacknowledged messages for that
device.

j =101
| | M ame | Alias | IP Address | Type -
#* TH_XPS T _XP& 10.16.42.138  Profile ¥XP
H TH_HP7 TX_XP7¥ 10.16.42.137  Profile XP
TX_XP4 TX_XP4 10.16.42.134  Profile XP
DEWMAN_x<P2 DEWMAN_x<P2 10.16.42.153 Profile #P
=P8 =P8 10.16.42.96 Profile P
PORTA_7 PORTA_7 10.16.42177  Profile XP
Tr_xP2 Tr_xP2 1016.42.132 Profile #P
#* PORTA1 PORTA1 10.16.42.171  Profile XP
#* PORTA_B8 PORTA_B 10.16.42.178  Profile ¥XP
#* PORTA_4 PORTA_4 10.16.42.174  Profile XP
#* PORTA3 PORTA3 10.16.42.173  Profile XP o
RaMDOM RaMDOM 10.16.42.95 Profile »P
1016.42.179 1016.42.179 10.16.42.179 PFR 500_E00
10.16.42.10 10.16.42.10 10.16.42.10 PFR 700
portaman2.gra... portaman2.gra... 10.16.42.170  File System Manager
Tw_F5SH Tw_F5SH 101642130 File Syztem kanager
DEWRAMN_FShki1 DEWRAMN_FShki1 10.16.42.150 File Systemn hanager
Tr_#P3 Tr_#P3 10.16.42.133 Profile #P
#* PORTAS PORTAS 10.16.42.175  Profile XP
DEWMAM_LI1 DEWMAM_LI1 10.16.42.106 LIk
10.16.42.85 SanBox 1 10.16.42.85 [Logic Switch
10.16.42 86 10.16.42 86 10.16.42.86 [Logic Switch -
J B
ak. Select | LCloze |

2. Click column heads to sort and drag column heads to rearrange.

3. Double-click adevice row, or select adevice row and click Select. The Select
Device dialog box closes and the deviceis selected in the Tree view.

4. You can also click in the Alias column and enter a different name for the device,
asitisdisplayed in the Tree View. Refer to “Renaming a device” on page 77.

5. The Device List diaog box is modal, so you must close it to continue using
NetCentral. Click the Close button.
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Browsing device status

Y ou can view detailed statusinformation for an SNMP-monitored device at any time,
as explained in the following topics:

* “Viewing subsystem properties’ on page 123
» “Viewing general information for adevice’ on page 124

For Syslog monitoring, refer to “Monitoring with multiple protocols’ on page 62.

Viewing subsystem properties

The Information area can display a page with a detailed view of the propertiesfor a
subsystem.

The status information on a subsystem property page refreshes as follows:

» When you open a subsystem property page, the statusinformation displayed isthe
latest available from the SNMP agent on the monitored device.

» Asthe subsystem property page remains open, the status information is
automatically refreshed according to the refresh rate for that particular page. The
refresh rate of properties pages varies between ten seconds and two minutes,
depending on the nature of the status parameter displayed.

* Youcanclick View | Refresh at any time to update the information on an open
property page.

* If an SNMPtrap message received relatesto the statusinformation displayed on an
open property page, the page refreshes automatically according to the refresh rate
for that particular page.

To display a subsystem property page:
1. Inthe Tree view, select a subsystem under adevice.

2. Select the Facility view control button. The Information area displays icons and
graphics that provide indicators of subsystem status.

For example, the properties for a Profile XP thermal subsystem areillustrated as a
thermometer image.

Units: U=

 Fahrenheit

45 -
% Centigrade

- Current Temperature:
32 degrees(C)

32 degrees(F)
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3. Click controlsto sort, filter, or arrange information. For example, for the thermal
subsystem you can select the units in which you want the temperature displayed.

Viewing general information for a device
To view general information:

1. Inthe Tree view, open a device and select the System sub-system.

2. Select the Facility view control button. The Information area displays | P address,
location, and other general information.

10.16.36.223
IP Address: 101636223
Firmweare Version: w221
Mumber of porte: - 8

Location:

Contact;

Set

3. In the Location and Contact boxes, if you are logged in with appropriate
permissions, you can fill in the information for that particular device. Click Set to

put changes into effect.

The SNMP community name on the device must have write privileges to support
thisfeature. Refer to “ About SNM P properties on monitored devices’ on page 185.
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Checking device status in NetCentral messages

The NetCentral messages that appear in the Messages view are SNMP trap messages
and messages from other protocol s that monitored devices send when they experience
astatus change. The messages are stored in the NetCentral database on the NetCentral
server PC. Aslong as NetCentral services are running on the server PC, all messages
from devices are captured and stored. Asthe NetCentral system monitors your
devices over time, these messages form a pool of data that you can research.

When the NetCentral database approaches its maximum size limit, the oldest
messages are purged. Refer to “ Accommodating NetCentral database growth” on
page 200.

The primary tool to accessthe NetCentral message databaseisthe Messagesview. By
using the M essages view, you can manipul ate the display of messagesto conduct your
research, as explained by the following topics:

» “Researching messages’ on page 125
» “Defining messages displayed” on page 125
» “Rearranging message information” on page 126
» “Grouping messages’ on page 127
» “Generating alist of all SNMP trap messages’ on page 127
Refer to “About logs that contain NetCentral system information” on page 184 to
research messages about the NetCentral system itself.
Researching messages

Depending on the range of information you need, you can research NetCentral
messages as follows:

» Recent messages — By default, the Messages view displays the most recent
messages only. Y ou can rearrange the display of this message information within
the main Messages view by simply clicking on column heads and dragging
columns. Y ou can also set a shorter or longer past time period to display more or
fewer messages. Refer to “Defining messages displayed” on page 125.

» Past messages — These are messages that are no longer displayed in the main
Messages view but that have not yet been purged. These messages are retained in
the NetCentral database with all their text and associated remarksfor full research.

» Message statistics— Thisis statistical information about all the messages
NetCentral has received since iswasfirst installed. This includes the past and
recent messages that are currently in the NetCentral database, as well as the
messages that have been purged from the database. The statistical information is
displayed as graphs. Refer to “ Checking device status with graphs’ on page 132.

Defining messages displayed

1. Select afolder, device, or subsystem to display the necessary group of messagesin
the Messages view. By default, only recent messages are displayed.

« |f the time period and number of recent messages currently displayed is
sufficient for your research, you can click column heads and rearrange columns
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to find the information you need.

* If thetime period and number of the recent messages currently displayed is not
sufficient for your research, continue with this procedure.

2. Click configure | Preferences. The Preferences dialog box opens.

Facilty | M

I Graphsl Message Supression | Action Eunfiguraliunl

Fleaze select the duration fram which meszages should be shown in Mezzage Wiew.

i~ From vesterday

{* |ast week
" Last Month

= Fram I tMonday . January 03, 2005 LI to today

I aximum number of messages to be shown for each device:
1
} |5EI

[ Show Acknowledged Messages

Ok I LCancel

3. Click the Messages tab.
4. Configure the time period for which you want messages displayed.

5. Adjust the slider bar to specify the number of messages displayed per device. This
is especially useful for foldersthat contain multiple devices. Specifying alower
number ensures that the most recent messages from every devicein the folder are
in view without scrolling.

6. Specify if acknowledged messages are displayed.

7. Click OK to save settings and close.

Rearranging message information

Y ou can rearrange the message information in the Messages view by manipulating
columns, asfollows:

1. Select afolder, device, or subsystem to display the necessary group of messagesin
the Messages view.

2. Click acolumn head to sort messages by the contents of that column. Click again
to sort in reverse order.
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3. Click and drag column side bordersto re-size columns.

4. Click and drag column heads to re-arrange columns.

Grouping messages

Asyou arrange folders and devices in the Tree view, you are also grouping how
messages are displayed in the M essages view. For example, when you select afolder
and display its Messages view, only the messages from the devicesin that folder are
displayed. This effectively filters out messages from other devices. Y ou similarly
group messages by device or by subsystem when you select a device or a subsystem
inthe Tree view.

If your current arrangement of folders and devices does not group device messages as
necessary for your research needs, you can set up some specia folders just for the
purpose of grouping device messages. Since multipleinstances of asingledevice can
reside in multiple folders, setting up special folderslike this does not interfere with
other monitoring requirements.

To set up afolder for grouping device messages:

1. Inthe Treeview, create afolder and nameit for the group of device messagesyou
need. For example, if you want to group messages from al devices that supply
mediafor a particular function, you could name the folder with that function’s
name.

2. Copy into the folder al the devices whose messages you want to group. Y ou can
also copy in other folders, which adds the messages from those folder’ s devicesto
your group.

3. Select your folder and click the Messages view control button. The messages from
al your grouped devices appear. Y ou can how continue your research by sorting
and arranging the messages in the group.

Generating a list of all SNMP trap messages

Y ou can generate alist of al possible SNMP trap messages a device type can report
through the NetCentral system.

Generate alist of all SNMP trap messages as follows:
1. Click Help | List Device Messages. The Message Report dialog box opens.

2. Select the device type for which you want to view messages and generate the
report. Thereport opensinaWeb browser window. Y ou can view or print thetable
from your browser.

3. Repeat for each device type for which you want to see SNMP trap messages.
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Exporting NetCentral messages

Y ou can export message information from the NetCentral database and writeit to a
file. Thisisuseful for printing messages or for using the exported message
information in other applications for further manipulation and research. Exported
messages include both filtered and un-filtered messages.

By default, you must be logged on to NetCentral with technician-level or
administrator-level privileges to export messages, however, you can adjust this
requirement if needed. Refer to “ Setting access rights to NetCentral manager
features’ on page 197.

The following topics explain how to export NetCentral messages.
» “Setting the export view” on page 128

» “Exporting messages’ on page 129

* “Printing messages’ on page 131

Setting the export view

Before you export message information, you should define the view in which the
information is exported, as explained in the following procedure:

1. Make sure you are logged on to NetCentral with technician-level or
administrator-level privileges.

2. Click Messages | Export. The Export Messages dialog box opens.

3. OntheExport Messages dialog box, click Create View. The Define Export M essage
Views dialog box opens.

EgDefine Export Message Yiews il
All NetCentral Yiews :
D etault MNew
todify... |
[Delete |
—Dezcription
Ficlds: Message Seventy, Message Alias,
JElak, Mezzage Deszcrption, Becieved Time,
Folder, Device Mame, Device Tupe,
Subsystem, Remarks, Motifization
Sort Field: Recieved Time
Sart Order: Degcending
Ok Cancel
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4. Click New. The Message Export View Summary dialog box opens.

ﬂgMessage Export Yiew Summary: 5 ﬂ

Wiew Mame : IM_'.JViEW

Select table fields for curent wiew

Message Severity
Message Alias
Message Description
[ Recieved Time

[] Folder

[ Device Type
[ Subsystem LI

[ Select &l Fislds

Sort b IMessage Severity ji"' IDescending j arder.

QK. Cancel |

5. Enter aname for the view you are defining.
6. Define the view asfollows:
» Select the columns of information to include in your exported messages.

» Specify the sort order of the messages. Inthe Sort by list, you must select one of
the columns selected above.

7. Click OK to save settings and close.

8. In the Define Export Message Views dialog box, your view is now listed. Use the
New, Modify, and Delete buttonsto create alist of views for exporting messages.

9. On the Define Export Message Views dialog box, click OK to save settings and
close.

Exporting messages
Y ou can export messagesto afile as follows:

1. Make sure you are logged on to NetCentral with technician-level or
administrator-level privileges.
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2. Click Messages | Export. The Export Messages dialog box opens.

Export Messages x|

Export  Querny |

[uery databaze by ¥ Device name " Device tupe
Device name: ITDC_'I j
Period: [ 17472005 =| to | 171402005 =]

Seveiy T
Wiew IM_-,J\-"iew "I Create View... |

3. Click the Query tab.

4. Build your query to define the set of messages you want included in your export.
5. Click the Export tab.

Export Messages I' x|
BRG] duen |
View: IDefauIt j Create Yiew. .. |
Archive folder :

IEI"\PIDQIGI‘I‘I Files\Thomson Grass WallephMetCer Browse... |

€~ Euport in tab delimited farmat
¢ Export in HTML format

ok Cancel |

6. Specify the location to which the file will be exported and saved.
7. Select the format for the exported file.

8. Select the view in which you want the exported message information arranged. If
an appropriate view isnot onthe View drop-down list, click Create View and define
aview asin “Setting the export view” on page 128. Then return to the Export
M essages dialog box and proceed.
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9. Click oK to save settings and close. The export fileis generated, named according
to the time and view name, saved to your specified location, and displayed as
defined for export format. Y ou can rename the report onceit is saved by following
the directions in your computer’s manual.

Printing messages

To create areport of messages that can be printed, first define message export views
or queries, asexplainedin “ Setting the export view” on page 128. Then export thefile
to make the message information available for printing.

If you export in HTML format, you can print directly from your Web browser. Or,
you can open an exported file using an application that will allow you to format the
information. For example, if you exported in tab delimited format, you canimport into
a spreadsheet application and modify the spacing and arrangement of the message
information to print the way you need it.
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132

Checking device status with graphs

The Graphs view compiles statistics about all the messages NetCentral has received
sinceiswasfirst installed and presents the results as charts and graphs. These charts
and graphs show a summary of the recent, past, and purged message information in
the NetCentral database. With thistype of presentation, long-range trends can be
identified that would otherwise be difficult to research.

The following topics explain how to use NetCentral graphs:

» “Viewing statistical graphs’ on page 132
» “Defining graphed information” on page 133

» “Exporting graph data’ on page 133

Refer to “ About logs that contain NetCentral system information” on page 184 to
research information about the NetCentral system itself.

Viewing statistical graphs

1. Select the Graphs view control button.

2. Inthe Tree view, select afolder, device, or subsystem for which you want to view
the statistical graph. The graph appears in the information area.

NetCentral

-'mepm) Lcmm.m) Luamm)

43
.'l‘ —
rl‘

;_:; Facility
messages
ﬁ@r&phs

@:uons :

@D

. @ends = .

o =]
File  Edit  Wiew Dewce Messages  Trend Tools Configure  Help
O
Monitored D - - ; .
E ]l Do Error Analysis for facility Monitored Devices for last one week ;I
-] Devices
B[] Agroup
20
15 7
M Critical Errars
1w ‘Warnings
B Informational
0.5
a
o0
Devicas Agroup
-
4 | B
(Nel[:enhal A Rights: Admini 4 Syst . O Critical. DWW arnings Metwark, | 0% ]
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Defining graphed information

Y ou can change the setting for the time period of message information graphed, as
follows:

1. Click configure | Preferences. The Preferences dialog box appears.

Fac:ilil_l.JI Meszages G
Graph type:

{* Bar graph

" Line graph

Fleaze select the duration for which araph should be plotted:

@ |ast week
" Last month

 Other Mondap . Janua 03, 2DDEj to today

0OF. I Cancel

2. Click the Graphs tab.
3. Select the graph type.
4. Select the time period for which you want messages graphed.

5. Click OK to save settings and close.

Exporting graph data
Y ou can export the data from the currently displayed graph to afile asfollows:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Click on the Graphs view to display the graph data you want to export.
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3. In the Graphs view information area, click the Export button. The Export Graph
Data dialog box opens.

Export Graph Data 1 x|

Archive Falder:

C:\Program FileshThomzon Grass ValleysMetCent Browse... |
ok I LCancel |

4. The path displayed isthe default location for the exported file. Y ou can enter apath
or click Browse to specify adifferent location.

5. Click ok. NetCentral exports atext file containing the data to the specified
location.

Thefollowing is an example of the graph datain the text file:

Graph data for facility Monitored Devices for last one week
Critical Warning Informational

Devices 81 80 131

Beaverton 8 175 45

Y ou can format the information in most spreadsheet programs.

Checking device status with Trend Analysis

NetCentral Trend Analysis polls for specific device parameters, creating graphs to
show you daily, weekly, monthly, and yearly views of selected parameters. Y ou can
set threshold notifications for those parameters.

Since every devicetypeisdifferent, each device type hasits own set of trend graphs.
These graphs are collectively caled a“chart.”

In order to use Trend Analysis effectively, you should be familiar with the concepts
of SNMP and the NetCentral program.

Trend Analysisis available with NetCentral software version 4.1 and higher.
This section includes the following topics:

» “Requirements for Trend Analysis’ on page 134

» “Trend Policies’” on page 135

» “NetCentral Trend Analysis’ on page 135

Requirements for Trend Analysis

Inorder for Trend Analysisto run effectively on aNetCentral PC, thefollowing items
must be true:

* NetCentral version 4.1 or higher installed and running
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» Devices added to NetCentra
» Enough disk space set aside

Each device s trend chart may take amaximum of 1 MB of storage. For example, if
you monitor 100 devices, you should make sure you have 100 M B of storageavailable
for Trend Analysis.

Trend Policies

» NetCentral will attempt to automatically create atrend chart for all devicesthat it
monitors.

» NetCentral updatesagraph every fiveminutes. Thisisreferredto asagraph’spoll
cycle. Thispoll interval ensures that NetCentral does not overwhelm the network
or the monitored devices by requesting data too often, yet captures important
variationsin the item being graphed.

» When NetCentral detects a device is offline, NetCentral will stop that device's
chart. NetCentral will automatically restart a chart when it detects that adeviceis
online. Stopping a chart for an offline device ensures that NetCentral saves
network resources by not attempting to poll chart items from a device known to be
offline.

» NetCentral uses atimeout policy of three seconds with two retry attempts when
polling trend items. Thus, apoll request will time out after atotal of nine seconds.
When attempting to poll for agraph variable, if NetCentral detectsthat adevicehas
not responded within nine seconds, it skips polling all other graph variablesfor that
device until the next poll cycle, and does not update the graphs for the current poll
cycle.

» NetCentral receivestrend information every five minutes from each device. If
NetCentral receivesthree consecutive error messages for a specified parameter for
aparticular device, that variable will not be polled for twelve hours, or until a“ start
chart” or “stop chart” occurs. Refer to “ Stop and start charts’ on page 139.
NetCentral will log thisinformation into the Windows Event Log. NetCentral will
start polling graph information from the device again after the chart is explicitly
restarted.

NetCentral Trend Analysis

This section describes the features of NetCentral Trend Analysis. It includes the
following topics:

» “Trend graphs’ on page 135
e “Stop and start charts’ on page 139
e “Menu options’ on page 140

Trend graphs
Thisdivision gives abrief overview of the following Trend Analysis topics:

» “How Trend graphs are made” on page 136
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» “What Trend graphslook like” on page 136

How Trend graphs are made

NetCentral Trend Analysis polls device-specific parameters from your devices every
five minutes and displays the information in graphs. The graphs are created on
demand. Once the graphs are created, they are stored in C:\Program Files\Thomson
Grass Valley\NetCentral\Trend\<Device name>.

Y ou may notice that two devices of the sametype (e.g., two PCs) may have different
setsof graphs. Thisisbecause NetCentral only createsagraph if theindividual device
offersthat parameter’ s information.

For example, suppose a PC can show graphs for any or all of the parameters x, y and
z. PC(A) only offersinformation on parameters x and y, while PC(B) only offers
information on parameter z. NetCentral will only display graphsfor parameters x and
y on the PC(A) Trends page, and for parameter z on the PC(B) Trends page. The
purpose of thisisto avoid generating empty graphs; you will see only information
relevant to your specific devices.

What Trend graphs look like

To view the Trend graphs, click on the Trends view icon @#E"“ , then click on a
folder or adevice. The System Trend graphs for the selected device appear.

The trend graphs on theinitial page show trend information for the past day. To
display trend information for longer periods of time, click on one of the graphs.

Click on afolder in the Trends view to display alist of devicesin the folder. Graphs
will appear for one device in the folder.
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Double-click on the device in the information area to open the trend graphs in a new
window.
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Click the category tabs to the | eft of the Trend graph(s) to view more Trend graphs.
Each device type has its own categories.

(v grassvalley

Storage

System

Right-click anywherein the graph window to navigate back and forth between graphs,
or click Refresh to update the trend graph. Keep in mind that NetCentral pollsadevice
only every five minutes. Clicking Refresh will update the graph display, but will not
reflect new information until the next five-minute poll interval.

Farward

Refresh

NOTE: Clicking on the Grass Valley and Thomson logosin the Trends view takes
you to their respective Web sites (if you are connected to the | nternet).

Stop and start charts
Each device has a set of trend graphs. These graphs are collectively caled a*“chart.”
Charts can be stopped and started manually or automatically.

* |If you stop a chart manually, you must restart it manually. For information about
stopping and starting charts manually, see “Menu options’ on page 140.

* A chart automatically stopswhen a device goes offline. It automatically starts
again when the device comes back online.

When a chart stops, the tend graphs will reflect the length of time the chart was
stopped. The diagram below illustrates a chart for a PC that was turned off during
weekends.
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Menu options

This section describes the following Trend options available on the NetCentral menu:

» “Configure Trend Charts’ on page 140
o “Start Chart” on page 141

e “Stop Chart” on page 142
* “Reset Chart” on page 142
» “Edit Thresholds’ on page 143

Configure Trend Charts

By default, only auser logged on with NetCentral Administrator rights can configure
the trend chart via the menu options. However, NetCentral allows you to extend
configuration access to users with NCTechnician or NCUser access rights by
following the steps below.

To permit technician or user configuration rights:

1. Verify

2. Click configure | Security on the main NetCentral menu.

[N etCentral Access Rights: Administrator

or log on as administrator.

3. Check the desired boxes for Trend Analysis rights, and click OK or Apply. :

NetCentral User Guide
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System Settings

.-’-‘n.uto-Discuvel_l,l] Trap Ennfiguratiun] Heartheat Palling S ecurity ]
Feature |Jzer Technician | Administrator |
Download device logs v v v
Edit Download device logs settings [ v v
Export MetCentral log I v v
Add remark [ ~ [
Clear messages I v [
Run backup toal B B [
Change Activel device image B [ v
Add user defined tools [ rd [
Launch configuration B B v
Logout B v [
Edit global action configuration r B v
Edit zecurity configuration I [ ¥
Set SHMP trap tanget . [ [
Purge Logs r = v
[Trend analysiz B | v | v
akK Cancel ‘ Apply |

Start Chart

This menu option alows you to start a chart that has been stopped. Selecting “ Start
Chart” starts all the trend graphs for the selected device.

Starting achart doesnot reset it; all previousinformation isstill displayed on thetrend
chart. For more information about resetting charts, see “ Reset Chart” on page 142.

Select this option by clicking Trend | Start Chart on the main NetCentral menu...

Trend | Tools  Configure

| Start Chart |

Resek Chart

Edit Thresholds

...or by right-clicking on a device in the Information pane.

| Device Type = | Statuz

File Systerm Mananer Stnone
Start Chart |

Reset Chart

Refer to “ Stop and start charts’ on page 139 for more information about starting
charts.
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Stop Chart

Thismenu option allowsyou to stop achart. Selecting “ Stop Chart” stopsall thetrend
graphs for the selected device. Use this option to put the trend chart temporarily on
hold—for example, during scheduled maintenance.

Stopping a chart does not reset it; all previousinformation is still displayed on the
trend chart. For more information about resetting charts, see “Reset Chart” on
page 142.

To stop achart, click Trend | Stop Chart on the main NetCentral menu...

Trend | Tools  Configure

| Stop Chart |
Resek Chart

Edit Thresholds

...or right-click on adevice in the Information pane.

| Device Type = | Status

=

YWiindows System
Windows Spstem
Wwindows Spstem | Stop Chart

Wondows System Reset Chart
Windows Spstem

Reset Chart

This menu option allows you to erase all previous information on a chart. Selecting
“Reset Chart” will erase and restart all the trend graphs for the object selected in your
Treeview. If afolder isselected, it will reset chartsfor al devicesin the folder. If
only one deviceis selected, it will only reset chartsfor that device. Use this option to
start monitoring from a particular date, or after major configuration changes to the
device.

Resetting a chart causes you to lose all previous trend information for the selected
device(s). The trend information is only displayed from the reset point onward.

Toreset achart, click Trend | Reset Chart on the main NetCentral menu...

Trend | Tools  Configure

Stop Chart
| Reset Chart

Edit: Threshaolds

...or right-click on adevice in the Information pane.

142 NetCentral User Guide November 29, 2005



NetCentral Trend Analysis

Edit Thresholds

This menu option alows you to edit trend thresholds. To edit trend thresholds,
compl ete the following steps.

1. Select Trend | Edit Thresholds from the main NetCentral menu. The “Trend
Analysis Thresholds” dialog box appears.

2. Select the Device Type.

Tirend Analysis Thresholds

Liziles U dle |.-’-\DII: Library System ﬂ
Uik A
Default Object: mggg gg?lﬂg A

Winde S0
Windowms System
Zodiak Frame
w5 Metwark Management

HP Ethernet Switch W

Description:

[ Mawimum Threzhold
[ Minimum Threshald

‘ Cloze |

3. Select the Default Object you are resetting. A description of the options appearsin
the Description field.

Trend Analysis Thresholds

Device Type: |'w'indnws System ﬂ
Drefault Object: |F'n:|cessnr Usage j
Drezcription:

vt amimumn Threshold a0

= B

Update | Cloze

NOTE: Not all device types have configurable thresholds.

4. If you want the object to have no threshold, uncheck the Maximum Threshold or
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Minimum Threshold box; otherwise, change the threshold to meet your desired
specifications.

5. Click Update or Close. A message appears, asking if you want to reset the charts
for all the devices of your chosen type. If you click Yes, all datafor all trend graphs
in each device of that type immediately resets. If you click No, the dialog box
closes, and none of the threshold changes take place.

NOTE: The “Edit Threshold” menu option will define the threshholds for the
warnings NetCentral generatesfor each device in the Messages view.

Researching device-specific logs

Device-specific logs reside on the monitored device. Some device types have these
logs and make them available to the NetCentral system, while others do not. The
number and nature of these logs varies from device to device.

If adevicetype supports NetCentral’ s device-specific log feature, each device of that
type must be set up with amechanism for making its logs available to the NetCentral
server. For example, on a Profile XP Media Platform a File Transfer Protocol (FTP)
server makes the logs available for FTP download to the PC running NetCentral.
Refer to the documentation for the device to set up the required log mechanism on the
device.

Since device-specific logs are downloaded to the PC running NetCentral, they do not
automatically refresh to show new entries. Y ou must download a new copy of thelog
to see new entries.

Thefollowing topics explain how to usethe NetCentral system to download and view
logs.

* “Viewing asingle device-specific log” on page 144
» “Downloading multiple device-specific logs’ on page 145
Refer to “About logs that contain NetCentral system information” on page 184 to
research information about the NetCentral system itself.
Viewing a single device-specific log

Y ou can view a device-specific log using the NetCentral interface. The NetCentral
system automatically downloads only the log you selected and then opens the log
automatically, as explained in the following procedure:

1. Inthe Tree view, highlight the device for which you want to view log information.

2. Click Device and select the log you want. Device-specific logs are listed on the
menu under Logs. Each type of device hasitsown list of logs, asillustrated by the
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following menus:

Profile XP Media Platform Open SAN FSM
Device h Messages Trend  Tools Device h Messages  Trend
Trap validation Trap Validation
Reset State Reset State
Cpen SAN L4 Open SAN L4
Device options... Logs F3M Syskem
Launch Configuration Application Download Logs FSM Trace
Channel Settings. .. Failover Services
Logs Profile Log
Dovwenload Logs MetCentral Device Log X
Port Control Logs L3

Profile Protocol Log
Transfer Log

vdrPanel Logs L4

Event Scheduler Log 4

The NetCentral system downloadsthelog you select to the PC running NetCentral
and opensit automatically.

While the log remains open it does not refresh to show new entries.

3. Toview new entriesin the log, close the log and repeat this procedure.
Downloading multiple device-specific logs

NOTE: The settings available from the Download Device log dialog box, as
explained in the next procedure, apply to the download of single device-specific
logs. If thereis a problem downloading a single device-specific log, check these
settings as well as the download mechanism (such as FTP) on the device.

Y ou can download logs in a batch and save them to a directory on the PC running
NetCentral. From this directory you can then open and view the logs using
applications such as Notepad, as explained in the following procedure.

1. Inthe Tree view, select adevice of the device type from which you want to
download logs.

2. Click Device | Download Logs. The Download Device log dialog box opens.
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Download Device log

—Download logs dating
™ Until Today

{* Created or Modified

x|
Dowrload |

Settings... |

TOC_1
[] w-northon-t3. grassvalleygroup.co
[ w-zervicezz qrassvallepgroup. com

[ Select &l

T~ Between [1/1az004 =] and [ ys2a2000 =]
% during previous |2 3: weekiz]
™ during previous |1 E day(s]
—Prafile #ps (Logs
[ backup_15.grassvallepgroup. com Frofile Log

[ WetCentral Device Log
[ Part Caontral Logs
Profile Pratocal Log
[] Transfer Log
WdiPanel Log

[] Tekpdr Logs

[ Select &l

Cloge |

3. Configure the date settings to target the information you need.

4. Select devices from which you want to download logs.

5. Select the logs that you want to download from the devices you have selected.

6. Click settings. A dialog box appears that allows you to configure the settings for
the log download mechanism (for both a single log download and a batch log
download) used by the particular device. For example, FTP is used by many
devices for log downloads, so the FTP Connection dialog box allows you to

configure settings.

NetCentral User Guide
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FTP Conneckion

Check thiz aption to avaoid a manual lagan each time
you wiew a Profile P log.Uncheck this option to use a
perzonalaccount and logon with itz uzemame and
pazsword each time you wiew a Profile %P log.

v Use anonymous account

—Prosy Server

=) I Use a proxy server

Address Port:

3

— Temporary Log Files

Enter the location that wou want MetCentral to uze
for downloading and staring device-specific log files.

Downloading log file ta:

|C:'\tem|:u Browsze... I

Apply | Cloze

8. Click Apply and Close to save settings and close.

7. Verify that settings are configured correctly for downloads. In most cases, the
default settings are sufficient.

9. On the Download Device log dialog box click Download. A Device Log Transfer
dialog box appears indicating progress.

10. When the download process is complete, NetCentral displays areport of the logs

downloaded. Y ou can identify devices not properly configured for log downloads
by the results in this report.

11. Navigate to thelog download directory and open logs as desired using Notepad or

another text editor.

12. Downloaded logs viewed thisway do not refresh to show new entries, even if you

November 29, 2005

close and re-open the logs. To view new information, closethelogs and repeat this
procedure.

NetCentral User Guide

147



Chapter 6 Monitoring devices with the NetCentral system

Using device-specific features

With the NetCentral system you can access features and applicationsthat are specific
to aparticular type of device. When adeviceis selected in the Tree view, that device
exposes its features through the Device menu. In thisway, different types of devices
fill inthe Device menu differently. Y ou can also see any special featuresadevicetype
might have by right-clicking the device in the Tree view.

For information about using a device-specific feature or application, read the manual
for that particular device.

Viewing version information

Y ou can generate areport of version information for the device currently selected or
for all the devicesin the folder currently selected, as follows:

1. Select the device or folder for which you want version information.
2. Click Tools | Versions. The Export Versions dialog box opens.

3. Specify the location of the exported file, select the format for the report, and click
OK. A message box shows progress as the report is generated. If the format is
HTML, the report opens as an HTML page in your browser window.

<3 Version Information - Microsoft Internet Explorer

File  Edt Wew Favortes Tools  Help "

¢) > |£| lE"I N ) search ‘gnszavnrites &) -dg W - _J ol 3

Address | C:\Program Files\Thomson Grass Valley|NetCentraliMiscellaneous|VersionOutPUt . htm v Gol | links >

VERSION INFORMATION

Report generated by MetCentral on Tuesday, November 29, 2005 646 PM

K2 Client MX-C35

1P Address 10.16.41.21
Vz::?;[:{ul) e Mot Available
0s Microsoft Windows XP Professional
08 Version 5.1.2600
Service Pack Service Pack 2
Model K2-5D-04 D10
Software Revision 21114
Serial Number
Description Grass Valley K2 Media Client

Inventory Description Microsoft SQL Server 8.00.818 Desktop Engine SP3 (Mediz DB: 8.0)
File System Description  cvfs - V. (default) (StorlNext File System 2.6.1b22 Created: Thu Sep 1 16:56:05 MDT 2005)

System Name MX-C35
Drive Description See Table
Installed Sofoware See Table
System Location
v
X | piscussions = | 75 By 1 %7 | 12| @ piscussions not available for this document )
&) Dane J by Computer

148 NetCentral User Guide November 29, 2005



Chapter 7

Monitoring with the Web Client

The NetCentral Web Client allows remote monitoring and configuration, but with
reduced capabilities.

This section describes how the NetCentral Web Client communicates with the
SNM P-monitored devices through the medium of the NetCentral server. It coversthe
following topics:

* “About NetCentral monitoring viathe Web Client” on page 150
» “Accessing the NetCentral Web Client” on page 150

» “Navigating within the Web Client” on page 154

» “Monitoring with the shortcut buttons’ on page 154
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About NetCentral monitoring via the Web Client

Aslong as NetCentral is running on the NetCentral server PC, you can access much
of theinformation remotely viathe NetCentral Web Client. With the Web Client, you
can perform the following functions:

» Access device-specific configuration Web pages
» Monitor device trends via graphs

* Query messages logs

» View device-specific system information

The NetCentral Web Client displays information gathered by the NetCentral server.
If information changes on the server, the changes reflect in the Web Client.

The NetCentral Web Client does not gather information by itself; neither doesit
configure information viewed on the server. For instance, it cannot change active
drawings or acknowledge messages.

The NetCentral Web Client allows you to access device-specific configuration Web
pages. Y ou can configure the devicesthrough these pagesif they allow that capability.

Y ou can use the Internet while you are logged on to the NetCentral Web Client, but
inactivity inthe NetCentral interface will causethe licenseto time-out. See“Logging
in and out” on page 151 for more time-out information.

NOTE: In order to log on to the Web Client, the Web Services must be correctly
configured. Refer to “Web Server” on page 39 for configuration requirements.

Accessing the NetCentral Web Client

This section explains how to log in and out of the NetCentral Web Client. It contains
the following information:

* “Web address’ on page 150
» “Access permissions and locations” on page 151

* “Logging in and out” on page 151

Web address

Open your Internet Explorer browser and type one of the following addresses,
substituting your own IP address or computer name (either one works):

http://10.16.36.109/webnetcentral/login.html
_Or-
http://Your NetCentral computer /webnetcentral/login.html

Alternatively, if you want to connect to the Web Client on the same PC that the
NetCentral server softwareisinstalled on, you can bypass the computer name and
simply type the following, not substituting anything:
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http://local host/webnetcentral/login.html

Access permissions and locations

Y ou can connect to the NetCentral Web Client from any PC that is connected to the
Internet. Thisis usually a PC remote from the NetCentral server, but you can aso
access the NetCentral Web Client from the NetCentral server itself.

When you have typed the NetCentral Web Client Web addressinto Internet Explorer
(see“Web address’ on page 150), the Login screen opens. See the following diagram:

2 NetCentral: Web Client - Login - Microsoft Internet Explorer.

File  Edit View Favortes Tools  Help Iz
Qe - O [¥] B G Ooach Srravortes @) -8 H - il 3
Address | @] hitkp:J10.16.38. 178/webnetcentrallogin, html - @Gn Links *
(5 Trassvaliey
login
~
Coptacils NetCentral System Summary:
The MetCentral system is a suite of software modules that work together to e
X Log In
monitor and report the operational status of your facility’s equipment from one
or more computers, The NetCentral system runs in a Microsoft Windows e e
desktop environment and uses Simple Netwark Management Protocal (SNMP), u;emame:}\
Syslog, and other industry standard technologies to communicate over an r
Internet Protocal (IP) netwark with Grass Valley and partner products. Rasswordhf
Lagin
The MetCentral system gives facility engineers and equipment operators the
ahbility to do the following: =
To log in to the NetCentral web client,
e Be continuously aware of the moment-by-moment status of multiple [lEERE e laein e an_d FEBSE
devicas of user who has access rights of any
of the NCAdministrator, NCUser ,
NCTechnician groups on the machine
¢ Identify problems before they become critical where the NetCentral Manager is
installed.
e Understand why a device is malfunctioning s
« Consider recommendations for corrective action
s Research messages and logs for information about previous status
changes
¢ Check status and troubleshoot from a remote location
The MetCentral system provides a well-developed set of features designed
mameifimalle far the T amd vidas imdietee Thic sllawes wan e cameankeaba am Ad

AQTHOMSON BRAND

&] bane %4 Lacal intranet

Supply the username and password of any user with login credentials on the
NetCentral server PC you are connecting to.

NOTE: On theleft side of the Login screen isa Contact Us option. Thistab provides
you with up-to-date information about contacting Grass Valley and its
representatives around the world.

Logging in and out

When you log in to the NetCentral Web Client from any Client PC, you “check out”
alicense from the license manager on the NetCentral server:
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152

£ SabreTooth License Manager - My Computer

File Edit Wiew Tools Window Help

T My Computer

Feature : Count  Expiry

‘ﬁ METCEM-CLIENT 2 permarert
55 METCEN-MGR pemanent

8 SabreTooth Protocal Service Running

The license stays checked out for fifteen minutes or as long as the Client is active,
whichever islonger. If the Web Client isinactive for half an hour, you have to log
back in through the L ogin page.

When all the Web Client licenses are checked out, you are unable to open the Client
until one of the licenses gets checked back in.

4| SabreTooth License Manager, - My Computer |:||§|
File Edit “iew Tools Window Help
£ My Computer E]
Feature Yer Checked Outll Health
& METCEM-CLIEMT 1 2 permarent 2 | x|
1'3 HETCEN-MGR 1 1 permarient 1 | |
8 SabreTooth Protocol Service Runring ig 2

Licenses are checked back in once they time out. In the Web Client viewer, clicking
Logout also returnsthe Web Client license. If you try to open more Web Clientsthan
you have licenses for, an error message appears. Wait until alicenseis checked back
in to the license manager, and try to open the Web Client again.
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For moreinformation about NetCentral Web Client licensing, refer to the NetCentral
Release Notes.

Web Client Views

Information in the NetCentral Web Client main window is similar to the Server main
window, but reflects the Web Client’ s functionality, as follows:

» TheWeb Client offers three views- Facility, Messages, and Trends.

» TheWeb Client offers full monitoring capabilitesin these views, however, all
system configuration must be performed on the NetCentral Server PC.

» The Web Client offers shortcut buttons for easy monitoring.

View control buttons Tree view
Shortcut buttons

Information view

; NetCent: al Web Client - Microse ft Internet Explorer

| wracf- 5 - @[ 4| Quewen Gradhies Gweds 03By G 2 4 |
| ivass &) bt flocahestingbetcentralideraut.asgh | = o |

B Manitared Device:
80
B[] Prafile 2P

=] PFR 500_800
= 10.16.36.238
= 10.16.36.232
= 10.16.36.243
= 10.16.36.244

B[] PFR 700
= 10.16.36.239

B[ Test

J onll

NetCentral Access Rights: Administrator 14 Systems, 0 Critical, 0 Warnings [ [ [BE Cocalintranct

For adetailed comparison of the Server and Web Client views, refer to “Viewing
information in the NetCentral main windows’ on page 69.

Web Client distinctives

While the Web Client interface functions much like the Server software interface,
there are some differences. This section describes the functions that are uniqueto the
NetCentral Web Client and includes the following topics:
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» “Navigating within the Web Client” on page 154
» “Monitoring with the shortcut buttons’ on page 154

Navigating within the Web Client
The following functions allow you to navigate the Web Client interface:
» “Right-click” on page 154
» “Back and Forward” on page 154

Right-click

Right-clicking on any area gives you aright-click menu like what you would see on
any page in Internet Explorer. Some right-click options are as follows:

 Right-clicking a device gives you the option to open the view in anew window.

» Right-clicking any field gives you the option to Refresh the page, which will show
you updated information from the server for that page.

Back and Forward

Clicking the Back and Forward buttons, or choosing them viathe right-click menus,
takes you back and forth within the Web Client, according to the pages you have
viewed so far.

Y ou cannot get back to the Login page during thisInternet session unlessyour license
timesout, or you re-typethe Login addressinto the browser. Refer to “Logging in and
out” on page 151 for more time-out information.

Theinformation for each page updates when you navigate away from that page unless
you use the Back and Forward buttons.
Monitoring with the shortcut buttons

Instead of a detailed menu like on the NetCentral server, the NetCentral Web Client
features a number of buttons at the top of the screen. The information displayed by
clicking the buttons is consistent, no matter what view you arein (i.e., Facility,
Messages, Trends).

The menu buttons are as follows:
» “Message Log” on page 154

» “DevicelList” on page 155

* “Version” on page 155

» “Help” on page 155

Message Log
If you click on this button, the following screen opensin a new window:
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a2 FlelCenlral Web Client: Message Logs - Microsoft Internet Explorer @@
e

File Edt View Favorites Tools Help

¢ ] Iﬂl \g] 3 /-‘Search ‘-;\'(Favnntas & -dg W - ﬁ 3

Addl’ess:"g%lhttp:ﬁlD.16.38‘1FSIWehnet(anlral;‘quary\ug‘html v BYco ks ?

Gy grassvalley
Query Log - By Mame

Severity Devices

By Type

ALL | aLL Ra

Fram (rm/dddyy) Tao (rmm/dd/yy )

06/23/05 | & 06/29/05 =]

| From Subsystem Received Message Device Type

A THOMSON BRAND

&] Done % Local intranet

Enter your search criteria by clicking on the By Name and By Type buttons on the left
side of the screen, and thenfilling in the desired Severity, Devices (or Device Types),
and search dates. Click Go. A list of messages meeting your specifications appears.

These messages are the ones that appear on the server PC. Refer to “ Messages view”
on page 28 for more information on messages.

Device List

Version

Help

Clicking this button causes a device list to appear on the screen. Clicking on one of
the device names displays that device's Messages view in a new window.

Clicking this button displays the device-specific version information for the device
you have selected, or the version information for all the devicesin the folder you have
selected.

The Help button displays the “NetCentral at a Glance” page, along with optionsto
view the documentation for a number of Grass Valley devices.
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Monitoring third-party equipment

The Generic Device Provider (GDP) Tool allows the user to monitor a device for
which thereisno NetCentral device provider by creating aprimitive or generic device
provider that passes SNMP trap messagesto NetCentral. Thisfeatureisincluded in
NetCentral versions 4.1 and higher.

Generic Device Provider setup requirements

This section explains the setup requirements for installing a Grass Valley Generic
Device Provider. It contains the following topics:

* “MIBS’ on page 157
» “Licenses’ on page 157

MIBs

In order for NetCentral to read adevice’ sManagement Information Bases (M1Bs), the
NetCentral PC must be able to access them. The best way to ensure accessibility isto
put the MIB filesin C:\Program Files\Thomson Grass Valley\NetCentral\mibs; you
can do this through the network or through the device' s software CD.

Remember where you put these. Since each device type is different, you must know
where to find the device’'s MIBs before creating a custom GDP.

Licenses

Before monitoring a generic device, verify appropriate licensing by doing the
following things:

1. On the NetCentral menu, select Tools | Check Licenses.

Tools l Configure  Help

Versions

| Check Licenses

MIE Browwser

Program Tracking

MetCentral Application Logs

2. The SabreTooth License Manager opens. Ensure that GDP-NETCEN isone of the
licenses on thelist, and that you have enough licensesfor al of the generic devices
you will be monitoring. If GDP-NETCEN isnot on thelist, refer to the NetCentral
Release Notes for complete licensing information.
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& SabreTooth License Manager - My Computer |Z”E”?|

File Edt View Tools ‘“Window Help
£ My Computer, E”E”E
Feature Wer, Count § Expiry Checked Out . Health
&y NETCEM-MGR 1 1 permarent 1 | —
Q GDP-METCEN 1 10 Wpermanent ] [
8 SabreTooth Protocol Service Running gg 2

Creating a Generic Device Provider

This section outlines the Generic Device Provider (GDP) wizard and contains the
following sections:

» “Getting started” on page 158

» “Loading MIBS" on page 159

» “Defining system information” on page 160
» “Defining Heartbeat” on page 163

» “Customizing Favorites’ on page 164

» “Defining Events’ on page 166

Getting started

To createaGDP, close NetCentral and open the GDP program through theicon %
or through Start | Programs | NetCentral | Generic Provider Manager. The “ Generic
Providers Manager” dialog box opens.

158 NetCentral User Guide November 29, 2005



Loading MIBs

‘i Generic Providers Manager |Z||E|rz|

=1

Impart

il

MIB modules:

Cloze

d

Select the New button to open the GDP installation wizard.
The“MIB Information” dialog box opens.

Loading MIBs
Thiswindow isfor specifying which MIBs to load.
1. Specify a unique name to identify this new device type.

Click Browse to find the MIBsfor the device, choose thefirst MIB, and click Load to
display atree view and compile that MIB. See the following diagram:
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Generic Device Provider: MIB Information il
Device Type: Im_l,-MaduIar
MIB: IC:\F‘rogram FileghThomzon Graszs ValleyiMetCentral\mibshava-reg.mi2 Browse |
Cearsll | [ Load |
MIB modules:
- iz il
E|E‘:I org
E|L"_'I dod
E-L1 internet
B3 private
EIE:I enterprises
B~ gvg
-’ gvaE xperimental
EIE‘_'l gvaF egistrations
o gvgVideoStorage
EE‘J gvghd odular
o el mem ;I
Farsing errors:
-
4] 3
Mest » | Finish | Cancel | Help |

2. Continue loading the MIBsindividually. They must be loaded in the order defined
by the MIBs; otherwise, the GDP wizard will display an error message guiding you
accordingly.

¥alidating MIEB file

MIE iz not loaded in proper order.
Load the following MIBz before loading GWYGE-MANFSH-MIE

G¥G-REG' -
GYG-ELEMEMT-MIB' _I

3. Click ok andload therequired MIBsintheright order. When you are doneloading,
click Next. The “System Information” dialog box opens.

Defining system information

Thiswindow isfor establishing bitmaps, HTML links, and a subsystem name. It
contains the following three sections:
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Defining system information

» “Devicelmage’ on page 161
» “Associate URL” on page 162
* “Subsystem Name” on page 163

X

Generic Device Provider: System Information

Device Image:

Select the image for the generic device bpe which will be shown az active drawing when uzed
on MetCentral active drawing HTML pages.

If ho image iz selected, the default image will be shown for this tppe of device,

|t:'\F'rogram FilessThomzon Grasz ValleysM etCentral\imagelibrarysi odularF rame® Browze

v Associate URL

- [ You can zelect a URL which will be launched on MetCentral whenever "Link" subsyztemn for the
EEE device iz selected on Metcentral facility view.

It no URL iz selected. the default MIBZ information page is shown for the device.

|httpe 221 Psddress

[Usze ZIPAddress® to inzert device IP address.)

Subsystem Mame:

Specify the name for the subsystem, which will show MIB browser and selected vanables
[fawvantes] information in MetCentral

|Sub8y$tem

¢ Back | Heut » ‘ Finigh | Cancel | |

Device Image

Use the Browse button to select a bitmap. This bitmap will be used in NetCentral
during the creation of Active Drawings. Refer to “ Creating aFacility graphical view”
on page 79 for more information about Active Drawings.

In order for NetCentral to read the image, you should place it in a NetCentral
subfolder in Program Files. We recommend C:\Program Files\Thomson Grass
Valey\NetCentral\imagelibrary.

Oncethe bitmap is selected, you must also have bitmap images representing warning
and critica states in the same folder. If you only supply one bitmap, only that image
will appear on the Active Drawing page. However, the warning and critical images
will automatically be updated on the Active Drawing page if they are in the same
folder as the original image.

Warning bitmaps should follow the naming convention bitmap_War ning.gif
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Critical bitmaps should follow the naming convention bitmap_Critical.gif

For example, if you use Camera.gif, you must also supply Camera Warning.gif and
Camera_Critical.qgif. Seethe following diagrams:

i)

Camera.gif

Camera Warning.gif

The following diagram illustrates a Facility graphical view with custom active
drawing images:

Camera_Critical.gif

. NetCentral E][zl
ools  Configure el .

Fle Edit View Device Messages Tren

: fiose

(=24 Monitored Devices
T

E =
i | = K21
fre
i iy : [ Windows System
a Vegas

Associate URL

Some devices come with a Web page from the manufacturer that allows you to
remotely control or configurethedevice. Inthisareaof the“ Generic Device Provider:
System Information” box, select your monitored device' s specially-created page.
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Defining Heartbeat

If you select a URL, the wizard creates a subsystem named “Link” to display the
device specific page in the NetCentral interface. Refer to “Viewing your new device”
on page 175.

Subsystem Name

Specify anamefor the subsystem that will show thefavoritesinformation for the MI1B
variables and the MIB browser. Refer to the diagramsin “Viewing your new device”
on page 175to seewhat the subsystemwill look likein the NetCentral interface. Refer
to “ Customizing Favorites’ on page 164 to customize the information on the
Favorites page.

When you are finished providing the system information, click Next. The “Heartbeat
Definition” dialog box opens.

Defining Heartbeat

Specify a heartbeat polling variable. NetCentral “pings’ the device, checking for that
onevariable. If NetCentral findsit, it knows that the deviceis“still alive’; if
NetCentral does not find it, it sends a“Device offline” message. Refer to “ Setting
heartbeat polling” on page 194 for more heartbeat information.

The heartbeat variable can be ascalar or a columnar object from any of the loaded
MIBs. We highly recommend a scalar object, which contains a single instance that
NetCentral can quickly check. Columnar objects could take longer if NetCentral has
to check more than one thing to get a heartbeat.

If this option is not selected, NetCentral will not perform a heartbeat check on the
devices of this newly created device type. If a device goes offline, you will not get a
“Device offline” message.
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v Enable heartbeat polling

Generic Device Provider: Heartbeat Definition x|

o craM cFrametd adel
- memMcFrameDescr
el mCmMcHwR ew
ol oM cSiwiter
e = b cSerialtdbr
e oM cParttbr
ol i cStatus
vl norM R ebootCmd

- memM cFramet ame

e mcmM cS ot br

el i ch ebootStatus

vl morMeTrapEnable

om@ momMcT rapCategory

vl mizmChOvertempStatuz

el mcmiChDvertemnmpTrapCateqgary
el mcmChCoverT rapEnable
om@ memChCoverT rapCategorny
- momChCoverStatus

o memChEF anSlothd odel br
ol morChF anSlotDescr

om@ mcmChF anSlotStatus

e mcmChF anSlotM ame

ot R L T -

;l Heartheat variable:

¥ | IGVG-ELEMENT-MIB:gngIMUdeI

Object details:
Field | Walue
MHame memicSerialMbr
Oid 1361414947 2321228
Access Fiead Only
Status Current
Syntax Ochet Sting {1-128 1

Description  The serial number of any NetCard in this

A KT | [

< Back

I Mewxt > I Finizh | Cancel | Help |

When the heartbeat properties meet your satisfaction, click Next. The “ Favorites’

dialog box opens.

Customizing Favorites

Specify variables to be quickly identified in NetCentral. The variables should be
selected according to what you want to monitor. For example, if the MIB allowsiit,
you could choose the variable that |ets you view the device' s software version

information.

Selected variables can be scalar, column, row, or table MIB objects from the loaded

MIBs.

Click onthe Display namein the column to change the default name to what you want
to seeinthe NetCentral interface. Refer to the diagramsin the section “ Viewing your
new device” on page 175 to see and customize more MIBs.
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Customizing Favorites

Generic Device Provider: Favorites ﬂ
-&- ovaE SoftwareR ey ;l Wariable na... | Dizplay name |
ieomils gvgElState gvaElModel  Model
..@ agvaE S everityLevel gvgElSoftwa...  Software Version
: Lol gugElassetTag temCbd axTr...
-1 gwgElTrapT argets
i -ﬁ- gvgTtaxT argets £ |
-ﬁ- gvgTICfgT ableMextinde
=01 gvaTtCfaT able
=1 gwgTtCigEnty
-ﬂ- vl tCfglndex
& qvgTtCfglpaddr
ol gvaTtCfaCamen
; o gvaTCgEnRS e details
B E‘_'l gwgE lalnterfacing
¢ [E-[1 gvgloSignall able Field | Walue
=7 gvaloSignalEntry Mame gvgElS ofbwareF ey
o= gvgloSignallnde Qid 1.36.1.41.434721.2.4
i@ gugloSignalilia: ’S:"-CCBSS Eead Only
laSianalTum tatuz urrent
& gl NP Syntax Octet String { 0-64 }
i gvgloSignalStat A e i
: 3 Description The revizion stamp of the software running on
"ﬁ gngUS!gnalLast the element that supports this MIE module.
: Lo gugloSignalSpe
; =112 gwaEgmt
; el gughaControl oo
B ot .= | | i
< Back I Heut » | Finizh | Cancel | Help |

If you select atable, the “ Display Name” dial og box appears for you to customize the
table information. See the diagram on the next page:
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Display Name ﬂ

Table name iz used in MetCentral az a link to access the tabular information
about the selected columng, Pravide a user-friendly name for table and
columnsz, which will be uzed in MetCentral for display.

The table name zupplied here will be used for all the columns of the zame table

Table variabls;  gvaTtCigl able

Display name: |Eurrent M anagers

Caolumns

‘Wanable name I [hzplay name
gwgTiChglpaddress  IP Addiess
avgTtChaCammunity  Community

gwoTHCRgE ntmStatus [Btatus ]

< | =
(1] I Cancel |

Customizethetable by giving it the name you want to see in the NetCentral interface,
and by clicking on the variabl€’ s Display name in the column. Click OK to save

settings. To seean example of atableinthe NetCentral interface, refer to thediagrams
in “Viewing your new device’ on page 175.

When you are done, click Next. The “Event Definitions” dialog box opens.

Defining Events

In this window, customize the severity and message for each event. This window

displays all the event definitions (i.e., traps, notifications) from all the loaded MIBs.
By default, the event messagesyou seewill bedictated by the MIBs, and their severity
will be “Informational .”
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Defining Events

When the GDP configuration is complete and you have added the device, you will be
ableto add actions and filters to the messages. Refer to “ Configuring actions and
modifying messages for your new device” on page 180.

Select save after each modified message.

Generic Device Provider: Event Definitions

w2 cgelCouScn -
. cgsCouThermalScn
= cgzlouvidecRefSen
=& cgslouTriasScn
s cgsCouSwhizmatch
i cgeCouldConflict
~f cgzlonfigChange
=1 GVGE-GCS-MIE —
=& gosTmpScn
i ArPiars rn b

Meszage: |u:gsD:u5 ch

Severity: | Informational ﬂ
Critical
o nfarmational
Description:
B Fesat

Additional D ezcription:

cgzCoulds = 31

cosCozlpStatus = 22

Dezcriphion:

A operational gtate change event for the CCUNdentified by cgsCoulds. The current CCUDoperational gtate iz inc

< Back | Meut = | Finizh Cancel

Click save and Next.
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Defining Trend Objects

This portion of the wizard allows you to create, modify or delete trend object graphs.
To define parametrs for atrend object graph, select New. The Trend Objects

Definition Wizard allows you to set graph details for the trend object.

Generic Device Provider: Trend Objecis Definition

This portion of the wizard allows pou bo create, modify, or delete trend object graphs.

< Back Finish

Cancel

Help
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Defining Trend Objects

Rules

Set up an expression to graph by selecting MIB objects from the tree on the left and
clicking the double arrows to add each MIB to the Expression field. The expression
isthe variable you are going to plot. This can be asingle variable, or an expression.
Setting up a useful expression requires an understanding of the device type and its
MIBs. After you have set the expression, click Next.

Trend Objects Definition Wizard: Rules

Chooze the MIE objects(z] to create the graph(z] for the trend object.

cgzCouSenaldum - .
casCeubasetTag B P Expression: cgzCozTemperature
cazCeouSoftwareRew
cgzCoulocation
cosCesPowerSwitch Inztance |dentification Object: |cgsEcsT Emperature
cgzCosThermal
EE:EE:;EFQF;LTUIB Y ariable name | Opr | Walue Operation
cozCosvideoR ef
cgzCosvideoR efLock 5
cgzCosThax
cgzCoeTnaxExtLength
cgzCoeTnaxExtPercent
= GWG-ELEMEMT-MIE
gvgE IModel Details:
gwgElSernialCode
gvaElType Field Value ~
gvgElSaftwareRey Marne cozCoeT emperature
gvgElState Oid 1.361.41.4347.291.221.3
gvaE IS evernityLevel = Access Read Only
gvoF lissetTag Status Curment
gvaTidaxT argets S-'f'nta’f‘ . Integer 3_2 ) _
gvaTtChaT ableMestindes Description  The ambient current CCU chassis
qvaTtChalndex internal temperature in degrees
gvaTtCflpdddress Centigracie BTL) b
gvgT tCfgCommunity » < |

Mest » Cancel Help
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Graph information

Thisportion of the wizard allowsyou to enter adisplay namefor the graph, determine
the unit of measurement, type a description, etc. Note that the Unit of Measurement
field allows you to type a unit of measurement other than the default options.

Trend Objects Definition Wizard: Graph Information

Graph Object Details
Dizplay Mame: |
Graph As: | abzolute walue j
Unit of Measurement: |deglees j
Legend for Yertical Axis: |deglees centigrade
Subsystem; | System j
Diecseription: Graphs the temperature in degrees centigrade at a
particular inztance
¢ Back | Mest » | Finizh Cancel Help
Click Next.
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Modifying a GDP

Threshold alerts

Determine threshold values for the object. Click Configure to view or change each
aert configuration.

Trend Object Definition Wizard: Threshold Alerts @

Gererate Aleits for Temperature

W whenits value is gver 40 Configure. ..
[~ Whenits value is under !

™ When tFYH Configuration

Alias: |Trend object Temperature over threshold limit
Severity  [\Waming -]
Description:

Object %1 with average value %6 is over its
maximum thieshold value of %5,

[ Note: %1 should follow Graph Object Mame, %2
should follow Chait Name, %3 should follow Device IP,
%4 should follow Dewice Type, %5 should follow
Threshold valse, %6 should follows Current value, |

Cancel

< Back [ Fnsh ] concel | Hep |

Click Finish. The trend object will appear in the Trend Objects Definition page. Click
New to define another trend object, or click Finish.

The newly created device provider isavailablein NetCentral only after NetCentral is
restarted. Refer to “ Restarting NetCentral services’ on page 183 for moreinformation
on restarting NetCentral .

Modifying a GDP

Any time after a device provider is created, you may modify and update the device
provider. Select the provider, click Modify, and follow the instructions in the GDP
wizard. Refer to “ Creating a Generic Device Provider” on page 158 for detailed
instructions regarding the GDP wizard.
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* Generic Providers Manager =10] x|
e

riybd adular mN
——— '

Delete |
|mport |
E wpart |

MIE modules:

GYG-ELEMENT-MIB
GYG-CHM-MIB
GYG-REG

Cloze

f

NOTE: If you modify a device provider, all added devices of that type are removed
from NetCentral automatically, and you have to add those devices again.

Importing and exporting a GDP

Y ou can export the GDP for other NetCentral managersto use. Click the Export button
(see diagram below), and choose the lacation to which to copy the file.
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Monitoring your new device

"% Generic Providers Manager

ryhd oduilar

MIB modules:

GYG-ELEMENT-MIB
GYG-MCM-MIB
GYG-REG

Cloze |

Exporting a GDP will create afolder with the same name as the GDP. Supply the
folder and its contents to any other NetCentral computer to import the GDP.

Click the Import button to add anew device provider that was created at a different
location.

The “Export (Import) Generic Type” dialog box appears for you to supply the
requested information.

Export Generic Type il

Generic Tepe:  mybd odular

Location: _l
] I Cancel |

Monitoring your new device
This section explains the following:
» “Adding anew device” on page 174
* “Viewing your new device” on page 175

» “Configuring actions and modifying messages for your new device” on page 180
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Adding a new device

After you have created or imported a Generic Device Provider, add a device of that

type.
Select File | New | Device to add a new device.

Add Device

Mame or IP addrezs:;

SMMP Device
oyslog Device

|M-Madulart

SHEF Community Bame:;

ok ]

Ipul:ulin: j
DeviceT ype:
I rrd odular j

Cancel I

Supply the P address, SNM P Community Name, and Device Type. The Device Type
is the name you specified in the “MIB Information” dialog box of the GDP wizard.
Refer to “Loading MIBS’ on page 159 for information on naming your GDP.

Click ok to add the device.

NetCentral User Guide

November 29, 2005



Viewing your new device

Viewing your new device
NetCentral displays a default system page.

G Tl

Paddes:  WIEIRI0
P o'y BHTFH
L e 0 e, 1 b, ' . 8

Loty IY-'--q

Lariat r—w—mum

. B
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The Link page (below) connectsto the device sHTML page that you specified in the
“System Information” dialog box of the GDP wizard. See the following diagram.

[{¥|NetCentral

(Pmpsmes) @niwm:u) (DevineL\ll)_

7
il
“of [ L Facility

@essages.
@G‘raphs.
@uom
@engs

File Edt Wew Device Messages Trend Iools Configure  Help

(5 ) Monitored Devices
=] Devices
11 [ Frofile 4P
=
SAN1_MFVS4_600

(= (] PFR 500_E00
=
=
=
[ PFR 700
=
avontes

Tirm's BITFM

Status

Configuration
Connections

Frame Alarm Reporting
SNMP Reporting
Power Supply/Demand
1 89640EC-FS
28964DEC-FS

3 B8964DEC-FS

4 B964DEC-FS

Status &3
Wodel: 8300TFMN Description: Module Frame
Frame Location: Tim's office

Frame Health

Alarm VYARN

Paver Status Excesds Supply

Warning - Power Demand

WARNIMNG - Module Data or Caonfig Errors

Empty
Empty
Empty

Module
Module
Module
Module
Module

Empty

Temperature
Status

PASS

[NetCentral Access Rights: Administrator 7 Systems, 0 Critical, 0% arnings

5 BIBAOMD
§ bedia Slot § Front Cover Mo Cover
7 Media Slot 7
8 B9RATST
9 Media Slot 9 A
10 Media Slot 10 PmpemesTH s,
11 BI00NET Wendor | OMSEN. BIESS SOIMETS 4 g greqg
Valley Version

e Med Metwork  Network configuration stored

eda [=0glely etwork configuration stare
13 Pawer Supaly 2

awer S Sors 10 Config an S900NET
4] | 3
Network. 0o

The Favorites page contains a synopsis of the MIBs that you specified in the
“Favorites’ dialog box of the GDP wizard (refer to “ Customizing Favorites’ on

page 164). See the following diagram:
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{¥|NetCentral
Eile

Monitored Devices
=] Devices

2L Profils %P
= SANT_MPVYMPYS4.

=[] PFR 500_600

5 PFR 700

E

< |

Viewing your new device

(8%l

FTerted Objsct
Trap Target
Modsl
Software Rev 4.0.0c10
Details for Trap Target =] 4|
Ip Address Community Entiy Status
1016646 public 1
10.16.16.103 public 1
10182328 public 1
10.16.34.43 public 1
101683412 public 1
4] 1+

i

(Neltenlral Access Rights: Administrator 105ystems. 0 Critical. 0 Warnings

Using the M1B browser, you can check on every value exposed by the device sSSNMP
agent. See the following diagram:

[f¥ NetCentral

File

Edt Wew Device Messages Trend Iools

Monitored Devices

-] Devices

= [ Profile XP
== SANT_MPYMPYS4.,

&= TOC_138
(= (] PFR 500_E00
= 10.16.36.238
= 10.16.36.232
= 10.16.36.243
== 10.16.36.244

(] FFR 700
B 10.16.18.10]

Configure

4] | »

Help

MIE variable pioperties

=7 dod
E-C7] intemet
[ directory
L7 marmt
7] experimental
=7 pivate
BT enterprises
= ava
& guaExperimentsl
7 guoRegistrations
& gravideoStorage
=7 avaModular
& mem
=71 memiIB
=[] memFrameObis
3-C memFrameConfig

| i i 4 mcmFIanl\flcalmr\s _'LI
4

Parameter | Yalue

* Retrigve  Set &
Result
Variable [ Value |
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Choose to view and/or configure the MIB’ s variable properties. Refer to
“Customizing Favorites’ on page 164 for more information on MIB variables.

1. Select aMIB variable. The MIB parameters appear in the MIB variable properties
pane on the right of the screen.

¥ NetCentral oy [
Ele Edt ¥ew Device Messages Trend Iooks  Configwe  Hel
{ eropenties ) (Cancel Action)) (Devmsu:l) (o

= {24y Maritored Devices Favorites  MIB Browser |
= £ Eéﬁj‘e " MIB modules MIB variable properties
il :riFa:_“ gl B memFrameStalus | [Parameter | value
<Lreraciliy o= SANT_MPVS4 # memFshatifications Mame memChFanT rapEnable
= ¥ = TOC 3 [ memFsSummany Did 1351.41.43472321233587
4 = GM_XF_2 #1 [ memFsNetCard bocess  readwite
@ = o= 1001 ] memFsChassis Stalus cunent
R = ] PFR 500_600 1 memChTemp b
= 1016 L memChCover NopDisable 2
= - memChFans Description
g = & memChFanSlattadelbr Enables/disables Chassis Fan Traps.
Graphs = & memChFanSlotDescr Ifthis walue s ‘enable’ and the carr..
S 1 FFR 700 & memChFanSlatStatus hardware switch is set ta 'disable. .
- 5 Je= & memChFanSloiName will be disabled.
: - @ memChFanSledRemavedT apEnable
Wctins s @ memChFanSledRemavedT ap ategory
e & memChFanSlathlor
— & memChSwhanTrapEnable
W = @ memChSwFanspeedCantiol
Mends B3 rrcriChF o (apE nable
=5 » & memChF anTiacCalzaor | 'L|
4 »
' Retrieve  Set Go
Rt
Wariable: [ value |
(NetCentral Access Rights: User 16 Systems. 5 Critical, 0Warnings Hewoh =
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Viewing your new device

2. With the Retrieve option selected, click Go. The MIB variable(s) appear in the
bottom pane.

1Bl

Fle Edit View Device Messages Trend Iooks Corfigure Help

(pmpqms) éal{mlhﬂum}) (Davl.ns Llsl) = : = = . ; —= : : = . ka——

= Mornitored Devices || Favoites MIE Browser |
S il %‘ gv';'?“exp MIB modules MIB variable properties
Aty
# r§'F i iy £ ] memFrameStatus ‘2| [[Parametes [ value
‘LI cFacility = SANT_MPYSA & menFsNolfications Name memChFanTiapEnable
= TOC 4 -0 memFsSummary 0id 1.36.1.41.4947.23.21.2. 3.3.567
= = GM_XP_2 (1 memFshetCard Aeoess readwite
> = = TOC 1 £ memFsChassis g‘attus curent
ntan
iessces L1 FFR 500_800 ] memChTenp | epknable 1]
E = 3 memChCover apDisable (2)
] = = [ memChFans Deseiption
4@ memChFanSlatdodeMbr Enables/disables Chassis Fan Traps.
Graphs & memChFanSlotDeser If this value is 'enable’ and the corr.
1 PFR 700 & memChFanSlotStatus hadware switch is set to 'disable, 1.
ey & memChFanSlothame will be disabled
- Link & memChFanSledRemovedTiapEnable
'Actions e & memChFanSledRemovedTiapCategary
@ memChFanSlothbr
- & memChSwFanTrapEnable
G} @ memChSwFanSpesdContiol
&amg > 4@ memChFanT rapEnable
E 4 & momChanTranCateaors | lﬂ
4 »
& Retieve C st
Result ——
Variable [ walue |
GV MCM-MIB: memChF anTrapEnable. 0 wapDisable (2)
[NetCential Access Rights: User 16 Systems, 5 Critical, 0 Warnings Netwark 001%

3. If the MIB variable has readwrite access, click Set to change the parameter(s) in
the bottom pane. This option will not be available if the variable has readonly
access.
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fle Edt Wew Device Messages Trend Iools Configure  Help

ancel Action ) { Device List )

( Plnpsmes) @

s
el EE Facility
Qassages

Graphs

@Aclmns

iTrends

-] Devices
(= [ Profie XP
=
== SANT_MPYS4
TOC_4
= GM_xP_2
=
] FFR 500_600
=

i}

=
=
=
[ FFR 700
e
Link.
Favarites

[ NetCentral Access Rights: User 16 Systems. 5 Critical, 0 Warnings

Favartes MIB Browser |

NI

lq)v

MIB modules MIB variable propertiss
B memFrameStatus =] [Parameter [ Value
4 memFsMotifications Mame memChFanT rapEnable
3 memFsSummany 0id 1.35.1,4.1.4347.23.2.1.2.3.3.587
(1 memFsNetCard piinas
[ memFsChassis gtmi £
& memChTemp . rapEnable (1)
] memChCover apDisable (2)
-1 memChFans Desciiption
4@ memChFanSloth odelNbr Enables/disables Chassis Fan Traps.
& memChFanSlotDeser If this value is "enable’ and the corr...
& memChFanSiotStatus hardware switch is set to 'disable, tr...
% memChFanSloiName will be disabled.
& memChFanSledRemovedTrapEnable
& memChFanSledRemovedT rapCategory
& memChFanSlotbr
& memChSwFanT rapEnable
& memChSwFanSpeedControl
& memChFanTiapEnable
K & menChFanTraoCateaon " ILI
" Retieve “ Set
Result:
Variable: |
memChF anTrapE nable |

0.00%

4. Enter your desired information. To apply your changes, click Go.

Configuring actions and modifying messages for your new device

To create actions for any messages for your new device, select File | New | Action on
the NetCentral menu and follow the wizard. Refer to “ Configuring Actions and
notifications’” on page 98

To configure messages for device-generated events, click on the message, select
Messages | Modify Event on the NetCentral menu, and modify the messages
accordingly. Refer to “Defining Events’ on page 166 for more information about
device-generated events.
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Chapter 9

Administering the NetCentral system

This section providesadministrative proceduresfor the NetCentral system. Topicsare
asfollows:

November 29, 2005

“Managing the NetCentral server” on page 182

“Using the Application Logs Viewer” on page 184
“Adding devices’ on page 185

“Removing devices’ on page 190

“Monitoring network usage” on page 190

“ Setting automatic SNMP trap configuration” on page 192
“ Setting heartbeat polling” on page 194

“Managing NetCentral security” on page 196

“Backing up the NetCentral database” on page 200

“ Accommodating NetCentral database growth” on page 200
“Manually purging NetCentral messages’ on page 201
“Verifying components installed and running” on page 203
“Adding custom tools’ on page 204
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Managing the NetCentral server

On the NetCentral server PC, right-click the NetCentral system tray icon to seeiits
menu.

0 Clients
45 Systems, 11 Critical, D Warnings
Open NetCentral Manager

v MekCentral 4.0 Prokocol Framework, Zurrent Services on \ENTHS-MNORTHOMR

v NetCentral 4.0 Application logging
v MetCentral 4.0 Action manager
v MekCentral 4.0 Active drawing
v MetCentral 4.0 Memory management abouk ...
v MetCentral 4.0 Security Framework

MetCentral Services - Start
MetCentral Services - Stop

Exit:

With this menu you can:

Open NetCentral Manager, which isthe local NetCentral client interface. This
menu selection is available even if thereisalocal instance of the client already
open, so take care when using this selection. We do not recommended that you
open multiple instances of the NetCentral client on a PC.

View thelist of NetCentral services currently running. For normal operation, every
servicein the list should be checked.

Start and stop NetCentral servicesin abatch. Refer to “ Restarting NetCentral
services’ on page 183.Take care when using this selection, as this stops all
NetCentral monitoring. It stops NetCentral servicesand shutsdown the NetCentral
server component.

View the NetCentral “ About” box.

Exit the system tray icon. Take care when using this selection, as this stops al
NetCentral monitoring. It stops NetCentral services and shutsdown the NetCentral
server component.

About the NetCentral system tray icon

The program file for the NetCentral system tray icon islocated by default as follows:
C:\Program Files\Thomson Grass Valley\NetCentral\bin\NetCentral SystemTrayl con.exe

When this program first opens, it starts NetCentral services. When you install
NetCentral server software on the NetCentral server PC, the installation program
places a shortcut to thisfilein the All Users startup folder. This iswhat starts the
NetCentral services when the NetCentral server PC restarts.

If the NetCentral system tray icon program is not running, you can open it—as well
as start NetCentral services—by opening the local NetCentral client interface.

Thesystemtray icon continuesto run when you intentionally stop NetCentral services
and provides away to restart the services in a batch.
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Restarting NetCentral services

When the NetCentral server PC starts, NetCentral services also start. Refer to
“Verifying components installed and running” on page 203. Y ou can open and close
the NetCentral interface on the NetCentral server PC, yet the NetCentral services
continue to run. Refer to “ Stopping NetCentral” on page 68.

If the NetCentral software on the server PC becomes unresponsive, you can restart the
NetCentral services, which allows the interface to function again.

Torestart NetCentral services:

1.
2.

Close the NetCentral user interfaceif it is open.

Right-click the NetCentral system tray icon and select NetCentral Services - Stop.

A series of message boxesinform you of the progress toward stopping NetCentral
services.

3. Wait until al “...stopping service...” message boxes close.

7.

. Right-click the NetCentral system tray icon and select NetCentral Services - Start.

A series of message boxes inform you of the progress toward starting NetCentral
services.

. Wait until all “...starting service...” message boxes close.

. Right-click the NetCentral system tray icon and select Current Services On .... This

opens a sub-menu with alist of NetCentral services. Verify that al services are
checked, which indicates that they are currently running.

Y ou can now open the NetCentral interface.

Another way to start NetCentral services, if they are not currently running, isto
double-click the NetCentral icon on your Windows desktop or select Start | Programs
| NetCentral | NetCentral. This starts the NetCentral system tray icon program as well.
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Using the Application Logs Viewer

NetCentral reports al its automatic processes to the Application Logs Viewer. Click
Tools | NetCentral Application Logs to open the Application Logs Viewer. Then click
the tab for the type of automatic processthat interests you. Tabs vary according to the
process the viewer is reporting.

[[H MetCentral Application Logs Yiewer B ] 4|
Discovery | 1 X
I - |F|eu:eived Tirne Meszage =

I PEEEEEEaE e anEEEEmE A=

310/2004 1:15:23 P Dizcovery thread started
302004 11523 P Performing discoveny on local network,
31072004 1:15:23 P Idnicast Discovery thread started

3A10/2004 1:15:24 P 200.250,255.255 ; Dizcover device request for type = 1
31072004 1:15:25 P 255,200, 255,205 ; Dizcover device reguest for lppe = 2
310/2004 1:15:25 P 205,250 255255 : Dizcover device request for type = 3
3/10/2004 1:15:26 P 2RR 260 256255 : Dizcover device request for type = 4
31072004 1:15:26 P 200,280, 250.255 : Dizcover device request fortype = B
30,2004 11527 P 200,200, 250.255 : Discover device request for type = B
310/2004 11527 P 255,200, 250,205 ; Dizcover device reguest for bpype = 7
3/10/2004 1:715:28 P 206,250, 255,255 : Dizcover device request for type = 8
3A10/2004 1:15:28 P 205,250 255255 : Dizcover device request for type = 9

31072004 1:15:28 P 200,250 250,255 : Dizcover device request for type = 10

31072004 1:15:29 P 200,250, 250.255 : Dizcover device request for type = 11

3A10/2004 11529 P 200,205, 250,255 : Discover device request for type = 12

3/10/2004 1:75:30 P 205,250 255,255 : Dizcover device request for type = 13 e

3A10/2004 1:15:30 P 205,250 255255 : Dizcover device request for type = 14

3/10/2004 1:16:30 P Dizcovery thread active

31072004 1:16:30 P Dizcoveery thread terminated

3/10/2004 1:22:02 P IInicast Discovery thread started _|L|
k
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About logs that contain NetCentral system information

The NetCentral system captures its system information in several logs, as displayed
on tabsin the Application Logs window. The logs are as follows:

Discovery — Records the discovery process. Refer to “ Adding devices’ on page 185.

Trap target — Records the SNMP trap configuration process. Refer to “ Setting
automatic SNMP trap configuration” on page 192.

Heartbeat— Records the Heartbeat Polling process. Refer to “ Setting heartbeat
polling” on page 194.

Actions — Records actions triggered. Refer to “Configuring Actions and
notifications” on page 98.

Property — Records SNM P communication when property pages are manipulated.
Refer to “Browsing device status’ on page 123.
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Adding devices

This section provides procedures for controlling how and when devices are added to
the NetCentral system for monitoring. Topics include the following:

» “About the discovery process’ on page 185

» “About SNMP properties on monitored devices’ on page 185
» “Manually adding adevice” on page 186

» “Configuring Auto-Discovery to add devices’ on page 187

About the discovery process

Whenever adevice is added, whether automatically or manually, the NetCentral
system executes the discovery process. The discovery process finds the device and
gathersinformation about the device. It then triggers the SNMP trap configuration
process, which attempts to remotely configure SNM P trap destinations on the device
so that it sendsits SNM P trap messages to the NetCentral server PC. These processes
are reported in the Application Logs Viewer.

Y ou direct the software to use the discovery process when you manually add asingle
device. Y ou can also configure the way the software runs this processin

“ Auto-Discovery” mode. Once adevice has been added to the NetCentral system, the
software remembers it and triesto “discover” that device every timeit starts.

When you add devices, you are giving directions to the discovery process asit |ooks
for devicesto add. Y ou specify these directions by entering the following information
about the device or devices that you want to add:

* SNMP Community name — Each device must belong to an SNM P community
to support NetCentral monitoring. See “ About SNMP properties on monitored
devices’ on page 185. Refer to Appendix C, Setting up Windows SNMP for more
information regarding SNMP.

» |P addressor Name — Each device must have an Internet Protocol (IP) address
inorder to beapart of an IP network. Usethese | P addressesto identify the devices
that you want to add to the NetCentral system. Alternatively, if your network
recognizes names, you can add devices one at atime by entering the network name
of the device. Contact your network administrator for information regarding the
names or | P addresses of your monitored devices.

About SNMP properties on monitored devices

To support thefull set of NetCentral features, SNM P properties on amonitored device
should be configured as follows:

» The device must have at least one SNMP community hame.
* The SNMP community should have Read/Write access permissions.
» The“authentication trap” should be enabled.

To understand more about SNMP in general, refer to “SNMP” on page 22 and
Appendix D, Smple Network Management Protocol tutorial on page 265. The
following explanation provides more information about SNMP properties and
NetCentral monitoring:
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A device can be amember of one or more SNMP communities. These communities
are configured as part of the device’'s SNMP properties. Many devices are members
of the “public’ community by default, because it is the common name that is
universally accepted in al SNMP implementations. Y ou can choose to create and
configure other SNM P community namesif you want to restrict messages by
community. Refer to the documentation for the monitored device or view thedevice's
SNMP properties to determine the device’s SNM P community name.

The SNMP servicerequiresthe configuration of at |east one default community name.
If the SNM P agent receives arequest from a community that is not on thislit, it
generates an authentication trap. NetCentral uses this authentication trap to validate
(onthe NetCentral menu, Device | Trap Validation) that adevice hasitstrap destination
correctly set to the NetCentral server PC. If no community names are defined, the
SNMP agent will deny all incoming SNMP requests.

In the monitored device's SNMP properties, you can set read/write permissions for
each community name. All NetCentral features require read permission, and some
features require write permission aswell. To allow all of NetCentral’ s features to
work with the monitored device, set the community name to R/W (read and write
permissions). Thisisespecially important during installation and setup, as NetCentral
must interact with the device' s SNMP agent. If required by security policies, you can
set acommunity nameto read only, but then some NetCentral features will not work.

The following features require that the community name be set to write permissions:
On all types of monitored devices.

» Contact and Location information. Refer to “Viewing general information for a
device” on page 124.

» Automatic trap configuration. Refer to “ Setting automatic SNMP trap
configuration” on page 192.

On specific types of monitored devices:
* Windows PCs
-Addition/deletion of authorized processes
* Profile XP
-Estimation of storage used
-Resend trap scheduled time
-GPI action provider
-Flash LED action provider
» Open SAN Profile XP
-RAID Proxy Server

* Vnode GPI action provider

Manually adding a device

When you manually add an SNMP-monitored device, NetCentral uses the same
discovery processit usesin Auto-Discovery, except it targets only the device you are
adding.
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For Syslog monitoring, refer to “Monitoring with multiple protocols” on page 62.
Manually add an SNMP-monitored device as follows:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Click File | New | Device. Y ou can also right-click the folder into which you want to
add the device and select New | Device. The Add Device dialog box opens.

SNMP Device Hame or P address:
Syzlog Device IF'rufiIeXF"I

SHKMP Community MName:

Ipublic j

DeviceType:

Profile P

(]9 I LCancel

3. Select SNMP Device.
4. Enter the name or | P address of the device you want to add.

5. Enter the SNMP community name. Refer to “About SNMP properties on
monitored devices’ on page 185.

6. Onthe DeviceType drop-down list, select the type of device. If the device type you
want to monitor is not on the list, it means the device provider is not installed.

7. Click the ok button to close the dialog box.

A “Network Connection” message box appears while NetCentral runs the
discovery process and attempts to set an SNMP trap destination on the device.
NetCentral reports these processes in the Application Logs Viewer and in the
“SNMP Trap Target Status’ message in the Messages view. If NetCentral cannot
add the device, an informative message is displayed. Check network connectivity,
SNMP community name and licensing, and make sure the device is NetCentral
compatible. Repeat this procedure.

A successfully added device appearsin the Tree view.

8. Check the Application Log for SNMP trap configuration messages for the device.
If SNMP trap configuration was not successful, refer to “Verifying SNMP trap
messages from monitored devices’ on page 58.

Configuring Auto-Discovery to add devices

By default at startup Auto-Discovery adds to your NetCentral system all the
NetCentral-compatible SNMP-monitored devicesit finds on the loca network (those
for which device providers are installed). This section explains how to change the
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default Auto-Discovery settings so that when Auto-Discovery runs, it more reliably
and efficiently keeps those devices that you want to monitor added to your system,

even if you frequently add or remove devicesin your facility.

NetCentral reports Auto-Discovery processes in the Application Log.

For Syslog monitoring, refer to “Monitoring with multiple protocols’ on page 62.

To configure Auto-Discovery:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |

Logon).

2. Click configure | Auto Discovery. When the System Settings dialog box opens,

click the Auto-Discovery tab.

System Settings =10 ]

| Trap Configuration | Heartbeat pollingl Seu:urit_l,ll

the system. Caonfigure the list to tell NetCentral when and where

ﬂi@ MetCentral can automatically dizcover devices and add them to
m to ook,

Discover Devices: € Once at startup  Mever Advanced |

Dizcovery Fange I Community Mame I Intervalizecs] I
Lacal public B0
1016361 ko 10.16.36. 254 public B0
1016381 to 10.16.38. 254 public [=i1]
Locsl add | edy | Dt |
ak. | Cancel | Amply |
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3.

Configuring Auto-Discovery to add devices

By default, Auto-Discovery discovers devices at application start on the local
network only. To configure Auto-Discovery to run in other networks, click theAdd
button. The Auto-Discovery Settings dialog box opens.

Auto-Discovery Settings x|

Dizcover devices in this IP address range:

m .1 - 3FEk 1 t 101 .16 . 36 . 254

Wwhait thiz many seconds for devices to rezpond:

J B0
B Sec E0 Sec

Dizcover devices inthe above [P range uzing this SMMP community:

[pubiic

QK | Cancel |

N

. Specify an |P address range on the network for NetCentral to search for devices.

Enter the SNMP community name to which the devices belong. Refer to “ About
SNMP properties on monitored devices’ on page 185.

. Adjust the dlider to regulate the amount of time NetCentral waits for adevice to

respond in order to be discovered. If the network you are searching is prone to
lengthy connection times, such asacrossaWide AreaNetwork in ageographically
distant location, adjust the slider to allow more time for a device to respond.

. When you are satisfied with your settings, click oK to close the Auto-Discovery

dialog box.

. Choosethe Discover Devices option that gives you the Auto-Discovery timing that

you need, as follows:

* Never — The Auto-Discovery process is turned off all together. Selecting this
option over-rides previously configured Advanced settings.

* Once at startup — The Auto-Discovery process runs only when the NetCentral
services start up. Selecting this option over-rides previously configured
Advanced settings.

* Advanced — Clicking this button opens adial og box in which you can configure
the days and times during which you want the NetCentral system to run
Auto-Discovery. Thisis especially useful if you frequently have NetCentral
compatible devices added to your network. To minimize the impact on system
and network performance, schedule Auto-Discovery to run during times of
minimal activity.

OTE: Once your Advanced scheduleis set, do not then select “ Once at startup”

or “Never,” asthese options over-ride the Advanced schedule.

November 29, 2005

If you configure an extensive range of | P addresses within which the
Auto-Discovery process runs, you might find the process creates a noticeable load
on your PC system resources. If thisisthe case, after you have initially discovered
all your monitored devices, you can select Never and subsequently use
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Auto-Discovery only when needed.

8. Continue to configure the list so that NetCentral runs Auto-Discovery as desired.
Use the Modify and Delete buttons as necessary to create your Auto-Discovery list.
If you delete the default Local network, you can restore it with the Local button.

9. When you are satisfied with the list, click the Apply button, then the OK button to
close the System Settings dialog box.

10. Click configure | Stop Auto-Discovery, then click Configure | Start Auto-Discovery.
If the Configure menu reports Stopping..., wait until it changesto Sart .... This
puts your changes into effect.

Removing devices

When you remove a device, it disappears from the NetCentral window and the
NetCentral server software ceases to process messages coming from the device.

Remove adevice as follows:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. In the Tree view, highlight the device you want to remove.

3. Right-click the device or click Edit | Delete. Y ou can also press Delete. The Delete
Device message box appears, asking “...do you really want to delete...?”

4. Click the Yes button to remove the device and close the message box.
5. Repeat this procedure as necessary until all undesired devices are removed.

6. If aremoved device is represented on a Facility view HTML page, it appearsasa
red X onthe HTML page. Y ou must manually remove it from the HTML page.

7. If you find that aremoved device re-appears at alater time, it means that the
Auto-Discovery process is discovering and re-adding the device.

The Auto-Discovery process will discover and add devicesin the configured 1P
range, including devices that you have previously removed. If you want to keep a
removed device from being added to the system again every time Auto-Discovery
runs, reconfigure your Auto-Discovery ranges to exclude the I P address of the
removed device. For example, if adevice that you want to keep removed hasan IP
address of 192.168.6.155, configure two Auto-Discovery Settings dial og boxes,
one to run through the | P addresses below 192.168.6.155 and another to run
through the | P addresses above 192.168.6.155.

Monitoring network usage

On the NetCentral server machine, the level of network traffic is reported in the
NetCentral status bar. The scale of the progress bar that reports the network traffic
resizes automatically so that a small amount of traffic is still visible.

To view detailed network usage information:

1. Click view | Network Usage, or in the NetCentral status bar, right-click the network
usage progress bar and select Open Graph. The Network Utilization dialog box
opens.
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2. Click the overall tab to see graphs of network traffic (dialog boxesin Windows XP
appear somewhat different).

MNetwork Utilization For 10.16.43.6

Dwerall |5NMP|

— Metwork Link Utilization on MetCentral PC

Metwork Interface: |IntefiFi] PRO/1000 MT Network Con > |

10084

Cloze |

3. Select from the Network Interface drop-down list to see more graphs, if applicable.
4. Click the SNMP tab to see a graph of SNMP traffic.

MNetwork Utilization For 10.16.43.6

Overall  SHKP

— SMMP Uszage on MetCentral PC

100%4%

SHMP Histar:
¥ Tiaps Received [¥ellaw)
v Bequests Sent [Green]

LCloze |

5. Make sdlections for SNMP History and click Show to see data on past SNMP
traffic.
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Setting automatic SNMP trap configuration

This section explains how you can change the timing of when the remote trap
configuration runs so it can respond more effectively to changes in your system
environment.

The purpose of the SNMP trap configuration processisto ensurethat all deviceshave
the | P address of the NetCentral server PC entered as an SNMP trap destination. The
process runs in the following phases. These phases are reported in the Application
Logs Viewer:

1. Test phase — NetCentra sends a known “bad” SNMP community name to the
device. If the device’' s SNMP agent supports authentication traps, the agent replies
with an “authentication failure” SNMP trap message. In thisway NetCentral
knows the deviceis able to send its SNM P trap messages to the NetCentral server
PC. However, if adevice's SNMP agent does not support authentication traps, or
is configured to not send authentication traps, the results of thistest are
inconclusive.

2. Test Report phase — NetCentral reports the results of the test phasein the
Application Logs Viewer and in the “SNMP Trap Target Status’ message in the
Messages view.

3. Configuration phase — If the device is not able to send an SNMP trap message,
NetCentral determines whether that type of device supports remote trap
configuration. If it does, NetCentral attempts to remotely configure the trap
destination on the device and enter the | P address of the NetCentral server.

4. Configuration report phase — NetCentral reports the results of the configuration
processes in the NetCentral Message view and in the Application Logs Viewer.

The automatic trap configuration process runs as follows:

» Immediately after adeviceisfirst addedto NetCentral, whether by Auto-Discovery
or by manually adding a device, NetCentral runs all phases of the automatic trap
configuration process.

* Whenever NetCentral services start, either because the NetCentral server PC
restarts or because you intentionally restart NetCentral services, the previous trap
configuration status is remembered.

» Whenyou select Device | Trap Validation thefirst two phases (Test and Test Report)
run.

* When you select Configure | Start SNMP Trap Message Configuration, al phases of
the process run.

» The process runs according to the settings in the System Settings dialog box, as
explained in the following procedure.

To modify settings for automatic SNMP trap configuration:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Click configure | Trap Configuration. When the System Settings dial og box opens,
click the Trap Configuration tab.

192 NetCentral User Guide November 29, 2005



Setting automatic SNMP trap configuration

System Settings ;IEIEI

Auta-Discovery T 1| Heartheat pollingl Securityl

) Faor monitored devices that support remote SHMF tap

@ configuration, MetCentral can automatically set the MetCentral

m zerver PC az the target for the SNMP trap messages from the
devices.
Select an option o tell NetCentral when to run thiz configuration
process.

Corfigure: ' Once at startup " Mever Advanced |

Ok | Cancel | Spply |

3. The process runs automatically by default on al devices only at application start.
After that, aslong as your NetCentral manager software continues to run, trap
configuration remains in a stand-by mode. When a device is added, trap
configuration is executed for that device only. The stand-by mode does not
consume significant network bandwidth, so in most cases there is no need to turn
it off.

4. If you want to change the timing at which trap configuration automatically runson
al devices, click Advanced. The Trap Message Configuration Scheduling dialog
box opens.

Trap Message Configuration Scheduling x|

Starting Tirne: I 5:30:00 Ak ﬁ

—HRecurrence pattern

&+ Daily {* Eveny I day(s]
i

£ Weskly Eweny day

= Maonthly

(]S I Cancel |

5. Configure the settings according to the days and times that you want the processto
run. To mitigate the impact on system and network performance, schedule the
process to run during times of minimal activity. If you schedule the processto run
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at aregular interval in thisway, NetCentral updates the SNMP trap configuration
reportsinthe Application Logs Viewer for each device according to your schedule,
so you are regularly assured that your devices are capable of sending trap

messages.

6. Click OK to save settings and close

NOTE: Once your Advanced scheduleis set, do not then select “ Once at startup”

or

“Never,” asthese options over-ride the Advanced schedule.

7. Click ok on dl the System Settings dial og boxes to save settings and close.

8. Click configure | Stop SNMP Trap Message Configuration, then click Configure |

Start SNMP Trap Message Configuration. If the Configure menu reports Stopping...,
wait until it changesto Start .... This puts your changes into effect.

Setting heartbeat polling

To make surethat devicesare ill “alive” and capable of communicating their status,
the manager software periodically broadcasts “ping” type messages which request a
response from all devices. In thisway the NetCentral system does a poll to check the
“heartbeat” of devices. If al devices respond, the manager software does not display
any messages or trigger any actions. However, if a device does not respond, the
manager software checks again. If further checksstill do not get aresponse from the
device, the device is declared dead or off-line and the NetCentral system triggers
critical-level actions to notify you of the condition.

Y ou can configure heartbeat polling by adjusting the following settings:

Interval between heartbeat checks— The period of timethat the manager software
waits between the routine checks for the heartbeat of all devices.

Pause before re-checking a faulty device — The period of time that the manager
software waits before it re-checks a device that has not responded.

Re-checks allowed before an alarm is reported — The number of times that the
manager software re-checks an unresponsive device before displaying the “Dead
or off-line” message and triggering critical-level actions.

When you adjust these settings, you are adjusting the time allowed for a momentary
loss of contact before triggering an alarm. For example, if your network commonly
experiences minor drop-outs that do not necessarily threaten the health of your
devices or systems, you will not want afalse alarm every timethereisasdlight glitch.
Inthiscase youwould movethe didersto theright to allow moretimefor abrief lapse
in contact to be restored, meaning an alarm would go off only when thereis no
response from a device for asignificant length of time. On the other hand, if your
systemis highly critical and you need to know immediately of the dightest indication
of aproblem, you would move the sliders to the | eft to allow less time, meaning that
even avery brief loss of contact would trigger an alarm.

NOTE: These settings could affect the performance of your network. Settings that
cause the polling dialog to occur more frequently increase the amount of network
traffic.

Set heartbeat poling as follows:
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1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Choose Configure | Heartbeat Polling. The System Settings dialog box appears.
3. Click the Heartbeat Polling tab.

System Settings ;Iﬂlil

Autc--Dis-:c-ver_l,ll Trap Configuration H ngl Securityl

m MetCentral can check monitored devices at regular intervals to
ﬁ@ detect when devices go down. Adjust the liders to zet the time
allowed before a fault iz reported.

—v Perform heartheat polling

Interval between heartbeat checks:

Less J More B0 Secs
Pauze before re-checking a faulty device:
Less = J More 3 Secs
Be-checks allowed befare an alarm iz reported:
Less J Maore 3

Ok | Cancel | Apply |

4, Adjust the dlidersto set the time allowance NetCentral exercises before it declares
asystem off-line. Set the “Interval between heartbeat checks’ dlider so that the
NetCentral system checks often enough to give you adequate notification of a
problem, but not so often that it unnecessarily increasesthetraffic on your network.
Use similar considerations as you set the other dliders.

5. If you want to temporarily disable NetCentral’ s heartbeat polling, uncheck the
“Perform heartbeat polling” check-box. Do not disable heartbeat polling in this
way if you are actively depending on the NetCentral system for critical device
monitoring.

6. When you are satisfied with your settings, click the Apply button to put settingsinto
effect and leave the dialog box open, or click the ok button to save settings and
close the dialog box.

7. Click Configure | Stop Heartbeat Polling, then click Configure | Start Heartbeat
Polling. If the Configure menu reports Stopping..., wait until it changesto Start ...
This puts your changes into effect.
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Managing NetCentral security

The following sections provide instructions for managing NetCentral security:
» “Setting up NetCentral security levels and user groups’ on page 196

» “Logging on to NetCentral manager” on page 196

» “Setting access rights to NetCentral manager features’ on page 197

» “Accessrightsto NetCentral device-specific features’ on page 199

» “Managing port access’ on page 199

Setting up NetCentral security levels and user groups

The NetCentral system has security levels based on Windows user groups. When you
install NetCentral manager software on the NetCentral server, theinstall program
creates three groups on the local PC for this purpose, as specified in the following
table:

This security level... Is based on this group... With default access rights as follows:

Administrator NCAdministrator Can use and configure all NetCentral manager features.
Can use and configure all device-specific features
available through the NetCentral manager interface.

Technician NCTechnician Can use all features to add/remove devices, monitor
devices, and respond to status changes. Cannot
customize the way the features operate, such as
configuring actions or filtering messages.

User NCUser Can view status indicators, view settings, and browse
subsystem status. Can not configure settings or change
the way information is displayed or processed.

The way you set up NetCentral system security depends largely on the policies and
conventions you use in your own system environment regarding user accounts,
groups, and privileges.

NetCentral supports both local and domain access rights user validation.

From the NetCentral server, use standard procedures for your Windows operating
system to assign groupsto users. In Windows 2000 you can find the necessary settings
at Start | Settings | Control Panel | Users and Passwords | Advanced | Advanced. In
Windows XP, go to Start | right click My Computer | Manage | Local Users and Groups |
Groups. All users are assigned to the NCUser group by default. NetCentral Web
Clients authenticate with the NetCentral server.

For more information about user access rights, refer to “ Setting up NetCentral user
access rights” on page 36.
Logging on to NetCentral manager

NetCentral starts up with user-level access permissions by default. Click File | Logon
to log on to NetCentral with higher-level access permissions. Refer to “Logging on
and off NetCentral” on page 67.
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Setting access rights to NetCentral manager features

By default, NetCentral security levels have access to features as specified in the
following table. Thefeatureslisted here apply to all monitored device types. Features
not listed here have full access rights for all security levels:

Feature User Technician Administrator
Add device DENY ALLOW ALLOW
Delete device DENY ALLOW ALLOW
Edit facility DENY DENY ALLOW
Edit drawing DENY DENY ALLOW
Edit device properties DENY ALLOW ALLOW
Acknowledge a message ALLOW ALLOW ALLOW
Set actions DENY DENY ALLOW
Creste named/nested actions DENY DENY ALLOW
Cancel actions ALLOW ALLOW ALLOW
Filter messages DENY DENY ALLOW
Edit auto discovery configuration DENY DENY ALLOW
Edit heartbeat polling configuration DENY DENY ALLOW
Edit SNMP trap target configuration DENY DENY ALLOW
Enable SNMP trap configuration (for device) DENY ALLOW ALLOW
Download device logs ALLOW ALLOW ALLOW
Edit Download device logs settings DENY DENY ALLOW
Export NetCentral log DENY ALLOW ALLOW
Add remark ALLOW ALLOW ALLOW
Clear messages DENY ALLOW ALLOW
Run backup tool DENY DENY ALLOW
Change Active drawing device image DENY DENY ALLOW
Add user defined tools DENY ALLOW ALLOW
Launch configuration DENY DENY ALLOW
Logout DENY ALLOW ALLOW
Edit global action configuration DENY DENY ALLOW
Edit security configuration DENY DENY ALLOW
(Read Only)
Set SNMP trap target DENY DENY ALLOW
Purge Logs DENY DENY ALLOW
Trend Analysis DENY DENY ALLOW

Y ou can modify security-level access to features as follows:
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1. Verlfy (NelCenllaI A

Rights: Admini.

Logon).

or log on as NetCentral administrator (File |

2. Click configure | Security. The System Settings dialog box opens. Click the
rity tab.

Secu

System Settings o ]
.t'-\uto-Discover_l,lI Trap Eunfigurationl Heartbeat polling

Feature | I zer rights | Technizian r... | Adrninigtrato ~
Add device r ™4 2

Delete device [ ¥ =

Edit facility r r ¥

Edit drawing r r I

Edit device properties [ ¥ =
acknowledae a message v = v

Set actions r r v —
Create named/nested actions r [ =

Cancel actions v = v

Filter messages - r Il

Edit auto dizcovery configuration r [ ¥

Edit heartbeat polling configurat... r r v

Edit SHMP trap target configur... - r il

Enable SMNMP trap configuration r ¥ v
MNoamlnad devics lans 2 ¥ IF_ILI

1 3

ak Cahcel | Apply |

3. For each level of security rights, select those features for which you are alowing
access.

4. Click oK to save settings and close.
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Access rights to NetCentral device-specific features

This section provides examples of the accessrightsthat NetCentral manager grantsto
device type-specific features. In the same way that the features present on the Device
menu vary depending on the currently selected device, so the accessrightsfor features
can vary depending on the currently selected device.

The following table includes features with consistent access rights between multiple
device types. Read your device-specific documentation regarding access rights for
features that are unique to a single device type.

Device type device type feature Admin access rights User access rights
All Subsystem properties View and edit View only
All Device configuration Launch of application Launch of application not

application allowed allowed
Profile XP, Dell PowerEdge | Log download View and edit settings Download logs only
Download logs
Cisco switch, Brocade Port Alias View and edit settings View settings only

switch

Managing port access

This section documents the ports the NetCentra system uses. If you intentionally
restrict port accessfor security reasons, make sure that the NetCentral system hasthe
necessary port access.

Feature/Function

NetCentral server port

Monitored device port

Other ports

Basic functions - minimum
ports required

162

161

Log accessviaFTP

21

Web-based configuration

80

Facility view filesonremote
host

80 on the device hosting the
web pages or files

Syslog monitoring

514

Mail actions

25 on the SMTP server
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Backing up the NetCentral database

Y ou can create a backup copy of the NetCentral database and associated files. You
should do this periodicaly and store the backup copy on a network drive, on
removable media, or in some other location from which it can be recovered in case of
asystem fault on the NetCentral server PC. All your configurations, such as devices
added, actions, and messages, are stored in the NetCentral database, which resideson

the NetCentral server PC. To back up the NetCentral database:

1. Click Tools | NetCentral Backup. The Backup tool opens.

E= Backup Tool x|
Select the node(z] vou want to backup :
= [ Backup File(s] M arne | Tupe | Size | Madified |

O HTHL Filefs] BrocadeSilkworm. htm HTML Document 2866 1/11/2005 &:...

- ] Device Provider(z] CizcalCatalyst2900. hkm HTML Document 2058 11172008 &:...

D ocurnentation File5ystemtd anager. him HTML Document 3763 11/2005 &:...

[ Trend GLagicSwitch. htr HTML Document 2574 1112008 8.

A Datahase YModeSDl . htm HTML Document 4415 1442005 9.4,

WM adeGPILhtm HTML Document 4415 11/4/2004 1:...

Profile=P_htm HTML Document 4310 114442004 1:..

PFR 700, bt HTML Document 2181 11/4/2004 1:...

PFRE00_E00.htm HTML Document 2367 114472004 1:...

M-S eries. bt HTML Document 2152 11/4/2004 1:...

ModularFrame. htm HTML Document 11489 114472004 1:...

K.alypzaPanel. him HTHL Document | 17306 117452004 1.

K.alypsoFranme. htrn HTML Document 17808 11/4/2004 1.

EncoreSyztemContraller. htmm HTHL Document 3320 117452004 1.

ZodiakFrame. htm HTML Document 13593 114472004 1:...

MC_UsgerGuide HTMLHelp.chm Compiled HTML ... 1B93E6597 11/4/2004 1:...

Install<FPAgent. pdf Adobe Acrobat .. 193830 11/4/2004 1.

Profile<PReleaseMotes. pdf Adobe Acrobat . 328452 117452004 1:

ProfilexP_Service. pdf Adobe Acrobat .. 3344570 11/4/2004 1.

MetCentral Data MDF h2d42880 1114200612

Loeation: |C:4MChackup.zip Save fa | Start Backup I Cloze I
| /

2. Select nodes in the tree view for the files and components to back up.
3. Click save As and specify the backup location and file name.

4, Click start Backup. Progressisreported in the bottom of the Backup Tool window.
NetCentral saves the backup file asa ZIP file. A message box confirms when
backup is complete.

To restore from the backup files, overwrite the files on the NetCentral server PC with
the backup files from the .ZIP file.

Accommodating NetCentral database growth

Since the NetCentral database continues to capture and store messages over time,
accommodation eventually must be made for its continued growth. L ogs downloaded
from devices likewise need space.
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To accommodate the growth of the NetCentral database and device-specific logs that
you might download, make sure you maintain at least 10 MB of free space on the
NetCentral server disk that contains the NetCentral software and logs. This allows
enough spaceto capture all your recent events, even during times of frequent activity.

To be sure that the NetCentral database does not grow beyond this space, the
NetCentral manager software checks the database size at 3:07 am. each day. If the
database is approaching its size limit, NetCentral accommodates by running the
following automatic processes:

* Roll up — NetCentral gathers and saves statistics from the oldest messages in the
database. These statistics are retained in the database and are available for research
through the Graphs view.

» Automatic Purge — NetCentral deletes the oldest messages from the database.
This frees up space for new messages. Automatic Purge is activated when the
database reaches 20,000 messages.

Manually purging NetCentral messages

Y ou can manually remove messages from the NetCentral database. When you do this
the messages are no longer displayed in the NetCentral interface and no information
about the messages is retained—they are not accounted for in statistics, in the roll-up
process, or in message exports.

To purge the messages received from a device, device type, group of devicesin a
folder, or all devices, do the following:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Inthe Tree view, select either adevice or folder that corresponds to the messages
you want to purge. For example, if you want to purge messages from a particular
device type, you must select adevice of that type.
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3. Click the Messages | Purge Messages. The Purge Messages wizard opens.

Purge Messages ﬂ

Uszer can purge messages of all spstems of a particular type, of a
particular spstem or all spstems. Please select your choice for purging
messages.

& all'windows System systems
7 wenetcentralPc

Al systems

< Back | Mest » I Lancel |

4. Select the range of messages that you want to purge. On this page, “system” refers
to monitored devices. When you have made your selection, click Next.

Purge Messages ﬂ

All or specific meszages of a spstem can be purged. Please select
fram the options below.

&l meszages

" Specific messages Messages per page : 1o -

< Back | Mest » I LCancel |

5. Select which messages you want to purge as follows:

All messages — For the device or devices specified on the previous page, dl
messages are immediately purged. Make sure this is the correct action, then
click Next. The wizard closes and the messages are purged.

Specific messages — When thisis selected, alist of messagesis displayed on
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the next wizard page, from which you can make individual selections. Set the
number of messages to be displayed on one page, then click Next.

Purge Messages ﬂ

@i Flease check the messages to be deleted.

! | @ | h'd | Framn Device Type Message Recei «
iy - w-netcentral ‘Windows Spstem  Unauthorized ... 14114

iy - w-netcentral ‘Windows Spstem  Unauthorized ... 14114

1 il chongo-3 Windows Sys . Device online 1/11.

® - chongo-3 ‘Windows System  Device offline 1414

iy - w-netcentral ‘Windows Spstem  Unauthorized ... 14114

iy - w-netcentral ‘Windows Spstem  Unauthorized ... 14117

iy - w-netcentral ‘Windows Spstem  Unauthorized ... 14114

iy - w-netcentral ‘Windows Spstem  Unauthorized ... 14114

iy - w-netcentral ‘Windows Spstem  Unauthorized ... 14114

iy - w-netcentral ‘Windows Spstem  Unauthorized ... 14114

iy - w-netcentral ‘Windows Spstem  Unauthorized ... 14114

iy - w-netcentral ‘Windows Spstem  Unauthorized ... 14114

iy - w-netcentral ‘Windows Spstem  Unauthorized ... 14117

:’? r we-retrarteal Windows Sustem nauthrized 141 1};‘ M
Page 1 of 1 ¢ | 55 |

< Back | FEinigh I Lancel |

6. Click column heads to sort the list as desired and select the message or messages
that you want to purge. When you have specified the messages to purge, click
Finish. Thewizard closes and the messages are purged.

Verifying components installed and running

After installing NetCentral software and starting NetCentral manager on the server
you can manually verify that the components necessary for the NetCentral system are

running properly.

On the NetCentral server, check the Windows taskbar system tray for the following
icons:

» NetCentral icon — When actively monitoring, the heartbeat graphic is moving and
shows either ared or green color.

» SQL icon— When services are running, the icon shows a green triangle.

On the NetCentral server PC, click Start | Settings | Control Panel | Administrative
Tools | Services and check the Windows Services Control panel for the following

services:
Name Status Startup Type
MSSQLSERVER Started Automatic
MSSQL ServerAdHel per Manual
NetCentral 4.0 Action manager Started Manual
NetCentral 4.0 Active drawing Started Manual
NetCentral 4.0 Application logging Started Manual
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Name Status Startup Type
NetCentral 4.0 Chart Service Started Manual
NetCentral 4.0 Memory management | Started Manual
NetCentral 4.0 Network Usage Helper | Started Automatic
NetCentral 4.0 Protocol Framework Started Manual
NetCentral 4.0 RMFO Service Disabled
NetCentral 4.0 Security framework Started Manual
NetCentral 4.0 Syslog Service Started Automatic
NetCentral Service Started Automatic
SNMP Trap Service Manual
SQLSERVERAGENT Manual

Refer to “Diagnosing NetCentral problems’ on page 208 to test components.

Adding custom tools
Y ou can add your own program to the Tools menu as follows:

1. Verify [NetCentral Access Rights: Admini or log on as NetCentral administrator (File |
Logon).

2. Click Tools | Customize Tools. The Customize Tools dialog box opens.

Egl:ustnmize Tool ;Iglil

?% MetCentral allows pouto add any new tool ta the Toolz
tenu. Also you can modify or delete any user added Tool.

tdenu Contents

One Time Mew...

iTunes

b odify. .

Delete...

i

i Description
Tool Mame: One Time
Executable Path: CAProgram
Paszz |P Address: Falze

Ok Cancel |
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3. Toadd anew toal, click New. The Add New Tool dialog box appears.

Egndd MNew Tool o ]

Dizplay Marne: ||

Executable Path: I Browse |

[ Pass selected device P Address as command line parameter

ok I Cancel

4. Enter the name that you want displayed on the Tools menu.
5. Specify the location of the program file.
6. Specify if you want to pass the currently selected device's IP address to the tool.

7. Click ok on dialog boxes to save settings and close. Y our custom tool appears on
the Tools menu.

Custom tools cannot be accessed from the Web Client.
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Troubleshooting the NetCentral system

Use this section for problems with the NetCentral system itself. If the problem is
actually on a monitored device and the NetCentral system issimply reporting the
problem, troubleshoot the problem using the manual for the particular device.

Topicsincluded in this section are as follows:

“Characterizing the problem” on page 207
“Diagnosing NetCentral problems’ on page 208
“NetCentral Troubleshooting guide” on page 211
“Troubleshooting adevice SNMP agent” on page 228

Characterizing the problem

Use the following questions to help you identify the characteristics of the problem.
Characterizing the problem in this way will give you valuable clues about the cause
of the problem and its solution.

“When does the problem occur?’

“What is the behavior that indicates the problem?”
“Where does the problem occur?”’

“What has changed?’

When does the problem occur?

Does the problem occur before or after certain other events?
Does the problem occur as NetCentral opens?

Does the problem occur after NetCentral is open and you try to accomplish a
particular task?

What is the behavior that indicates the problem?

Is an error message displayed?

Does the entire application stop functioning, or do some parts still work?
Is something displayed that you do not expect (such as an error message)?
Is something not displayed that you do expect (such as a status indicator)?

Where does the problem occur?

November 29, 2005

Are other similar functions working or are all similar functions having the same
problem?

Does the problem occur at the device type level (viewing all devices at once) or at
the device or subsystem levels (viewing the details of one device only)?
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* Isthe problem associated with only some monitored devices, or isit the same for
all monitored devices?
What has changed?

» Sincethelast operation without the problem, have you changed anything within the
NetCentral system?

» Sincethe last operation without the problem, have you changed anything within
your Windows operating system?

Diagnosing NetCentral problems

Y ou can evaluate the current operating status of your NetCentra system and diagnose
problems using the tool described in this section. Y ou can also diagnose problems
using the troubleshooting guide later in this section.

About the NetCentral Diagnostic tool

The NetCentral Diagnostic tool isintended for use primarily by Grass Valley Service
personnel or by knowledgeable NetCentral usersin cooperation with Grass Valley
Service personnel. Thistool isinstalled on the NetCentral server PC along with
NetCentral manager software.

The NetCentral Diagnostic tool allowsyou to identify problemsthat can prevent your
NetCentral system from fully functioning. These problems are usually the result of
incorrect software setup. By running diagnostic tests on the various NetCentral
software components, you can detect the following problems:

» Component not registered
« Component not present
» Component not licensed correctly

» Servicesor server components not installed

Running diagnostic tests on NetCentral components

Use the following procedure only after you have installed NetCentral manager
software.

1. On the NetCentral server PC, verify [NetCentral Access Rights: Admini orlog on as
NetCentral administrator (File | Logon). If the NetCentral interface isinoperable,
you can open the following file to start the Diagnostic Tool:

C:\Program Files\Thomson Grass Valley\NetCentral\bin\NC4DiagnosticTool Client.exe

2. Click Tools | NetCentral Diagnostics. The Diagnostic Tool application window
opens.
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i i NC4DiagnosticTool B x|

Action Help View Tool

Running diagnostic tests on NetCentral components

o O e OO O e O

Al

= MetCentrald Components
- ActionProviders NetCentral Registrati.. Pass

G4 Client
CeviceProviders
Inztallations
NC4AManager
Repository ;l

—Re-Diagnose

" Selected M Start |

TestCase Result | Walue

|

Beep File Present FPass Beep.dll
Filter Message
open device page
Launch URL
Send Mail
Schedula Mail
Flay Audia

Fun Program

¥ Generate Report

y | H

Start: Beep

End: Beep

Checking for MetCentral Registration

MHetCentral Registration Success

Checking for FileCAProgram FilesiThomson Grass WalleyiMetCentrahbinBeep.dil
File exists in the path

3.

Expand all nodes to see status indicators.

4. When the tool first runs:
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a. Select All and Generate Report.
b. Click start. The Save Report As dialog box opens.

c. Browseto the location to which you want to save the report file, rename thefile
if desired, and click Save.

The Diagnostic Tool testsyour NetCentral system, displaying in the lower panel of
the application window the test actions as they occur. These test actions are
captured in the report file.

. Torun adiagnostic test on asingle component, do the following:

a. Intheleft panel of the application window, select the component you want to
test.

b. Select Selected.
c. Click start. The Save Report As dialog box opens.

d. Browseto the location to which you want to save the report file, renamethe file
if desired, and click Save.
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The Diagnostic Tool tests the component, displaying in the lower panel of the
application window the test actions as they occur. These test actions are captured
in the report file.

Running diagnostic tests on a monitored device’s SNMP agent

Use the following procedure only after you have installed NetCentral manager
software.

1. On the NetCentral server PC, verify (NetCenual
NetCentral administrator (File | Logon).

Rights: Admini.

or log on as

2. Click Tools | NetCentral Diagnostics. The Diagnostic Tool application window
opens. Y ou can aso open the Diagnostic tool from its file, as explained in
“Running diagnostic tests on NetCentral components’ on page 208.

3. Click Tool | Agent Testing Tool. The Agent Testing Tool opens.

i i Agent Testing Tool - |EI|£|
r— Information
IP Address  [10.16.36.240 | Tope  |Profile P | Commurity Name  [public =]
Subgystern Mame | Property Mame | Statuz | Dizpaly Mame | Wariable | Walue | E nurmeration Wal «
Syztem Frop_Profiles<P_...  0OF Contact SHMPvZ-MIB:2y... Technical Support  Technical Suppe
Syztem Prop_Profiles<P_...  0F Location SHMPv2-MIB:2y... MevadaCitw, Ca.. MevadaCity, Ca
Syztem Frop_Profiles<P_...  0OF Froduct verzion GWGE-FYS-MIBp.. 52152 F216.2
Syztem Frop_Profiles<P_... 0F Serial number EWGE-FYS-MIBp..  GVOODZ2E3 GYO00283
System Prop_Profile<P_... 0K todel GWGE-PYS-MIB:p..  PYS1044 51044
Storage Prop_Profile=P_... 0K Chagziz 1D GEWGE-PYS-MIBp.. 1 1
Storage Frop_Profiles<P_...  0F Chassis status GEYGE-FYS-MIBp.. 1 dae0k
Storage Prop_Profile=P_... 0K Chasgziz model EWGE-PYS-MIB:p..  PFCEOD PFCAOO
Storage Prop_Profiles<P_...  0F Cantraller 1D GYGE-FVS-MIBp.. 1 1
Storage Prop_Profile=P_... 0K Contraller status GEWGE-PYS-MIBp.. 1 zp0k
Storage Prop_Profiles<P_...  0F Controller videa £, GWGE-PYS-MIB:p.. 003 0.03
Starage Prop_Profile=P_... 0Ok D GEWGE-PYS-MIBp .. 1 1
Storage Prop_Profiles<P_...  0F Yendor GYGE-FYS-MIB:p.. SEAGATE SEAGATE
Storage Prop_Profile=P_... 0K Product ID GEWGE-PYS-MIB:p .. 5T173404 57173404
Storage Prop_ProfilesP_...  0F Serial code GWGE-PVWS-MIB:p.. 3CEOBOO) ACECEQOQ
Storage Prop_Profile=P_... 0K Microcode GEWGE-PYS-MIB:p .. 3684 ettt
Storage Prop_Profiles<P_...  0F Status GWGE-FYS-MIBp.. 1 drivelk
Storage Prop_Profile<P_... 0K Rebuild status GWG-PYS-MIBp.. -1 -1
Storage Prop_Profiles<P_...  0F External storage GWGE-FYS-MIBp.. 1 active-loop-d
Storage Prop_Profiles<P_... 0K Mo of chassiz GWGE-PYS-MIBp.. 1 1
Storage Prop_Profiles<P_...  0F Block, size GWGE-FYS-MIB:p.. 4096 4095
Storage Frop_Profiles<P_...  0OF Mumber of free b...  GWG-FYS-MIB:p.. 125042670 125042670
Storage Prop_Profiles<P_...  0F Mumber of uzed ...  GWG-PYS-MIB:p.. 13127786 1327766
Storage Frop_Profiles<P_...  0OF Dataset alias GVWGE-FYS-MIB:p..  EXT: ExT:
Storage Frop_Profiles<P_... 0F Capacity threshold — GWGE-FWS-MIB:p.. 90 90
Storage Frop_Profiles<P_...  0F Compreszion bitr...  GYGE-FYS-MIBp.. 15 Unkrown
Storage Prop_Profile=P_... 0K D GEWGE-PYS-MIBp.. 2 2
Et rage Proo Profile<P ... 0OK endor GYGE-PYS-MIB:D.. SEAGATE SEAG.-’-'A.TIE _PILI
Start | m Cloge |

4. Specify the P address, type, and SNM P community name of the monitored device.
5. Click start. The tool runs the test and reports results in the window.

6. Click save to save the report results as atext file.
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NetCentral Troubleshooting guide

The following table organizes problems according to when the problem occursin
relationship to the normal operating cycles of your operating system and applications.
Scan the “When” and “What” columnsto find information that correlates to the
characteristics of your problem as determined in the previous section.

Y ou can also use the NetCentral Application Logsto help troubleshoot problems.

When

What

Possible Cause

Corrective Action

At Windows startup

Error message:

The procedure entry
point
SnmpSvcGetEnterpriseO
ID could not be located in
the dynamic link library
snmpapi.dil.

When SNMP services
was installed, system
files were overwritten by
incompatible versions.

Re-install the Windows Service Pack that
is currently on your system to update all

system files to compatible versions. Read
Appendix C, Setting up Windows SNMP.

The NetCentral system
does not start
automatically when
Windows starts.

The NetCentral shortcut
is not in the Windows
Startup folder.

Put a shortcut to NetCentral in the
Windows startup folder.

Unable to start the “Trap”
engine in
non-administrator log-ins

When NetCentral was
installed and re-booted,
the setup program was
unable to register the
software because the
first log-in did not have
administrator privileges.
This is required because
all NetCentral
registrations are
scheduled by the
NetCentral setup
program to the next
reboot session.

Re-install NetCentral software and log-in
with administrator privileges after first
re-boot. Read “Managing NetCentral
security” on page 196.
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When

What

Possible Cause

Corrective Action

At NetCentral startup

Error message:

Unable to start
NetCentral.

An error occurred while
starting the SNMP trap
engine. Make sure that
you have the Microsoft
SNMP Trap service
correctly installed on the
system.

SNMP Trap Service is
not installed or has been
disabled.

Verify that SNMP Trap Service is installed
and enabled.

Error message:

An error occurred while
initializing the action
provider playaudio.dll.
NetCentral will be unable
to trigger rules that are
configured for this action
provider.

Error message:
NetCentral can not
detect a sound card or a
waveform audio device
driver on this computer.
This means that the “Play
Audio” action will not be
able to play audio files.

Your PC does not have a
sound card.

Install a sound card on your PC, or
re-install the NetCentral software and
answer “No” when prompted to install the
play audio action provider.

A new device on the local
network is not
automatically added to
the NetCentral system.

Auto-Discovery settings
have been changed from
their defaults.

Check Auto-Discovery settings. Make sure
“Never” is not selected and “Local”
appears in the list. Read “Configuring
Auto-Discovery to add devices” on

page 187.
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When

What

Possible Cause

Corrective Action

At NetCentral startup

Unable to detect a device
of a known type.

You are not licensed for
monitoring that type of
device.

Check whether you are running a licensed
version of NetCentral. You may view the
Application Logs to check for any licensing
violations.

Device is not accessible.

Ensure that the device is on the network
and can be accessed from the NetCentral
server.

SNMP agent is not
working correctly on the
device.

Ensure that the SNMP agent is running on
the device and check whether it is correctly
configured. Some agents allow you to
accept SNMP packets only from specific
computers. Make sure that the SNMP
agent will accept SNMP packets from the
NetCentral server.

SNMP community names
on device and NetCentral
server do not match.

Ensure that the SNMP community name
used by NetCentral during discovery
matches the one set on the device. Read
“About SNMP properties on monitored
devices” on page 185 and “Setting
automatic SNMP trap configuration” on
page 192.

Device provider is not
registered.

Ensure that the provider for that device is
registered. To check whether a device
provider is registered, use the Diagnostic
tool as explained in “Running diagnostic
tests on NetCentral components” on
page 208.

Cannot open databases,
or a database error is
reported via a message
box or the Application
Logs.

Hard drive is full.

Check whether there is sufficient disk
space on the hard-drive where the
NetCentral software is installed. Read
“Accommodating NetCentral database
growth” on page 200.

Send all the Application logs generated by
NetCentral to technical support for detailed
analysis.

You try to view a
device-specific log
that is listed on the
menu.

You are unable to view
the log.

FTP service on the
device is not running
correctly.

Check whether the FTP service is running
on the device and is correctly installed on
the device as per the device’'s
documentation.

Logs directory on Profile
XP is not accessible.

Using a Web-browser, go to URL:
ftp://<profilename or IP address>/log.

If this does not list the logs directory on the
Profile, troubleshoot your network to
re-establish access.
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When

What

Possible Cause

Corrective Action

A reportable event
occurs on a
monitored device.

The event is not reported
by fault messages or
status indicators on the
NetCentral server.

Messages (SNMP traps)
sent from the device do

not have the IP address
of the NetCentral server
embedded.

Configure SNMP properties on the device.
Read “Setting SNMP trap destinations on
monitored devices” on page 59.

SNMP Trap Service is
not running on the
NetCentral server.

Go to Start | Settings | Control Panel |
Administrative Tools | Services, and
start the SNMP Trap Service.

The “Play Audio” action
should play a sound, but
no sound is heard.

Sound card is not
installed or has been
disabled on PC.

Verify that a sound card is installed and
enabled by checking Control Panel |
Multimedia and Control Panel | Devices.
Install or enable accordingly.

Speakers are not
plugged in or are not
powered up.

Plug in speakers and verify proper power
supply.

The audio file to be
played is not a “WAV”
format file.

Reconfigure the action to play a Wave file.
Read “Playing a sound file” on page 106.

To test your system, locate some “WAV”
files in the WINNT\System32\Media Files
directory on your computer and
double-click the file. If the computer is
unable to play the file, there is an error with
the multi-media software installed on your
computer.

An e-mail should be sent,
but it doesn’t go through.

SMTP configuration is
wrong or the SMTP
server is down.

Re-configure properties for e-mail actions.
Test. Check whether the SMTP server
name or IP address specified is correct.
Check whether the “from” e-mail address
is valid and has a valid log-in on the SMTP
server. Read “Sending e-mail and pager
notifications” on page 104.

Two identical SNMP trap
messages appear.

The device has two
SNMP trap destinations
for the NetCentral server:
one as a name and one
as an IP address.

Reconfigure trap destinations on the
monitored device and make sure each
NetCentral server is entered only once.
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When

What

Possible Cause

Corrective Action

Attempting to view
Trend information for
a device

Trend information does
not appear for a device

Trend graphs take some
time to register on
NetCentral when you first
load a device and after
you reset a chart.

Device may be off-line

Allow at least 15 minutes per device.

Verify that the device is online and
displaying information in other views.

Reset the chart.

Remove and add the device.

Viewing trend
information for a
device

Trend chart shows a
blank area

Chart may be stopped;
device may be off-line

NetCentral may be slow
detecting an off-line
device; poll requests
timed out.

On-line device may be
busy with other
processing, and
therefore responding
slowly to NetCentral poll
requests. A blank area
appears because
Netcentral has no new
values.

Device may have
undergone a
configuration or
operational change,
causing some previously
relevant values to
become invalid.

Genuine error conditions
may be present on the
device

NetCentral logs timeouts and errors into
the “c2md” Windows Event Log. Check the
Event Viewer to determine the reason for
the blank area.
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When

What

Possible Cause

Corrective Action

Attempting to view
trend information for
a device.

You get an error
message that reads
“Error: Cannot create
graph.”

You probably do not
have permission to write
to the system disk.

Correct this by following the “Cannot
Create Graph” procedure in the
Troubleshooting Trend reference section
below.

You get an error
message that reads
“Under Construction.”

you need to configure
your LAN settings.

Configure your LAN settings by following
the “Under Construction” procedure in the
Troubleshooting Trend reference section
below.

Trend graphs are not
correctly displayed

If you are using a
Windows Server 2003
computer, you may need
to configure the Internet
Information Services (IIS)
in order to properly
display graphs.

Configure the 1IS settings following the
“Web Services” procedure in the
Troubleshooting Trend reference section
below.

Attempting to access
trend information
through the Web
Client.

Cannot access trend
charts through the Web
Client.

Firewall may not be
correctly set up. With
Windows XP service
pack 2, the Firewall must
be programmed to open
port 80

Open port 80 by following the “Windows
XP Security” procedure in the
Troubleshooting Trend reference section
below.

Error message reads:
HTTP 500- Internal
server error

Too many applications
using the
IWAM_computername
user account.

Correct this by following the “HTTP 500
Internal Server Error” procedure in the
Troubleshooting Trend reference section
below.

Attempting to view
Web Client Tree or
Information area

Web Client Tree view or
Information area is blank

From the Windows taskbar, click Start |
Run, type “cmd,” and press Enter. In the
command prompt screen, type: cd
C:\WINNT\Microsoft. NET\Framework\
v1.14322 (depending on the OS, you might
have to use C:\Windows). Press Enter.
Type:aspnet_regiis-i. Press Enter.
Re-open the Web Client. If the area is still
blank, contact Thomson Grass Valley with
the contact information at the beginning of
this manual.

Troubleshooting Trend reference procedures

Thefollowing sections outline corrective procedures for problems related to creating
and viewing Trend charts. The topics are as follows:

e “Cannot Create a Graph” on page 217

“Under construction” on page 221
“Web services’” on page 221

* “Windows XP security” on page 222
« “If al elsefails’ on page 225

NetCentral User Guide

November 29, 2005



Cannot Create a Graph

If these procedures do not correct the problem you are encountering, we encourage
you to contact Grass Valley Product Support. Refer to “Grass Valley Product
Support” on page 13.

Cannot Create a Graph

If you get the following message, it is probably because you do not have permission
to write to the system disk.

Error: Cannot create graph

Complete the following stepsto fix this:

1. Go to C:\Program Files\Thomson Grass Valey\NetCentra and right-click on the
Trend folder.

2. Select Properties from the right-click menu. The “ Trend Properties” dialog box
opens.

Trend Properties

| €5 CREATOR OWNER

ﬁ Power Uszers [(BVTHND-METCENRALYWFower U sers)

| €7 SYSTEM
ﬁ Usgers [(BWTHD-METCEMRALN sers) ~
| £ | @

Add... H Remove ]

Permizsions for Administratars Allaw Deny

Full Control

todify

Read & Execute
List Folder Contents
Read

Wit

C rememi = Dmrrrimi s,

Foar special permissions or for advanced settings,
click Advanced.

i e B . B .

[ Ok, H Cancel ]

3. Choose the security tab.
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4. Click Add. The “Select Users or Groups’ dialog box opens.

Select Users or Groups

Select thiz object type;

|U$ers, Groups, or Built-in security principals

| [ Object Typesz... ]

From this location:

|THITDN_ENG

H Locations. .. ]

Enter the object names to select [examples]:

Check Mames

oK

J

Cancel ]

5. Click Advanced. The advanced “ Select Users or Groups’ dialog box opens

Select Users or Groups

Select thiz object type:

|U$ers, Groups, or Built-in security principals | [ Object Tupes... ]

From thiz location:

| TRITON_ENG | [ Locaions... |

Comman Queries |

| Columnz..
|
Disabled accounts Stap
Man
L Ok J [ Cancel ]

Marme [ROM) In Folder 25
£ edwardsc TRITON_ENG

£ eng TRITON_EMG

€3 Engr Adrin TRITOM_ENG —
€7 esoadmin TRITOM_ENG

FaEvernane

7 frankdi TRITOM_ENG

£ gehnerd TRITON_ENG

£ gerig TRITON_ENG

£ ghoshia TRITOM_ENG

£ glover TRITON_ENG
B Guest TRITON ENG |
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6. Click Find Now, and select the Everyone option in the Name (RDN) list. See the
diagram above.

7. Click oK to close the advanced “ Select Users or Groups’ dialog box.

8. Verify that “Everyone’ appears on the “ Select Users or Groups’ dialog box, and
then click OK to closeiit.

Select Users or Groups

Select this object type:

Usgers, Groups, or Built-in security principals Object Types. .
From this location:

Enter the object names to select [examples):

Everuone Check Mames

T T

9. Select the “Everyone” option in the “Trend Properties’ dialog box, and check all
the “Allow” boxes except for the last one.
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Trend Properties

General | Sharing | Secunty | web Sharing || Customize

Group or uzer names:

ﬁ &drniristrators (BYTHD-NETCEMRAL Administrators) G
| €% CREATOR OWHMER
m Ewerpohe
| €7 Power Users [EVTND-NETCEMRAL\Pawer Users)
| €2 5YSTEM v
& 2
[ Add l ’ Remawe ]
Permizzions far Evemnone Allans Deny
FUrCarmror ] | | e
Madify a5 s
Read & Execute F]
Lizt Folder Contents E
Read O
Wite L
Special Permizzions 3

For special permizzions or for advanced settingz,
chck &dvanced. =

[ Ok ][ Cancel ]

10.Click oK to close the “Trend Properties’ dialog box and save your changes.

Y ou havejust allowed the trend graphs to be written to the system disk. Refresh the
Trends page to see the trend graphs.”
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Under construction

Under construction
If you get the following message, you heed to configure your LAN settings.

3 Under Construction - Microsoft Internet Explorer E@@
A
0

fle Edt View Favortes Tools Help
N 3 A e

\ ) < i) o - | "ﬂ 3

x| 2] @o ) search ¢ Favorites = = M = ‘4‘5

Address | £] cr\Documents and Settingsibishops, AMIDesktopyError PicslUnder Construction--trand doc.hem VB ks

[ Under Construction

The site you wers trying to reach does not currently have 3
default page. It may be in the process of being upgraded and
configured.

Please try this site again later. If you still experience the
problem, try contacting the Vweb site administrator,

&] bone & Internet

Complete the following steps to correct this:
1. In Internet Explorer, go to Tools | Internet Options | Connections | LAN Settings.
2. Check the box marked “Bypass proxy server for local addresses.”

Web services

If you are using a Windows Server 2003 computer, you may need to configure the
Internet Information Services (11S) in order to properly display graphs. Configure the
[1S settings by doing the following:

1. From the Windows taskbar, select Start | Settings | Control Panel | Administrative
Tools | Internet Information Services. The Internet Information Services (11S)

Manager window opens.

2. Inthetreeview, expand the local computer and click Web Service Extensions. See
the diagram below.
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t Internet Information Services (IIS) Manager

¥4 Fle Action Wiew ‘Window Help

=10l x|

JREDS

T EEEERIEEEE

PJ Internet Information Services
-8 BYTHS-METCENTZ {lacal cor
[ FTP Sites
&) Application Poals
[ Weh Sites
-

. Web Service Extensions

Allow
Frohibit

Wb Service Extension:

Properties

Tasks

2 | ‘Wehb Service Extension

| Stakus

12 4dd & new Yeb service extension...

specific application...

12 prohibit all Yeh service extensions

@ Open Help

1l Allow all tweb service extensions for &

“F Al Unknown CGI Extensions
“F Al Unknown ISAPT Extensions
Active Server Pages
%@ AsP.MET v1.1.4322
Internet Data Connector
Perl CGI Extension
Perl I54P1 Extension
Server Side Includes
WebDay

Prohibited
Prohibited
Allowed
Allowed
Prohibited
Allowed
Prohibited
Prohibited
Prohibited

ol | »% Extended A Standard /

57

3. Inthe details pane, add the following Web Service Extensions by selecting them

one at atime and clicking Allow:
* ASP.NET c1.1.4322

This enables the NetCentral Web Client to run on the PC.

» Active Server Pages

This enables trend graphs to be displayed properly.

» Perl CGIl Extension

Thisis used to generate and plot trend graphs.

4. Exit the window and Control Pandl.

Y ou have just configured the Web services. Refresh the Trends page to see the trend

graphs.

Windows XP security

In Windows X P, you must program the Firewall (available only with Service Pack 2)
to open port 80. This allows a remote user to access the NetCentral Web client.

To open port 80, follow these steps:

1. From the Windows taskbar, select Start | Control Panel | Security Center | Windows
Firewall. The “Windows Firewall” dialog box opens.

2. Select the Exceptions tab, and click on Add Port. The “Add a Port” dialog box

opens.
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Windows XP security

™= Windows Firewall

Wwindows Firewall iz blocking incoming network connections, except for the
programs and services zelected below. Adding exceptions allows some programs
to work better but might increase your zecunty nisk.

Programs and Services:

MHame

File and Frinter Sharing
Microgaft Management Conzole
Femate Aszistance

Remaote Deskiop

snmplrap. exe

IPHP Frarnewark

[ AddProgram.. | [ AddPor. || Edt.

Dizplay a notification when Windows Firewall blocks a program

what are the rizks of allowing exceptions?

[ 14 ][ Cancel ]

3. Enter name as HTTP, enter the port as 80, and select TCP.

Add a Port 3

|Jse these settings to open a port through *#indows Firewall. To find the port
number and protocol, consult the docurmentation for the program or zervice you
want bo uze.

MHame: |HTTP |

Port number: |8':| |

@ TCP QO uDP

What are the risks of opening a port?

|

4. Click ok inthe“Add aPort” and “Windows Firewall” dialog boxes, and exit
Windows Security Center and Control Panel.
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Y ou havejust programmed the Firewall to allow remote accessto the NetCentral Web
Client. Refresh the Trends page to see the trend graphs.

HTTP 500 - Internal Server Error

If accessing Trend pages through the Web Client generates the error message “HTTP
500 - Internal Server Error,” complete the following steps to determine the specific
cause of the problem:

1. Open Internet Explorer; go to Tools | Internet Options.
2. Select the Advanced tab.

3. Under the “Browsing” section, uncheck the box show Friendly HTTP error
messages.

Internet O ptions @

General | Security | Privacy | Content | Connections | Programs | Advanced
Settings:

Enable folder wiew for FTF sites s
Enable Inztall On Demand (Intemet Explorer)
Enable Inztall On Demand [Other]
Enable offline items to be spnchronized on a schedule
Enable page tranzitions
Enable Personalized Favorites Menu
E nable third-party browser extensions [requires restart)
Enable vizual gtyles on buttons and controlz in web pages
Farce offscreen compoziting even under T erminal Server [requ
Motify when downloads complete
Reuse windows for launching shortouts
Show friendly HTTP enor messages
Show friendly URLs
Show Go button in Address bar
Underling links
IZ:;}:ZI Always b
£ >

Bestore Defaults

[ ] ][ Cancel H Apply ]

KT ISIS IS SIS <]

4. Press Apply and exit the dialog box.
5. Attempt to access the Web Client Trend pages again.

Accessing Trend pages should now provide more detailed information regarding the
error. The information provided may refer you to the system event logs (Start |
right-click My Computer | Manage | Event Viewer). If the event logs show that the
problem is with IWAM_computername, complete the following steps:

6. Open acommand prompt to C:\I netpub\AdminScripts (wherever the lI1Sis
installed).

7. Run the command “ cscript.exe synciwam.vbs.” If the command produces the
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the steps under “Resolution” and rerun the command.

following error

Error: 80110414
go to http://support.microsoft.com/default.aspx?scid=K B;En-US;Q269367. Follow

If all elsefails

Y ou should now be able to access the Trend pages through the Web Client.

If all else fails

If completing the above steps did not resolve the trend analysis problem, something
may be wrong with your computer’s Internet Information Services virtua root.

Complete the following to determine if thisis the case:

1. In the Control Panel, choose Administrative Tools | Computer Management.

2. Expand Services and Applications | Internet Information Services | Web Sites |

Default Web Site, and right-click on NetCentral_Charts.

Ll Computer Management

=

&

File  Action WYiew ‘Window Help

*XERB 2

=l

I Computer Management {Local)

Syskem Tools
+ m Event Viewer
+ Shared Folders
+ % Local Users and Groups
+- @] Perfarmance Logs and Alerts
_.5..'.;; Device Manager

= @ Storage
¥

Removable Storage
Disk Defragmenter

Disk Management

= @ Services and Applications

% Services

WM Control

+ B8 Indexing Service

= % Internet Information Services

-] ‘eb Sites
- Default weh Sie

+- % TIsHelp
+ Printers
+ Documentation
+ MetCentral_Charts
+ ‘WebMetCentral
+ MetCentral

+-/_] aspnet_client
+- i DeFault SMTP Wirtual Server

Mame

Path

| status

(23 Comman

(CdDef_10.16.18.101_Modular_...
[CdDef_10.16.36.200_Cisco_Ca...
(CJDef_10.16.36.217 _Brocade_. ..
[CJDef_10.16.36.223_Brocade_, ..
10.16.36,232_PFR._500...
[CdDef_10.16.36.237_Qlagic_5...
[CJDef_10.16.36.238_PFR_S00..,
[CdDef_10.16,36.243_PFR_S00..,
[ Def_10.16.36.244_PFR_S00..,
@ Def_bvind-balasuk. am.thrul. ..
@ Def_bvitnd-boylesd,am.thmul. ..
@ Def_bvitnd-gravelk.grassvall...
@ Def_bvtnd-netcenral.grassy...
@ Def_bvtnd-smithlu.grassvalle. .
@ Def_bvind-tendolm, am.thmu. .,

[(oef

@ Def_bvtns-durandzk_windo...

@ Def_bvtns-northonr,am.thm, ..
@ Def_chongo-3_Windows_Sys...
@ Def_chongo-dev0l,grassvalll...

@ Def_chongo-deve_wWindows. .,

@ Def_ckmango_Windows_Sys...

@ Def_gv-3adcades_wWindows., .,
Mo - A A g e .

<

3. If you have thisfolder, go to step 4. If you do not have thisfolder, thisis probably
the source of the problem. Right click Default Web Site. Click New | Virtual
Directory. TheVirtual Directory Wizard dialogue box comesup. Click Next. Inthe
“Alias’ field, type “NetCentral_Charts.” Click Next and Browse t0 “c:\Program
Files | Thomson Grass Valley | NetCentral | Trend.” Click Ok and Next. On the
“Access Permissions Page,” check the boxes marked “read,” Run Script (such as
ASP),” and“Write.” Click Finish. Y ou should now see“NetCentral_Charts’ under
Internet Information Services. Right-Click “ NetCentral_Charts” and continue with
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steps 4-7.

4. Choose Properties from the right-click menu. The“NetCentral_Charts Properties’

dialog box appears.

5. Choose the virtual Directory tab and make sure both Read and Write are selected.

See the diagram below.

NetCentral Charts Properties

Wwhien connecting to this resounce, the content should carme fran:
{33 & directary located on this computer
{71 & share located on another computer
3 & redirection to a URL

[ phoOUCE acCess Lo wizitz
Read Iridex this resource
Write

| rerreton browsing
Application Sethings

Starting point; <De.. \MetCentral_Charts

Erecute Pemissions: Scripts and Executables

Wirtual Directory | Documents | Directory Security | HTTP Headers || Custom Emars

Application name:
| Configuration...

|

Application Protection: | Medium [Pooled) v

[ ak. H Cancel ” Apply ][

Help

)

6. In the “Execute Permissions’ dropdown box, select Scripts and Executables.
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If all elsefails

MetCentral_Charts Properties

Wirtual Directory | Documents | Directory Security | HTTR Headers | Custom Ermars

When connecting o this resource, the content should come from:
(%3 & directory located on this computer
{1 & share located on another computer
1 & redirection to a URL

Lacal Path: éE:\F‘rngram Filesh Thaomzon Grazs Wallep', Browse. ..
[ e
Fead
Wwnte
LT Erreon browsing

OUrCeE access Log wisitz
Index thiz rezource

Application Settings

application narne:;
Starting paint;
: Canfiguration...

Execute Permizzions:

Application Pratection:

[ ok ] ’ Cancel ] [ Apply l ’ Help ]

7. Click ok to close the dialog box, and close out of the Computer Management and
Control Panel windows.
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Troubleshooting a device SNMP agent

If the agent is not responding to SNMP requests, perform the following checks:
» Check the basic connectivity between NetCentral PC and the host with Ping.

» Check that the community string is the same on NetCentral and on the SNMP
agent.

* You may use the NetCentral MIB browser to check for specific SNMP objects
returned from the agent.

For aWindows device SNM P agent, perform the previous checks plus the following:

» Check that there is no Firewall between the NetCentral console and the Windows
Host that filtersthe UDP port 161. On Windows XP, the integrated Firewall filters
the SNMP port by default. Either stop the Firewall or add a new rule for SNMP
traffic.

» Check in the event viewer that the SNMP message ID 1001 (service started is
present) and the current status of the process. Go to CTRL-ALT-DEL | Processes|
SNMP.

* Inthe command line, type netstat -na. Check that UDP ports 161 and 162 are
present.

» Check that the IP address in the agent is the NetCentral IP address if the option
“Accept SNMP packet from these hosts” is used.

NOTE: If none of these Troubleshooting tips help, please see page 13 for Grass
Valley contact information.
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Facility view tutorial

Thistutorial provides step-by-step instructions for creating graphical drawingsto
represent your facilty. These “ Active Drawings’ are HTML pages with visual status
indicators that appear in your Facility view and allow you to easily and accurately
assess the condition of your devices. Work through thistutorial to learn how to create
basic graphical representations and how to add advanced features. Topicsincluded in
thistutorial are asfollows:

» “Requirements’ on page 229

» “Design” on page 229

» “Creating aFacility graphical view” on page 230

» “Advanced skills and options” on page 238

e “Creating a custom view of monitored devices’ on page 242
* “Reassigning HTML pages’ on page 246

» “Other advanced options’ on page 246

» “Examples’ on page 248

Requirements

Y ou should define the requirements for your monitoring needs. The following
guestions can help you define your requirements.

» What status information is most important to see at a glance?

» How do you want your devices organized? Y ou can organize by physical location,
logical system, signal path or device type. Or, if you want to organize by multiple
organizational schemes, consider how you want the schemes layered and
interlinked.

* How much screen space will you use for your day-to-day monitoring view? A
Taskbar icon only, with no NetCentral window open, or a single NetCentral
window open? Multiple NetCentral windows open on asingle monitor? Multiple
NetCentral windows open on multiple monitors?

Considering these broad questions about organization will help you design a
monitoring structure that is most useful and relevant to your needs.

Design

From your requirements, first design a Tree view hierarchical structure that organizes
your facility in ameaningful way. Folders are used to group devices. Keep in mind
that a single device can be represented simultaneously in multiple folders, so you can
establish several organizational layers.

Next, youwill design oneor more graphical view HTML pagesto link to your folders.
Any graphical view can be linked to any folder (any device group). The following
procedures and examples demonstrate how to create Facility graphical views using:
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 basic skills
 editing functions

» advanced skills and options

Creating a Facility graphical view

This section explains how to create a basic Facility graphical view depicting devices
on arack background. The following topics are included:

» “Basic Skills’ on page 230
» “Editing a Facility graphical view” on page 234
» “Tipsfor viewing” on page 237

This section uses the default procedure, and the result will be similar to the following
example.

Studio 1 Racks 5-8|

Basic Skills

Y ou can associate agraphical drawing with any folder in the Tree view. When the
Facility view is selected for afolder in thetree, the graphical representation you have
created will appear. The graphical view isactually an HTML page upon which active
drawings are arranged, typically to represent the devicesin the folder.

Use the following procedure to create abasic HTML page with a representation of
your monitored devicesin racks.
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To create an HTML graphical view and associate it with afolder:

1. On the NetCentral server PC, Verify [NetCential Access Rights: Admini orlogon as
NetCentral administrator (File | Logon).

2. Select thefolder to which you want to link agraphical view. Inthiscase, the folder
is named my folder. Right-click and select Create HTML Page.

+ /0y windows System
[ Zodiak Frame

-3
+|-= m:-:
+-==2 m-proto-3
[ Awitech

+-__] Brocade 5
7] Camera Create HTML Page

# [ CiscoCaly  Edit HTML Page

T k

Delete

Rename

Reset State

The Create HTML Page dialog box opens.

™ Create HTML Page E|
Save HTML File Az

|m$|:|n Gragzz WallephMetCentral\HT MLy folder. hitrml Browsze |

B ackground

{* |lse Background Image

C:%Program Filez\Thomson Grazs YalleyMetCentralt Browsze

(" Mo Background Image

v [nciude folders and devices

n] Cancel

3. Select Use Background Image, then click Browse and select the following file:
C:\Program Files\Thomson Grass Valley\NetCentra\HTML\ 4Racks 36RU_Small .gif
This creates an HTML file named my folder.html that displays
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4Racks 36RU_Small.gif asabackground image. Thisbackground image displays
astandard empty rack view.

A word about background images. What are “background images,” and what are
they good for? A background imageis the “canvas’ on which you will create your
activefacility drawing. Think of abackground image as a permanent marker drawing
under a pencil sketch—you can change and modify the sketch, but the ink marks
underneath remain the same.

Similarly, abackground image s created and saved in another application (Microsoft
Paint, Photoshop, etc.) asagif, jpg or bmp format. Thisimageis then openedin
NetCentral asan HTML page, and active drawings that dynamically represent your
facility are placed on top. The active drawings can be added, rearranged, or deleted
without affecting the background image—the components of the picture that you
want to keep in one place. To create a Facility graphical view starting with your own
background images, refer to “ Creating a custom view of monitored devices’ on
page 242.

4, Once you have selected a background image, click oK. The NetCentral HTML
editor opens. The HTML page is automatically loaded into the HTML editor. In
this case, the rack drawing is the background image. On top of the background
image are the active drawings of the devices and/or sub-foldersin the folder you
selected.

232 NetCentral User Guide November 29, 2005



Basic Sills

B, HTML editor - [C:\,Program Files', Thon ‘ 0] x|

File Edit Insert Format Table Position
STIETT Y -

|Time&Neanman j |12 jl :Evl B ru @- | ;E

5. Select the active drawings and position them on the background image, so they
appear as devicesin racks.
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6. Click File | save. Exit the HTML editor. Y our graphical page will appear in the
Facility view when the folder it representsis selected in the Tree view. Devicesin
your drawing will dynamically reflect the devicesin the folder.

Y ou have completed abasic Facility view graphical drawing. Thefollowing stepsand
procedures demonstrate how to edit and enhance this to create a variety of views
useful to your facility needs.

Editing a Facility graphical view

To edit an HTML Facility page in NetCentral, right-click afolder in the Tree view.
Select Edit HTML Page from the menu.

e [
Create HTML Page

Edit HTML Page

Delete

Rename

The HTML editor opens, and you can add text or add, rearrange and remove devices
as needed. There are several ways to add additional devicesto an HTML page. The
simplest method isto select adevice in the tree view and copy and paste into the
HTML editor. Y ou can also add devices using Copy Special. Refer to “Adding
devices using Copy Special” on page 238. Or, you can drag-and-drop devices from
another folder.

Add devices using drag-and-drop as follows:
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Editing a Facility graphical view

1. Open the HTML editor for the page you want to modify (right-click the folder,

select Edit HTML Page).

2. Resize the NetCentral window and the HTML editor window so they are

side-by-side on the screen.

3. Left mouse click adevicein the Tree view and drag-and-drop it onto the HTML
editor page. The device' s active drawing image appears.

November 29, 2005

= Monitored Devices
+-[] Map
+-__| Beavertan
+ = TOC_ 5 LM
+ &= TOC_4 Ui
+ = T L1
-] My talder
+ = w-frankdigrazsys
+ = -1

TOC 5 LM
= HTML editor - [C:\Program Files\Tha

File Edit ‘Wiew Insert Format Table Posit

H & & + 268
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4. Position the image as desired. Save and close the HTML editor. The updated
HTML page appears automatically in the Facility view.
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Tips for viewing
Use the following tips to quickly assess your devicesin the Facility view.

* Whenyou right-click an active drawing on an HTML page, the pop-up menu isthe
same as when you right-click the device in the Tree view.

» Asyounavigateyour HTML pages, you can move forward and backward al ong the
sequence of HTML pages that you have viewed. To do this, right-click on an
HTML page background (not on an active drawing) and select Forward or Back.

» Hover your cursor over an active drawing to display the name of the active drawing
as atooltip.

fx-proto-9

NOTE: In the NetCentral Web Client, clicking on a folder in the Facility view

displaysthe HTML page created on the NetCentral server PC. You cannot edit this
page through the Web Client.
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Advanced skills and options

The HTML pages you create can be modified as needed, assigned to anew folder, or
customized using your own background images or active drawings. This section
describes how to apply these advanced options to your graphical view pages. Topics
areasfollows:

» “Adding devices using Copy Special” on page 238

» “More Copy Special options’ on page 239

» “Removing devices from an HTML page’ on page 241

» “Placing afolder icon onto an HTML page” on page 241

Adding devices using Copy Special

Adding devices using the Copy Special feature alows you to specify indicators for
the device you are adding. The following procedure demonstrates how to simply add
adevicetoan HTML page using Copy Special. Refer to the next section, “More Copy
Special options” on page 239, for additional information.

Add adeviceto an HTML page using Copy Special asfollows:

1. From the NetCentral server PC, verify [NetCentral Access Rights: Admini orlogonas
NetCentral administrator (File | Logon).

2. Click File | Edit HTML Page and open the HTML page to which you want to add a
device. The HTML editor opens.

3. Inthe Tree view, right-click the device you want to place on the HTML page and
select Copy Special. The Copy Special dialog box opens.
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More Copy Special options

= co py Special

l Styles |

I arme; |GEN ESIS3 graszvalleygroup. com

Fleaze zelect subfolders, devicez, and subsystems to copy az monitored
parameters

Axailable Sub ltems:
- GEMESIS 3 grazzvalleygroup. com

OO  Swestem
O [Interfaces
O Chassis
< | 2+l

Selected Parameters:

Device: GEMESIS 3. arazsvallergroup. com

(] | LCancel | A
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4. To place the device' s active drawing on the clipboard, leave the check boxes as
they are and click oK.

5. Inthe HTML editor, paste the image and position it as needed.

6. Savethe HTML page and close the HTML editor. The HTML page in the Facility

view updates automatically.

More Copy Special options

The Copy Specia feature allows you to use your own HTML files, background
images, dynamic indicators, and other HTML development techniques rather than
those provided by default through the “ Create HTML Page” feature.

1. From the NetCentral server PC, verify [NetCentral Access Rights: Admini orlogonas
NetCentral administrator (File | Logon).

2. Create and save an HTML page that you intend to associate with one of the folders

in the Tree view. Add a background image to the page if you want. Refer to
“Creating a Facility graphical view” on page 230 for the basic procedure.

3. In NetCentral, right-click the folder and select Edit HTML page to open the HTML
editor.
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4. Inthe NetCentral Tree view, right-click a device that you intend to place on the
HTML page and select Copy Special. The Copy Special dialog box opens. Click the
Styles tab.

ﬂg[upy Special i ..?ﬁ

Farameters  Styles

[ Show Mame

¥ Show [mage

Image Path: 1E:'\F‘rugram FileshThomszon Grass Yallep\MetCent Browse 1

[ Show Status Indicators

[Offline State Symbol
Critical State Syrbal

Wiarning State Symboal

e B @ %

Mormal State Symbal
™ Show Criticalaming Eorder

Backaground Colar; Choose Calor i

ok, Cancel

4

5. Select show Image and browse to the image file for the device. Refer to
“Resources’ on page 242 for default image file locations.

6. Select the type of status indicator for the device image as follows:
» Show status indicators — This puts an active status icon adjacent to the image.

 Show critical/warning border — This surroundsthe image with acolored border
for critical and warning status conditions.

If you |leave these boxes empty, the image you have selected will function like a
default active drawing image.

7. Click oK. The active drawing with images specified is now on the clipboard.

8. Inthe HTML editor, paste the active drawing onto the HTML page.

Repeat the previous steps to place more active drawings on the page. Arrange the
drawings, add text, or otherwise format as needed.
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9. Savethe HTML file. The page updates automatically in NetCentral.

critical border

Il

active drawing
in critical state

0 dubx

|\

status ind

Removing devices from an HTML page

If you remove adevice from a Tree view folder, and that device is represented as an
active drawing on the folder’ sHTML page, you must manually edit the HTML page
to remove the active drawing.

Right-click thefolder inthe Tree view and select Edit HTML Page. Thisopensthe page
inthe NetCentral HTML editor. Edit and savethe HTML page. The Information area
in the Facility view updates automatically.

Placing a folder icon onto an HTML page

In the same way that you can place adevice on an HTML page, you can aso place a
folder on an HTML page. When you do thisthe folder is represented by an icon on
the page. If the folder itself is associated with an HTML page, its icon becomes a
hyperlink to that HTML page.

To place afolder icon onto an HTML page, you can drag-and-drop from the Tree
view, or use Copy Special asfollows:

1. From the NetCentral server PC, verify [NetCentral Access Rights: Admini orlogonas
NetCentral administrator (File | Logon).

2. Click File | Edit HTML Page and open the HTML page to which you want to add a
folder. The HTML editor opens.

3. Inthe Treeview, right-click the folder whoseicon you want to placeonthe HTML
page and select Copy or Copy Special.

4. Inthe HTML editor, paste the folder active drawing onto the page.
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5. Savethe HTML page.
6. In NetCentral, the Facility view HTML page updates automatically.

Double-click the folder active drawing on the HTML page. The HTML page for that
folder opens.

Creating a custom view of monitored devices

If you are proficient with HTML and images, you can al so create other customized
background pages to represent networks, functional groups, or other views of your
monitored devices. This section includes the following topics:

* “Resources’ on page 242
» “Custom background images’ on page 242
» “Custom deviceimages’ on page 245

Resources

Thefollowing resources are used to create the pages demonstrated in thistutorial . For
many of these resources, you can use those supplied by default with the NetCentral
system, or you can create your own customized versions. Place these resourcesin the
locations indicated so they will be available as you create the graphical view pages.

» Background images — Default files are located at:
C:\Program Files\Thomson Grass Valley\NetCentral\HTML

» Device Images— Default files for gray, yellow, and red images to indicate status
levels are located at:

C:\Program Files\Thomson Grass Valley\NetCentral\imagelibrary\< devicetype>\

Custom background images

This section describes how to create a Facility graphical view using your own
background image. Y ou will create theimagesin aseparate application and save them
to the folder C:\Program Files\Thomson Grass Valley\NetCentral\HTML. Then,
when you createthe HTML pagein NetCentral, theseimageswill be availablefor use.

Complete the following steps to create a Facility graphical view using a custom
image:

1. Obtain or create abackground image and saveit asagif, jpg or bmp file. Place this
file at C:\Program Files\Thomson Grass Valley\NetCentral\HTML. For example,
the following custom image was created by taking a screenshot of the default rack
view in NetCentral. The image was then modified in a graphics program.
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075 076 Q77 078

2. Verify that the image is sized correctly to appear in the NetCentral Facility view
pane. Thiswill depend on your computer’ s graphic card resolution and settings, so
we suggest running atest to check this. Click File | New | Folder. The Folder
Properties dialog box opens.

™ Folder Properties

]

Folder Mame:

|backgr0und test

Falder 5 election

" Launch HTML page of nearest parent folder
" Launch default HTML page

@+ | aunch the following HTHL page Browse. ..

|Ugram Filez\Thomzon Grazs YallepsHetCentralhH T b Lo T et gif

Enter atest namefor thisfolder. Select Launch the following HTML page and browse
to the location of your image. Click OK. Y our image will appear in the Facility

view. If you are satisfied that the image is the size you want it, continue with step
3. If theimage needsto be resized, compl ete the following steps before continuing:

a. Open thefile in Microsoft Office Picture Manager, or asimilar program.

November 29, 2005 NetCentral User Guide 243



Appendix A Facility view tutorial

b. Resize and save the image.
c. Inthe NetCentral Tree view, select the test folder.

d. Right click the Facility information area and select Refresh from the menu.

Open In Mew Window

Back.

| Refresh |

Repeat these steps until the imageis sized correctly. Theideaisto run thistest
once; then, as you create other custom images, you can resize accordingly.

3. Onceanimageissized and saved to the correct location, it isready to use. Refer to
“Creating a Facility graphical view” on page 230 for basic instructions. In the
“Create HTML Page dialog box,” either overwrite an existing page or save as a
new HTML page. Use the Browse button to navigate to your custom background
image.

™ Create HTML Page

Save HTHL File &z

|ms|:|n Grazz ValleyWMetCentralH Tk Lsmy Folder kiml Browse

Backagraund

+ |z Background Image

C:%Program FilezsThomzon Grazs W alleyhMetCentralt Erowse

" Mo Background Image

Iv |rclude folders and devices

k. LCancel

Onceacustom imageisassociated with afolder, select thefolder inthe Tree view and
click the Facility view tab. Y our image will appear with active drawings of devices
on top.
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e ® (7] Studio 1
<(r LzFacilit
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@ = 077 078
Messages
Graphs
Actions’
@ands R
~ [MetCental Access Rights: Administiator 70 Spstems, 0 Critical, 0Warnings Newok[ ooz ||

Custom device images

NetCentral allows you to use custom device images as active drawingsin the Facility
graphical view. Refer to “ Custom background images’ on page 242 for information
about creating a custom image for use in NetCentral.

In order for NetCentral to to read the device indicator image, you should placeitina
NetCentral subfolder in Program Files. We recommend C:\Program Files\Thomson
Grass Valley\NetCentral\imagelibrary.

Oncethe bitmap is selected, you must also have bitmap images representing warning
and critical statesin the same folder. If you only supply one bitmap, only that image
will appear on the active drawing page. However, thewarning and critical imageswill
automatically be updated on the active drawing page if they are in the same folder as
the original image.

Warning bitmaps should follow the naming convention bitmap_War ning.gif
Critical bitmaps should follow the naming convention bitmap_Critical.gif

For example, if you use Camera.gif, you must also supply Camera Warning.gif and
Camera_Critical.gif. See the following diagrams.
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Camera.gif

Camera Warning.gif

- Camera_Critical.gif

Reassigning HTML pages
You can easily assign adifferent HTML page to afolder, asfollows:

1. Inthe Treeview, right-click thefolder and select Properties. The Folder Properties
dialog box opens.

]

™ Folder Properties

Folder Marme:

Folder Selection
" Launch HTML page of nearest parent folder
" Launch default HTML page

f+ | aunch the following HTHL page Browse. .

|I::\F'rogram FilezhTharmzon Grazs VallepsMetCentrabHT MLy F

aF. Cancel

2. Select the HTML page you want to launch from the folder.

Other advanced options

The default NetCentral HTML editing tool is used in the procedures in this tutorial.
However, you might want to use adifferent HTML editing tool that supports .NET
objects, such asarecent version of Microsoft Front Page. If you useadifferent HTML
editing tool, you must apply your knowledge of the tool and of standard Web
development techniques to determine how to integrate the tool with NetCentral
graphical view features.

Make sure you are familiar with HTML coding and Web site development, including
the following basic skills:
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Creating Web pages
» Creating images
» Referencing imagesin Web Pages

Hyperlinking Web Pages
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Examples

The following examplesillustrate a few of the many ways you can represent your
facility with graphical drawings.

Studio 1 - Rack View

[=- /& by Compary

-] Devices

-] Chicaga

B Amsterdam
-1 Praduction 1
=-[] Production 2
= [BudieT]
[y Sarvers
[+ Labs

<« Customized active drawings on the background
rack image identify the physical location of
each monitored device.
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Map the physical location of devices.

. NetCentral

Device Messages  Trend ls  Configure  Help

= o] Monitored Devices
1 Map

=1 (] Beaverton

| F e
O Sudo2 O
L[ Las Vegas

m Main Equipment @

SR

@ 7wy wawdinby

ol

- [Nell:enlral Access Rights: Administrator 70 Systems, 0 Critical. 0'Warnings
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Visualize the impact of system failures in the workflow.

NetCentral

Ele Edit Wiew Device Messages Trend Tools Configure  Help

= @ My Company
[+ ] Devices
[+ ] Chicago
=@ &msterdam
[#-(_] Production 1
=@ uction 2
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Examples of typical NetCentral systems

This section contains examples of how NetCentral can be set up to monitor some
typical mediadevicesand systems. In these examples, NetCentral-rel ated settings are
specified in detail in order to illustrate how an actual system might be configured. At
the same time, the media devices and systems that NetCentral monitors are
represented in the ssimplest possible way in order to reduce unnecessary detail, so you
should not use these examples as aguide to cabling or otherwise setting up the media
system itself.

Use these examples to study the relationships of NetCentral components and settings
so that you can understand better how to apply NetCentral to your own environment.

» “Monitoring an Open SAN that uses PFC500 RAID storage” on page 252
» “Monitoring aK2 system with Level 2 Storage” on page 253
» “Monitoring Profile XP Media Platforms” on page 254
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Monitoring an Open SAN that uses PFC500 RAID

storage

NetCentral Server
- Set IP address

NetCentral Web Client

192.168.10.11
E——

- Set machine name: remotepcl “ - Log into the NetCentral
- Install SQL and other system requirements \\ % Web Client

- Install NetCentral server software — ,,\’ Web ‘I'i

- Install device providers for Open SAN devices @ access

- Add all devices: 192.168.10.12 --- 192.168.10.17
- Configure RAID monitor proxy for PFC500 RAID
(see Open SAN Instruction Manual)

Ethernet Switch

== +1) 192.168.10.12

- Set IP address
- Set SNMP trap destination: 192.168.10.11

File System Manager
- Set IP address

- Set SNMP trap destination:
192.168.10.11

- Verify SNMP and FTP services,
Dell PowerEdge agent

Profile XP Media Platforms
- Set IP addresses

- Set SNMP trap destinations:
192.168.10.11 (same for all units)

- Verify SNMP and FTP services

\.

r

—

192.168.10.14

T oy

192.168.10.13 [E3—TJ—1]

—

T 192.168.10.16

=‘ ‘lﬂ‘ ‘E

192.168.10.15

H‘ ‘ - ‘ ‘H‘

Fibre Channel Switch
- Set IP address
- Set SNMP trap destination: 192.168.10.11

o 192.168.10.17

PFC 500 RAID Storage (Monitor over

Fibre Channel via RAID monitor proxy)

- No settings neccessary
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Monitoring a K2 systemwith Level 2 Storage

Monitoring a K2 system with Level 2 Storage

NetCentral Server NetCentral Web Client
- Set IP address 111 _

- Set machine name: remotepcl \ B the NetCentral
- Install SQL and other system requirements @ web Client

- Install NetCentral server software —_— ! access | _

- Install device providers for Open SAN devices
- Add all devices: 192.168.10.12 --- 192.168.10.17

Ethernet Switch

192.168.10.12

- Set IP address
- Set SNMP trap destination: 192.168.10.11
K2 Media Server K2 Media Clients
- Set IP address - Set IP addresses
- Set SNMP trap destination: - Set SNMP trap destinations:
192.168.10.11 192.168.10.11 (same for all units)
- J \.
\.
)
= PO |

T

8.10.15

192.168.10.13

Fibre Channel

K2 Level 2 RAID
(Monitor over Ethernet)
- Set IP address

- Set SNMP trap destination:
192.168.10.11

192.168.10 1

0686-12
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Monitoring Profile XP Media

NetCentral Server
- Set IP address
- Set machine name: remotepcl

192.168.10.11

- Install SQL and other system requirements N Web Client
- Install NetCentral server software s Web
- Install device providers \ access /

- Install PFR500 device provider
- Add all devices: 192.168.10.12 --- 192.168.10.16

Ethernet Switch
- Set IP address
- Set SNMP trap destination: 192.168.10.11

= <)

Profile XP Media Platforms
- Set IP addresses
- Unlock agent

- Set SNMP trap destinations:
192.168.10.11 (same for all units)

- Verify SNMP and FTP services

\.

Platforms

NetCentral Web Client

- Log into the NetCentral

.

192.168.10.12

J \.

[ —

192.168.10.12

192.168.10.13

-‘ ‘lﬂ‘

192.168

ey — e e

eVl
eFe— 0=
=—
=

192.168.10.15

1

.10.14

e Ty

PFC 500 RAID Storage
(Monitor over Fibre Channel)

- No settings neccessary

PFR 500 RAID Storage
(Monitor over Ethernet)

- Set IP address
- Set SNMP trap
destination: 192.168.10.11

AR

8.10.16

LU0 L0 L0 L

192.16
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Setting up Windows SNMP

Since NetCentral software supports multiple versions of Windows operating systems,
several NetCentral-related tasks require that you use the version-specific
documentation provided with your Windows operating system. Procedures for these
tasks are not provided in this manual. However, for purposes of comparison and
verification, this section contains examples of procedures for some Windows
operating systems. Do not execute these procedures unless you are sure they apply to
the operating system on your PC.

SNMP properties

This section describeshow to install SNMP servicesand set SNM P trap propertieson
Windows 2000 and Windows XP. It contains the following sections:

» “Installing SNMP services’ on page 255
» “Setting SNMP trap properties’ on page 258

Installing SNMP services
Install SNMP services on a monitored Windows 2000 or X P computer as follows:
1. Close al Windows programs.

2. In Windows 2000, from the Windowstaskbar, click Start | Settings | Control Panel.
The Control Panel window opens.

In Windows XP, click start | Control Panel. The Control Panel window opens.

3. Select Add/Remove Programs in Windows 2000 (Add or Remove Programs in XP).
The Add/Remove (Add or Remove) Programs dialog box appears.
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% Add or Remove Programs

Currently installed programs: (] show updates Sork by:

Change or

sty ‘ﬁﬁ Intel(R) Graphics Media Accelerator Driver ”
Programs ﬁ! Jawa Z Runtime Environment Standard Edition «1.3.1_01 Size  17.26MEB
: Microsoft \MET Framewsark 1.1
EE‘ ! E} Microsoft Office Professional Edition 2003 Size 634,00ME
Add hew
Programs ﬁ' Microsoft SQL Server Deskkop Engine Size  £9.07ME
q Microsoft Windows Journal Wiewer Size  3.46MB
@ {5 M-Series SHMP Agert Size  0.03MB
Add/Remowve 2 7
Windows fiz* MNetCentral Agent for ProfileXP Size  1,75MB
Cormponents
Tio change this program or remave it From yaour computer, click Change/Remove
Change/Remove. _
@ 5 MetCentral Iv 4.1.5.2 Size 133.00ME
Set Program : —
e e ﬁ! NetCentral Iv 4.1.6.4 Service Pack Size 133.00ME
Defaults

¥ Starcate Runtime 5.2
! StatTeam 5.2 Size  32.59ME

i

4, Click the Add/Remove Windows Components button. If you are prompted to
identify your source for Windows components, insert the Windows 2000 (or XP)
CD-ROM, or browseto thelocation of the components. When Windowsfindsyour
source, the Windows Components Wizard opens.

Windows Components Wizard

Windows Components
You can add ar remove components of ‘Windows =P,

To add or remove a component, click the checkbox. 4 shaded box means that anly
part of the compaonent will be nstalled. To see what's included in a component, click

Details.

Cormponents:

glntemet E xplorer DOME I

% Internet Infarmation Services [115] 135 MB l
—

=+l Management and Monitaring Tools 20 MB
|:| =g Message Queling n.0mMB
[l “a® MSM Farlorer ___onzup &

Description:  Includes tools for monitoring and improving network. performance.

Tatal dizk. space required: RE.4 MB 7
Details...
Space available on dizk: 29890.0 MB

< Back ” Mest > l[ Cancel ]
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5. Select Management and Monitoring Tools and click Details. The Management and
Monitoring Tools dialog box opens.

Management and Monitoring Tools

To add or remove a component, click the check box. A shaded box means that only part
of the component will be installed. Tao see what's included in a component, click Details.

Subcomponents of Management and Monitoring Toolz:

M & Simple Metwork Management Protocol 0.9 MB
] 3 h] SHMP Provider 11 MB

Dezcription:  Includes agents that monitar the activity in network. devices and report to
the netwark console workstation,

Total disk zpace required: BE.4 MB
Space available on dizk: 298877 MB

I [1].8 l[ Cancel l

6. If Simple Network Management Protocol and WMI SNMP Provider are already
checked, cancel and close all open dialog boxes. Skip the rest of this procedure
because SNMP serviceis already installed on your computer.

7. If they are not checked, select Simple Network Management Protocol and WMI SNMP
Provider, and click OK.

8. In the Windows Components Wizard, click Next. The Configuring Components
screen opens and displays a progress bar while Windows installs the components.

9. When the Compl eting the Windows Components Wizard screen appears, click
Finish.

10.Exit the Add/Remove (Add or Remove) Programs screen.

11.In Windows 2000, click Start | Settings | Control Panel, Administrative Tools, and
then Services. Verify that SNMP Service and SNMP Trap Service appear in the
list, and that the Status column says “ Started” for both of them.

In Windows XP, click Start | Control Panel | Performance and Maintenance,
Administrative Tools, and then Services. Verify that SNMP Service and SNMP
Trap Service appear in the list, and that the Status column says “ Started” for both
of them.
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258

% Seryices

%Smart Card

Service
SNMP Trap Service
4 SOLSERVERAGENT

%Task Scheduler

%Telephony
S Telnet

Extended }, Standard

%SSDP Discovery Ser...
Syskem Event Motifi, .,
%System Restore Ser...

S8 TCPJIP NetBIOS Hel...

Manages a...

Includes

Receives tr...

Enables dis...
Tracks syst,..
Performs s...
Enables a ...

Enables su...
Provides T...

Enables ar...

Started

Started
Started
Started
Started
Started

Manual
Automatic
Manual
Manual
Manual
Automatic
Automatic
Automatic
Automatic
Manual
Disabled

File  Action VWiew Help
e = [m| 2> mim
l% Services (Local) Mame Description Status Startup Type Log On As

%SabreTooth Protoco... Started Aukomatic Local System
%Secondary Logon Enables st...  Started Automatic Local System
%Security Accounts ... Stores sec,.,  Started Autarnatic Local System
%Security Cenker Monitors ... Autaornatic Local System
%Server Supports fil...  Started Automatic Local System
%Shell Hardware Det... Provides n..,  Starked Aukomatic Local System
%Simple Mail Transfer... Transports... Started Automatic Local System

Local Service

Local Service
Local System
Local Service
Local System
Local System
Local System
Local Service
Local System
Local System

Setting SNMP trap properties

To set SNMP trap properties on a monitored Windows computer, do the following:

1. In Windows 2000, from the Windows taskbar, click Start | Settings | Control Panel.
The Control Panel window appears.

In Windows X P, from the Windowstaskbar, click Start | Control Panel. The Control
Panel window appears.

2. In Windows 2000, select Administrative Tools, then select Services.
In Windows XP, select Performance and Maintenance | Administrative Tools, then

Services.
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File  Action Wiew Help
& E2
al) Marme Drescription Skatus Startup Type Log On As ~
%Alerter Motifies sel... Disabled Local Service
%Application Layer G... Providess,,. Started Manual Local Service
%Application Manage... Providess,., Manual Local System
%ASP.NET State Serv... Providess... Manual Mebwork 5.
%Automatic Updates Enablesth...  Started Automatic Local System
%Background Intellig... Transfers ... Manual Local System
%ClipBook Enables Cli... Disabled Local System
%COM+ Event System  Supports 5., Started Manual Local System
%COM+ System Appli... Managest... Started Manual Local System
%Computer Browser Maintains a... Started Autarnatic Local System
%Cryptographic Servi... Providesth... Started Automatic Local System
%DameWare Mini Re... Manual Local System
%DCOM Server Proce... Provides la...  Starked Aukomatic Local System
%DHCP Client Manages n... Started Automatic Local System
%Distributed Link Tra... Maintains ... Started Aukomatic Local System
%Distributed Transac... Coordinate... Started Manual Mebwork 5.
%DNS Client Resolves a...  Started Aukomatic Mebwork 5.
%Error Reporting Ser...  Allows erro...  Started Aukomatic Local System b
Extended )\ Standard

3. Inthe details pane, click SNMP Service.

4. Either select Action | Properties on the menu, or double click SNMP Service. The
SNMP Service Properties dialog box opens.

5. On the Traps tab, under Community hame, enter the case-sensitive SNMP
community name (usually “public”) to which this computer will belong, and then
click Add to List.
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SMMP Service Properties (Local Computer)

General | Log On || Recovery Agenté Traps ESeu:urit_l,l Dependencies

The SHMP Semvice provides nebwark. management owver TCPAP
and IF/SF= protocolz. IF raps are required, one or more
cammunity names must be specified. Trap destinations may be
host names, IP addreszes or 1Pk addiesses.

Carmmunity narme

public

Trap destinations:

Add... Edit... Remove

[ 0k, H Cancel ][ Apply ]

6. Under the Trap destinations box, click Add. The SNMP Service Configuration
dialog box opens.

SNMP Service Configuration

Host name, IP ar IP= address: m

7. In Host name, IP or IPX address, type the IP address or name of the NetCentral
server PC, and click Add.

8. Repeat steps five through seven until you have added communities and trap
destinations for all SNM P managers that monitor the computer.

9. Click the Agent tab. The information included here appearsin NetCentral to
identify this specific computer by something other than number strings.
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SNMP Service Properties (Local Computer)

General | Log On || Recovery | Agent | Traps | Security | Dependencies

Internet management systems may request the contact persan,
syztem location, and netwark services for thiz computer from the
SMMP zervice.

Contact: |.J ack Smith #3241

Location: |Thirc| Floor comner office -HY branch

Service

| Physical M Applicaions [ Datalink and subnetwark

¥ Intemet ¥ End-to-end

[ ok ][ Cancel ][ Apply ]

Specify the following to configure the Agent properties in the computer:
» Contact — Name and contact information of the administrator

» Location — Location of the device. Y ou can enter the address, building number,
floor, room, rack number, etc.

» Service— Open System Inerconnect (OSl) levels from the MIB2 sysServices. The
“Applications,” “Internet,” and “End-to-end” boxes are checked. Accept these
default options. Do not change these.

10. Click the Security tab.
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SMMP Service Properties [Local Computer) @@

General | Log On || Recovery | Agent | Traps | Secuty | Dependencies

[v Send authentication trap

Accepted community names

Comrmunity Rights

Add... Edit... Remove

o+ Accept SNMP packets fram any host
" Accept SNMP packets from these hosts

Add... | ‘ ‘

[ ] 4 H Cancel ][ Apply ]

Configure the following options to enable SNMP security:

» Send authentication trap — Check thisbox. When an SNM P agent receivesarequest
that does not contain avalid community name, or the host that is sending the
message is not on the list of acceptable hosts, the agent can send an authentication
trap message to one or more trap destinations (management systems, such as
NetCentral).

» Accepted community names — The SNMP service requires the configuration of at
least one default Community name (usually “public”). Set the Rightsto READ
WRITE by clicking Edit or double clicking the Community name. This allows
NetCentral to update the user-defined information, instead of displaying default
information (e.g., location, contact name, asset tag). It also activates the Grass
Valley Windows SNMP agent.

The SNMP Service Configuration dialog box opens, allowing you to choose from a
drop-down list.
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SNMP Service Configuration

Community rights:
|RE&D WRITE

KONE

WNAOTIFY

READ OMLY
READ WHITE
RE&AD CREATE

» Accept SNMP Packets from any host — If this default option is selected, the source
host and alist of acceptable hosts refer to the source SNM P management system
and the list of other acceptable management systems. No SNM P packets are
rejected because of the name/address of the source host or because of the list of
acceptable hosts.

» Accept SNMP packets from these hosts — This option provides limited security. If
it is selected, only SNMP packets received from an approved host are accepted.
The SNMP agent rejects messages from other hosts and sends an authentication
trap.

11.Click oK or Apply. On the Windows computer, these SNM P changes take effect
immediately. The SNMP Service does not need to be restarted for your settingsto
take effect.

NOTE: You do not have to do anything to configrurethe SNMP Trap Service. It
automatically becomes active when the device receives traps.
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Appendix D

Simple Network Management Protocol
tutorial

Simple Network Management Protocol (SNMP) is an application layer protocol that
facilitates the exchange of management information between network devices. Itis
part of the Transmission Control Protocol/Internet Protocol (TCP/IP) protocol suite.
SNMP Enables network administrators to manage network performance, find and
solve network problems and plan for network growth.

Thistutorial is designed to provide abasic overview of how SNMP functions as it
relates to the NetCentral system. Topics are as follows:

» “Introduction and history” on page 265

» “Components of an SNMP system” on page 265

* “SNMP commands’ on page 266

» “Management Information Base (MIB)” on page 266
» “Object Identifiers’ on page 266

Introduction and history

Defined by the Internet Engineering Task Force (IETF), SNMP version 1 was first
published in 1988 and remains the most commonly supported version of SNMP.
SNMP version 2 was published in 1993 and provided improvements in distributed
network management strategies and its ability to support the transfer of large blocks
of data. But despite this, version 2 has not gained the same market acceptance as
version 1. A key areaof concern in version 1 that version 2 failed to address was
security. SMNP version 3 surfaced in 1998, offering significant security
improvements. Except for these primary differences, SNMP versions 1, 2 and 3
function similarly and share the same basic components explained below.

Components of an SNMP system

SNMP systems consist of one or more network nodes (a physical managed device),
one or more agents for each device, and a manager that monitors the devices. This
section describes these components as follows:

» “Managed devices’ on page 265
* “Agent” on page 266
* “Manager” on page 266

Managed devices

Managed devices can be routers, servers, switches, PCs, printers, etc., but they each
contain one or more agents and reside on a managed network. Managed devices
collect and store management information.

November 29, 2005 NetCentral User Guide 265



Appendix D Smple Network Management Protocol tutorial

Agent

The agent is a software modul e that resides in a managed device and serves as a
tranglator between the device and the manager. An agent has local knowledge of
management information for the device and translates that information into aform
compatible with SNMP.

Manager

A manager is an application (such as NetCentral) that monitors managed devices and
provides an interface for the user to view device information.

SNMP commands

A manager and an agent communicating via SNMP use five basic messages: GET,
GET-NEXT, GET-RESPONSE, SET, and TRAP. A manager sends GET and
GET-NEXT messages to an agent to request information for a specific variable (for
instance, device temperature). The agent, when it receives one of these messages,
responds with a GET-RESPONSE message containing either the information
reguested or an error message as to why the information can’t be processed.

A SET message alows the manager to request a change in the value of a particular
variable. For instance, amanager could use a SET command to, for instance, change
an asset tag, or initiate some other action. In this case aswell, the agent respondswith
a GET-RESPONSE message verifying the change or stating why the change cannot
be processed.

TRAPs, the fifth type of message used, allow the agent to spontaneously notify the
manager of important events. SNM P traps often include all the information necessary
for auser to diagnose afault. SNMP trap message contain the trap’ s enterprise OID,
the agent |P address, a generic trap ID, the specific trap ID, atime stamp, azero or
more variable bindings. For the manager to receive traps from a device, the device
needs to be correctly configured to address traps to that SNMP manager. The
procedure for configuring SNMP trap destination depends on the operating system.

Management Information Base (MIB)

SNMP Management Information Base (MIB) files are a collection of information
about specific monitored variables. MIBs serve as the “contract” between the agent
and the manager; they define the agreed upon structure, type and values for SNMP
communication between thetwo. Thisinformation is organized hierarchically and
represented as atree. Each product and each managed variable (or “object”) is
identified by a unigue Object Identifier (OID). When a manager wants to know the
value of an object/attribute (for instance, asystem name), it assemblesa GET message
that includes the OID for that object. The agent receives the message, and looks up
that OID inits“MIB files.” If the agent finds the “answer”—the value for that
object—it sends it back to the Manager as a GET-RESPONSE message.

Object Identifiers

Object Identifiers (OIDs) are the method used to uniquely identify each data class
withinaMIB. Each oneisunique across all MIBs, and consists of a series of
non-negative digits separated by periods. An OID functions kind of like atelephone
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number. The phone number 1-530-478-3000 uniquely identifies a particul ar
telephone. A phone number can be broken down into several components. Thefirst
component, 1, isthe country code for the United States. The second component, 530,
identifiesaCaliforniaareacode. Thethird component, 478, isthe GrassValley phone
exchange. Thefourth component, 3000, isthe Grass Valley Serversand Engineering
center. OlDsare similar, in that each component has a meaningful placein
identifying a particular object. OIDs, however, can have up to 128 components.

Thefollowing exampleillustrates a MIB tree and OID assignment.

Root

ccitt is0

Public name space organized

and maintained by ISO and
CCITT

internet

enterprises private

Grass Valley
Assigned by IANA

GY 0OID is .1.3.6.1.4.1.4947

Thistutorial isabrief introduction to Simple Network Management Protocol as it
relates to NetCentral. For more information regarding SNM P, check the Internet or
your local bookstore.
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Action

A process that the NetCentral server PC executes, such as beeping, that is directed by
the NetCentral software as aresult of achangein status on adevice. Actions are also
sometimes referred to as notifications.

Action provider

A software module that defines and controls an action (such as sending e-mail) that
can be triggered by the NetCentral system. A new action provider can be plugged in
to an existing NetCentral system. Each action provider is afile, such as Mail.dll.

Actions view

The Actionsview button in the left-panel portion of the NetCentral interface displays
lists of currently configured actions for the selected folder, device, or subsystem.

Active Drawings

A technology NetCentral uses, especialy for HTML page features in the Facility
view.

Agent

The software component that resides on a managed device and provides the required
interface to SNMP.

Application logs

Logs of NetCentral software events. These events have to do with the software itself,
rather than the devices being monitored by the software.

Auto-Discovery

The process used by the NetCentral softwareto check arange of user-configurable |P
addresses, search for NetCentral compatible devices, and add such devices to the
NetCentral system asthey are found.

Community name

A parameter defined by SNMP by which devices can be grouped for the purpose of
controlling the flow of management information.

Critical

The highest level of severity for aNetCentral message. A critical message is sent
when adevice has ceased to operate or is currently operating with severely hampered
functionality. See also “Warning” and “Informational .”

Device
A piece of hardware.

Device provider

A software module that enables a particular type of device, such as aQLogic Fibre
Channel switch, to be included in the NetCentral system. A new provider can be
plugged in to an existing NetCentral system. Each provider is afile, such as
SlIkWormProvider.dll.
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DHCP

Dynamic Host Configuration Protocol, an auto-configuration service that allows a
machine to obtain an address without prior knowledge at boot time.

Discovery process

The process used by the NetCentral software to add devices. This same processis
used when a user adds a device manually and when the software adds a device
automatically via Auto-Discovery.

Dynamic IP address
An IP address assigned dynamically to a machine by a DHCP server.

Element

A NetCentral term that is used to refer to any SNMP managed entity. In the
NetCentral system an element is the same as a device.

Element provider
The Grass Valley engineering term for device provider.

Facility view
The Facility view button in the left-panel portion of the NetCentral interface displays
subsystem properties and HTML pages associated with folders.

Fibre Channel

A general set of integrated standards developed by ANSI for flexible information
transfer over multiple physical interface types.

Graphs view

The Graphs view button in the | eft-panel portion of the NetCentral interface displays
charts of statistical information about status messages received from monitored
devices.

Heartbeat polling

Messages sent periodically by the NetCentral software that check the “heartbeat” of
monitored devices by requesting the devices to respond.

HTTP

Hypertext transfer protocol — the protocol by which Web (HTML) pages are
communi cated.

Informational

The lowest level of severity for a NetCentral message. Sent when a device has
experienced a change in status within normal operating parameters. See also
“Warning” and “Critical.”

Management information base (MIB)

A hierarchical collection of information about a managed element in aformat
standardized by SNMP.
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Manager

The software component that resides on the NetCentral server and provides the
required interface to SNMP. NetCentral server.

Messages view

The Messages view button in the left-panel portion of the NetCentral interface
displays lists of status messages for the currently selected folder, device, or
subsystem.

NetCentral server

The PC on which the NetCentral server softwareisinstalled and used to monitor
devices.

NetCentral software

The software module, installed on a NetCentral server, that provides the primary
functionality to the NetCentral system.

NetCentral system

The entirety of the components associated with monitoring devices, including
NetCentral servers, devices, NetCentral Web Client, and the network.

Offline
Something not active or not available for access in a system.

Panel
A portion of an interface window. Panels are usually separated by dividing bars.

Point-to-point
A schemefor connecting two computers over atelephone line or over a network link
that acts like atelephone line.

Port
An access point in adevice where alink attaches.

Protocol

A convention for data transmission that defines timing, control, format, and data
transmission.

Reset

A low level of severity for a NetCentral message. Sent when a device returns to
normal operating parameters after a critical or warning level condition isresolved.
Also see“Critical,” “Warning,” and “Informational.”

Service pack

Softwarethat isintended to add extended functionality and fix problemswith existing
software.
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Simple Network Management Protocol (SNMP)

The protocol defined by the Internet Engineering Task Force (IETF) to facilitate the
exchange of management information between networked devices.

Simple Mail Transfer Protocol (SMTP)
The protocol used to send Internet E-mail.

Static IP address

An IP address that is assigned to a machine on an | P network manually by a system
administrator.

Status indicator

Anicon, text message, or system action propagated by the NetCentral system for the
purpose of communicating to the user some information about the status of a device.

Subsystem

A logical, defined portion of a device's functionality for which management
information is captured and reported through the NetCentral system.

Subsystem view

That portion of the NetCentral interface that displays the subsystems of a particular
type of device and the current status of each of the subsystems of the selected device.

System tray

A portion of the Windows operating system taskbar reserved for icons representing
background processes currently active on the machine.

Threshold condition

A measurable point in the functionality of a device subsystem, beyond which the
subsystem is deemed to have changed status.

Trap

The unsolicited SNM P message that a device sends when it experiences a changein
status.

Virtual Web server directory

A mapping of ashort name or aliasto the physical directory on aWeb server. The
physical directory contains the hypermediathat a Web browser can access using the
short name.

Warning

The medium level of severity for a NetCentral message. A warning message is sent
when adevice hasareduced ability to function and may fail soon, but currently isstill
operating within specifications as designed. See also “Informational” and “ Critical.”
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Symbols
NET 23, 34

A

access rights 67
in NetCentral 196
logon to NetCentral manager 67
to NetCentral features 197
action providers
defined 21
device-specific 112
functionality in NetCentral software 19
pluggingin 112
actions
adding
by device 114
by folder 114
by messages 115
by subsystem 114
Beep 107
cancelling 83
configuring 98
configuring default properties 103
defined 86
interacting with messages 86
Launch URL 109
Play Audio 106
preparation before adding 98
Run Program 108
Send Mail
scheduled 104
unscheduled 104
sound card needed 107
testing 105
turning off 83
Windows message 111
Actions view 72
Actions wizard 98, 113
active drawings 24
removing devices from HTML page 190
ActivePerl 34
adding
actions, see actions
devices 185, 186
folders 75
administrator
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logon privileges 27, 34

logon to NetCentral 67

NetCentral permissions 196
agent, SNMP 213
alarms

alowing time before triggering 194

clearing 83

defined 80

resetting state 84

see also actions
aerts, see dlarms, warnings
Application Logs Viewer 184
architecture

NetCentral software 19
assign groupsto users 196
audio, see Play Audio action
authentication trap 185
Auto-Discovery

adding devices with 187

at first startup 56

defined 185

restoring defaults 212

starting 57

turning off 189

B

Beep action
configuring 107
testing 107
turning off 83

C

cell phone natifications 104
CGl 24
Charts
configure trend 140
navigate 139
refresh rate 139
reset 142
start trend 141
stop and start trend 139
checking messages 125
client
architecture 19
COM 24
command line arguments 108
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274

community, see SNMP community
contact information for adevice 124

copying messages 88

D

DCOM 24
Dead or off-line message 80
devicelist 122
device provider
defined 20
functionality 19
installing software 37
registration 213
verifying installation 38
devices
adding 60, 185, 187
checking status 125
copying into afolder 76
find 120
grouping and arranging 76
messages initiated by 86
parameters for threshold conditions on 87
removing 190
removing from HTML page 190
renaming 77
using device-specific applications 148
viewing information 124
device-specific logs 144
DHCP See Dynamic Host Configuration Protocol
diagnosing NetCentral problems 208
dialog boxes
Add Device 60, 187
Auto-Discovery 188, 192
Auto-Discovery Settings 189
Download Device Logs 146
Folder properties 76
Mail Schedule List Configuration 106
System Settings 188, 192, 195
Dynamic Host Configuration Protocol 31

E

Edit thresholds see Thresholds

e-mail, see Send Mail action

Error message
Cannot create graph 217
HTTP-Interna server error 224
see also Troubleshooting NetCentral
Under construction 217
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examples
monitoring a PFC500 Open SAN 252
monitoring Profile XP Media Platform 254
export
graphs 133
messages 129

F
Facility view 70
folders 75
graphical view, seealso HTML page
Favorites 164
filter
adding 113
by device 114
by folder 114
by message 115
by subsystem 114
icon 80, 116
filtering messages 113
find
device 120
folder 120
message 120
firewall 222, 228
folders
adding 75
copying devicesinto 76
embedding in HTML page 241
Facility view 75
find 120
FTP 23
on Profile XP and FSM 62

G

GDP see Generic Device Provider
Generic Device Provider 20
Active Drawing page 162
associate URL 162
bitmap
Active Drawing page 161, 245
critical 161, 245
warning 161, 245
bitmaps, HTML links, subsystem name 160
creating 158
customizing favorites
display name 164
selecting variables 164
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defining events
event definitions 166
message severity 166
defining heartbeat 163
defining system information 160
device image 161
device offline message 163
importing and exporting 172
licensing 157
loading MIBs 159
MIBs 157
modifying 171
monitoring 173
actions and messages 174, 180
adding devices 174
viewing devices 175
setup requirements 157
subsystem name 163
graphs
defining type and time period 133
Trend 73
viewing 132
groups 196

H

heartbeat polling
configuring 194
function 194

HTML page
active drawings 245
adding devices 234, 238
advanced 238, 246
background images 232, 242

custom 242

basic skills 230
Copy Special 238, 239
copy specia 239
creating
custom 242
edit 234
embedding afolder icon 241
examples 248
reassigning 246
removing devices 190, 241
requirements 229
resources 242
server and client views 70
status indicators 239
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tips 237
Hypertext Markup Language (HTML) 24

icons
as status indicators 80
explained 80
filter 80, 116
localizing messages 90
system tray 81
trend analysis 136
1S 24, 30
Information area 55
refreshing 74
installing software
device provider 37
server 34
Internet Engineering Task Force (IETF) 22
Internet Protocol
static and dynamic 31
Internet Protocol (IP)
address as trap destination 59
addresses of monitored devices 185
range of addresses for Auto-Discovery 189

L

Launch URL as action 109
configuring 110

LED 81

licensing
NetCentral software 39
testing NetCentral software components

for 208

violations 213

Light colors, see LED

Lists
Application Logs 184
device 122
SNMP messages 127

L ocalizing messages 90
exporting 94
icon 90
importing 94
localizing to facility 92
localizing to local language 92
saving 94
translate messages 90
viewing 95
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logon
administrator privileges 27, 34, 211
initial NetCentral start-up 53
to NetCentral 196

logs
accommodating size increases 200
application logs viewer 184
device-specific 132
downloading from devices 145
NetCentral 184

M
Managed
device 22
network 22
station 22
Management Information Base (MIB) 23
Managing port access 199
Menu options 140
messages
adding remarks 87
checking 125
copying 88
dead or off-line 80
defined 86
defining display 125
definitions of status levels 80
device-initiated 87
export 129
filtering 113
find 120
in the NetCentral window 82
interacting with actions 86
number displayed 125
printing 131
purging 201
guerying 130
reset 84
responding to 82
set view 129
suppression 89
time period displayed 125
viewing alist of all possible 127
Messages view 71
arranging 126
icons explained 80
MIBs
described 266
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loading 159
Monitoring, see Open SAN
MRTG 34
Multiple windows 74

N

name, see SNMP community
NetCentral logs 184
NetCentral security
managing 196
NCAdministrator group 196
NCTechnician group 196
NCUser group 196
NetCentral software
architecture 19
core 20
installing 34
plugins, see device provider
starting 56
troubleshooting 207
NetCentral window 55
Actions view 72
Facility view 70
Graphsview 72
Message view 71
multiple windows 74
server PC 55
Trends view 73
Web Client 56
netstat 228
network
community names 23
defined as managed by SNMP 22
requirements, see requirements

settings that affect performance 189, 194

network usage 190
notifications

configuring 98

customized sets 86

multiples of the same type 98
notifications, see also actions

@)
Open SAN
FTP for log downloads 62
monitoring a PFC500 system 252
open view in new window 74
operating system, requirements 30
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P

pager naotifications 104
parameters 136
threshold conditions 87
Perl 34
permissions, see user groups
PFC500 RAID 252
PFR500
monitoring a Profile XP Media Platform that
uses 254
Play Audio action
WAV defined
configuring 106
sound card needed 107
turning off sounds 83
Plugins, see device provider
poll 135
port access 199
printing messages 131
privileges, administrator-level 27, 34
problems
at Windows NT startup 211
troubleshooting 211
with the NetCentral system 207
Profile XP Media Platform
monitoring example 254
Protocols
multiple in NetCentral 62
see Simple Network Management Protocoal,
Syslog
public, defined as SNM P community 23

purging messages 201

Q

guerying NetCentral messages 130

R

registered component, testing for 208
reinstalling

NetCentral software 37

Windows NT Service Pack 211
remarks, added to messages 87
removing devices 190
renaming a device 77
reports, NetCentral software diagnostic 209
requirements

facility 30

for trend analysis 134
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NetCentral server 30
NetCentral system on a network 30
NetCentral Web Client 31
reset
chart 142
message, defined 80
Reset State 84
Restarting SNMP services 59
RRD tool 34
Run Program action
configuring 109
testing 109

S

search
for device 120
for folder 120
for message 120
security
administrator privileges 27, 34
managing 196
NetCentral 196
Windows XP 50
Windows XP firewall 222
Send Mail action
configuring 104
scheduled 104
testing 104
unscheduled 104
server
architecture 19
installing software 34
requirements 30
static and dynamic | P addresses 31
Service Pack, see Windows NT Service Pack
services currently running 182
Settings see network
Simple Mail Transfer Protocol (SMTP) 24, 104
Simple Network Management Protocol, see
SNMP
SNMP
agent 213, 266
authentication trap 185
community name RW access permissions 185
community, as trap destination 59
configuring properties 59, 185
definitions
agent 22
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community 23
managed device 22
managed networks 22
Management Information Base (MIB) 23
management stations 22
manager 22
SNMP 22
traps 23
function of trap destinations 23
managed device 265
manager 266
MIB 266
object identifiers (OIDs) 266
restarting services 59
tutorial 265
versions NetCentral supports 23

SNMP commands 266
SNMP trap

configuration at startup 56
definition 56
engine 211
manually configuring trap destinations on
monitored devices 59

messages

verifying 58

viewing alist of all possible 127
service not running 214
target or recipient 59
target status 57
validation 186, 192

software

device provider 37
reinstalling 37
server 34
uninstalling 36

sorting devices alphabetically 77
sound card

for Play Audio action 107
verifying on aPC 214

SQL 23, 30, 34
start

chart 141
trend 141

start and stop NetCentral services 182
startup

NetCentral software 53
problemswith 211

status
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indicators, interpreting 80
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information, viewing 123
levels, defined 80
Stop and start charts 139
Stopping
NetCentral 68
sounds 83
trend charts 142
support
for Grass Valley products 13
phone 13
Profile users group 13
Web 13
suppressing messages 89
syslog 62
System Requirements, see requirements
system settings
Auto-Discovery 188, 192
heartbeat polling 195
system tray icon 182

T
technician-level access 68
testing
beep action 108
e-mail action 105

for registered/licensed NetCentral software

component 208
play audio action 107
run program action 109
threshold conditions, setting parameters on
devices 87
Thresholds
edit trend 143
maximum 143
minimum 143
timeout policy 135
traps, see SNMP traps
Treeview, arranging 75
Trend analysis 135
category tabs 139
chart 134, 139
edit thresholds 143
error message
graph parameters 136
graphs 135
icon 136
navigate graphs 139
parameters 134
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policies 135
refresh rate 139
researching 134
reset chart 142
start chart 141
stop and start charts 139
stop chart 142
thresholds 143
troubleshooting trend 221
view graphs 136
Trends view 73
Troubleshooting NetCentral
diagnosing problems 208
diagnostic tests 208, 210
If al elsefails 225
key questions 207
trend error messages 221
Trend reference proceedures 216
Troubleshooting guide 211
Web services 221
turning off audible alarms 84

U

U.S. Windows version requirements 30
Uninstalling NetCentral software 36
URL, see Launch URL as action 109
user groups

NetCentral 36, 196

Windows 196

Vv

version information 148
views
Actions 72
Facility 70
Graphs 72
in multiple windows 74
Messages 71
NetCentral main window 69
Treeview 75
Trends 73

W

warning, defined 80
wave file (WAV)
defined 106
playing as an action 107
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turning off sounds 83
WBEM 25
Web browser, see browser
Web Client
about NetCentral monitoring 150
accessing 150
logging in and out 151
permissions & locations 151
web address 150
configuring the Web services 39
I1S on Windows Server 2003 52
Web Server 39
Windows XP security 50
distinctives 153
functions 150
licensing 151
main window 56
monitoring with 150
navigating
back and forward 154
right-click 154
requirements 31
shortcut buttons
DevicelList 155
Help 155
Message Log 154
Versions 155
Web page, defined 24
Web Server
configuring 39
Windows 2000 Server 39
Windows X P, Windows Server 2003 43
Wide Area Network (WAN), Auto-Discovery
within 189
Windows message, as action 111
Windows NT Service Pack, reinstalling 211
Windows requirements 30
write permissions, SNMP 186
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