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Preface

This manual documents the full-featured NetCentral Manager product. For all
NetCentral products, also read “Grass Valley Product Support” on page 8.

About documentation for the NetCentral system

In the same way that the NetCentral system monitors multiple types of products, so the
information about the NetCentral system is distributed across multiple manuals and
online Help files. The complete set of information necessary to install and use the
NetCentral system includes the components shown in the following diagram:

MetCentral MetCentral
Documentation Installation Guide
MetCentral MetCentral

Quick Start Guide User Guide

MNetCentral 37 - Online
Device Provider - Manual
Information

-3 . 2 Media Other Grass Other
::gﬂgﬁ:shnniin ~ Client Valley = Product
& Set-u Infnrmgatinn Service Product Manuals

P Manual Manuals
Monitored - . K2 Media Client Other Other
Products ‘. T~ Grass Valley w Praducts
[ Products
- I O6RE-1

» The NetCentral Quick Start Guide, which provides an overview of theinstallation
process to quickly set up and run NetCentral.

» The NetCentral Installation Guide, which identifies requirementsto correctly set
up servers and devices, as well as provides detailed instructions to install and
configure NetCentral software.

» ThisNetCentral User Guide, which describes how to use the NetCentral Manager
to monitor a variety of devices.

» Separate documentation for each type of product monitored, published by the
manufacturer of the product. This documentation generally contains descriptions
of any additional software that must be installed, as well as the messages, logs,
applications, and features specific to that type of device.

» Documentation for any NetCentral product options, such asinstalling the Profile
XP Agent.

September 2008 NetCentral Installation Guide
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Using this manual

This NetCentral User Guide is organized around the tasks necessary to install and
configure the NetCentral system and optimize its use for the particular environment. To
implement the NetCentral manager, read the following sections:

» Chapter 1, Overview of the NetCentral system— Describesthe NetCentral system
as awhole, including core technologies and how they are used.

» Chapter 2, NetCentral v5.0 installation — Describes the requirements and
procedures necessary to install a basic NetCentral system and get it running.

» Chapter 3, Managing Devices— Describes how to add devices automatically
(using Auto-Discovery) or manually; how to view, group, rename, sort, and
remove devices,; how to configure SNMP for use with NetCentral, and topics
related to managing devices.

» Chapter 4, Using SNMP and other protocols — Contains examples of procedures
specific to particular Windows® operating systems.

» Chapter 5, Install Windows systems monitoring — Provides information about
installation of the NetCentral agent to monitor Windows systems

» Chapter 6, Permanent Licenses— Tells you how to obtain, install, and check for
current licenses. Also provides information about Open Source software.

e Chapter 7, Troubleshooting the NetCentral system — Explains how to solve
common problems with the NetCentral system.

» Appendix A, Migrating from v4.1.x to v5.0 — Describes how to migrate from
previous versions of NetCentral to this current release.

« Appendix B, Setting Security and Access Rights- Describes how to set security and
access rights for users and groups, and provides instructions about managing
NetCentral security.

» Appendix C, Open Software Licenses — Displays required licensing information
for Open Source software used in NetCentral.

» “Glossary” — Provides descriptions of terms used in this manual.

Grass Valley Product Support
To get technical assistance, check on the status of a question, or to report new issue, contact
Grass Valley Product Support by phone or fax, viae-mail, or on the Web.

Web Technical Support

To access support information on the Web, visit the Product Support Web page on the
Grass Valley website. Y ou can download software or find solutions to problems by
searching the database of Frequently Asked Questions (FAQ).

World Wide Web:  http://www.thomsongrassvalley.com/support/
Technical Support E-mail Address. gvgtechsupport@thomson.net

Telephone Support

Use the following information to contact Product Support by phone.

8 NetCentral Installation Guide September 2008



International Support Centers

Telephone Support

Our international support centers are available 24 hours aday, 7 days a week.

Support Center Toll free In country
France +800 80 80 20 20 +33148252020
United States +1 800 547 8949 +1 530 478 4148

Authorized Local Support Representative

A local support representative may be available in your country. To locate a support
center during normal local business hours, refer to thefollowing list. Thislistisregularly
updated on the website for Thomson Grass Valley Product Support
(http://mww.thomsongrassvalley.com/support/contact/phonel).

After—hours local phone support is also available for warranty and contract customers.

September 2008

Region Country Telephone
Asia China +861 066 0159 450
Hong Kong, Taiwan, Korea, Macau +852 2531 3058
Japan +81 3 5484 6868
Southeast Asia- Malaysia +603 7805 3884
Southeast Asia - Singapore +65 6379 1313
Indian Subcontinent +91 11 515 282 502
+91 11 515 282 504
Pacific Australia, New Zealand +61 1300 721 495
Central America, All +55 11 5509 3440
South America
North America North America, Mexico, Caribbean +1 800 547 8949
+1 530 478 4148
Europe UK, Ireland, Israel +44 118 923 0499
Benelux — Netherlands +31 (0) 3562 38 421
Benelux — Belgium +32(0) 23349030
France +800 8080 20 20
+33148252020
Germany, Austria, Eastern Europe +49 6150 104 444
Belarus, Russia, Tadzhikistan, Ukraine, Uzbekistan +7 095 258 09 20
+33(0)23349030
Nordics (Norway, Sweden, Finland, Denmark, Iceland) | +45 40 47 22 37
Southern Europe — Italy +390224131601
+39 06 87 20 35 42
Southern Europe — Spain +34 91 512 03 50

NetCentral Installation Guide
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Region Country Telephone
Middle East, Middle East +971 4 299 64 40
Near East, Africa
Near East and Africa +800 80 80 20 20
+33148 252020

In addition, for direct NetCentral support, contact Customer Service viae-mail at
tac.server@thomson.net.

The chaptersthat follow describe the features and functions of the NetCentral system, as
well as how to install and use the system.

10 NetCentral Installation Guide September 2008



Chapter 1

Overview of the NetCentral system

This section provides an overview of the NetCentral system’ s structure and components
to help you better understand how NetCentral works. The chapter includesthefollowing
topics:

e “System summary” on page 11

e “Why monitor?’ on page 12

* “What NetCentral does’ on page 12
» “How NetCentral works’ on page 12

System summary

The NetCentral system isa suite of software modul es that work together to monitor and
report the operational statusof afacility’ s networked equipment. The NetCentral system
runsin a Microsoft Windows® desktop environment and uses Simple Network
Management Protocol (SNMP), Syslog, and other industry-standard technologies to
communicate over an Internet Protocol (1P) network, asshown inthefollowing diagram:

NetCentral Manager

Remote equipment
being monitored

Equipment monitoring C;:D
from an easy-to-access location
0E86-4

The NetCentral system provides a well-developed set of features designed specifically
for the TV and video industry. This alows you to concentrate on the management of
equipment while minimizing the overhead of network management.

Using the NetCentral system, facility engineers and equipment operators can:

» Be continuously aware of the moment-by-moment status of multiple devices
* |dentify problems before they become critical

» Understand why a device is malfunctioning

» Plan early for corrective action

» Search messages and logs for information about previous status changes

Check status and troubleshoot from a remote location

September 2008 NetCentral Installation Guide



Chapter 1 Overview of the NetCentral system

Check the NetCentral Release Notes for information about new features, as well asthe
latest list of device types that NetCentral monitors.

Why monitor?
The NetCentral system provides the following benefits:

Reduce stress

Anticipate potential system failures
Gain reaction time

Prevent downtime

Increase productivity

Adjust workflow models

What NetCentral does

The NetCentral system automatically monitors equipment 24 hours a day, seven daysa
week. In this automatic mode, the NetCentral system does the following:

Periodically checks devicesto seeif they are till in contact with the NetCentral
server (referred to as heartbeat polling)

Indicates status levels for devices and subsystems with easy-to-understand icons

Receives and displays messages from monitored devices that explain status
conditions and suggest corrective actions

Suppresses recurring messages
Captures all status messages in a database for later retrieval and analysis

Provides natification of status conditions based on rulesyou define for your facility

Y ou can also manually check equipment for specific statusinformation at any timeusing
the NetCentral system interface to:

See at aglance the overall status of multi-device systems, devices by location, or
other arrangements to represent the system environment

View details of current status conditions for individual devices and subsystems
Search messages and logs for al previous status conditions
Troubleshoot equipment

How NetCentral works

The following sections explain how SNM P monitoring works with the NetCentral
system, and describes:

“Architecture of NetCentral” on page 13
“NetCentral components’ on page 13
“Technologies used in NetCentral” on page 15

12 NetCentral Installation Guide September 2008



Architecture of NetCentral

Architecture of NetCentral

NetCentral software uses a client/server architecture. The server software includes the

SNMP manager and carries the primary functionality of the NetCentral system. The

client software functions as a NetCentral viewer and allows the interface to run on PCs

viaaloca connection or remote Web interface.

Elieﬁr Software |

Server Software
Device Providers Action Providers
® Device A ® Beep
. ® Davice B * fzil
#, m & Davice C & Audio
Device B MetCentral database
CJ;’:] # Davice list “
Da!:' . ® Messages :
vice ® Configurations
Monitored NetCentral
Devices MetCentral Server Clients
OBBE-5

NetCentral integrates with each type of device through a software component called a

device provider. When you check the status condition on a device, NetCentral
communicates with the device through the device provider and displays the status

condition in the interface. If a device experiences a change in status, the device sends a

message to NetCentral.

Thelocal client notifies users of the change by triggering actions and |ogging amessage.

The server software controls these actions through software components called action

providers.

The NetCentral database stores records of messages, actions fired, custom
configurations, and devices monitored.

NetCentral components

The NetCentral software suite has several components that exist asfiles on the
NetCentral server. NetCentral functionality is distributed among the following
components:

September 2008

“NetCentral core software” on page 14
“Device providers’ on page 14

“Action providers’ on page 14

“HTML files with active drawings’ on page 14
“Trend analysis’ on page 15

NetCentral Installation Guide
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Chapter 1 Overview of the NetCentral system

NetCentral core software

The NetCentral core software interacts with all components to make aworking system.
This core software supports multiple protocols, such as Simple Network Management
Protocol (SNMP v1 and v2), Internet Control Message Protocol (ICMP), and Syslog.

The core software incorporates the SNMP manager that performs the primary
centralized monitoring functions, and provides softwareinterfacesto plugin devicesand
actions.

Installed on the NetCentral server, the core software runs as Windows services.

Device providers

A deviceprovider isasoftware component that plugsinto the core software. The device
provider acts as awindow through which the core NetCentral software “sees’ a device
and propagates that view into the user interface. Each type of device hasits own
provider. All devices of a particular type interact with the core NetCentral software
through their device provider.

A set of commonly used device providersare provided with the NetCentral software, and
installed during initial set-up of the NetCentral system. For more information about
added devices, refer to Chapter 3, Managing Devices on page 79.

A Generic Device Provider (GDP) provided with NetCentral is used to create a device
provider to monitor adevice for which thereisno available NetCentral device provider.

Every SNMP-enabled device is shipped with its own set of Management Information
Bases (MIBs), which contain device-specific information. The NetCentral GDP tool
allows you to select which MIBs and parameters to monitor. For example, a user could
monitor the temperature, and battery power of an uninterruptible power supply (UPS),
even though Grass Valley has not yet created a UPS device provider.

The created GDPs can be copied onto other NetCentral PCs so that every NetCentral
server on a network can include the same device providers. For example, if you set up a
device provider for a UPS, you can then copy the UPS device provider to other
NetCentral PCs.

Before creating a GDP, you should be familiar with MIBs, SNMP monitoring, SNMP
device-specific agent configuration, and other information provided in the NetCentral
documentation.

Action providers

An action provider is a software component that plugsinto the core software. The action
provider directs the PC asit carries out an action. Each type of action hasits own
provider. All actions of a particular type interact with the core NetCentral software
through their provider.

HTML files with active drawings

NetCentral’ sgraphical view displaysimagesand HTML pages. These pagesareoverlaid
by an annotation layer that contains active drawings.

14 NetCentral Installation Guide September 2008



Technologies used in NetCentral

Trend analysis

NetCentral’ s Trend View shows several status parameters for amonitored device. Each
parameter has a graph that shows changesin status over time, represented asalineon a
grid.

Technologies used in NetCentral

SNMP

September 2008

The NetCentral system uses industry standard technologies, tailored to meet the unique
needs of the TV and video industry. This makes the NetCentral system open and
adaptable for awide range of applications, described in this section.

Simple Network Management Protocol (SNMP) is the protocol that governs network
management and the monitoring of network devicesand their function, as defined by the
Internet Engineering Task Force (IETF). SNMP is designed as a connectionless,
application-layer protocol that facilitates the exchange of management information
between networked devices. SNMP can be used on diverse systems, such as computer
data networks, heating and cooling control networks, and irrigation networks. SNMPis
NetCentral’s primary protocol for the efficient remote monitoring of video and other
media-related equipment.

In NetCentral, SNMP sends “trap messages.” The following diagram shows how this
process works:

Monitoring Station

IP Address
Managed Device 192.168.7.201

SHMP Manager

MIB Rapository
{Device-type MIBs)

(Managed Objecis)
o900 00®
o000

SHMP Trap
To: 182.168.7.201

Ae: Managed object
event report

Community:
Public
Trap Destinations:
192.168.7.201

MG A

An SNM P-managed device is anetwork device that contains an SNMP agent and
resides on a managed network. Managed devices collect and store management
information (such as disk errors, temperature, video and audio status), and make this
avail able to network management stations using the SNM P protocol. A QL ogic Sanbox
Fibre Channel switch is an example of an SNM P-managed device.

An SNMP agent is a software module that resides on a managed device. An agent has
local knowledge of management information and trandlates that information into aform
compatiblewith SNMP. For example, the Network I nterface M odule on a8900 Modul ar
frame contains an SNMP agent.

NetCentral Installation Guide

15



Chapter 1 Overview of the NetCentral system

The SNM P manager is an application that monitors managed devices. One or more
managers may exist in a network and monitor any of the managed devices. The
NetCentral software that runs on the NetCentral server is primarily an SNMP Manager,
but with a specific design and added functionality for the TV and video industry.

A Management | nformation Base (M1B) is a collection of managed objects
(variables) that are properties of adevice and are organized hierarchically. The agent
maintains the MIB. NetCentral contains arepository of the MIBs from each type of
managed agent. The IETF has standardized MIBsfor different classes of devicessuch
as printers, routers, and so on. Extensions are also allowed.

For example, a Profile XP Media Platform, an 8900 Modular frame, and a QL ogic
Sanbox Fibre Channel switch each have their own MIB.

NOTE: Grass Valey MIBs are written in Structure of Management
Information v2, or SMIv2. All Grass Valley agents support SNMPv1.
SNMPv2c is supported by specific operating systems, such as Windows
Server 2003 or Windows XP. NetCentral Manager accepts messages from
either SNMPv1 or SNMPv2c agents.

Trapsenable an agent to notify the management station of significant events such as
errors on the device. SNMP trap messages are sent unsolicited on the network. Trap
destinations are configured on the device so that traps are sent to one or more
management stations. For example, when the disks on a Profile XP Media Platform
approach maximum capacity, the Profile XP Media Platform sends out atrap that the
management station interprets and displays as the “ Storage Capacity Depletion”
message.

An SNM P community identifies a collection of SNMP managers and agents. Using
acommunity name provides primitive security and context checking for both agents
and managersthat receive requests and initiate trap operations. For example, an agent
won't accept arequest from amanager outside the community. By default the“ public”
community iscommonly used. Y ou might want to use adifferent community namein
the NetCentral system for security purposes.

ICMP (“Ping”)

Syslog

The Internet Control Message Protocol (ICMP) is a protocol used by the operating
system to send error, control, or informational messages about routing or internet
connections. The “ping” command is used to test an internet connection (such as
obtaining basic heartbeat checks and network latency information from devices that
do not support SNMP).

NetCentral’ s architecture also supports communication with devices via Syslog.
Syslog protocol provides a mechanism to send event notification messages across |P
networksto event message collectors, also known as syslog servers. Syslog uses User
Datagram Protocol (UDP) as its underlying transport layer mechanism to send
messages to the UDP port 512.
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NET

FTP

SQL

XML

HTML

Technologies used in NetCentral

.NET is Microsoft's XML Web services platform that supports a client/server
architecture using Web protocols. Applications perform equally well and are secure,
whether they communicate over a network or over the Internet. The NetCentral
system’ sinterface and client/server architecture uses Microsoft .NET technology.

File Transfer Protocol (RFC-959 & 1354) is used to retrieve files (such astext log
files) from devices.

NetCentral uses a Structured Query Language (SQL) database to provide scalable
access to notifications, user data, and device-specific information.

NetCentral uses Extensible Markup Language (XML) to store and access MIB
information and active drawing components.

Hypertext Markup Language (HTML) isthe set of “mark-up” codesinserted into the
text of afile intended for display in a\Web browser, such as Microsoft Internet
Explorer. When rendered by the browser, thisfileisreferred to asaWeb page. The
individual mark-up codes (or tags) are interpreted by the Web browser asinstructions
for displaying words and images. The graphical view uses HTML pages.

Active drawings

Active drawing technology has been developed especially for usein NetCentral, and
provides Active drawing features for HTML pagesin the graphical view. Active
drawing controlsallow you to copy, paste, modify, and arrange devicesonthe HTML
page. Inthisway, Active drawing controls are embedded inthe HTML page and make
the page“come alive,” in that drawings actively depict the current state of monitored
devices and immediately show any changes that occur in status.

s
NetCentral uses Internet Information Services (11S) to host trend analysis pages and
documentation. Y ou should install 11S before you install Microsoft .NET.
SMTP
NetCentral uses Simple Mail Transfer Protocol (SMTP) for actions that send E-mail.
COM/DCOM

September 2008

NetCentral uses COM and DCOM for development of the core software and the
client/server architecture.

Component Object Model (COM) is Microsoft's framework for developing and
supporting program component objects. COM includes COM+, Distributed
Component Object Model (DCOM), and ActiveX interfaces and programming tools.

DCOM isaset of Microsoft concepts and program interfacesin which client program
objects can request services from server program objects on other computersin a
network.

NetCentral Installation Guide
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WBEM

For Windows monitoring, NetCentral uses Web-Based Enterprise Management
(WBEM)—a Desktop Engineering Task Force (DETF) standard. Thisis Windows
Management Instrumentation (WMI), which is a Windows implementation of
WBEM.

NetCentral server main window

On the NetCentral Server server, the information in the NetCentral main window is
arranged in different functional areas as follows:

Shortcut Menu bar

Information area
buttons Search

Control Tabs

Fat

Search
messages

Tree view Page

navigation

. Messages
Wiew

Status bar Current NetCentral Lﬂ:::ﬁﬂd“tml MNetwork usage indicator

user access rights (logon) {on MetCentral server PC only)

The following chapters explore the user interface on the server in greater detail.

A typical NetCentral system

This section contains an example of how NetCentral can be set up to monitor media
devices and systems.

NetCentral-related settings are specified in detail to illustrate how an actual system
might be configured. Use this example to study the relationships between NetCentral
components and settings. This can help you to better understand how to apply
NetCentral to the environment.
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Atypical NetCentral system

NOTE: Do NOT use this example as a guide to the physical layout of cables or
otherwise setting up the media system itself. The media devices and systems are
represented in this example in avery simple way to reduce unnecessary detail.

The following example shows a NetCentral system set up to monitor a K2 system.

_— = J = -
182.168.10.14 182.188.10.15

192.168.10.18
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Chapter 2

NetCentral v5.0 installation

This section provides an overview of the installation process for NetCentral and
describes requirements for various components of the system. Before you install any
software, read through the following topics to familiarize yourself with the installation
process and to ensure that the necessary systems are in place to support NetCentral
software:

“Installation overview” on page 21

“Verify system requirements’ on page 24
“Prepare the NetCentral Server” on page 27
“Install required applications’ on page 55
“Install NetCentral Manager” on page 64
“Collect datafor NetCentral licenses’” on page 72
“Install Service Packs’ on page 76

For information about migrating from NetCentral v4.1.x to v5.0, see Appendix A,
Migrating fromv4.1.x to v5.0 on page 149.

Installation overview

Thisdiagram providesa“roadmap” for the tasks to be done when installing NetCentral.

Thisroadmap is used throughout this section to guide you in the installation process.

Prepare server {continued) Install required

= Operating System = .NET Framework applications:

= Internet Explorer = Web services = SQL Server

= SNMP * FTP Services « T-Zip

= IS * Windows Firewall = Adobe Acrobat

Install Install any = Add devices
NetCentral Service = Verify SNMP
Manager Packs messages

September 2008

Install
permanent
licenses

Configure
devices for
monitoring

NOTE: Asyou work through these steps, you must restart the NetCentral
server and the monitored devices or the services as directed.

NetCentral Installation Guide
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Installation checklist

Theinstructionsin the NetCentral Quick Start Guide providethefastest, most direct way
for you to set up and begin monitoring with the NetCentral system. However, the
following checklist guides you through installation and set-up tasks using the
instructions found in this manual and the NetCentral Release Notes. Use the specified
documentation sources to ensure you are doing each task correctly.

The following steps should be completed in the order listed in the Installation Checklist.
Mark each box as each activity is completed:

Steps to Install Comments For more information ...
Verify Requirements and prepare the server
O Verify requirements for the Verify andrecordthelPaddress | “Facility and network requirements’ on
facility and for the network and machine name for the page 24
NetCentral server and devices
to be monitored
O Verify system requirements for Alsoverify requirementsforthe | “Verify system requirements’ on page 24
the NetCentral server web server
O | se up the NetCentral server UseWindows® Server 2003or | “Prepare the NetCentral Server” on page 27
operating system Windows XP
O | instal Internet Explorer “Internet Explorer” on page 27
O | install SNMP “SNMP Services’ on page 27
O | install Internet Information “Internet Information Services (11S)” on
Services (115) page 30
O | install Microsoft NET Usev3.5 “Microsoft .NET Framework v3.5” on
FrameWork page 40
O Configure web services “Configure Web Services’ on page 42
O | SetupFTP Services Required for the Download “FTP Services’ on page 50
Logs Tool
O | SettheFirewall to OFF Allowscommunicationwithall | “Windows Firewall” on page 53
devices.
Install other prerequisite software on the NetCentral server
O | Microsoft SQL Server 2005 Express Edition “Microsoft SQL Server 2005 Express
Edition” on page 55
O | instal 7-zip “Install 7-Zip” on page 63
O | install Adobe Acrobat Reader Onthelnstallation CD, orgoto | “Install Adobe Acrobat Reader” on page 64
the Adobe website
O | REBOOT the server Log on asan Administrator on | “Reboot the Server” on page 64
the Windows system
Install NetCentral software; select device providers; prepare request for a permanent license
O OpentheNetCentral 5.0 Manager | Follow the Installation Wizard. | “Install NetCentral Manager” on page 64
Installation file Accept defaults.
O | Accepttheonlinelicense Licensesfor NetCentral, aswell | “Collect datafor NetCentral licenses’ on
agreements as Microsoft C++ and Soap page 72

NetCentral Installation Guide
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Steps to Install (continued)

Comments

For more information ...

[0 | Load device providers Click checkboxesin thelist to “Load device providers’ on page 69
select

[0 | REBOOT the server Log on as an Administrator to Puts all of the above into effect.
NetCentral

O | After reboot, the NetCentral Locatethe Sales Order Number | “Collect datafor NetCentral licenses’ on

License Wizard starts

on the NetCentral Software

page 72 and Chapter 6, Permanent Licenses

automatically License page on page 119
[0 | Preparearequestfor apermanent | Collect dataand e-mail afileto
license reguest a permanent license
Install any NetCentral Service Packs
O | Instal available Service Packs Check ftp://ftp:thomsongrassvalley.com/
NetCentral/5.0
O | REBOOT the server Log on as an Administrator Puts all changesinto effect.

Add devices, verify SNMP me

ssages

Auto-Discover devices

Use the discovery process to
automatically add devices

“Adding devices automatically” on page 79

O | Verify SNMP messages For each device added, check if | “Verifying SNMP trap messages from
itissending its SNMP trap monitored devices’ on page 80 and
messages to the NC server. device-specific documentation

O | Install additional NetCentral “Installing device provider software” on

device providers page 81
0 | Addmoredevices, automatically | Doremainingtasks,if any, until | “Adding more devices’ on page 81 and

and manually, and run
Auto-Discover again

all devices are added and fully
monitored.

“Adding devices automatically” on page 79

license

O | Set heartbeat polling “ Setting heartbeat polling” on page 88

O | Organizedevices “Organizing devices’ on page 86

[0 | Removedevices “Removing devices’ on page 90

Configure devices for monitoring

O Onsomedevices,youmay need | Chapter 4, Using SNMP and other protocols

tounlock, install, or preparethe | on page 95
Monitoring using SNMP SNMP agent on the device.

a Do tasksto enable SNMPtrap | “Configuring SNMP Trap messages on
messages, such as configuring devices’ on page 97 and device-specific
and/or restarting SNMP. documentation

O | Monitoring using ICMP (‘ping’) “Monitoring using ICMP (‘ping”)” on

or Syslog page 107 or “Monitoring using Syslog” on
page 108 and device-specific documentation
Permanent Licenses
O | Sende-mail request for a Attach file from installation “Collect datafor NetCentral licenses’ on
permanent license process. page 72
[0 | Recelveand install a permanent Chapter 6, Permanent Licenses on page 119
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NOTE: Asyou work through these steps, you must restart the NetCentral server and
the monitored devices or their services as directed. Because the NetCentral
system works through several layers of standard technologies and protocols,
these restarts complete the installation and registration of each layer and
provide the foundation for the install ations at the next layer.

The default installation path isC: \ Pr ogr am Fi | es\ Thonson G ass
Val | ey\ Net Cent r al \ Bi n, reflected in examplesin this Guide.

However, you have the option to select adifferent path for the installation directory. As
you go through the installation process, simply substitute the path name you prefer for
the default directory.

Verify system requirements

This section describes the various requirements when installing a NetCentral system.
Topicsinclude:

» “Facility and network requirements’

* “NetCentral server requirements’

» “Requirements for monitored devices’

Facility and network requirements
A facility should provide the following to support the complete NetCentral system:

Requirements

A NetCentral server connected to an | P network

One or more monitored devices

O oo

Accessto the facility’s e-mail server (if you're using e-mail for notifications)

O | List of IP addresses and machine names

About IP addresses

It isimportant that the IP address for the NetCentral server remains the same. SNMP
monitoring is keyed to the I P address of the NetCentral server, so if the P address
changes, NetCentral no longer receives SNMP trap messages from monitored devices.

In network environments using Dynamic Host Configuration Protocol (DHCP), IP
addresses are assigned dynamically. That means that, under certain conditions, the
server could be assigned a new | P address without the knowledge of the Administrator.
If the server with the NetCentral system installed has a dynamic | P address, contact the
Network Administrator to determineif it is persistent enough to provide the monitoring
reliability you require.

It isalso recommended that you set up static | P addressesfor all devicesto be monitored
by the NetCentral system.
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NetCentral server requirements

Recording information

Verify and record the following information for the NetCentral server and each
monitored device:

» |Paddress
» Machine name (if applicable)

IMPORTANT: Make awritten note of thisinformation; it isrequired for
subsequent procedures during the installation process.
NetCentral server requirements

The NetCentral server requires both hardware and software requirements for the
NetCentral server.

These requirements assumethat the equi pment is dedicated to use asaNetCentral server,
and that the server is not sharing significant system resources with other applications.
Server Hardware Requirements

The equipment used for the NetCentral server should meet the following minimum
reguirements:

Requirements

Pentium 4 or higher class processor, 2 GHz or greater

Minimum 1 GB RAM

500 MB hard disk space

Sound card and speakers (if playing audio files as notifications)

OoO0oOooao

Stable | P address. Refer to “ About | P addresses’ on page 24.
Optionally, you can assign aname to the server.

O | IP Network connection, with access to all monitored devices

The NetCentral server must be configured for Web services before you can access
NetCentral viathe NetCentral Web Client.

Server Software Requirements
The following software must be installed on the NetCentral server.

NOTE: This software must be installed in the order listed.

Requirements

O | Microsoft Windows Server 2003, Service Pack 2 or higher

—OR—
Microsoft Windows X P Professional, Service Pack 2 or higher,
U.S. version

O | Internet Explorer version 6 or higher

O | SNMP services (and an SNMP community name)
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Requirements (continued)

Internet Information Server (11S) 4.0 or higher

Microsoft .NET Framework v3.5

Microsoft SQL Server 2005 Express Edition, Service Pack 2 or higher

Ooo0oao

7-Zip (open source Windows utility)

Adobe Acrobat Reader

O

NOTE: You may need to have the Installation CD available for either the Windows
Server 2003 or Windows X P Professional operating system version to install
this software.

Requirements for monitored devices

NetCentral monitorsawiderange of devicetypes. Some types have unique reguirements
for NetCentral monitoring that are beyond the scope of this NetCentral Installation
Guide. Refer to the documentation for each device type for these special requirements.

All monitored devices have some requirements in common, as follows;

Requirements

Device provider

SNMP agent

SNMP properties configured for NetCentral support

FTP access through the Firewall

IP address (or you can assign a name to the device, if applicable)

IP network connection, typically over an Ethernet adapter for LAN environments

OO00O0O0goaod

Network access to the NetCentral server
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Prepare the NetCentral Server

Prepare the NetCentral Server

To beableto use NetCentral with aweb browser, you must install the software described
earlier in this section. As part of the installation process, be sure to check the websites
for any software updates, and download the latest rel eases.

Prepare server

* Operating System
* Internet Explorer
* SNMP

« IS

{eantinied)
= _NET Framework
= Waeb services

= FTP Sarvicas

= Windows Firewall

Install required
applications:

* S0OL Server

« TZip

* Adobe Acrobat

Install Install any * Add devices Configure Install
NetCentral Service * Vaerify SNMP devices for permanent
Manager Pachks messages mion itoring licenses

Verify that al of the Microsoft Operating System, tools, and utilities listed below are
installed. When thisis completed, refer to “Verify components are installed and
running” on page 145.

Operating System

To verify the version of the operating system, click Start | Control Panel | Regional and
Language Options. The NetCentral server should use either:

» Microsoft Windows Server 2003, Service Pack 2 or higher
—0OR—

» Microsoft Windows XP Professional, Service Pack 2 or higher, U.S. version

NOTE: You may need to have the Installation CD available for either the Windows
Server 2003 or Windows XP Professional operating system version.

NetCentral is set up to work with a U.S.-based English version.

Internet Explorer

Verify that you have the following web browser installed:
 Internet Explorer version 6 or higher

NOTE: NetCentral has been tested using this program; other web browsers (such as
Firefox) have not been tested.

SNMP Services
SNMP Services are critical to the operation of NetCentral. The processto install SNMP

Services on aWindows PC is virtually identical for both Windows Server 2003 and
Windows X P operating systems.
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Toinstall SNMP services:

1. Closeal Windows programs.

2. Click start | Control Panel | Add or Remove Programs. The Add or Remove
Programs dialog box is displayed.

3. Intheleft pane, click the icon for Add/Remove Windows Components.

If you are prompted to identify the source for Windows components, insert the
CD-ROM for the Windows system, or browse to the location of the components.
When Windows finds the source, the Windows Components Wizard is displayed.

Windows Components Wizard

Windows Components

o can sdd o temove components al Windaws,

Ta add of nermave 3 companent, click the checkbox. A shaded box means that only
pait of the component will be instaled. To ses whal's included in a component, click
Diedails.
Lamparnenls:

# Intearet E wplorer Enhanced Secuity Confgurahan =

M w1 Management and Maritarireg Toals

[ 8 Neavceking Servicas 27mg —
[ 8= Other Metwonk File and Print Senvices 0.0ME
47 Rrmote Sirmane 47 MR ;I
Description:  Includes tools for sensar and netvark manapament and monitoling
Total disk. space iequred: 10MB Dietailz.__ I
Space avalable on dizsk: B1427 6 ME =
¢ Back Hest » Cancel | Hel |

4. Select Management and Monitoring Tools.
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5. Click Details. The Management and Monitoring Tools dialog box is displayed.

Management and Monitaring Tools x|

To add o temonve & component, click the check bos. A shaded box means that only part
of the component will be mstaled. To see what's included in a component, chck, Detals

Subgcomponents of Management and Monitoring Tools:

T B Cormection Manager Admiristration Ki 11M8 =]
] ﬂ Cornechon Paint Setvices 0.2 mMB

O .5 Metwork Monitor Tools 23ME

v L.[_: Simple Metwark, Management Protocol 0.3MB

il .QWHI SHMP Provider 1.1 MB

] 5WMI Windows Iretaller Provider 06 ME

Descrigtion:  Inchades agents that monitar the activity in nebwork. devices and report to
the netiwoik conzale workstalon

Tolal disk space requiied: A0MB Detafls
Space available on disk: E1427 EMB —I
[ o ]| cancel |

NOTE: Only the two services checked in the illustration above are displayed as
options for Windows XP operating systems.

« |f these boxes are not checked, select the checkboxes for Simple Network
Management Protocol and WMI SNMP Provider, and click OK.

* |If Simple Network Management Protocol and WMI SNMP Provider are already
checked, skip therest of this procedure. SNMP services are already installed on
this computer, so cancel and close all open dialog boxes.

NOTE: You may be asked to insert the Windows CD.

6. IntheWindowsComponentsWizard, click Next. The* Configuring Components’
window opens and displays a progress bar while Windows installs the
components.

7. When the " Completing the Windows Components Wizard” window is displayed,
click Finish.

8. Closethe Add/Remove Programs window.
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9. Toverify that SNMP Service and SNMP Trap Service areinstalled, click
Start | Control Panel | Administrative Tools | Services. Verify that SNMP Service
and SNMP Trap Service are displayed in thelist, and that the Status column says
“Started” for both of them.

T al0ix]

Be  fction  Mew  Helo
> [EBFDR FE - w0 w

E Sarvioss (Localj
SHMP Seevane Hiaris ¢ | Bwicrigtion | St | Satep Ty | Lgonds | sl
Eﬁm‘:r Access Bt .. Cresbes »connect... Mz Liscal Siesham
i the pervice Baremote iooess Co..,  Cresbes srebwrk..,  Stwted  Hanuel Local Sysham
Eissfant the servce *M'.ru.r Dumibiog H... Haneges ard conl... Hsnal Lol Syibain
%Rtﬂ'ﬂ:r Proceadre ... Senees actheend... Starbed Aubomatic Metraork 5. ..
Eni'ﬁm'- e . %Hemoh Procedurs Erashiess: resmake pr sl Rtk 5
ﬁmmmm %u-mw oty Erabiioy ramobe ui.,,  Sharbed Aukomatic Loscal Sarvicn
pricassed by this computer. IF this Qphernovbie Sorage Manages and catdl... el Loscal Stem
service i5 s0pped, the computer wilbe S Resibart Set of Pou,, Enabies s use to o Hanal Lol Syshem
ﬁi’p‘”‘m 'wamwﬂ::h'_l:d‘ %Hn.lnandunm.. CFfary roytng war. ., Domaaksiond Lol Syvgbam
-e:p.-o-'l,--xpﬁ'd%n'ni‘e.imsw'.. '&S&ﬂmﬂﬁm.. Starbed Aukomath: Loscall Sssbam
Wiy 5sbraTooth Froto: Started  dukomatic Local Syeshen
Batecondary Logon Erables startng e, Shawbsd  Aukomahc Lol Sysbem
Qosecurky Accourds .. The startupof this. . Started  Aubomatic Lol Syshem
By e Supports e, prink.. Stwted  Aubomatic Lowcal Syesha
W shel Hardwars et Prowdss nobfcsho. . Started Aubomatic Lical Sarsham
e Srvart Coet PLAMBES SI08ES b Hanal Licall Service
'ﬁm Trap Servn Fecmsyms brap e, Sharbad Harnmsl Local Servicn
o special fdmariite i, Al Sdrastrsl .. Hanal Liwcall Siabii
%S-:,{ Serwer (SOUEN... Provedes shormge, ... Sharbed Aotz Hestraork 5. .
8500 Server Sictww ., Erashies nbegratio. Db Ntk S,
a5l Servr Browsar  Provedes 500 Sarv... Lalsind Hetpanb 5.
%S-;{S-EHEF?S‘EWII. Provides the intedf...  Started Aubomatic Lol Saesham
s mstemn Evank Mot . Honkors syshan s, Sharted fubomatic Local Syrsham
e st Sckuntuban Erudbes o usaer e e.. Slabed  Aubomalic Lewcal Syitan =
N, Ecteraad  Standard

For moreinformation about SNMP, refer to Chapter 4, Using SNMP and other protocols
on page 95.

Internet Information Services (11S)

Internet Information Services (11S) are required for use with NetCentral. Y ou must
configure the Internet Information Services (11S) Manager to be able to use Web client
services, aswell as display graphsin the Trends view.

NOTE: Alwaysinstall 11Sbeforeyou install Microsoft .NET; otherwise, you
may need to reinstall Microsoft .NET.

Before you begin, check first to see if 11Sisalready installed on the NetCentral server.
To do so, follow the steps described in the next sections. Verify that the 11S checkbox is
selected; if it is not checked, continue with the installation instructions below.

There are some slight variations to the installation process, depending on the operating
system for the particular server:

» Toinstal 11SonaWindows Server 2003 system, go to the next section.
e Toingal I1SonaWindows XP system, skip to “11Sfor Windows X P’ on page 36.

I1S for Windows Server 2003

To configure Internet Information Services (11S) for web services for aWindows Server
2003 system:
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1. From the Windows taskbar for Windows Server 2003, select Start | Control Panel.
The Control Panel window is displayed.

2101
Fle Edt Vew Favortes Tools Help | &
L_}n.:.:l;--;_)~j‘|}"'5urd1 -"LFl:ldars|+_-ﬁ>(‘) [:]=
Address IG- Conkrol Panel j Go
Name = | comments |=
ﬁ.fece;s_i:!:{f_'lpt_ngs_u Adjust vour computer settings For vision, hearing, and mobility,
M Add Hardware Installs and troubleshoots hardware
i:}AI:H ar Remave Programs Install or remove programs and Windows components,
40 Adrinistratiee Took Configure administrakive settings for your compuker,
%Ammtt Updates Set up Windows to sutomatically deliver impartant updates
:)"Date and Time: Set the date, time, and time zone for your computer.
g-nlspla',r Change the appearance of your desktop, such as the background, screen sa...
[ Folder Options Customize the display of files and folders, change file assodations, and make ..,
lf.ijunrs Add, change, and manage Fonks on your computer, Fim
= Game Contrallers Add, remowve, and configure game controller hardware such as joysticks and |,
9Ir‘temet Ciptions Configure your Internet display and connection settings.
Emkeyboard Customize your keyvboard settings, such as the cursor blink rate and the dhar ...
‘s—Licensing Changes licensing optiors
':_}Mnuse Customize your mouse settings, such as the button configuration, double-clic. ..
ﬂ,Metwk(mnettims Connects bo other computers, networks, and the Internet,
LFMM and Modern Cpbions Configure your telephione dialing rules and modem settings.
B0 portable Media Devices Yisw the porkable media devices connecked to vour comouker, :]
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2. Select Add/Remove Programs, and the following window is displayed.

Bald or Remove Programs ko
<] ar

% Currerthy installed programs: " show updates ort by IN:‘mE ""I

Change or
Remove
Programs

5 Windows Inbernet Explorer 7

To remowe this pr A&l Frofm WAL COmpLbEr, clck Bemowe,

Add/Reamoyve
Windows
Components
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3.

Internet Information Services (119

In the left pane, select the icon for Add/Remove Windows Components. The
Windows Components Wizard is displayed.

Windows Components Wizard

Windows Components
You can add of remove components of Windows,

To add or remove a component, chck the checkbor. A shaded box means that only
pait of the comporent wil be nztalled. To see what's included in a campanent, click

Details.

LComponents:

=] Acceszones and Utiibes 49 MB
M T Apolication Server 34,4 h4B
[ [B8 Cestificate Services 1.8MB

[ 9 E-mail Services 1.1 MB
| i@ Foane S mrvicms 7 9 MR LI

Deschption:  Includes ASP MET , Intemet Infarmation Services [[15]. and the
Application Server Console,

Total digk. space required: 4.0MB bails.
Space avalable on disk: £3002 9 MB n'—l

< Back Mext » Cancel | He

o

4. Click the checkbox for Application Server, then click the Details... button.

Application Server ll

To add o temove & component, cick the check box, A shaded box means that only part
of the component will be instaled. To see what's included in a companent. chek Detals.

Subcomponents of Apphcation S

. i i '||||-l

| Qi ASPNET 0.0 M8
1 @ Enable network. COM+ access 00Me
] B Enable network DTC access 0.0 ME
1 '@ Interrest Information Services [115) 274 MB
] g Message Ousuing 7OME

)/

Descrgtion:  Microsoft Management Conzole Snap-n for the Application Server
admirisirative inbeface.

Tolal disk space requinsd: 40MB Dietatts
Space available on disk: E20029MB —I
[ ok | cance |
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5. Click the checkbox for Internet I nformation Services (11S).

Application Server zl

To add o temosve & component, click the check bos. A shaded box means that only part
of the component will be mstaled. To see what's included in & companent, chck Detals.

Subgcomponents of Apphcation Serves:

1 5 dppication Server Conzole nome =J
| By ASPMET nomMe

W @ Enable network. COM+ access 0ome

] g Enable network DTC acoess 0.0 ME

F ¥ Inberet Information :

1 e Message Ousuing 70ME <

Description: 115 Includes“web, FTP. SMTP, and NNTP suppot. slong with suppoit
Iat FioriPage Seiver Extensions and Active Seiver Pages [A5P).

Tolal disk space requiied: 145MB Diatailz . I
Space available on disk: E20029MB
[0k | cencel |

6. Click ok, and the Windows Components Wizard dialog box is again displayed.

Windows Components Wizard

Windows Components

You can add o remove components of Windowes,

To add ar remove a component, chck the checkbox & shaded box means that only
pait of the comparent will be installed. To see what's included in a companent, click
Dretails.

Lomponerts:
=] Accessones and Utilibes 49 MB

M § Application Server 34.4 MB

[7] [B8 Cedificate Services 1.8MB
[ ™ E-mail Services 1.1 MB
| i F o S mrvirms 7 A MA ll

Descrption: Includes ASPNET, Intemet Infarmation Services [IIS) and the
Application Server Console.

Total dizk space reguired: 145 MB
Space avalable on dizk: B3002.9 MB
£ Back Hest » I Carnce I Help
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7. Click Next. The Windows Components Wizard may display amessage asking you
to insert the Windows CD:

nsertDisk x|

] Please insert the Compact Disc labeled "Sewvice Fack 2
‘__d‘:;-; EEHDM' into your CO-R0M drve 0] ard then click

Cancel

Wou can also chck OF § you want flez to be copied
from arn slternste lseation, such a2 a loppy disk o &
nehwark, server

8. Insert the CD for Windows, which includes the 11S software, and click OK. The
Windows Components Wizard is again displayed.

windows Components Wizard ]

Completing the Windows
Components Wizard

‘You have successiuly completed the Windows
Components ‘Wizard

To close thes wizard, click Finish,

|

9. Wait for thefilesto copy, then click Finish.
10. Removethe CD and keep it in a secure place.

Y ou have now configured Web services for NetCentral on a Windows Server 2003
system.

NOTE: If you plan to use the Download Logstool, you must also set up FTP services.
Refer to “FTP Services’ on page 50 for more information.
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1S for Windows XP

To configure Internet Information Services (11S) for web services for a Windows XP

system:

1. From the Windows taskbar, select Start | Settings | Control Panel. The Internet
Information Services (I11S) Manager window is displayed.

B Control Pansl
File Edt  Wiew Favortes Took  Help

9 H.) J‘ j--\"SIllfdl i Folders e

ﬂ"' Conkrol Panel 2

B Seitchta Classic View

Pick a category

T
&I appearance and Themes

3

-,
. Network and Internet Connections

-
% Add oF Remove Programs

f‘!’_’ Sounds, Speech, and Audio Devices

Perlormance amd Maintenance

-
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Printers and Other Hardware

User Accounts

Bate, Time, Language, and Regional
Options

Accessibility Options

y  Security Center
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2. Click | Add or Remove Programs, and the following dialog box is displayed.

B Add or Remowve Programs |':_|FE|_|E|

1 :
E:ﬂ Currenth instaled programes: [0 show updates Soet byt | fjame g

c&;ﬂ:‘;ﬁ;" 5] ingows Installer 3.1 (KES03603)

Prograrms 2 windaws Interret Explorer 7

)
A Mew
Programs

Add/Remove
‘Windaws

Campanents

@

Sek Program
Aooess and
Defaulks

Sme  Z.48MB
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3. Inthe details pane, click theicon to Add/Remove Windows Components. The
Windows Components Wizard is displayed:
Windows Components Wizard

Windows Components
You can add o remove components of \Windowes #P.

To add or remove & component, chck the checkbox. & shaded box means that only
part of the companent will be installed. To zee what'z included in a compaonent, click

Dretails.
Components;
S Accessores and Ultilites 180ME s
[ (@8 Fax Services 38MB
[] @ Indexing Service n.0mMe
& @8 Intemet Explores 0.0mMB
[ BB | riterret Inframatinn Servicss 115] 136 MR ¥

Dezcoption:  Includes Windows Accessones and Utlties for wour cormputer.

Total dizk space required: 56.5 MB
Space avalable on dizk: B2E66.5 MB

[ < Back ]l_ Mest > I| Cancel ]

4. Click the checkbox for Internet Information Services (11S), and click Next.

Windows Components Wizard

Windows Components
You can add of remove components of \Windowes <P,

To add or remove & component, chck the checkbox. & shaded box means that only
pait of the component will be installed. To see what's included in 2 component, click

Drat il

Componerts:

W @8 Iriternet E wplores 0OMB A
" g Internet Infoemation Services [IIS) 135 MB

n a‘ﬂ b anagement and Monitonng Toolz 20MB

[] e Messane Queing 0.0 MB
[ BASH Funlruer N7 MR ¥

Dezcnption:  Includes ‘Web and FTF suppot, alonag with support for FrontFage,
trangactions, Active Server Pages, and database connections

Total dizk space reguired: B9.7 MB
Space avalable on dizk: B2666.5 MB

< Back ]l_ MHest » I| Cancel ]
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NOTE: Depending on the configuration of your system, you may see the following
message displayed for the Windows Components Wizard, asking you to
insert the Windows CD:

Insert Disk m

-.'} Please insert the Compact Disc labeled “windows #F 0k
D Professional Service Pack 2 CD* mbo your CO-ROM

drive [D:] and then chck DE. Cancel

YYou can also chck OK f vou want fles to be copied
framm an alternate lacation, such az a llappy disk o &
netwonk. server

5. Insert the CD for Windows, which includes the 11S software, and click OK.
The Windows Components Wizard is again displayed.

Windows Components Wizard ?h

Completing the Windows
Components Wizard

You have successhdly completed the Windows
Components Wizard

To close thes wazard, click Finish,

6. Wait for the files to copy, then click Finish.
7. Removethe CD and keep it in a secure place.

Y ou have now configured Web services for NetCentral on a Windows XP system.

NOTE: If you plan to use the Download Logstool, you must also set up FTP services.
Refer to “FTP Services” on page 50 for more information.
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40

The following sections continue with preparation of the server, and includes:
* “Microsoft .NET Framework v3.5” on page 40

» “Configure Web Services’ on page 42

e “FTP Services’ on page 50

» “Windows Firewall” on page 53

(continued)
* NET Framework

Prepare server Install required

* Operating System » Web services applications!
* Internet Explorer = FTP Services = S0OL Server
* SNMP « T7-Zip

» Windows Firewall

ns * Adobe Acrobat

Install
NetCentral
Manager

= Add devices
* Verify SNMP
messages

Configure
davices for
maonitoring

Install
parmanant
licensas

Microsoft .NET Framework v3.5

Microsoft NET Framework isanintegral component of the Windows operating system.
NetCentral requires the Windows Communication Foundation runtime components of
.NET Framework.

NOTE: Microsoft .NET Framework v3.5 is the minimum version required
for use with the NetCentral system.

If you havepreviousversionsof .NET installed, smply proceed with installation of v3.5.
There isno need to uninstall previous versions.
Toinstall Microsoft .NET Framework v3.5:

1. Openthe NetCentral Installation CD and go to the
Prerequi si tes| M crosoft . NET directory. Start dot net f x35. exe (the NET
Framework v3.5 set-up file).

2. Click Run to begin downloading the set-up files. The set-up file |oads the
installation components.

3. Click Next to begin the installation process.
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4. Click the radio button to “accept” the license agreement, then click Install.

W Microsolt NET Framework 3.5 Setup B8] =171 x|

Ml rrenft

welcome to Setup .NEt Framework

Be sure to carefully read and understand all the rights and restrictions described in the
licerses tarms. You must accept the license terms before you can instal the softwars,

MICROSOFT SOFTWARE SUPPLEMENTAL a
LICENSE TERMS o

Press the Page Down key bo see more text. E

" 1 have read and ACCEPT the terms of the License Agresment

™ Send information sbout my sstup experiences to Microsoft Corporation.

Datails regarding the data collaction polcy

Download File Size: 10 MB

Download Time Estimate: 24 min (56 kbps)
2 min (512 kbps)

s [ <o

The Installation Wizard completesinstallation of the files.

NOTE: At thistime, it isrecommended that you check for any Service Packs
and security updates for the product. An internet connection is required.

5. Click Exit to complete the installation of Microsoft .NET Framework v3.5.

When you complete installation, you may see the following message displayed to
disconnect from the network.

ISR
Macrosoft
Download and Install Progress . n_et Fr-a mework
Installirg:
(|

jr" Diowinload complete, You can now disconnact Fram the Interneat,

Disregard this message.
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Configure Web Services

This section describes Web settings to be configured on the server so the Web Client can
run properly. Theseinstructions apply to both Windows XP and Windows Server 2003.
For more information about the Web Client, refer to the NetCentral User Guide.

NOTE: The configuration directions for Windows Server 2003 and Windows XP are
similar, so this Guide makes a note only where steps differ.

1. For Windows XP: From the Windows taskbar, select

Start | Control Panel | Administrative Tools | Component Services.
—OR—

For Windows Server 2003: From the Windows taskbar, select
Start | Settings | Control Panel | Administrative Tools | Component Services.

The Component Services window is displayed.

M =10/x]
@ Bl Action  Wew Window Help |-l1’-|i|

e @B 3

: Tame I
HE- {0 Component Services @C-:rnpnnent Services
[ == Active Direckory Users and Computers eapckive Directory sers and Compl, .
+ g Event Wiewer (Local) [EAlEvent Viewer (Local)
-4 Services (Loca) i Services (Local)

2. Open Component Services | Computers | My Computer in either the Tree View or
the details window.
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3. Right-click My Computer and choose Properties. The* My Computer Properties’
dialog box is displayed.

=18l
» Fle  Acion  Vew Window Heb | =1® ]

«= | A@EXFR | @B/ B|[-rExm=8

] Console Foot

- — - -

=B Component Services () _J LI |

i B3 Computers oM+ DOOM Config  Distrbcted  Running
B W Applications Transacki,.. Processes

: &5 hctive Din StopMSDTC

¥ :g EventVies o e o al "
+ Services |
Wigw L4

Mews Window from Here

Help

|Gpens the properties dilog boo For the current selection,

4. Choose the COM Security tab.

21
General | Options | Default Properties |
Defaul Protocols | MSDTC COM Securty
~ Access Permissions

“fou may edit who iz abowed default access to applications. You may
alzo 22t limitz on applications that detemine ther own pemissions.

Edit Lirnits...

~ Launch and Actreation Permizzions
o may edit whio iz alowed by default to launch applications or

activate ohjects, You may also set kmits on applications that
detemine thes own permissions.

£ dit Limnits.._ Edit Defaul.. ]

ok | Canced | sy |
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5. Under “Launch and Activation Permissions,” choose Edit Default.... The“Launch
Permission” dialog box is displayed.

Launch Permission 21x
Diefauk Secuity |
Giroup of user names:
s b st |_".| T CE NTRAL A dmrustiatas)]
£ INTERACTIVE
€8 SvsTEM
Add. | Remove |
Peirrissions for Admirmstiation Bl Dery
Local Launch = |
Femate Launch = O
Local &ctivabon O
Remate Actrvation = O
ok | coce |
6. Click the Add.... button. The “ Select Users or Groups’ dialog box is displayed.
21
Select thiz object pe:
IUS:BI!._. Groups, or Buikin sscurity principaks Dbject Types. .. I
Eraim this bocabion:
INETI:EHTFIAL Locations...
Entes the object names to select (axamples|

Lheck Names I
Advanced..| 0K Cancel |

4

If “From thislocation” is set to the local computer, skip to Step 9.
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7. If “From thislocation” is set to adomain name, click Locations.... The
“Locations’ dialog box is displayed.

2]
Select the locabion wou wenl bo search,
Loazation:
= R
ok | Concel |
S

8. Sdect theloca machine; click oK.
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9. Inthe“Select Usersor Groups’ dialog box, click Advanced.... The“ Select Users
or Groups’ advanced dialog box is displayed.

Select Users or Lrowps
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10. Select Find Now. A list of al the usersis displayed in the bottom portion of the

dialog box.
Select Users or Groups ﬂﬁ]
Select this object type:
ILI serg, Groups, or Buil-in security principals Object Types... |
From this location:
|N ETCEMTRAL Locations, . |

Common Dueres I

Name: |Stallswithd I Lalumms..

Desciption: | Starts with ¥ |

I™ Disebledlaceounts

I” | Mon exninnn passwond

[Vzyz sjnee (st logorm I - I @
Cancal

Search resuylts:
Mame [RDN) | In Folder -
0 Guest NETCENTRAL
€5 Guests NETCENTRAL
gHebEervinesEruup METCENTRAL
INTERACTIVE

€5 LOCAL SERVICE

g NETWORK

Metwork Conbiguration Op...  METCEMTRAL
iNETWORK SERVICE

g Perfomnance Log lsers METCEMTRAL
Perfomnance Monitor Users  METCENTRAL

€5 Power Users NETCENTRAL -

- e

For Windows XP: Select ASPNET and click OK.
—OR—
For Windows Server 2003: Select NETWORK SERVICE and click oK.
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11. Ensure that the selection is displayed in the “ Select Users (Computers) or
Groups’ original dialog box, as shown on the next page:

2
Select this object pe
IUseu, Groups, or Buik-in secuity pincipals Object Types. ..
Erom thiz bocation

INET CEMTRAL Locationz... I

Entes the chject names to salect [axamplez

K il Check Mames
ok | _coen |
e

12. Click oK.

13. In Windows Server 2003: In the “Launch Permission” dialog box, choose
NETWORK SERVICE and check the “ Allow” box.

2
Disfauk Secuity |
Giroup of uses names:
E Admirnstrators (METCENTRAL\Admmistrators)
€ IMTERACTIVE
CANETWORKSERVICE |
£ 5YSTEM
Agd I Hemoe |
Peirrizzions for NETWORE
SERVICE Al Dery
Local Laurch = |
Remote Launch O
Local Activation = O
Remate Actrvation =) O
Ok I Cancel
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In Windows XP: In the “Launch Permission” dialog box, choose ASP.NET
Machine Account and check all the “Allow” boxes.

Launch Permission ﬁl El

Diefauk Secuiily |

Group or user names:

!ﬂ Admiriztrators ([NETCEMTRAL Adminisirators)
ﬂ ASPMET Machine Accourt [METCEMTRAL\ASPHET)
€ INTERACTIVE
€2 svSTEM
A Remove |
Pemizsions for ASFHET
Machne Account Bllowe Derg
Local Launch [=] |
Remote Lawnch [#] ]
Local Activation [#] |
Remata Activalion [#] ]

ok | Cave |

14. Click OK to register the newly added user.

15. Click ok inthe“My Computer Properties’ dialog box to close the configuration
session. Exit out of Component Services and the Control Panel.

Y ou just configured the Web Server, enabling the NetCentral Web Client to properly
monitor the devices through the NetCentral server.

To properly display graphsin the Trends View, you may need to configure the Internet
Information Services (11S) if you are using a Windows Server 2003 computer.

To configure web servicesin IIS:

1. From the Windows task bar, select Start | Control Panel | Administrative Tools |
Internet Information Services (1IS) Manager. The Internet Information Services (11S)
window is displayed.
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2. Inthe Tree View, expand the local computer and click Web Service Extensions.
See the following diagram.

t Internet Information Services (I15) Manager =10 x|
¥a Fle  fction  Vew wWindow  Help =18 £||
== @ A 2E( 2= |

-Fl Interret Information Services
=50 NETCENTRAL {local computer)

Hi-_J Application Fools Select an item to view its descripbion. = I ‘Wb Sarvica Extensian ] Fatus |
B _J Weh Sites " 8 Unknown CaT Exbensions Frohibited
- F 4l Unkrown TSAPT Extensions Prohibited
Ij Hictive Server Pages Allawed
[ Ase.ET w11 4322 Allavead
g aze.MET V2050727 fllawed
E Intarnet Data Cannector Priohibited
%| Server Side Includes Frohibited
(] webDay Prohiited

\, Extended A Standard J/

| |
3. IntheDetails pane, add the following Web Service Extensions by selecting them
one at atime and clicking the Allow button:

« ASP.NET v1.1.4322 and ASP.NET v2.0.50727 — This enables the NetCentral
Web Client to run on the server.

NOTE: If you do not see ASP.NET on the list in the Details pane, reinstall
Microsoft .NET using the command line interface.

» Active Server Pages — This enables Trend graphs to be displayed properly.
4. Exit the window and Control Panel.

NOTE: If you are migrating from NetCentral v4.1.x to v5.0, go to Appendix A,
Migrating from v4.1.x to v5.0 on page 149 and follow instructions before
continuing with the next step.

FTP Services

To usethe Download Logs Tool, you must also install and configure FTP serviceson the
NetCentral installed server.

NOTE: You may need the Windows installation CD to complete set-up of FTP
services.
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FTP Services

Toinstal FTP services:

1

From the Windows taskbar for Windows Server 2003, select Start | Control Panel |
Add/Remove Programs.

In the left pane, select theicon for Add/Remove Windows Components. The
Windows Components Wizard is displayed.

Select Application Server, then click the Details... button.

Click the checkbox for I nternet Information Services (11S) (if it is not already
checked), and click the Details... button on that window.

Click the checkbox for File Transfer Protocol (FTP) Service, and click OK.

Internet Information Services (115)

To add o temosve 3 component, click the check box A shaded box means that only pat
of the component wil be installed. To see whal's included n & component, click, Details.
Subcomporents of Inbenet Information Services [IISE

i+ Background Inbeligent Transfer Service (BITS) Server Extenzion:  02WME &
| «_# Common Files 1.0ME
File Transfer Protocol [FTP) Service 01 B

U&? FrontPage 2002 Server Extenzions 146 B

L4 "ﬁ Intesret Infoimation Sesvices Manager 1.3 ME
28 Inteanet Printing 0.0MB
CEEMHNTP Service 1ame =]

Dezcrption:  Prowvides support to create FTP zites used to upload and download fles.

Total dizk zpace requied: A0ME ot

Space available on disk: 2233652 ME

Click ok again, then click Next to complete configuration of the components.
Click Finish, and close the Add/Remove Programs window.

Now that the serviceisinstalled, you need to set configureit. Go to Start | Control
Panel | Administrative Tools | Internet Information Services (IIS) Manager.
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9. Expand the directory structure until you see afolder named FTP Sites.

I Internet Information Services (I15) Manager

=101 x|
U8 Bl action  Yew Window e =& =|
&=+ AR XERR PE(Z »un
Tj Internet Information Serdces | Wame: | Path | seat
B THOMSOM-7 |
. q;_J ﬁpnir.at:?Piirh“ el Thiesir are rad ke toshow in this view,
Wl e Sites
H_J Web Service Extensions
=-1_) FTP Sites
4 I 5
I

I
10. Select the Default FTP site and right-click to display Properties.

52 NetCentral Installation Guide September 2008



Windows Firewall

11. Under the Home Directory tab, click the checkbox for write privileges.

Default FTP Site Properties ed |

FTP Site I Securiby Accounks I Messages Home Directory IDirectn:nr'y' Security I

The content For this resource should come From;

% A directory located on this computer

" A directory located on another computer

—FTP site direckory
Local path: I C: 1 Inetpub’frprook

¥ Read
v werice
| Log visiks

—Directory lisking stwle
 UNIE &
&+ M3-D0S @

K Zancel Apply Help

12. Click the Apply button, then click OK.

Note that, if you select a specific log to download from a Profile device, you must also
configure FTP access from a Profile device. Refer to the document, Installing the
NetCentral Agent and Device Provider for the Profile XP Media Platform

(Part # 071-8340-01).

Windows Firewall

September 2008

Given the nature of monitoring software, open communications are required across the
network. To change this setting, go to Control Panel | Windows Firewall.

Itisrecommended that you set the Firewall to OFF, as shownin the following dial og box.
(Thisfeatureisavailable only with Service Pack 2 or higher.) When you set the Firewall
to OFF, it is not necessary to configure any ports.

If you set the Firewall to ON, then you must take additional steps before you install
NetCentral. These additional stepsinclude:

» Setting up acomplete list of al available ports
» Configuring all incoming ports
 Setting up authorization for each of those ports
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For NetCentral, you must do these steps for Ports 21, 80, 161, 162, 512, and 514 (at a

minimum).

%2 Windows Firewall

Geneal I Exceptions | Advanced |

o PC & not protected: b on Windows Firessll

‘windows Firewall helps protect your computes by preventing unauthonzed users
fram gaining sccess bo your computer thiough the Intemet or & etk

" On (recommended]

Thiz seting blocks &l outside sowces fiom connecting to this
compuber, with the exceplion of those sslected on the Exceplions tab.

I™ Don't allow exceptions

Select this when you cannect to pubbc network.s in less secure
locations. such as aiports. r'ou will not be notified when Windows
Firewall blocks programs. Selections on the Exceplions tab wil be:

ignored.
@ + 0ff [not recommended]

Avioed uzing this setting. Turning off YWindows Firewall may make tis
compuber mate vulnetable bo vinuses and intruders.

Windows Firewall iz using pour domain settings.
e Ik i Fevall?

x|

0K I Cancel

Because of the quantity and variety of firewall software available, thisInstallation Guide
does not include steps to perform such tasks if you choose to set the Firewall to ON.
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Install required applications

The next step istheinstall other software prerequisites.

Install required
applications:
Prepare (eantinuead)
Opor:;:;.;num -m.:IET Framework = SQL Server
e 7-Zip
* Adobe Acrobat

Web services
FTP Sarvices
Windows Firewall

Internet Explorer
SNMP
ns

Install Install any = Add devices Configure Install
NetCentral Sarvice = Verily SNMP devices for permanent
Manager Packs Messages manitoring licanses

In addition to basic requirements for the operating system infrastructure, the NetCentral
server also requires the following applications to be installed:

» “Microsoft SQL Server 2005 Express Edition” on page 55
o “Ingtall 7-Zip” on page 63
» “Install Adobe Acrobat Reader” on page 64

After you completeinstallation of thetoolsand servicesrequired for the server on which
you plan toinstall NetCentral, remember to “ Reboot the Server”.
Microsoft SQL Server 2005 Express Edition

Microsoft SQL Server 2005 Express Edition, Service Pack 2 or higher, is available on
both the NetCentral Installation CD or on the FTP site
(ftp://ftp:thomsongrassvalley.com/NetCentral/5.0).

To install the Microsoft SQL Server 2005 Installation Wizard on the server:
1. RuntheInstallation Wizard for the Microsoft SQL Server 2005 Express Edition.
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Thedialog box is displayed that lists the terms and conditions for the SQL license:

¥ ricrosoft SOL Server 2005 Setup El
End Usei License Agieemenl
s |
MICROSOFT SOFTWARE LICENSE TERHS j
MICROSOFT SOOI SERVER 2005 EXPRESS EDITION SERVICE
PACE 2
These licensze terms are an agreement betwesn
Microsoft Corporation (or based on wheres you
live, one of i1ts affiliates) and you. FPlease
read themn, They apply to the software namsd
above, which includes the media on vhich you
received it, if any. The terns also apply to any
Micro=soft
* ypdates,
#* supplemsnts,
# Internet-based services. and
# support services =|
I 1 accept the beensing teme and condbons
pirn | e > | Caneel |

2. Click Accept to agreeto thetermsand conditions, then click Next. Thelnstallation
Wizard lists the components required for SQL Server Setup:

™ ~icrosoft SQU Server 2005 Setup x|

Installing Pretequisites

Instally soltware componants reqused prar (o instaling S0OL
Sefwer.

S0 Server Component Update will instal the following components <
required for SOL Server Setup:

Microsoft SCL MNative Chent
Microsoft SOL Sarver 2005 Satup Support Fles

)lick: Instal to continue.

] oo |

56 NetCentral Installation Guide September 2008



Microsoft QL Server 2005 Express Edition

3. Click Install, and the components are installed. The Installation Wizard then
begins to scan the configuration of the computer to be used for the NetCentral
server.

Microsoft SQL Server 2005 Setup

System Configuration Check

SOL Server Setup is scanning your computer’s configuration. . .

The Installation Wizard now displays the Welcome window.

|’§| HMicrosoft SQL Server 2005 Setup ﬂ

» Welcome to the Microsoft SGL
Server Installation Wizard

Setup wil help vou nglal, madiy of 1emoe Mictesalt
SOL Server. To continue, chok Hest

¥ 4
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4. Click Next, and the dialog box for a System Configuration Check is displayed.

[ e rosolt SOL Server 2005 Setup x|
System Configuration Check
Wt while Bhe system iz chacked for potenial nstallation
problemes.
|
@ 13 Total 0 Emox
Succes 13 Success 0 'wWaming
Datais:
@ Minmum Haidwaie Fequinemerd Success
@ Pending Reboot A eguinsment Succes
@ [Deefault Installation Path Permisson Rle..  Success
@ Irtesnet Explores Feguirement Success
@ COM Plus Catalog Requirement Success
@ ASPMet'Version Aegisrabon Requre . Success
@ Minimien MDAC Veizion Ragquinsment SuCoEt
@ Edbon Charge Check Success
-
o e | e v
e |

IMPORTANT: After the check is complete, you must verify that all actions
are successful before moving on to the next step.

5. Click Next. A dialog box is displayed that asks you to register the software.

|1:1 Microsoft SOL Server 2005 Express Edition Setup E[

Registration Information
The fallowing information wil personalize your installation,

The Mame fizld miust be filad in peor o proceeding. The Comgary Fizld & cptional.

Ngme:
|

tep | cioh [ met> | concel |

58 NetCentral Installation Guide September 2008



Microsoft QL Server 2005 Express Edition

6. Complete the registration information, and click Next to continue. The Feature
Selection dialog box is displayed. Accept the defaults and click Next.

|1:1 Microsoft SOL Server 2005 Express Edition Sektup |
Feature Selection
Select the program Fesbures yvou want installed,
|
Click. an icon im the Following lst to change how a Feature is installed.
[~ Feature description
[ ARG | inetall the SOL Server Database
E X | Clent Companents Engine, toals For managing relational
¥ = | Connectivity Companents and #ML data, and replication.
- 3 = | Software Development Kit
This festurs requires 121 MB on vaur
hard drive, It has 2 of 3 subfeatures
selecked, The subfeabures require 93
ME o your hard drive,
~ Installation path
ci\Program Files\Microsaft S0L Senver), Browsa. .. I
Disk Cost... |
Help | < Back I feck = I Cancel |

In the Authentication Mode dialog box, click the radio button for windows
Authentication Mode, which isrequired for authentication. Click Next.

|1:1 Microsoft SOL Server 2005 Express Edition Setup _ﬁl
Authentication Mode
The authentication mode specifies the security used when
connecting to SOL Sarver. ]
Select the authentication mods bo uss for this instaliation,
& Wdindews Autherntication Mods!
7 Mixed Mode (Windaws Authentication snd S0L Server Authertication)
Specify the 23 logon passward bekiw:
Enter passwoard:
|
Carfirm passeond:
|
Help | < Back: | feck = I Cancel I
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8. The Configuration Names dialog box is displayed. Click the checkbox to Enable
User Instances, then click Next.

|1:1 Microsoft SOL Server 2005 Express Edition Sekbup |

Configuration Options
Configure user and administrabor accourks

This option enables usars withaout administrator permissions bo run a separate
Instance of the S0L Server Express Database Engine.

™ add user to the SOL Server Administrator role

This cption adds the usar whao is running the SO0 Sarver Express installation program
bo the SQL Server Sysbem Administrator roke. By default, users on Microsoft Windows
Vista operating syshem are nok members of the S0L Server System Administrator role.

Help I <&-:k| H;xt:-l Cnnnll

9. Inthe Service Account dialog box, it is recommended that you set a domain user
account for the greatest security. Click Next.

|1:1 Microsoft SOL Server 2005 Express Edition Sekbup |

Error and Usage Report Settings:

Help Microsaft improve some of the 50U Server 2005 componenks
and services.

putomatically send Error reparts fior SQL Server 2005 bo Microsoft o your corparate |
Ermor reporting serwer. Error reports inchude information regarding the condition of 5oL |
[~ Berver 2005 when an srror ooourred, your hardware configuration and obher daka, Error |
reports may unintentonally inchude personal information, which will not be used by :
Microzaft, i

Automatically send Festure Usage data For SOL Server 2005 bo Microsoft. Usage daka
[ inchedes anenymous information about your hardware configuration and how you use our
software and services,

By instalng Microsoft SOL Server 2005, SQL Server and its cormpanents will be configured to
sutomatically send fatal service arrar reparts ko Micnosoft or 4 Corparate Error Reperting
Serves. Microsoft uses errar reports bo impeove S0L Server functionality, and treats all
information as confidential.

e | cpock || met> | cancel |
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10. The Error and Usage Report Settings dialog box is displayed. Click Next.

|!.I Microsoft SOL Server 2005 Express Edition Sekbup |

Ready to Install
Setup is ready bo begininstalation.

=l

Setup has enough information to start copying the program files. To proceed, click Instal. Ta
change any of your installation settings, click Back, To exit setup, chck Cancel.

[rhe following components will be installed:

- S0OL Server Database Services
(Datsbase Services)

e | <pack  [[ el | caned |

The Ingtallation Wizard completes set-up and is now ready to install the SQL
Server Database Services.

11. Click Install.
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The dialog box displays the progress of installation for SQL components, and
notifies you in this dialog box when installation is complete.

B ricrosolt SOL Sepwver 2005 Sebup _!I

Setup Progress
The selected components are being configured

Product | status
(@MsiMLE Satup finished
SOL Setup Support Files Satup finished
(@50L V55 wrkter Satup finished
@5;1 Sarver Diakabass Services Setup finished

12. Click Next. The Installation Wizard completes set-up, and notifiesyou whenitis
complete.

B ricrosolt SOL Server 2005 Setup .!I

Completing Microsoft SOL Server 2005 Setup
Setup hes finished configuestion of Microsoft SOL Server 2005

Refar ko the ssbup arror logs for h‘urrr.al:b:rndual:nq aniy Failura(s) that oocurred during
setup, Click Finish to exik the instalation wiz

Summary' Log

To minimize the server surface ares of SOL Server 2005, some festures snd services are
disabled by defauk For new inskallations, To configure the surface area of SOL Server, use the

Surface Area Configuration tool,

Configuring and Managing 5QL Server j

Express

+  Forimproved manageability and security, SOL
Server 2005 provides more control aver the SAL
Server surface area on your systam. To minimize
the zurface area. the followang default
configursions have been spplied to your
ingtance of SOL serern

o TCPIP connections are dizabled i

- Blmonomd Do oma in dissblsd
[ Breh |

13. Click Finish.
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If you are migrating from NetCentral v4.1.x to v5.0, go to Appendix A, Migrating from
v4.1.x to v5.0 on page 149 and follow instructions to back up the database and clean up
old files on the server BEFORE continuing with the next step.

Install 7-Zip

The NetCentral installation reguires an open source program for data compression from
Windowscalled “7-Zip”. That program is distributed on the NetCentral Installation CD,
or you can download the “7zip” installer from http://7-zip.org/downl oad.html.

Toinstall 7-zip:

1. Openthe web page and click the download link for the Windows 32-hit . exe file.
Y ou are redirected to a download page from where the download begins.

Dovenload 7-Fip 4.57 (2007-12-06) for Windows:

Link Type Windows Bize Description
Downlogd =] B40° KB
32-bit
Dosrlogd g4 KB

2. Savethe. exe fileor immediately start set-up. Thetypical installation destination
is“C:\Program Files\7-Zip\.

© 7-Zip 4.57 Setup =3

Chooze Install Location
hoose the Folder in which to install 7-Zip 4.57. L‘ g

& waniia

Setup will install 7-Zip 4.57 in the Following Folder, Toinstall in a different Folder, click Browse
and select another Folder, Click Install bo stark the installation.

Destination Folder

_:\Program Files! 7-Fip! | Browse, .,

Space reguired; 2, 7MB
Space available: 6.8GE

Install l [ ancel
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IMPORTANT: Be sureto also download the Library “_extra.7z" (containing SFXs
for installers) from the same web location.

winioad Az 32-hit 264 KB 72 Library, SFExs for instailers; Plugin for FAR Manager

3. Extractthe7zS. sf x fileto the 7-Zip installation directory
“C:\Program Files\7-Zip\”.
Install Adobe Acrobat Reader
Aninstaller for Adobe Acrobat Reader isincluded on the Installation CD.

Alternately, you can download files directly from the Installation CD, or from the web.
To download the latest version of Adobe Acrobat Reader from the web, go to
http://www.adobe.com/products/acrobat/readstep2.html.

Reboot the Server

After you complete preparation of the system to be used asthe NetCentral server, restart
the server to put al of changes you just made to the system into effect.

Install NetCentral Manager

This section describes how to begin installation of the NetCentral v5.0 software on the
NetCentral server.

(cantinued)
= _NET Framework
Web services
FTP Services
Windows Firewall

Install required
applications:

+ 50L Server
« T-Zip

* Adobe Acrobat

Prepare server
= Operating System
= Internet Explorer
= SHMP

= IS

Install Inatall any
NetCentral Service
Manager Packs

Irestall
permanent
licenses

* Add devices
* Verify SNMP
messages

Configure
devices for
monitoring

The NetCentral server installation program installs the NetCentral server components,
aswell astheinstallation program for NetCentral device providers.

NOTE: Make sure that the required Microsoft tools and utilities (NET and
SQL) are dready installed. In addition, the server must be restarted at |east
onetime since SQL was installed; otherwise, the NetCentral server
installation program abortsiif it does not detect SQL. Refer to “NetCentral
server requirements’ on page 25 and “ NetCentral Troubleshooting guide” on
page 127.
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Log on to Windows as an Administrator

Log on to Windows as an Administrator
Installation procedures require that you first log on to the Windows system as an
Administrator, or as a user with Administrator-level privileges.

Install NetCentral v5.0 software

NOTE: You must first install all required software before continuing installation of
the NetCentral software. See “Verify system requirements’ on page 24 for
information about all componentsin the NetCentral system.

To begin installation of NetCentral server software:

1. Closeal Windows programs.

2. Locate and open the NetCentral server installation file, named
NetCentral_5.0.0_Setup.exe on the NetCentral Manager CD-ROM.

3. Theinstallation process begins, and checksthe system for any required software.
Click Yes, and the InstallShield Wizard opens.

InstallShield Wizard i _.EI

Welcome o the Installs hield Wizard for
MetCentral ¥V 5.0.0.% Server

The InstallShield® Wizard will nstall NetCentral W 5.000 %

Server on your computer, To continue, click Mext

Cancel
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4. Click the Next button, and the NetCentral License Agreement is displayed.

License Agreenent ll

Please read the following license agreemeant canshully

END USER LICEMSE AGREEMENT EI
IMPORTANT-READ CAREFULLY: By [a) clicking the ™1 agres™ or | accepl” bution located below,
[b] dowrloading,

inctaling. coping. or othenwise uzing the S oftware, or o) breaking or opening any seal on the
packaging of the Software,

LICENSEE AGREES TO BE BOUMD B% THE TERMS AND CONDITIONS OF THIS AGREEMEMT.

If Licenses doss

niot s0 agree, Licensee iz not granted any rights with respect to the Software, and Licenzes must not
download, install, copy,

or otherwize use the Software and must promptly delete any partial or full copy of the Software

and/or, if Licenzes obtaned

the: Software on a tangible medium, rebum the Software. Arw such return must be made to he antity
fram which fhe

Software was oblaned [whether Licensor or a distnbutor of retaler] and the cnginal recespt of invoice

for the Software must

be presented. Upon such retum, Licensees will receive a refund of the amount paid far the Software.
THIS AGREEMENT APPLIES NOT'WITHSTANDIMNG AN TERMS AND COMDITIONS OF ANY
FLURCHASE ORDER :I

= | do not agree

¢ Back I HMest = I Cancel |

5. Readthetermsand conditions of the Software License Agreement for NetCentral
from Thomson Grass Valley, then click the radio button for “1 agree” to continue
the installation process.

a. To accept terms of the License Agreement, click the radio button for “| agree”,
then click the Next button.

b. If you select “| do not agree”, the installation process stops and the
I nstallShield Wizard closes.

After you agree to the terms of the Agreement, the installation process continues.
The Install Shield Wizard displays dial og boxes in sequence for the online License
Agreements for Microsoft software packages.
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Install NetCentral v5.0 software

6. Thefirst dialog box includes licensing terms for Microsoft Visual C++.

Microsoft Yisual C++ 2005 SP1 Redis =01 x|

Pleaze read the following icense agreement. Prezs the PAGE DOWMN key
to zee the rezt of the agreement.

MICROSOFT WISUAL C++ 2005 RUMTIME LIERARIES

Theze licenze termz are an agreement between Microzoft Corporation
[or based on where you live, one of itz affiliates] and you, Pleasze read
them. They apply to the saftware named above, which includes the
media on which vou received it if any. The terms alzo apply to any
icrozaft

* updates,

* zupplements,

* Internet-bazed services, and

* zupport zervices

for this software, unlezs other terms accompany thoze items, [F zo,
thoze terms apply.

By uging the software, pou accept these terms. |f you do not accept ;I

MICROSOFT SOFT'wARE LICEMSE TERMS j

Do you accept all of the termz of the preceding Licensze Agreement? [F you
chooze Mo, Install will cloze. To install you must accept this agreement.

ez Hao

» To accept terms of the License Agreement, click Yes.

 If you click No, the installation process closes.
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7. Browse to the location where you want to install the program.
x
Installtion Path G./"/

L0 e O A

Setup will nztall HetCentral in the following folder. To install MetCentral at 2 different
loc:ation, chck the biovwss bustthon and speciy the location.

— Destination Folder

C:\Program Files\Thomzon Grass Valley\MetCentral Browse...

rretallz el

The default installation path isC: \ Pr ogr am Fi | es\ Thonmson G ass
Val | ey\ Net Cent r al \ Bi n, reflected in examples in this Guide. However, you can
browseto select adifferent path for theinstallation directory. Simply substitute the

path name you prefer for the default directory as you go through the installation
process.

8. Theingtalation process continues, and installs the Microsoft SOAP Taoolkit
Redistributable Package.
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9. Click Next to continueinstallation. TheInstall Shield Wizard displaysadial og box
to configure mail settings. If you have data available, fill it in.

InstallShield Wizard

Gve

DDA

Meztage view mail setting:

Plaata arter mal settings o mescage view

SMTP Seaver IP
Ilail friom

Il bor [ebavdt]

cBock [ MNew> Concel |

NOTE: Entering information now is not mandatory. If you do not have the necessary
data, click the Next button and return later to complete this information.

Load device providers
The NetCentral Installation CD includes a broad selection of devices providers. The

installation process loads these device providers for awide range of devices commonly
installed in a broadcast facility.

NOTE: Asequipment in your facility changes, you can manually install device
providers at alater time.

1. Astheinstallation process continues, you are asked if you want to install Device
Providers.

Queston =
‘? b

h_..(ﬂ Do ol wank ko inskall Device Providers nowy
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70

2. Click yes. The dialog box to select device providersis displayed:

Add/Remove Device Provider

Select the device providers toinztall and unselect to umnstall

Install/Uninstall available device
(% providers az selacted from the
followang kst.

[ 1&aDIC Librany System ﬂ
[awatech
| Brocade Sl oim
[IBrocade Slkhwioem 200
[(]Cesco CAT Router
[CCeaco Catabest 2300

| Cesn Catalbest 3750
[|Carterds hare

Drell Powerk doge
JEncore System Contraller ll

To retall a device provides not on
the list, wou must have the device
provider disk. Click have disk and
locate the deice pronader disk.

™ Have disk

MetCentral Setup Infomation

Thiz option iz for monitoring a Del Server PC running
‘Windows 2000 or XP. Program tracking capabilties are
provided Check MetCentral datashest onlire fior a list of

supported models.

Licensing requisments:

- & license per morkoned Del Serer must be purchased
fram Grass Valley

- A license aclivation fle must be instaled an the
MelCentral server PC

Moratoning requirements:

- Thiz device provider instabed on the NetCeanbral server
PC

- Metwork, conrecied to the montored PC

- The supphed PC agent installed on the mortored PC

- |P address. SHMP frap destinabon, SHMP R

Save | P |

Save af pint MetCeniral setup infioimation
fior selached device ploviders

¢ Back Meatt » Canicel

3. Click the checkboxes to select the device providers that you purchased. Scroll
down thelist to see al device providers that are available.

If adevice provider is not listed, you can install that manually after initial

installation (see “Manually adding adevice” on page 83). For now, select the

known device providers and continue installation.

To view set-up information, hover the cursor over adevice provider inthelist. If a
device provider that you need is not listed, refer to the section, “Installing device
provider software” on page 81 for instructions to install with the NetCentral

system.

4, Click Next to continue installation.

IMPORTANT: Make surethat at |east one device provider isinstalled before
opening the NetCentral Manager on the server for the first time. This allows
the manager software to initiate automatic set-up processesto add devices. If
no device providersareinstalled, the NetCentral Manager software opens but
remains blank and largely non-functional.

About device providers

A device provider is a software module that enables a particular type of device to be
included in the NetCentral system. A new provider can be plugged in to an existing

NetCentral system.
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Completing installation of NetCentral software

A device provider isinstalled on the NetCentral server, not on the monitored device. A
device provider simply enables NetCentral to monitor that device type.

Y ou must have aNetCentral device provider for each device type to be monitored. A
deviceprovider issimilar to aprint driver that allows aworkstation to communicate with
aloca or networked printer. As such, device providers are installed on the NetCentral
server, not the monitored device.

When you install a device provider on the NetCentral server, the device provider
installation program may provide online documentation that explains any unique
requirements for monitoring that device type with NetCentral.

Completing installation of NetCentral software

September 2008

After youinstall device providersand completethe NetCentral License Request, you can
complete installation of the NetCentral software:

1. Click the Next button to continue.The Install Shield Wizard displays a message:

Dr. Watson - =i

-
V-E) D, W'atson has been installed as the defaulk application debugger

2. Click the OK button.

The Install Shield Wizard displays a dialog box that allows you to restart the
computer now or later.

Installshield Wizard

HelCential Setup Complete

Thie Installs hiedd Wizard has successhully instalied MeCentral
W D029 Server, Belore you can use the pragram, pou must
reslatl polr compLber

15 ez, | wani fo restart my compuiies now|
7 Mo, | wll sestart my compuien labar,

Remene ANy dieks liam ther dives, snd than chek Firesh 1
complel selup,

3. Tocompleteinstalation, click the radio button for Yes, then click Finish.
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IMPORTANT: You must restart the server again to put everything into
effect. Reboot the NetCentral server now.

This completes basic installation of the NetCentral software and device providers. Goto
the next section to collect datafor a permanent license, then check for any Service Packs
issued after theinitial release that you just installed.

After the server starts up again, log on as Administrator on the Windows system.

Collect data for NetCentral licenses
The License Wizard collects data to request a unique permanent license for NetCentral.

After you reboot and log on as an Administrator on the Windows system, the License
Wizard for NetCentral automatically starts, and displays the following window:

E License Request Wizard Ei |

Ty
":I Welcome to the License Request Wizard

The License Reguest Wizard will help vou aather
the information needed to create a license for your
new Grass Valley product

When complete, the wizard will save the results in
a file on the Windows deskdop. This file will need
to be emailed to MC-Licenses@&@thomson.net

J Nest Cancel

NOTE: At any time, you can run the License Wizard program by going to the
Windows Start menu (Start | All Programs | NetCentral | License Wizard).

1. Click Next to continue.
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2. Enter dl of the information requested on this page. Y ou must provide avalid
e-mail address to receive your license activation text file.

.R License Request Wizard Ei |
Enter the following information:
Customer
Hame: |myNamE
Email Address: [myE mail @comparty.com
Comparny: Imy'CD mpany
Address: ﬂ
Country: | United States of Americ x|
Phone: |
< Back I MNext I Cancel
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Click Next to continue. Enter the Sales Order number with which you purchased
your NetCentral licenses.

& License Request Wizard

Locate the Sales Order Mumber on the MetCentral

Licanse Document that you received from Grass
Yalley and enter it below.

Sales Order Humber:

Click the button below to view a sample of the
MetCentral License Document

Yiew Sample I

< Back I MNext I Cancel

Y ou can find this number on the NetCentral License Document you received from Grass
Valley after purchase, or click view Sample to see an example of a Sales Order Number
This document aso includes licensing instructions
—. ~ ('_'—__ : i . I
Software License
Docament Faet Numbes 071-8402-00

Important: Please Read. Do not throw away!
“Sales Order Number: $12345

This document certifies the purchase of te followng NesCentral Scense
- 1 MetCentral £ 1 Masssbr baengs  (Product Code: NETCEN-MGR

4. Click Next to continue.
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The resulting text contains al the information required to issue your permanent
licenses, as shown in the following illustration.

,E License Request Wizard Ei |

Flease review the following information:

Hame: |myNﬂm 2]
Email: |myErn ail@company.com

Compams |my0:|m pamny
Address: IN;A

Country: |United States of Amernca
Phone: |WA

Sales Mumber: |5|2345

Ifthis looks correct, press Finish. After doing 50,
afile called

License_Reguest_512345.txt will be placed
on your deskiop. You will need to email

this file to NC-Licensesathomson.net,

=
Cancel

5. Click Finish and find the license request file on the Windows desktop.

< Back

Remember to e-mail the license request file to NC-L icenses@thomson.net.

Requesting permanent NetCentral licenses
After installation of NetCentral software, atemporary licenseis automatically activated.

IMPORTANT: Submit the license request for permanent licenses without
delay. Thetemporary license is activated for only three weeks.

With the temporary license, you can compl ete the software installation and device
monitoring set-up for your NetCentral system without waiting to receive the permanent
licenses.

For trial purposesonly, thetemporary license also allowsyou to use features and monitor
devices for which you have not purchased permanent licenses. See Chapter 6,
Permanent Licenses on page 119 for details about receiving and installing a permanent
NetCentral license.

About NetCentral licenses

All NetCentral components are licensed through the SabreTooth License Manager. The
License Manager isinstalled on the NetCentral server along with the NetCentral
software.
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NOTE: Licenses are unique to the system for which they are purchased and cannot
be used on any other machine. If you replace or switch related system
components, such asthe primary Ethernet card or hard disk, you must obtain
anew license.

The licenses are keyed to the NetCentral server and are based on your system’s unique
identifier. That identifier is derived from a combination of the Media Access Control
(MAC) address and primary hard disk serial number. License information is stored in
XML files that you can manage, just as you do with any other file on your system.

Install Service Packs

Service Packs provide updates to provide optimum software performance.

Prepare server
* Operating System
= Internet Explorer
= SNMP

= IS

(continued)
= NET Framework
Waob services
FTP Services

Windows Firewall

Insiall required
applications:

*= 50L Server

» T-Zip

= Adobe Acrobat

install Install any = Add devices
NetCentral Service = Verify SNMP
Manager Packs Mmessages

Irestall
permanent
licenses

Configure
devices for
maonitoring

Y ou should regularly check for any updates, even after initial installation, to ensure that
you are running the most current version of the software.

1. Go to ftp://ftp.thomsongrassvalley.com/NetCentral /5.0/Service_Packs.

2. Check for any available Service Pack higher than the NetCentral software version
you are currently using.

Install the Service Pack and restart the server as directed.

Read the Release Notes that accompany the Service Pack to understand any
changes to features or functionality.

5. Reboot the server.

NOTE: If you plan to monitor any Windows-based systems, see Chapter 5, Install
Windows systems monitoring on page 111 for installation instructions.

Run NetCentral

After the server has been prepared with al the required software, services, tools, and
updates, you can now run NetCentral.

1. To start NetCentral, double-click the NetCentral icon EE or use the
Start | All Programs menu and select NetCentral.

76 NetCentral Installation Guide September 2008



What' s next?

Thefirst time you log on to the NetCentral system, theicon automatically loadsin
the system tray of the Windows taskbar.

| u.||o 11:08 AM

NetCentral icon
in Windows system tray

2. Click File | Logon and log on to NetCentral. Use the Windows username and
password for any user account that isin the NCAdni ni strat or group.

3. Verify visually that you are logged on to NetCentral with Administrator
privilegesin the Status bar (located at the bottom left of the NetCentral interface
window).

NetCentral Access Rights:

Notethat the Administrator nameisdisplayed in red. If auser logs on who does not have
Administrator-level privileges, the user name is displayed in Blue.

When you install NetCentral, it automatically adds any users who are part of the local
Administrator group to the NCAdni ni st rat or group. Make sure the current Windows
login to the NetCentral server has both local Administrator-level privileges and is part
of the NCAdni ni st rat or Group. If not, you can manually add it to the NCAdni ni st r at or
group. See “ Setting access rights to NetCentral features’ on page 156 for specific
instructions.

Refer to Appendix B, Setting Security and Access Rights on page 155 for additional
information about users, groups, and NetCentral access permissions.

NetCentral services are now running, whether a user islogged in or not.

What's next?

The next step in the installation processis to add and manage devices, including their
associated device providers. Go to Chapter 3, Managing Devices for detailed
information.

September 2008 NetCentral Installation Guide 77



Chapter 2 NetCentral v5.0 installation

78 NetCentral Installation Guide September 2008



Chapter 3

Managing Devices

Next in the installation process, use the discovery processto add NetCentral -compatible
devices and verify that messages are working.

Prepare server
* Operating System
= Internet Explorer
= SNMP

= IS

(continued)
= _MNET Framework
* Web services

+« FTP Services

Windows Firewall

Insiall required
applications:

*= 50L Server

v T-Zip

= Adobe Acrobat

Install * Add devices Configure Install
MetCentral = Verify SNMP devices for P Fmanent
Manager monitoring licenses

messages

The NetCentral system monitorsall devicesthat areidentified to the system. Thissection
describes how to discover and manage devices, and includes:

» “Adding devices automatically” on page 79

» “Adding more devices’ on page 81

* “Organizing devices’ on page 86

» “Setting heartbeat polling” on page 88

» “Removing devices’ on page 90

» “Placing devicesin or out of service” on page 90
» “Managing port access’ on page 92

» “Creating an Open SAN fabric” on page 93

Adding devices automatically

If at least one device provider is correctly installed, the Auto-Discovery process begins.

Y ou can configuretheway NetCentral runsthisprocessin“Auto-Discovery” mode. Y ou
can also direct the software to use the discovery processto manually add asingle device
(described in * Adding more devices’ on page 81). Whenever adevice is added (either
automatically or manually), the NetCentral system executes the discovery process and
“discovers’ that device every time the system starts.

Thediscovery process finds the device and gathers information about the device. It does
this by triggering the SNMP trap configuration process, which attempts to remotely
configure SNMP trap destinations on the device. This allows the device to send its
SNMP trap messages to the NetCentral server. (These processes are reported in the
Application Logs Viewer.)
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Devices must be configured to turn on SNMP. NetCentral can monitor only the devices
that areaavailable on the network. This process also assumes that the appropriate device
providers were installed for each device type to be monitored.

Starting Auto-Discovery
To start Auto-Discovery:

1. Onthe NetCentral server, open the NetCentral interface and log on with NetCentral
Administrator privileges.

2. Click the configure menu.
» If themenuitemis*” Stop Auto Discovery,” it means Auto-Discovery isrunning.
 [f the menu item is Start Auto Discovery, select it.

3. Click Tools | NetCentral Application Logs to open the Application Logs Viewer.
Y ou can view and track NetCentral’ s automatic processes. in this window.

4. Wait for devicesto be displayed in the NetCentral Tree View through the
Auto-Discovery process. This process searches the local network for devices and
adds them automatically to the NetCentral system.

NOTE: Depending on I P addressrange, thefirst time you run NetCentral you
may wait several minutes before you begin to see devices asthey are
automatically added.

5. Check thelist of devicesin the Tree View. Expand nodes as necessary. If no
devices are listed, you must manually add devices asin “Adding devices
automatically” on page 79, and then repeat this procedure.

Auto-Discovery isahelpful feature for the initial installation and set-up of the
NetCentral system. However, after theinitial set-up iscomplete, you might want to turn
off Auto-Discovery to prevent unwanted devices from being inadvertently added to the
NetCentral system.

Verifying SNMP trap messages from monitored devices

Immediately after you run Auto-Discovery, test the device using the trap validation
process. This process tests devices that were just added to see if they can send their
SNMP trap messages to the NetCentral server.

Use this procedure anytime you add a device, configure adevice, restart SNMP services
on adevice, or otherwise adjust the NetCentral system to receive SNMP trap messages
from one or more monitored devices.

To validate SNMP trap messages from monitored devices, do the following:

1. On the NetCentral server, in NetCentral click Configure | Start SNMP Trap Message
Configuration to test al currently added devices.

(Youmay needtofirst click Configure | Stop SNMP Trap Message Configuration and
then click Configure | Start SNMP Trap Message Configuration.)

2. Asthe SNMP trap configuration process runs, check resultsin the NetCentral
Application Logs Viewer.
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Not all devices support this type of remote testing (see the section, “Using SNMP and

other protocols’ in the NetCentral | nstallation Guide). If the device does not support

remote testing, you must cause an actual fault on the device to check its ability to send
SNMP trap messages to the NetCentral server.

Adding more devices

If NetCentral’ s Auto-Discovery feature in its default configuration does not
automatically create the correct list of devices that you want to monitor, you can add
devices more devices.

Before you can manually or automatically add devices, there must first be a
corresponding device provider set up in NetCentral.

» “Ingtalling device provider software”

To add more devices, you can then continue by:

» “Configuring Auto-Discovery to add devices’ and run the discovery process again
» “Manualy adding adevice’” (one at atime)

» “Adding multiple devices simultaneously”

Installing device provider software

Filesfor al currently available device providers are installed as part of the NetCentral
software. The NetCentral server installation process copiesthe device provider filesonto
the server and opens the device provider installation program, in which you can select
device providersto install.

When you install the device provider on the NetCentral server, the device provider
installation program provides online documentation. This online information explains
unique regquirements for monitoring that device type with NetCentral.

In most cases, you caninstall al the device providers as part of the NetCentral server
installation process.

To add devices after initial installation:

1. Log on asauser with Administrator rights (File | Logon) or, at the bottom left corner
of the Windows® task bar, verify that Access Rightsis set to Administrator.

NetCentral Access Rights:

2. Click File | New | Device Provider. The device provider installation program opens.

3. Agreetothelicense agreement and click Next until you arrive at the screen that lists
the device providersavailablefor installation. The device providerslisted are those
currently available on the local server.

4. If al the device providers you need are listed, select one or more device providers
and then continue with the next step in this procedure.

5. In some cases a device provider you need is not listed. If that is the case, then:

a. Find the device provider installation files and make them available to the
NetCentral server.
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b. Select the radio button for Have Disk. The selection in the box above is grayed.
c. Click Next. The Select dialog box is displayed.

d. Browse to the location of the installation files for a device provider, select the
*.ncp filefor the device provider, and click Select. The Select dialog box closes
and the device provider is automatically selected in the device provider
installation program.

6. Click Next to move through the remaining screens and compl ete the installation
wizard.

7. Repeat this procedure to install additional device providers.

Refer to the manual or installation instructions for the device type to determine the
regquirements for NetCentral monitoring.

After youfinishinstalling NetCentral, if you do not know if adevice provider iscorrectly
installed and registered, usethe Diagnostic tool to test and verify. When you are satisfied
that the NetCentral server has a correctly installed NetCentral device provider for each
type of device to be monitored, see the NetCentral User Guide.

Configuring Auto-Discovery to add devices

By default during start-up, Auto-Discovery adds all the NetCentral-compatible
SNMP-monitored devicesit finds on the local network for which device providers are
installed.

This section explains how to set the default Auto-Discovery settings. Each time
Auto-Discovery runs, it more reliably and efficiently adds or retains only those devices
that you want to monitor, even if you frequently add or remove devices in the facility.

When you add devices, you are giving directionsto the discovery processto look for the
following information about the device(s) that you want to add:

* SNMP Community name — Each device must belong to an SNMP community to
support NetCentral monitoring.

* (and) IP address — Each device must have an Internet Protocol (1P) addressto be
apart of an IP network. Usethese | P addressesto identify the devicesthat you want
to add to the NetCentral system.

* (or) Device Name — As an dternative to an | P address, if the network recognizes
names, you can add devices one at atime by entering the network name of the
device.

Contact the Network Administrator to get information about the names or | P addresses
of monitored devices.

To configure Auto-Discovery:

1. Verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on (File | Logon) as NetCentral Administrator.

2. Select Configure | Auto Discovery. After the System Settings dialog box is
displayed, click the Auto-Discovery tab.

3. By default, Auto-Discovery discovers devices at application start on the local
network only. To configure Auto-Discovery to runin other networks, click the Add
button. The Auto-Discovery Settings dialog box is displayed.
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4. Specify an |P address range on the network for NetCentral to search for devices.
Enter the SNMP community name to which the devices belong. (Refer to the
section, “About SNMP properties on monitored devices’ in the NetCentral
Installation Guide.)

5. Adjust the dider to regulate the amount of time NetCentral waits for adeviceto
respond so it can be discovered. If the network you are searching is prone to
lengthy connection times (such as acrossaWide Area Network in ageographically
distant location), adjust the slider to allow more time for a device to respond.

6. When you are satisfied with the settings, click OK to close the Auto-Discovery
dialog box.

7. Choose the Discover Devices option that provides the Auto-Discovery timing that
you need, asfollows:

* Never — The Auto-Discovery processis turned off all together. Selecting this
option overrides previously configured Advanced settings.

* Once at startup — The Auto-Discovery process runs only when the NetCentral
services start up. Selecting this option overrides previously configured
Advanced settings.

» Advanced — Clicking this button displays a dialog box in which you can
configure the days and times during which you want the NetCentral system to
run Auto-Discovery. Thisisespecially useful if you frequently have NetCentral
compatible devices added to the network. To minimizetheimpact on system and
network performance, schedule Auto-Discovery to run during times of minimal
activity.

NOTE: After the Advanced scheduleis set, do not then select “Once at
startup” or “Never,” as these options override the Advanced schedule.

If you configure an extensive range of 1P addresses within which the
Auto-Discovery process runs, you might find the process creates a noticeable load
on the server system resources.

If thisisthe case, after you initially discovered al of the monitored devices, select
Never and subsequently use Auto-Discovery only when needed.

8. Continue to configure the list so that NetCentral runs Auto-Discovery as desired.
Usethe Modify and Delete buttons as necessary to create the Auto-Discovery list. If
you delete the default Local network, you can restore it using the Local button.

9. When you are satisfied with the list, click the Apply button, then the ok button to
close the System Settings dialog box.

10. Click configure | Stop Auto-Discovery, then click Configure | Start Auto-Discovery.
If the Configure menu reports Sopping..., wait until it changesto Sart .... This
puts the changes into effect.

Manually adding a device

When you manually add an SNM P-monitored device, NetCentral uses the same
discovery processit usesin Auto-Discovery, except it targets only the device you
specify. To manually add an SNM P-monitored device:
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1. Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Click File | New | Device. Y ou can aternately right-click the folder into which you
want to add the device and select New | Device. The Add Device dialog box opens.

3. Select SNMP Device.
4. Enter the name or | P address of the device you want to add.

5. Enter the SNM P community name you use in the NetCentral system. (Refer to the
section, “About SNMP properties on monitored devices’ in the NetCentral
Installation Guide.)

6. Onthe DeviceType drop-down list, select the type of device. If the devicetypeyou
want to monitor is not on the list, it means the device provider is not installed.

7. Click the ok button.
The dialog box closes and NetCentral begins the process to add the device.

A “Network Connection” message box is displayed while NetCentral runsthe discovery
process and attempts to set an SNMP trap destination on the device. NetCentral reports
these processesin the Application Logs Viewer and in the “ SNMP Trap Target Status”
message in the Messages View.

If NetCentral cannot add the device, an informative message is displayed. Check
network connectivity, SNMP community name and licensing, and make sure the device
is NetCentral compatible.

When the deviceis successfully added, it is displayed in the Tree View.
Repeat this procedure until you add all of the devices you want to monitor.

8. Check the Application Log for SNMP trap configuration messages for the device.
If SNMP trap configuration was not successful, refer to “Verifying SNMP trap
messages from monitored devices’ on page 80.

After all added devices are able to send their SNMP trap messages to the NetCentral
server, continue with the next step.

9. If the only devices present in the NetCentral window are those that you want to
monitor, skip ahead to “ Other preparations for monitoring” on page 86.

10. If any devices are present in the NetCentral window that you do not want to
monitor, remove these devices through the procedure, “Removing devices’ on
page 90.
Adding multiple devices simultaneously

Y ou can add multiple devices either offline or in batch mode using the NetCentral Add
Devicetool (AddDevi ce. exe program). Using thistool, you can create an entiretree in
NetCentral to preconfigure multiple devices simultaneously.

To add multiple devices using the Add Device tool:

1. Create afile with the names of al of the devices you want to add, and Save thefile.
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The format should be a comma-separated list file [file.csv]. Each linein the file
should include Device Type, Device | P address, Device Name, and Community
Name, as shown in the following examples:

Del | Power Edge, 10. 16. 105. 121, XChange Server, public

Profile XP,10.16.114. 142, Server1, public

K2d i ent, 10. 16. 114. 163, Server 2, public

2. Stop NetCentral services. Right-click the NetCentral icon on the system tray; from
the pop-up menu, select Exit.

3. Goto Start | All Programs | Accessories | Command Prompt. Leave this window
open.

4. Locate the AddDevi ce. exe program under C:\ Program Fi | es\ Thomson G ass
Val | ey\ Net Cent ral \ Bi n.

5. Drag-and-drop the AddDevi ce. exe fileinto the Command Prompt window.

& ' Program Files', Thomson Grass Valley'setCentral'bin =10] x|
Ele Edt Vew Favorkes Tools Help i
) Back = r Search Foders | & (# = ¥) | M-
Agdress |_| C:\Program Filesi Thomson Grass ValieyiNebCentrafibin j E} GO
Name | size | Type | Date Modified | aptribtes [ <]
i Davica Providers File: Folder S113f2003 9:50 AM -
JHTML File Folder S[13/2008 950 &M
__Sarvars File Folder Si13j2008 950 &M
=] Fil= Folder S/13/2008 950 &M
I TestDisoovery File Folder 5713/2003 9:50 AM
N actiorCanfigur ation,sxe 260 KB Appication S/12/2008 4:17 PM A
&) ActioreDBwWrapperForExport. ., E45KE Applcation Extension 57112008 9:16 PM A
& ActiveDraving. di 40 kB Applcation Extension 57112008 %:20 PM A
40KB  Applcation 5111)2009 2:31 PM [y
=] AddEventLogChanges.sql 4B S0L Fie Si11f2008 8:15 PM A
e .
o+ Comimand Prompt =10] x| S 3"':'_:3 :"5 an il
- T LT 5/13/2008 %:50 AM A
5112008 8:15 PM A
Ef1/2008 905PM & =

The path to AddDevi ce. exe isthen displayed in the Command Prompt window.

6. In the Command Prompt window, enter the two command line arguments:
[[file.csv] [fol der_nane]]

» Thefirst command argument is the path of an input comma separated file (.csv)
that identifies the devices you want to add. Remember, you may only add
devicesthat are atype whose device provider isaready installed in NetCentral.
For more information about adding device providers, see “Installing device
provider software” on page 81.

» The second argument is the name of the NetCentral folder where you want to
place new devices. This can be either an existing folder or a new folder to be
created.
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If the second argument ismissing, AddDevi ce. exe createsafolder name at theroot level
of the NetCentral Tree for each device type you are adding. Each new deviceis placed
in its respective folder.

The order in which you create the tree can be changed. The default when using the Add
Devicetool isto list devicesin the order in which they are added. Y ou can also list
devicesin aphabetical order (see “ Sorting devices alphabetically” on page 88).

Y ou can set up devicesin adifferent order, such as setting up the NetCentral tree to
match the devicesin the rack. To do this, first move devicesto atemporary folder, then
movethem back into the NetCentral treein the order in which you want them to belisted.

NOTE: If you run the Add Device program without supplying the command line
argument, the program launches a dialog box requiring you to Browse to the
file and enter afolder name.

If you supply afolder name under which the device is already present in the
NetCentral database, the deviceisnot added (asit would be aduplicate). However,
if you ask the program to install the device under a different folder, the program
adds the device under the other folder you specify.

7. Press Enter. The new devices are added to NetCentral.
After adding devices, the Add Device program displays alog of its activities.

NOTE: When using the Add Device tool, Trend graphs are not created. To display
Trend graphs for the new devices added, you must first reset the devices
(Device | Reset State), then usethe Trend | Reset Chart command in
NetCentral to automatically reset the graphs and query new information. Y ou
can reset individual devices or all devices at the folder level.

Other preparations for monitoring

Read the manual or installation instructions for the SNM P-monitored device and check
for other installations or upgrades that are required to monitor the device with the
NetCentral system. For example, some devicesrequire the installation of an FTP server
for the transfer of device-specific logs to the NetCentral server.

When you install the device provider on the NetCentral server, the device provider
installation program provides online documentation that explains the specific
regquirements for monitoring that device type with the NetCentral system.

Organizing devices

By default, devicesin the Tree View are grouped in device type folders, named
according to the device network name, and sorted in the order they were added. If you
want to arrange these differently, you can manage devices by:

e “Grouping devicesin folders’
* “Renaming a device’
» “Sorting devices alphabetically”
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Grouping devices in folders

The NetCentral interface allows you to group devicesin the Tree View according to the
following rules:

» Each group of devices must have afolder under which the group is defined.
» A device can bein multiple folders.

* You can nest folders under folders to create a hierarchical structure.

* You can not nest devices under devices.

Decide how you want to group devicesto more accurately represent the facility, then
proceed as follows:

1. Verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Select the folder in the Tree View under which you want a new folder located.

To create afolder at the highest level possible, select the folder at the top of the
tree. Thisfolder is named Monitored Devices by default. Y ou can rename this
folder as needed. Y ou cannot create afolder above or at a peer level with this
top-of-tree folder.

3. Click File, or right-click the folder, and select New | Folder. The Folder Properties
dialog box is displayed.

4. Enter afolder namethat identifies the device group you are creating. A new folder
isdisplayed in the Tree View.

For now, leave other settings as default. Refer to the NetCentral User Guide for
information about how to associate the folder with an HTML page.

5. Withinthe Tree View, place devicesinto the new folder using one of the following
methods:

» Drag-and-drop to move adeviceinto the folder.

» Select adeviceand click Edit | Copy or Edit | Cut, then select the folder and click
Edit | Paste. Y ou can also right-click and use the pop-up menu in the same way.

6. Repeat this procedure, creating a hierarchical structure of folders and devices as
necessary to represent the systems and logical groupingsin the facility.

7. Expand and collapse folders as necessary to view devices.

8. Toremove afolder, move all devices out of the folder, right-click the folder and
select Delete.

Renaming a device

September 2008

When you add adeviceto NetCentral, the network name of the deviceisrecorded in the
NetCentral database as an “alias’ and mapped to the device’s |P address. Y ou can then
change the NetCentral alias for the device as needed. Changing the NetCentral name
(alias) does not change the actual network name on the device.
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Also, if you ever change the network name on the deviceitself, NetCentral does not then
automatically read the new network name from the device and update the name (alias)
in the database. For thisreason you might want to manually change the NetCentral name
for the device.

To rename adevice in NetCentral (assign anew alias):

1. Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Select the deviceinthe Tree View.

3. Click Edit or right-click the device and then sel ect Rename. The Rename dial og box
is displayed.

4. Enter the new name for the device and click oK. Inthe Tree View, the name of the
device changes.

Y ou can also use the Device List to rename a device, as explained in “Renaming a
device” on page 87.

Sorting devices alphabetically
By default, devices are sorted in the Tree View in the order in which they were added.
To sort alphabetically:

1. Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Click configure | Preferences. The Preferences dialog box is displayed.
3. Click the Facility tab.

4. Select Sort Tree View alphabetically and click OK.

5. Restart NetCentral to see the devices sorted a phabetically.

Setting heartbeat polling

Tomakesurethat devicesare till “alive” and capable of communicating their status, the
M anager software periodically sendsan SNMP GET command to all devices. Inthisway,
the NetCentral system does a poll to check the “heartbeat” of devices.

« If al devicesrespond, the NetCentral software does not display any messages or
trigger any actions.

* If adevice doesnot respond, the manager software checks again. If further checks
still do not get a response from the device, the device is declared dead or offline.
The NetCentral system triggers critical-level actionsto notify you of the condition.

Configure heartbeat polling by adjusting the following settings:

* Interval between heartbeat checks — Period of time that the NetCentral software
waits between the routine checks for the heartbeat of al devices.

» Pause before re-checking a faulty device — Period of time that the NetCentral
software waits before it re-checks a device that has not responded.

* Re-checks allowed before an alarm is reported — Number of times that the
NetCentral software re-checksan unresponsive device beforedisplaying the“Dead
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or offling’ message and triggering critical-level actions.

When you adjust these settings, you are adjusting the time allowed for amomentary loss
of contact before triggering an alarm.

For example, if the network commonly experiences minor drop-outs that do not
necessarily threaten the health of the devices or systems, you do not want afalse alarm
every timethereisadight glitch. Inthis case, movethe slidersto theright to allow more
time for abrief lapse in contact to be restored, meaning an alarm goes off only when
there is no response from a device for asignificant length of time. On the other hand, if
the system is highly critical and you need to know immediately about the slightest
indication of aproblem, movethe slidersto theleft to allow lesstime, meaning that even
avery brief loss of contact triggers an alarm.

NOTE: These settings could affect the performance of the network. Settings
that cause the polling dialog to occur more frequently increase the amount of
network traffic.

To set heartbeat polling:

1. Verify visualy that you are logged on to NetCentral with Administrator privileges
by checking the Status bar (located at the bottom left of the NetCentral window).

Notethat the Administrator nameisdisplayed in red. If auser logs on who does
not have Administrator-level privileges, that nameis displayed in Blue.

If thisis not displayed, log on as NetCentral Administrator (File | Logon).
2. Choose Configure | Heartbeat Polling. The System Settings dialog box is displayed.
3. Click the Heartbeat Polling tab.

4. Adjust the sliders to set the time allowance NetCentral allows before it declaresa
system offline. Set the “Interval between heartbeat checks’ slider so that the
NetCentral system checks often enough to give you adequate notification of a
problem, but not so often that it unnecessarily increases the traffic on the network.
Use similar considerations as you set the other diders.

5. If you want to temporarily disable NetCentral’ s heartbeat polling, deselect the
“Perform heartbeat polling” checkbox.

CAUTION: Do not disable heartbeat polling in thisway if you are
actively depending on the NetCentral system for critical device
monitoring.

6. When you are satisfied with the settings, click the Apply button to put settingsinto
effect and leave the dialog box open, or click the OK button to save settings and
close the dialog box.

7. Click configure | Stop Heartbeat Polling, then click Configure | Start Heartbeat
Polling. If the Configure menu reports Sopping..., wait until it changesto Sart ....
This puts the changes into effect.
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Removing devices

When you remove a device, it disappears from the NetCentral window and the
NetCentral server software ceases to process messages coming from the device. See:

» “Removed devicesin the Facility View”
» “Removed devices and Auto-Discovery”

To remove adevice:

1. Verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Inthe Tree View, highlight the device you want to remove.

3. Right-click the device or click Edit | Delete. Y ou can also press Delete. The Delete
Device dialog box is displayed, asking “...do you really want to delete...?” (This
confirmation box is displayed only when you del ete the | ast instance of adevice
from the tree)

4. Click the Yes button to remove the device and close the message box.

Repeat this procedure as necessary to remove any devices no longer used.

Removed devices in the Facility View

If aremoved device is represented on a Facility View HTML page, it is displayed asa
red X onthe HTML page. Y ou must manually remove it from the HTML page.

Removed devices and Auto-Discovery

If you find that aremoved deviceis again displayed at alater time, it means that the
Auto-Discovery process is discovering and re-adding the device.

The Auto-Discovery process discovers and adds devices in the configured | P range,
including devices that you previously removed.

If you want to keep aremoved device from being added to the system again every time
Auto-Discovery runs, reconfigure the Auto-Discovery ranges to exclude the I P address
of the removed device.

For example, if adevice that you want to keep removed has an | P address of

192. 168. 6. 155, configure two Auto-Discovery Settings dialog boxes, oneto run
through the | P addresses below 192. 168. 6. 155 and another to run through the IP
addresses above 192. 168. 6. 155.

Placing devices in or out of service

This section describes how to:
* “Remove devices from service”
* “Place devices back in service’
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Remove devices from service

Itisoccasionally useful to stop monitoring adevice temporarily so that maintenance can
be performed on the device, or for some other reason. Thisis called “removing adevice
from service.” Removing a device from service:

» Temporarily disables NetCentral’s monitoring of that device, but does not affect
the device itself in anyway.

» Stops showing any NEW messages or aertsfor that device, but it does not stop the
Trend charts or affect the property page display.

» Generates a message indicating that the device has been removed from service
(then generates another message indicating when the device has been placed back
in service).

Manually removing a device from service

To manually remove a device from service:

1. Inthe Tree View, right-click the device you want to remove.

2. Select Remove from service from the drop-down menu.

A device that has been removed from service is shown as gray in the Tree View.

A messageis generated in NetCentral indicating that the device has been removed from
service.

Automatically removing a device from service

If adevice generates an exceedingly high number of messages (that is, becomes a
“babbling device”), NetCentral temporarily removes only that device from service.
M essages from that device are no longer processed.

Place devices back in service

Placing a device back in service means re-enabling NetCentral monitoring for that
device. A devicethat isback in serviceis shown in black in the Tree View.

Automatically placing a device back in service

If adevice may have generated an exceedingly high number of messages and NetCentral
temporarily removed that device from service. That offline device is automatically
placed back in service after NetCentral detects that the offending device has stopped
flooding the system with repeated, identical messages, and is now normally transmitting

messages.

Manually placing a device back in service

September 2008

To manually place a device back in service:
1. Inthe Tree View, right-click the greyed-out device you want to place back in service.
2. Select Back in service from the drop-down menu.

The device is now back in service.
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Managing port access

This section documentsthe portsthe NetCentral system uses. If you intentionally restrict

port access for security reasons, make sure that the NetCentral system has the necessary
port access.
The following table lists the requirements for portsin the NetCentral system:
Feature/Function NetCentral Monitored Other ports
server port device port
Basic functions — 162 161 —
minimum ports required
Log accessviaFTP 21 —
Web-based configuration 80 —
Facility View files — — 80 on the device hosting
on remote host the web pages or files
Syslog monitoring 514 — —
Mail actions — — 25 onthe SMTP server
ICMP (Ping) — — Allow ICMP echo messages

Assigning a Port Alias

You can assign an alias for each port on a switch; thisincludes Brocade, Cisco, Qlogic,

0]

r HP Ethernet switches. This dliasis displayed in the Property pages and in the

messages for that switch, allowing you to easily see which device is connected to each

p

ort on that switch.

To assign aport alias:

1

Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

. Inthe Tree View, select a Cisco, Qlogic, or HP Ethernet Switch. Note that Port
Settings are not available for a Brocade system.

3. Expand the device so the subsystems are in view in the Tree View.

4. Select Ports. Right-click and select Port Settings from the drop-down menu.

. ThePort Settings dialog box is displayed. Notice that the namesin the “ Port Alias”
column have only generic names (no port alias).

. Click Learn to populate the ports list with port information from the switch.

CAUTION: Clicking the Learn button overrides any port alias that you
previously entered. That datais lost.

. Select a port number and enter an aliasin the field. Repeat for other ports as
necessary.
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8. Click ok when you are finished. Refresh the Ports subsystem property page to see
the new port alias.

Creating an Open SAN fabric

September 2008

If you are using PFC500 on an Open SAN, you must update fabricsto usethis new service.

To automatically set the Profile RAID proxy server:
1. First, verify that the NetCentral 4.0 RMFO Serviceis set to automatic start-up.

2. Inthetree, create afolder to contain al of the SAN components you want in the
fabric. If you create subfolders to organize SAN components, group all the Profile
devices.

3. Ensure that this folder has a unique name within the tree.

4. Inthe Tree View, select the folder that containsthe Profiles you want to includein
afabric. (Note: Thisfolder must have a unique namein thetree.)

5. In the NetCentral menu, go to Device | Open SAN and select Create Fabric.
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The component functioning as the RAID proxy indicates in the property pages that
RAID monitoring is enabled. A Details button leads to more information.

Facility Trend  Action

@ : m is running on Media Area Metwork[MAN].
Frirnary Fil
Backup F5H:
& RBAID monitaring is enabled

access media an

Shd

able [ME] | Record es
FE1[31.. : 3

What’'s next?

See Chapter 4, Using SNMP and other protocols on page 95 for information about how
to set SNMP properties to better monitor devices.

After each monitored device is fully functioning with all features enabled in the
NetCentral system, see the NetCentral User Guide for information about how to use the
features of the NetCentral system.

Should there be any difficulties during installation, refer to Chapter 7, Troubleshooting
the NetCentral system on page 123.
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SNMP and other protocols

After you add devices using the Auto-Discovery process, there may be additional
devicesthat you want to monitor. All devicesmust first be enabled to use SNMP or other
protocols.

Prepare server
Operating System
Internat Explorer
SHMP

s

{continued)
= _MET Framework
* Web services

* FTP Services

* Windows Firewall

Install required
applications:

= S50L Server
. T.z_p

*  Adobe Acrobal

" & & =

Install Install any * Add devices Configure
MetCentral Service = Verify SHMP devices for
Manager Packs messages

monitoring

This chapter provides information about:
* “Monitoring using SNMP” on page 95
» “About SNMP properties on monitored devices’ on page 96
» “Configuring SNMP Trap messages on devices’ on page 97
e “Setting SNMP trap destinations on monitored devices’ on page 98
» “Setting SNMP properties’ on page 99
» “Putting SNMP properties changes into effect” on page 106
* “Viewing the SNMP Trap Service” on page 107

This chapter describes other protocols that can also be used for monitoring:
» “Monitoring using other protocols’ on page 107

e “Monitoring using ICMP (‘ping”)” on page 107

e “Monitoring using Syslog” on page 108

Monitoring using SNMP

September 2008

SNMPis part of the Transmission Control Protocol/Internet Protocol (TCP/IP) protocol
suite. For an introduction to Simple Network Management Protocol asit relatesto
NetCentral, including abrief history, general concepts and practices, the components of
the system, and how SNMP works, refer to Appendix A, Simple Network Management
Protocol Introduction, in the NetCentral User Guide.

For information about installing SNMP, refer to Chapter 2, NetCentral v5.0 installation
on page 21.

NetCentral Installation Guide

95



Chapter 4 Using SNMP and other protocols

NOTE: Refer to device-specific documentation for procedures to verify and
set the properties for monitoring with SNMP or other protocols. NetCentral
software supports multiple versions of Windows operating systems, and
several NetCentral-related tasks require that you check the version-specific
documentation provided with the Windows operating system.

For purposes of comparison and verification, this section contains examples of
procedures for Windows Server 2003 systems. Do not execute these procedures unless
you are certain that they apply to the operating system on your server.

About SNMP properties on monitored devices

To support the full set of NetCentral features, SNMP properties on a monitored device
should be configured as follows:

» The device must have at least one SNMP community hame.
* The SNMP community should have Read/Write access permissions.
» The*authentication trap” should be enabled.

To understand more about SNM P functionality, refer to the NetCentral User Guide. The
following explanation provides more information about SNM P properties related to
NetCentral monitoring.

SNMP communities

A device can be amember of one or more SNM P communities. These communities are
configured as part of the device’s SNMP properties. Many devices are members of the
“public” community by default, because it is the common name that is universally
accepted in all SNMP implementations. Y ou can choose to create and configure other
SNMP community names if you want to restrict messages by community. Refer to the
documentation for the monitored device or view the device’s SNMP properties to
determine the device’s SNM P community name.

The SNMP service requires the configuration of at least one default community name.
If the SNMP agent receives a request from a community that is not on thislist, it
generates an authentication trap. NetCentral usesthis authentication trap to validate that
adevice hasitstrap destination correctly set to the NetCentral server (check the
NetCentral menu, Device | Trap Validation).

NOTE: If no community names are defined, the SNMP agent denies all incoming
SNMP requests.

Permissions for SNMP communities

In the monitored device’'s SNMP properties, you can set Read/Write permissions for
each community name. All NetCentral features require Read permission, and some
features require Write permission as well.

To allow all NetCentral features to work with the monitored device, set the community
name to R/W (Read and Write permissions). Thisis especially important during
installation and set-up, as NetCentral must interact with the SNMP agent for the device.

NOTE: If required by security policies, you can set acommunity nameto Read Only;
however, some NetCentral features then do not work.
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The following features require that the community name be set to write permissions:

On all types of monitored devices:
» Contact and Location information.
» Automatic trap configuration. Refer to “ Setting automatic SNMP trap
configuration” on page 104.
On specific types of monitored devices:
* Windows PCs:
» Addition/deletion of authorized processes
» Profile XP:
» Estimation of storage used
» Resend trap scheduled time
» GPI action provider
» Flash LED action provider
* Open SAN Profile XP:
* RAID Proxy Server
* VNode GPI action provider

Configuring SNMP Trap messages on devices

To embed the NetCentral server address in a message, the address must be entered on
the device as an SNMP trap destination. The SNMP trap configuration process
configures SNM P trap message destinations on devices.

An SNMP trap message is a message that comes from a device, such asthe “Module
mismatch” message from a 8900 Modular frame. An SNMP trap message does not find
its way to the NetCentral server unless the message contains the NetCentral server’s
Internet Protocol (IP) address.

Asdevicesare added, the SNM P trap configuration process attemptsto configure SNMP
properties on each device. This process reportsitsresultsasa Tool Tip that is displayed
when you hover the cursor over adeviceinthe Tree View and asa“ SNMP Trap Target
Status’ message in the Message View. The process also reportsits resultsin the
NetCentral Application Logs Viewer.

1. Identify Tool Tips and messages for devices and continue with this procedure.

» If aToolTip displaysonly the devicetype and thereis no message regarding trap
validation, it means that NetCentral successfully entered the |P address of the
NetCentral server asan SNMP trap destination on the device, then successfully
received atest trap message from the device.

NOTE: A device with this Tool Tip is fully monitored by NetCentral and
requires no further steps. If all devicesin the Tree View have this Tool Tip,
go to “Adding devices automatically” on page 79.

» IfaToolTip for adevicedisplaysa“...Traps not validated...” message, one of
the conditions listed in the following table applies.
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2. Check the SNMP Trap Target Status message for the device in the Message View
to determine which condition applies, then proceed as indicated:

Condition

Action

NetCentral isin theprocess of testing thedevice
to vaidate its SNMP trap messages.

After afew minutes, check the device again for a
changein its SNMP Trap Target Status message
reflecting the test results. Continue with the next
procedure, “Verifying SNMP trap messages from
monitored devices’ on page 80.

The SNM P agent on that type of device doesnot
support remote configuration of SNMP
properties.

Y ou must configure SNM P properties manually; see
“Setting SNMP trap destinations on monitored
devices’ on page 98.

NetCentral has successfully configured SNMP
properties on the device so that the messages
from the device are now targeted to the
NetCentral server, but the changes have not yet
been put into effect.

Refer to “Putting SNMP properties changes into
effect” on page 106.

NetCentral tried to configure SNMP properties
but was not successful.

In most cases, you must configure SNMP properties
manually. See “ Setting SNMP trap destinations on
monitored devices’ on page 98.

Setting SNMP trap destinations on monitored devices

This section provides guidelines for setting SNMP trap destinations on monitored
devices that do not support the remote SNMP trap configuration mechanismin
NetCentral . On these devices you must use adevice-specific method to set an SNMPtrap

destination.

Set an SNMP trap destination by configuring SNMP properties. While each type of
device hasits own interface and methods for configuring SNMP properties, the
underlying values that must be set are common to all devices, asexplained thefollowing.

To set SNMP trap destinations using a device-specific method, do the following:

1. Determinethe method for configuring SNM P properties. Read the
manufacturer’ s documentation that you received with the device for specific
procedures. Some devices require that you go to the device itself and manually
configure SNM P properties. Some devices allow you to configure SNMP properties

remotely.

Within the device' sinterface for SNMP properties, identify the settings for trap
destinations. A trap destination might also be called atrap recipient or atrap target.

2. Enter the NetCentral server asatrap destination. Enter the following
information to set the NetCentral server as atrap destination:

» ThelPaddress (or on some devices, the machine name) of the NetCentral server.
* The name of the SNMP community. Make sure READ-WRITE accessis set.
» Also make sure the authentication trap is enabled.

3. Put changesinto effect. Often this requires that the SNM P services on the device
or the deviceitself be restarted. Read the manufacturer’ s documentation that you
received with the device for a specific procedure to accomplish this step.
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4. Verify with NetCentral Manager . On the NetCentral server, use the SNMP trap
configuration process to test the device, as explained in “Verifying SNMP trap
messages from monitored devices’ on page 80.

When you install the device provider on the NetCentral server, the device provider
installation program provides online documentation that explains the specific
requirements for monitoring that device type with the NetCentral system.

Refer to the NetCentral Installation Guide for examples of how to set SNMP trap
destinations on devices running a Windows operating system.

After you successfully set trap destinations on the SNMP monitored devices, continue
with “Verifying SNMP trap messages from monitored devices’ on page 80.

Setting SNMP properties

This section describes how to set:

» “SNMP Trap properties’ on page 99

» “SNMP Agent properties’ on page 101

» “SNMP Security properties’ on page 102

SNMP Trap properties

An SNMP Trap isatype of SNMP message that allows an Agent in amanaged device to
spontaneously notify the Manager of important events. SNMP traps often include
information necessary to diagnose an error. This section describes how to set SNMPtrap
properties on a monitored Windows computer.

NOTE: The Trapstab isnot to be confused with SNMP Trap Services (see“Viewing
the SNMP Trap Service” on page 107 for details).

To set SNMP trap properties:
1. In the Windows taskbar, click Start | Control Panel | Administrative Tools | Services.
2. Inthe details pane, click SNMP Service.

3. Either select Action | Properties on the menu, or double click SNMP Service. The
SNMP Service Properties dialog box is displayed.

4. On the Traps tab, enter the case-sensitive SNMP community name (usually
“public”) to which this computer belongs, and then click Add to List. The nameis
displayed in the drop-down menu.

SNMP Service Properties (Local Computer) 7 x|

Eamrd] Lag EIn] Ftan:nvaf_lrl| Agert  Traps ]Sanurityl Dspehdamiasl

The SMMF Service provides network, managerment over TCRAP
and IFX/SFx protocols, IF baps are required, one or mone
community names must be spacified. Trap destinations may be
host names. |P addresses or IF addresses.

Carmmurnity riame
| b =l Add to st
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5. Under the Trap destinations box, click Add. The SNMP Service Configuration
dialog box is displayed.

SNMP Service Configuration d 1|
Cancel

Hoest name, IF or IPX address:

I

6. In Host name, |P or IPX address, type the |P address or name of the NetCentral

server (the IP addressis preferable). Click Add. The addressis added to the list of
Trap destinations.

SNMP Service Properties {Local Computer) d |

Gunafdl Log Elnl Ftam'myl Agert Traps | Samrityl Dapandamissl

The SHMP Service priovades netvaork. management over TCRAP
and IFMUS P protacole. If braps are required, one o more

cormmunity names must be spacifisd. Trap destinations may be
host names, |P addresses or IF addresses,

Cormmunity name

Ipul:llit: :I Bid kg [ist I

Bemove from list I

Trap destinations:

ok Caneel Apph)

7. Repeat Steps 5 through 7 until you add communities and trap destinations for all
SNMP managers that monitor the computer.

NOTE: Y ou do not have to do anything to configure the SNMP Trap Service. It
automatically becomes active when the device receives traps.

To customize SNMP properties to meet the requirements of the particular site, refer to
“ Setting SNMP trap destinations on monitored devices’ on page 98.
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SNMP Agent properties

All devices supported for monitoring by the NetCentral system havean SNMP agent. To
support any NetCentral monitoring, the device must also have an SNMP community
name.

On most devices, the agent software is embedded and no installation is required.
However, on some devices, you must:
» Update or “unlock” SNMP agent software.
* Install aboard on which the SNMP agent software is embedded.
In the SNMP Service Properties dialog box, click the Agent tab. The information
included hereisdisplayed in NetCentral to identify this specific computer by something
other than number strings.
Specify the following to configure the Agent properties in the computer:

» Contact — Name and contact information of the Administrator

» Location — The location of the device. Y ou can enter the address, building
number, floor, room, rack number, etc.

» Service—Open System Interconnect (OSl) levels from the MIB2 sysServices.

The“Applications,” “Internet,” and “End-to-end” boxes are checked by default.
Accept these default options. Do not change these.

SNMP Service Properties {Local Computer) d bt
Eamrd] Log [In] Recovery Agent ITraps ] Samrityl Depandamissl

Intemet management systems may request the contact person,
syztem location, and network services for this computer from the
SHNMF serice.

Contact Iﬁ.drninistralu:ur

Location: IThnd flacd

Service
[T Physical W Appbcabons [ Datalink and subnetwiork

¥ Intenet [ Endio-end

[0k | Cocol | om

NOTE: The checkboxes for Physical and Datalink and subnetwork should be blank.
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SNMP Security properties

The most basic form of SNMP security isthe Community Name (also referred to asthe
Community String).

SNMP Community Names are like passwords for network elements. Most often, there
is one community string used for read-only access to a network element; the default
valueispublic.

L essoften, thereisalso aread-write community string. The default valuefor thisisoften
pri vat e. Using thiscommunity string, the system can actually change MIB variableson
anetwork element.

To enable security for SNMP, configure the following options:
1. Inthe SNMP Service Properties dialog box, click the Security tab.

2. Check the box to Send authentication trap. When an SNMP agent receives a
reguest that does not contain avalid Community Name, or the host that is sending
the message is not on the list of acceptable hosts, the agent can send an
authentication trap message to one or moretrap destinations (that is, amanagement
system such as NetCentral).

SNMP Service Properties (Local Computer) T x|

Eamrd] Lag EIn] Ftanwu_lrl| Agert I Traps  Securily |Dapendamiss|

[ Send authentication trap

Accepbad community names

Rights

Add... | Edit... Remave

The SNMP service requires the configuration of at least one default Community
Name (usualy “public”). The Rights are set to READ ONLY by default.

3. Click the Edit button in the middle of the dialog box, or double click the
Community Name to change the “Community rights’ to READ WRITE. This
allows NetCentral to update the user-defined information, instead of displaying
default information (such as location, contact name, asset tag). This action also
activates the Grass Valley Windows SNMP agent.

21
Comrmunity pghits:

|READ WRITE a

HEAD CHEATE
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4. Click Apply.

5. Click the radio button to accept SNM P packets. The SNMP Service Configuration
dialog box is displayed, allowing you to choose from a drop-down list.

SNMP Service Properties {Local Computer) 2x|

Gamrall Log Elnl Hamw_l.ll Agent I Traps Security |Depandamisa|

[ Send authentication trap

Accepted community names

Add... Edit... Bemove

¥ Accept SHMP packets from any host
— Accept SHMP packets from these hosts

Add, . | Edit. | HEmae I

[ ok | cancel | oy

» Accept SNMP Packets from any host — If this default option is selected, the
source host and alist of acceptable hostsrefer to the source SNM P management
system and the list of other acceptable management systems. No SNM P packets
arerejected because of the name/address of the source host or because of thelist
of acceptable hosts.

» Accept SNMP packets from these hosts— This option provides limited security.
If it is selected, only SNMP packets received from an approved host are
accepted. The SNMP agent rejects messages from other hosts and sends an
authentication trap.

6. Click ok or Apply. On a Windows computer, these SNM P changes take effect
immediately. The SNMP Service does not need to be restarted for these settingsto
take effect.
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Setting automatic SNMP trap configuration

This section explains how you can change the timing of when the remote trap
configuration runs. This allows it to respond more effectively to changes in the system
environment.

The purpose of the SNMP trap configuration processis to ensure that all devices have
the | P address of the NetCentral server entered asan SNM P trap destination. The process
runsin the following phases. These phases are reported in the Application Logs Viewer:

1. Test phase — NetCentral sends a known “bad” SNMP community name to the
device. If the device’s SNMP agent supports authentication traps, the agent replies
with an “authentication failure” SNMP trap message. In thisway NetCentral knows
the deviceisableto send its SNM P trap messagesto the NetCentral server. However,
if adevice’s SNMP agent does not support authentication traps or is configured to
not send authentication traps, the results of thistest are inconclusive.

2. Test Report phase — NetCentral reports the results of the test phase in the
Application Logs Viewer and in the “SNMP Trap Target Status’ message in the
Message View.

3. Configuration phase — If the device is not able to send an SNMP trap message,
NetCentral determines whether that type of device supports remote trap
configuration. If it does, NetCentral attempts to remotely configure the trap
destination on the device and enter the | P address of the NetCentral server.

4. Configuration report phase — NetCentral reports the results of the configuration
processes in the NetCentral Message View and in the Application Logs Viewer.
The automatic trap configuration process runs as follows:

* Immediately after adeviceisfirst added to NetCentral, whether by Auto-Discovery
or by manually adding a device, NetCentral runs all phases of the automatic trap
configuration process.

* Whenever NetCentral services start, either because the NetCentral server restarts
or because you intentionally restart NetCentral services, the previous trap
configuration status is remembered.

* Whenyou select Device | Trap Validation thefirst two phases (Test and Test Report)
run.

» When you select Configure | Start SNMP Trap Message Configuration, all phases of
the process run.

The process runs according to the valuesin the System Settings dial og box, explained in
the following section.

Modify automatic SNMP trap configuration
To modify settings for automatic SNM P trap configuration:

1. Verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).
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2. Click configure | Trap Configuration. After the System Settings dialog box is
displayed, click the Trap Configuration tab.

System Settings =101 1

Far moritared devices that support remote SNMP trap
$ conhguration, NelCentral can sutomalicall st the NetCentral
server PL as the tanget for the SMMP bap messages rom the

devices.
Sedect an ophon bo bell MetCentral when to run this configuration
process,

Configure: ¥ Once at ghartup ™ Mever Adyanced

ok | _geecs | e |

3. The process runs automatically by default on all devices only at application start.
After that, as long as the NetCentral Manager software continues to run, trap
configuration remains in a stand-by mode. When a device is added, trap
configuration is executed for that device only. The stand-by mode does not
consume significant network bandwidth, so in most cases there is no need to turn
it off.

4. If you want to change the timing at which trap configuration automatically runson
al devices, click Advanced. The Trap Message Configuration Scheduling dialog

box is displayed.
4
Stating Tine: | 5:30.0024M =
~ Recurrence pattermn
@ Daiy |  Evey [ dasl
~ Weekly ™ Every day
" Monthly
0K I Lancel
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5. Configure the settings according to the days and times that you want the processto
run. To mitigate the impact on system and network performance, schedule the
process to run during times of minimal activity.

If you schedule the processto run at aregular interval in thisway, NetCentral
updates the SNMP trap configuration reports in the Application Logs Viewer for
each device according to the schedule. By doing so, so you are regularly assured
that the devices are capable of sending trap messages.

6. Click OK to save settings and close.

NOTE: After the Advanced schedule is set, do not subsequently select “Once at
startup” or “Never,” as these options override the Advanced schedule.

7. Click ok on al the System Settings dialog boxes to save settings and close.

8. Click Cconfigure | Stop SNMP Trap Message Configuration, then click
Configure | Start SNMP Trap Message Configuration.

If the Configure menu reports Stopping..., wait until it changesto Start .... This putsthe
changes into effect.
Putting SNMP properties changes into effect

For many types of devices, you must put the SNMP trap configuration changes into
effect by restarting SNMP services on the device.

The requirements for restarting SNMP services vary according to the type of device.
* Onall devices, you can restart SNMP services by restarting the device itself.

» On some devices, such as those with Windows Server 2003 and XP operating
systems, changesare put into effect to restart SNM P services without restarting the
device. Read the device-specific documentation for instructions. If you are not
certain, restart the device.

As an example, on Windows devices, you can restart the SNMP Trap Service without
restarting the device itself asfollows:

1. Click Start | Control Panel | Administrative Tools | Services.
2. Select SNMP Service.

3. Click stop.

4. Click start.

5. Close dialog boxes.

Do the necessary stepsto put the SNM P configuration changesinto effect, then continue
with “Verifying SNMP trap messages from monitored devices’ on page 80.
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Viewing the SNMP Trap Service

Inthe Control Panel window, select Performance and Maintenance | Administrative Tools,
then Services.

5 Services =101 =]

Fie Action View Help
¢~ B ER @E =i w

% Mame  / I Diescripkion ]
i%ST«IP'I'J Service Enables Smple Metwork Management Protocol (SNMP)...
%SNW Trap Service Recelves trap messages generated by local o remote, ..

Notice that thereis alisting for both SNMP Service aswell as SNMP Trap Service.
* SNMP Service enables the protocols for communication.

* SNMP Trap Service iS Set up automatically during installation to receive trap
messages generated by local or remote devices.

NOTE: Do NOT do anything to configure the SNMP Trap Service. This
automatically becomes active when the device receives traps.

SNMP Trap Services should not be confused with the tab for “ Trap” in the SNMP
Service Properties dialog box (see the section, * Setting SNMP properties’ on page 99).

Monitoring using other protocols

Whilethe NetCentral system’ s primary protocol is SNMP, the architecture also supports
communication with devices using other protocols, including:

e ICMP (or “ping”)
* Syslog
Each of these are described in the following sections.

Monitoring using ICMP (‘ping”)

September 2008

ICMP or “ping” may be used to obtain basic hereabout checks and network latency
information from devices that do not support SNMP. The following datais displayed in
NetCentral for each device monitored viathe “ping” protocol.

 |P address of the device
» Device name

» Description

» Location

» Contact

* Asset tag

» Network latency
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To monitor adevice using ping, go to File | New | Device. The Add Device dialog box is
displayed. Select “Ping Device” from the protocol options on the left. Enter the device
name or | P address, location, contact, and asset tag information in the fields provided,

and click OK.

SHMP Device Hame or IF address

Sysiog Davico [01E32 107
Liocation:
|
Contact:
|
SzeatTag
|

[ ot ] _gorcel |

The deviceis added to NetCentral as a Ping device.

Monitoring using Syslog

The NetCentral core software on the server listens for Syslog messages on UDP port
514. The NetCentral software reactsto the message asif it were an SNM P trap message,
showing the message in the interface, displaying statusindicators, logging the message,
and triggering actions.

The Syslog protocol can have as many as eight severity levels for messages. NetCentral
mapsthe Syslog severity levelsto the appropriate NetCentral severity levels, asfollows:

Syson, | oescripion Neicer
0 Emergency: system is unusable Alarm

1 Alert: action must be taken immediately Alarm

2 Critical: critical conditions Alarm

3 Error: error conditions Alarm

4 Warning: warning conditions Warning

5 Notice: normal but significant condition Informational
6 Informational: informational messages Informational
7 Debug: debug-level messages Trace

Using Syslog, you can:

» Monitor adevice via SNMP only (described earlier in this chapter)
» Monitor adevice via Syslog only

» Monitor adevice viaboth SNMP and Syslog

Monitor using Syslog only in NetCentral
To monitor a device using Syslog:
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1. Make surethe device you want to monitor via Syslog can generate Syslog messages.
Check the documentation you received with the device for information about Sysl og.

2. Verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

3. If the deviceis not currently being monitored, click File | New | Device. The Add
Device dialog box is displayed.

4. 1f youwant to monitor the device using Syslog only, select Syslog Device and enter
the IP address of the device. Click OK to save settings and close.
Monitor using Syslog with SNMP in NetCentral
Y ou can monitor a device currently being monitored using SNMP and add Syslog
monitoring for the device.
Using Syslog on the device
To monitor a device using both SNMP and Syslog simultaneoudly:

1. Make surethe device you want to monitor via Syslog can generate Syslog messages.
Check the documentation you received with the device for information about Syslog.

2. Configure Syslog properties so that you can enter the | P address of the NetCentral
server as a Syslog target. This might be called a Syslog Daemon | P or some other
term. Read the documentation you received with the device for instructions.

3. Put Syslog configuration changes into effect on the device, following
documentation you received with the device.

4, Set up the device so that it sends a Syslog message to the NetCentral server.

Using Syslog on the NetCentral server

Y ou must add the Syslog device in NetCentral so that NetCentral can display messages
from that device.

5. Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

6. Select SNMP Device and enter the | P address or name of the device.
7. Enter the SNMP community name.

8. Verify that the device is displayed in NetCentral as a Syslog device and view its
subsystem properties.

Devices monitored via both Syslog and SNMP are displayed as SNMP devices
only, yet they display both Syslog and SNMP messages.

9. Click oK to save settings.

10. View logged Syslog messages using NetCentral message features asyou would for
SNMP trap messages.
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What's next?

Now that you have installed all the software, added devices, and configure the systems,
remember to request and install permanent licenses. Go to Chapter 6, Permanent
Licenses on page 119 for detailed instructions.

For information about how to diagnose any problems, see Chapter 7, Troubleshooting
the NetCentral system on page 123.
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Install Windows systems monitoring

This section provides supplemental information about installing the NetCentral agent to
monitor Windows® systems.

Installation requirements

Before you can monitor a Windows device in NetCentral, you must complete the
following:

1. On the server PC, ensure that installation of NetCentral v5.0 or higher is complete.
2. On al Windows computers to be monitored:

* Install the Grass Valley Windows monitoring agent (see “ Setting up for
Windows monitoring” on page 111).

» Verify that SNMP services areinstalled (see “SNMP Services’ on page 27).

» Verify that SNMP properties (such as Traps, Agents, and Security) are
configured for each Windows system (see “ Setting SNMP properties’ on

page 99).

3. Verify that the permanent license for the Grass Valley Windows Monitoring agent
has been received (see “Verify Licenses’ on page 116).

Each of these steps are more fully described in this and other sections of the NetCentral
documentation.

The compatible Windows Operating Systems for monitoring for NetCentral v5.0
includes Windows Server 2003 and Windows XP.

NOTE: The Windows Monitoring agent should not be installed on the following
devices:

o K2 Server

o K2Client

+ K2ASI Client

* UIM (Universal Interface Module)

Setting up for Windows monitoring
This section provides instructions specific to Windows PC installation:
» “Instal the Windows Monitoring agent” on page 112
» “Install device providers’ on page 115
e “Set up NetCentral services” on page 116
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112

Install the Windows Monitoring agent
Install the Grass Valley Windows Monitoring SNMP agent.

1. Usethe Instalation CD or go the directory where NetCentral software isinstalled
(C: Programs\ Net Central Sof t war e\ W ndows Moni t ori ng) to locate the agent.

2. Run Net Central GrassVal | eyPCMVonitoring 5 0_0_xx. exe.

3. ThelnstallShield preparesfor installation. Click Next and follow the promptsin the
Install Shield Wizard.

4. Read the Term and Conditions and click the radio button to accept the license
agreement.

O — x

Plaass 1ead the followsing bcense agresment cansfully

EMD USER LICEHSE AGREEMEMNT -
IMPORTANT-READ CAREFULLY: By [a] clcking the 7T agree™ or 71 accepl” buthan locabed below.

[l] dossrdaading. - . .

instalirg. copying, of athervwee wang the Softwane, or (2] breaking or opening ary seal an e

packagng of the Sollvae,

LICEMSEE AGREES TO BE BOUMD B THE TERMS AMD COMDITIONS OF THIS AGREEMEMT.
I Licensse doss

nal pa agres, Licensee is ot granied any nights vath respec bo the Softwans, ard Licsnses must nol
downioed, nshall, copy,

or olhermise use the Softwane and mus! promptiy delete ary partal or full copy of the Soltware:
anilvian, § Licenses obhainesd

ﬂﬁ:ﬁswmhhmammmim retn e Software, Arg such petum must be made o b enfily
Softwars wat ablained [whethei Licersor of & deinbubos o retalei) and he aigna iecepl o rvoics
Fat Ihe Salivane must

b= preserted. Upon such iehum, Licersee will rscerve & nefund of the amount paid for the S oftwse.
THIS AGREEMENT APPLIES HOTWITHS TANDIMG AT TERMS AND COHDITIONS OF ANY

FURCHASE DRDEA ;l
| e
[+ | danot agiee

Hach Nest » Cancel I

5. Accept the defaults for the following; you can change these later.
o “Asset Type’ (the default is Windows System)
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e “Asset Tag” (for asset tracking; leave it blank for now)

InstallShield Wizard

6. Enter the IP address or Host Name of the NetCentral server. This can be changed
later, if needed.

Irekt allShield Wizard
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The Install Shield Wizard performs the set-up operations, then displays the
following message:

Installshield Wizard x|
Selup Slatus G.//
Orass valey
G MM 71

NelCeritral 5 wWindoe: Moratonng 5.0.0.38 Sebup is performing the requested operation:.

or.watson

Rlemor 3
|- \!r) Cx. Wakson has baen instaled as the dafault application debupger
IretallEhield

_ Concel |

7. Click the ok button, and adialog box is displayed for the File and Event Log
Monitoring.

f:-_Filc and Event Log Monitoring |

- Select File logs

ddd... Delete

—Select Evant Logs

[lApplication
[edmd

[ JIrtesnet Explones
[DDiag

105 eszion

| |Secunty
[15ystemn
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8. Select the applications you want to monitor, and click OK.

InstallShield Wizard |
Setup Status W
4 TH Tl £

HetCental 5 Windows Monitoring 5,0,0,36 Sebup iz performing the requested operations

R egistenng praduct

The Install Shield Wizard completes installation and asks you to reboot the system.

Instalishield Wizard

m InstallShield Wizard Complete

The Instalsald Wizard has successhly nstaled NetCental 5
‘windows Moribormg 5000 cxc. Behae you can e the
pecgram, wou must reglat pour compubss

= ‘Vies, | wiark Lo ey compUier nov
Mo, | wil neslarl iy compules Labes

Remove any disks from ther drives, and then click Fnish bo
compisle setup

Install device providers

To monitor Windows-based systems, you must install device providersfor the Windows
system, as well as any Dell server.

To ingtall the Windows System device provider:

1. Register the computer(s) on the network to obtain the | P address(es). Either static or
dynamic | P addresses works with NetCentral.
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NOTE: If you use a dynamic address, be sure to plan sufficient time before
the address is assigned to a new device. That way, you always monitor what
you think you are monitoring, instead of another device that may use the
former | P address that is now assigned to your computer. (See “ About IP
addresses’ on page 24 for more information.)

2. Add each monitored PC to NetCentral on the server PC. On the NetCentral menu,
click File | New | Device Provider to start the Device Provider Installation wizard.
Refer to the Chapter 3, Managing Devices on page 79 for detailed instructions.

The Windows System device provider is a subset of the larger Dell Server device
provider. The Dell Server device provider offers more property pages and messages,
including Windows System monitoring.

To monitor a Dell PowerEdge™ server:

» Ensurethat aproperly licensed Dell PowerEdge device provider (WIN-NETCEN)
isinstalled on the NetCentral PC. (See“Verify Licenses’ on page 116.)

* Verify that Grass Valey Windows Monitoring and Dell OpenManage™ are
installed on the Dell Server.

Dell OpenManageis a set of tools written by Dell for their servers. Among other
functions, it can monitor and report events for the power supply, temperature, fans,
backplane, RAID controllers, and so on.

Set up NetCentral services

To set up NetCentral services for each Windows-based device being monitored
(including Dell PowerEdge servers):

1. Configure the Program Tracking lists.
2. Configure Log Download.

For both programs, refer to the NetCentral User Guidefor detailed instructionsand more
information.

Verify Licenses

Y ou must verify that you have the correct NetCentral license for Windows monitoring
available before you can use Windows monitoring in NetCentral. (Thisis separate from
the general NetCentral license.)

To check for a Windows monitoring license in NetCentral:
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1. Select adevicein the NetCentral Tree View and select Tools | Check Licenses
— OR—
Double-click the shortcut icon for the SabreTooth License Manager.

A window displays all licenses, as shown in the following example.

A SabraTooth License Ma nager - My Computer

T MWy Computer

Faabura

&3 NETCEN-MGR 1 1 nenmanant 1 (—
a1 IN-HETCEN 1 10 pesmanent 1] =

SabeeT solth Pratocol Service Runrng

2. Verify that WIN-NETCEN isone of thelicenseson thelist. WIN-NETCEN isthe
NetCentral license for Dell PowerEdge Server and Generic Windows PC
monitoring.

3. Confirm that you have a sufficient quantity of licenses for all the computers that
you plan to monitor. Y ou must obtain licenses for each Windows computer to be
monitored.

September 2008 NetCentral Installation Guide 117



Chapter 5 Install Windows systems monitoring

To do so, check the“ Count” column in the SabreT ooth License Manager window,
as shown in the following example:

A SabreTooth License Manager - My Computer

£ My Computer
Featurs

NETCEN-MGA 1 =
o IN-HETCEN o [—

8 SabeeT ooth Protocol Service Funsning

For more information about licenses, refer to Chapter 6, Permanent Licenses on
page 119.
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Permanent Licenses

A permanent license alows you to continue using NetCentral monitoring without
interruption. This chapter describes how to:

» Receivealicensefile.
 Install the license file on the NetCentral server to enable permanent licenses.
» Check for current licenses.

This chapter also provides information about Open Source software usage.

Prepare server

(continued) Install required

* Dparating System * NET Framework applications:
* Internet Explorer * Waeb services * SOL Server
= SNMP = FTP Services = T-Zip

s * Windows Firewall * Adobe Acrobat

Install
permanent
licenses

Install
NetCentral
Manager

= Add devices
= Verify SNMP
messages

Configure
devices for
monitoring

A permanent NetCentral license

At theend of the NetCentral server softwareinstallation process, you generated alicense
reguest file on the Windows desktop. See “Collect data for NetCentral licenses’ on
page 72 for information.

After you complete installation, remember to send the file to request permanent licenses
before the temporary license expires. Send the file as an attachment in an e-mail to
NC-Licenses@thomson.net.
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Receiving a permanent license

Soon after you submit a request for a permanent license, you should receive an e-mail
response. This e-mail message contains an attached file with the permanent licenses,
similar to the example shown here:

P licenses_s12345.txt - Notepad =B 10| |
File Edit Format Yiew Help
<7xm] version= 1.0 7> |

<SabreToothLicense HKeylListUID="1BA093A3BEIF4956B3F1LIFEGESODRS 70" KeyListversion="2"x
<Product KeyuID="1CA202APFCAZ4DIZBI4DETZIBPECLOFS" Keyversion="2" =
<Identity Majorversion="1" Name="GDP-METCEN" /=
<License Class="Mormal"” Court="10" lgpe-'mndeLcckEd" s
cTimeout Expirys="9099-00-09" Type="Absolute” /»
<Target Uniguelb="Clo0000C296583CE22050D9FFOFOFDFD" /=
<Creator pate="2008-05-13" name="Thomson Grass wvalley" oap="s12345" /»
<Customer Mame="Internal” />
sTampercheck Sum="9808548E11080179FE2B4FF4 50T2ESTE" />
</Product:
< /sabreToothLicensex

IMPORTANT: Savethefileattached to the e-mail message. Y ou arerequired to have
thisinformation to install permanent licenses.

In addition, the e-mail message also includes reminders about the current release for
NetCentral, and alink to any Service Packsthat are available.

Installing a permanent license
To ingtall permanent licenses:
1. Start SabreTooth License Manager by clicking the icon on the desktop.
2. Review the list of temporary licenses currently in use.

3. Toinstall the permanent licenses, enter the information from the license file into
the SabreTooth License Manager window. Y ou can do thisin severa ways:

» UseFile | Import License and locate the file that you copied to your server from
the e-mail message.

¢ — OR — Drag-and-drop the license file into the SabreTooth License Manager
window.

» — OR — Open the license file and copy/paste the text directly into the
SabreTooth License Manager window.

The window now includes the permanent licenses.

4. Remember to DELETE the temporary licenses that were created during the
installation process. Y ou can delete the temporary licenses in different ways:
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» Select the name(s) of the temporary licenses listed in the SabreT ooth License
Manager window, then use the File | Delete License menu command.

» Select the temporary licensesin the SabreTooth License Manager window and
press the Delete key.

The window now shows only the permanent licenses.

Checking licenses
To check current licensesin NetCentral:

1. Select adevicein the Tree View and select Tools | Check Licenses — OR —
double-click the shortcut icon for the License Manager. A window displays all
licenses, as shown in the above example.

Toals Configure Help

E Exccrt Liceree, GirEs
715 Delete [irenes Dielete
Export sllLicenses...  ChrhE

[+j EBachu License
¥ License Propetes. Ente

Generate Linique 1d F11
Ext

|8 SabieTooth Frotocal Service Funning
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Chapter 7

Troubleshooting the NetCentral system

Use this section for problems with the NetCentral system itself.

If the problem is actually on a monitored device and the NetCentral system is simply

reporting the problem, then troubleshoot the problem using the manual for that particular

device.

Topicsin this section include:

o “Characterizing the problem” on page 123

» “Diagnosing NetCentral problems’ on page 124
» “NetCentral Troubleshooting guide” on page 127
* “General Issues’

“During set-up, installation stops’ on page 133

“Changing message suppression” on page 133
“Troubleshooting Trend reference procedures’ on page 134
“Troubleshooting a device SNMP agent” on page 144
“Verify components are installed and running” on page 145
“Error message during .NET installation” on page 146
“Error message during FTP download” on page 146

» “Using the Application Logs Viewer” on page 147

NOTE: If none of the Troubleshooting tipsin this section help, please see “Grass

Valley Product Support” on page 8 for worldwide contact information.

Characterizing the problem

Use the following questions to help you identify the characteristics of the problem.

Characterizing the problem in this way gives you valuable clues about the cause of the

problem and its solution.

» “When does the problem occur?’

* “What isthe behavior that indicates the problem?’
* “Where does the problem occur?’

* “What has changed?’

When does the problem occur?
» Doesthe problem occur before or after certain other events?
* Does the problem occur as NetCentral opens?

» Doesthe prablem occur after NetCentral is open and you try to accomplish a
particular task?
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What is the behavior that indicates the problem?
 Isan error message displayed?
» Doesthe entire application stop functioning, or do some parts till work?
* |ssomething displayed that you do not expect (such as an error message)?
 |ssomething not displayed that you do expect (such as a status indicator)?

Where does the problem occur?

» Areother similar functions working or are all similar functions having the same
problem?

» Doesthe problem occur at the device type level (viewing all devices at once) or at
the device or subsystem levels (viewing the details of one device only)?

* |sthe problem associated with only some monitored devices, or isit the same for
all monitored devices?

What has changed?

» Sincethelast operation without the problem, have you changed anything within the
NetCentral system?

 Sincethelast operation without the problem, have you changed anything within the
Windows operating system?

Diagnosing NetCentral problems

Y ou can evaluate the current operating status of the NetCentral system and diagnose
problems using the tool described in this section. Y ou can also diagnose problemsusing
the “NetCentral Troubleshooting guide” on page 127.

About the NetCentral Diagnostic tool

The NetCentral Diagnostic tool isintended for use primarily by Grass Valey Service
personnel, or by knowledgeable NetCentral usersin cooperation with Grass Valley
Service personnel. Thistool isinstalled on the NetCentral server along with NetCentral
Manager software.

The NetCentral Diagnostic tool allows you to identify problems that can prevent the
NetCentral system from fully functioning. These problems are usually the result of
incorrect software set-up. By running diagnostic testson the various NetCentral software
components, you can detect the following problems:

» Component not registered

« Component not present

» Component not licensed correctly

» Servicesor server components not installed

Running diagnostic tests on NetCentral components
Use the following procedure only after you install NetCentral Manager software.

NetCentral Access Rights:

1. Onthe NetCentral server, verify & orlogonas
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NetCentral Administrator (File | Logon). If the NetCentral interfaceisinoperable,
you can open the following file to start the Diagnostic Tool:

C:\Program Fi | es\ Thonson G ass Vall ey\NetCentral \ bin
\ NC4ADi agnosti cTool O i ent. exe

NOTE: Thisisthe default location upon installation; however, if you
installed NetCentral in any other directory, browse to that location instead.

2. Click Tools | NetCentral Diagnostics. The Diagnostic Tool application window is
displayed.

|
Action Help Yew Iool

5 ActionProviders | | Testcase Resull | Value |
Anitach LMD INetCentral Registrati...i Pass
HetCentral Agent File Present Pass  Beepdl
Filter Message
Beep
Windows Message
Launch URL
Send Mail
Schedule Mail
Play Audio -
Run Program
Flash LED
Trigger Profile XP GPI
Trigger ViNode GP|
Configure Avitech |

Re-Diagnose

Al [~ Generate Report
" Selected & Start |
Slat. Beep

Checking for MetCentral Registration

MetCentral Registration Success

Checking for FileC:\Program Files\Thomson Grass YalleiMetCentralbiniBeep dil
File exists in the path

End: Beep

3. Expand all nodes to see status indicators.
4. When the tool first runs:
a. Select All and Generate Report.
b. Click start. The Save Report As dialog box is displayed.

c. Browseto the location to which you want to save the report file, renamethefile
if desired, and click Save.

The Diagnostic Tool tests the NetCentral system, displaying in the lower panel of
the application window the test actions as they occur. These test actions are
captured in the report file.
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5. To run adiagnostic test on a single component:
a. Intheleft panel of the application window, select the component to test.
b. Select Selected.
c. Click start. The Save Report As dialog box is displayed.

d. Browseto the location to which you want to save thereport file, renamethefile
as desired, and click Save.

The Diagnostic Tool tests the component, displaying in the lower panel of the
application window the test actions as they occur. These test actions are captured
in the report file.

Running diagnostic tests on a monitored device’s SNMP agent

Use the following procedure only after you install NetCentral Manager software.

NetCentral Access Rights:

1. OntheNetCentral server, verify & orlogonas

NetCentral Administrator (File | Logon).

2. Click Tools | NetCentral Diagnostics. The Diagnostic Tool application window is
displayed. Y ou can also open the Diagnostic tool from itsfile, as explained in
“Running diagnostic tests on NetCentral components” on page 124.
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3. Click Tool | Agent Testing Tool. The Agent Testing Tooal is displayed.

i
[~ Infaemation
|PAddess [1016.36.162 | Revice Type: |2 Cier x| Community Mame: | puiblic =]

Firg Stabus: Pinging success

Element Name: K2 Client

Dizcovery Rule: SHMPvZ-MIB sys0bjecliD="1361.414347 227 3"

Discovery Status: Discovery Successhd

Digcovered Device: K2 Chenl

Feapalve rule; GYG-ELEMENT MIB: gvaE S tate

ElementStatus: Hoimal

Subsysten | Progerty Mame | status | DispalyMame | Vaniable | vake | Erveneration val. | =]
Syzhem | SYSELEMENTGET Ok Model GYG-ELEMENT.. K2-5D-04 D10 k25004 [0 |

Spzham SYSELEMEMTGET QK Warsion GWG-ELEMEMNT... 31.132708 312708

Spslem SYSELEMEMTGET 0K Seial Mumibes GYG-ELEMENT ... k240N ba000s2 k2-01baD0g2

Spshem SYSELEMEMTSET Ok Asset Tag GYGELEMENT... <emply> <emphy

Spzham SYSGET QK SYSUPTIME SHMPY2MIB:zp..  IETEO724 JETEOT24

Spstem SYSSET DK SYSLOCATION SHMPvZMIB 0., Cuslomer Premise  Cuslomer Premise

Spshem SYSSET Ok SYSCOMTACT SHMPYw2-MIB 50, Customer Customer

Ntk METWOREGATEWSY QK IPROUTEDEST |P-MIE:pRoute.... oo 0.0ono

Metwork, METWOREGATEWAY 0K IFROUTEIFIND |P-MIE:ipF ot 4 4

Metweark. HE TWORKGATEWAY Ok IFROUTEMEXT...  IP-MIE:pRoute..  10.16.381 10.16.36.1

[T METWOREGATEWSY Q. IPROUTEDEST IP-MIE:pRoute.... 10,000 10.0.00

Metwork METWOREGATEW &Y 0K IFROUTEIFIND |P-MIE: ipF owtedl, 3 3

Metwark HE TWORKGATEWAY Ok IPFROUTEMEXT... IP-MIE:pRoute.. 10000162 10000182

Nty METWOREGATEWSY Q. IFROUTEDEST IP-MIE: pRoute.... 10.0.0182 10.0.0.162

Metwork HE TWORKGATEWAY DK IPROUTEIFIND IP-MIB pRowtell . 1 1

Metweark HE TWORKGATEWAY Ok IPROUTEMEXT... IP-MIE:pRowe.. 127.0001 127.0.01

MNetwork METWOREGATEWSY Q. IFROUTEDEST IP-MIE: pRoute.... 10.16.36.0 10.16.36.0

Metwork HE TWORKGATEWAY 0K IPROUTEIFIND IP-MIB pRowtedf, 4 4

Metwark HE TWORKGATEWAY 0K IPROUTENEXT... IP-MIB:pFoute.. 101636162 10.16.36.162

Metwork METWOREGATEWSY ak. IFROUTEDEST IP-MIE:pRoute. .. 10.16.36.162 10.16.36.162

Metwork HE TWORKGATEWAY DK IPROUTEIFIND IP-MIB pRowtell . 1 1 |

st | Save | Close |

|Dane

4. Specify the|P address, type, and SNM P community name of the monitored device.
5. Click start. The tool runs the test and reports results in the window.

6. Click save to save the report results as atext file.

NetCentral Troubleshooting guide

The following table organi zes problems according to when the problem occursin
relationship to the normal operating cycles of the operating system and applications.
Scan the “When” and “What” columns to find information that correlates to the
characteristics of the problem as determined in the previous section.
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Y ou can aso use the NetCentral Application Logs to help troubleshoot problems.

When What Possible Cause Corrective Action
At Windows Error message: When SNMP services was Re-install the Windows Service Pack that
start-up The procedure entry point installed, system files were is currently on the system to update all
SnmpSvcGetEnterprise0ID overwritten by incompatible system files to compatible versions.
could not be located in the Versions. Read Chapter 4, Using SNMP and other
dynamic link library protocols.
snmpapi.dil.
The NetCentral system does The NetCentral shortcut is not Put a shortcut to NetCentral in the
not start automatically when in the Windows Startup folder. Windows startup folder.
Windows starts.
Unable to start the “Trap” engine | When NetCentral was Re-install NetCentral software and log-in
in non-Administrator log-ins. installed and re-booted, the with Administrator privileges after first
set-up program was unable to re-boot. Read Appendix B, Setting Security
register the software because and Access Rights on page 155.
the first log-in did not have
Administrator privileges. This
is required because all
NetCentral registrations are
scheduled by the NetCentral
set-up program to the next
reboot session.
At NetCentral Error message: SNMP Trap Service is not Verify that SNMP Trap Service is
start-up Unable to start NetCentral. installed or has been installed and enabled.

An error occurred while starting
the SNMP trap engine. Make
sure that you correctly install
the Microsoft SNMP Trap
service on the system.

disabled.

Error message:

An error occurred while
initializing the action provider
playaudio.dll. NetGentral will
be unable to trigger rules that
are configured for this action
provider.

Error message:

NetCentral can not detect a
sound card or a waveform
audio device driver on this
computer. This means that
the “Play Audio” action will
not be able to play audio files.

The server does not have a
sound card.

Install a sound card on the server, or
re-install the NetCentral software and
answer “No” when prompted to install the
play audio action provider.

A new device on the local
network is not automatically
added to the NetCentral
system.

Auto-Discovery settings have
been changed from their
defaults.

Check Auto-Discovery settings. Make

sure “Never” is not selected and “Local”

is displayed in the list. Read “Adding devices
automatically” on page 79.
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When (continued)

What (continued)

Possible Cause (continued)

Corrective Action (continued)

At NetCentral
start-up

Unable to detect a device of a
known type.

You are not licensed to monitor
that type of device.

Check whether you are running a
licensed version of NetCentral. You may
view the Application Logs to check for
any licensing violations.

Device is not accessible.

Ensure that the device is on the network
and can be accessed from the
NetCentral server.

SNMP agent is not working
correctly on the device.

Ensure that the SNMP agent is running
on the device and check whether it is
correctly configured. Some agents allow
you to accept SNMP packets only from
specific computers. Make sure that the
SNMP agent accepts SNMP packets
from the NetCentral server.

SNMP community names on
device and NetCentral server
do not match.

Ensure that the SNMP community name

used by NetCentral during discovery matches
the one set on the device. Read “About SNMP
properties on monitored devices” on page 96
and “Setting automatic SNMP trap
configuration” on page 104.

Device provider is not
registered.

Ensure that the provider for that device is
registered. To check whether a device
provider is registered, use the Diagnostic
tool as explained in “Running diagnostic tests
on NetCentral components” on page 124.

Cannot open databases, or a
database error is reported via
a message box or the
Application Logs.

Hard drive is full.

Check whether there is sufficient disk

space on the hard-drive where the NetCentral
software is installed. See “NetCentral server
requirements” on page 25.

Send all the Application logs generated
by NetCentral to technical support for
detailed analysis.

When looking at any
NetCentral dialog
box, including
installation dialogs.

The dialog box is displayed
“chopped” or truncated.

You may need to set the
system’s screen resolution.

Go to Display Properties (right click in
the display area; select Properties).
Select the Settings tab. Select
Advanced. Select the General tab. Set
the DPI setting to “Normal Size” (96 DPI).
Restart the server.

You try to view a
device-specific log
that is listed on the
menu.

You are unable to view the
log.

FTP service on the device is
not running correctly.

Check whether the FTP service is
running on the device and is correctly
installed on the device as per the
device’s documentation.

The logs directory on a Profile
XP is not accessible.

Using a Web-browser, go to URL:
ftp://<profilename or IP address>/log.
If this does not list the logs directory on
the Profile, troubleshoot the network to
re-establish access.

A reportable event
occurs on a
monitored device.

September 2008

The event is not reported by
fault messages or status
indicators on the NetCentral
server.

Messages (SNMP traps) sent
from the device do not have
the IP address of the
NetCentral server embedded.

Configure SNMP properties on the
device. Read “Setting SNMP trap destinations
on monitored devices” on page 98.

SNMP Trap Service is not
running on the NetCentral
server.

Go to Start | Control Panel |
Administrative Tools | Services, and
start the SNMP Trap Service.
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When (continued)

What (continued)

Possible Cause (continued)

Corrective Action (continued)

(For the K2 Client or Server) The
event is reported via SNMP and a
Syslog message, but you do not
want NetCentral to report Syslog
messages for this device.

You may need to disable
syslog on the K2 device.

On the K2, open regedit. Navigate to
HKEY_LOCAL_MACHINE\Software\Gra
ss Valley Group. Add a key called
“syslog.” Under “syslog,” create a
DWORD value called “Enable” with value
0. Restart the system. The system does
not generate any more syslog messages.

The “Play Audio” action
should play a sound, but no
sound is heard.

Sound card is not installed or
has been disabled on server.

Verify that a sound card is installed and
enabled by checking Control Panel |
Multimedia and Control Panel |

Devices. Install or enable accordingly.

Speakers are not plugged in
or are not powered up.

Plug in speakers and verify proper power
supply.

The audio file to be played is
not a “WAV” format file.

Reconfigure the action to play a Wave
file. Read the NetCentral User Guide.

To test the system, locate some “WAV”
files in the WINNT\System32\Media Files
directory on the computer and
double-click the file. If the computer is
unable to play the file, there is an error
with the multi-media software installed on
the computer.

An e-mail should be sent, but
it does not go through.

SMTP configuration is wrong
or the SMTP server is down.

Re-configure properties for e-mail
actions. Test. Check whether the SMTP
server name or IP address specified is
correct. Check whether the “from” e-mail
address is valid and has a valid log-in on
the SMTP server. Read the NetCentral
User Guide.

Two identical SNMP trap
messages are displayed.

The device has two SNMP
trap destinations for the
NetCentral server: one as a
name and one as an IP
address.

Reconfigure trap destinations on the
monitored device and make sure each
NetCentral server is entered only once.
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When (continued)

What (continued)

Possible Cause (continued)

Corrective Action (continued)

A reportable event
occurs on a
monitored device.

Right-clicking a device in the
Tree View and selecting Launch
Configuration Application has the
following effect: Internet Explorer
window opens, correct IP
address is resolved, but page
does not load. Error

Message: “The requested

URL could not he
retrieved.While trying to
retrieve the URL: htip://
(device IP), the following

error was encountered: We
cannot connect to the server
you have requested...”

Server may be busy at this time.
OR
Server may not be reachable.

Try again later.

May need to bypass proxy for
this particular address.

To bypass proxy for this address, go to
Internet Explorer | Tools | Internet
Options | LAN settings. Deselect the
checkbox for “Use a proxy server for the
LAN.”

Attempting to view
Trend information
for a device.

Trend information is not
displayed for a device when
using Windows Server 2003.

Trend graphs take some time
to register on NetCentral
when you first load a device
and after you reset a chart.
OR

Device may be offline.

Allow at least 15 minutes per device.

Verify that the device is online and
displaying information in other views.

Reset the chart.

Remove and add the device.

Viewing trend
information for a
device.

Trend chart shows a blank area.

Chart may be stopped; device
may be offline.

NetCentral may be slow
detecting an offline device; poll
requests timed out.

The online device may be busy
with other processing, and
therefore responding slowly to
NetCentral poll requests. A blank
area is displayed because
NetCentral has no new values.

Device may have undergone
a configuration or operational
change, causing some
previously relevant values to
become invalid.

Genuine error conditions may
be present on the device.

NetCentral logs time-outs and errors into
the “c2nmd” Windows Event Log. Check the
Event Viewer to determine the reason for the
blank area.

Attempting to view
trend information
for a device.

You get an error message
that reads “Error: Cannot
create graph.”

You may not have permission to
write to the system disk.

Correct this by following the “Cannot Create
Graph” procedure in the section,
“Troubleshooting Trend reference
procedures” on page 134.

You get an error message
that reads “Under
Construction.”

You need to configure the LAN
settings.

Configure the LAN settings by following the
“Under Construction” procedure in the
section, “Troubleshooting Trend reference
procedures” on page 134.

Trend graphs are not
correctly displayed.

When using a Windows
Server 2003 computer, you
must configure the Internet
Information Services (I1S) to
properly display graphs.

Configure the IIS settings; see “Internet
Information Services (I1S)” on page 30.
Also, right-click on “My Computer” and
select Manage | Services | Internet
Information Services and verify that
ASP.NET is registered.
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When (continued)

What (continued)

Possible Cause (continued)

Corrective Action (continued)

Attempting to
access trend
information through
the Web Client.

Cannot access trend charts
through the Web Client.

Firewall may not be correctly set
up. With Windows XP Service
Pack 2, the Firewall must be
programmed to open port 80.

Open port 80 by following the “Windows XP
Security” procedure in the section,
“Troubleshooting Trend reference
procedures” on page 134.

Error message reads:

HTTP 500- Internal server error.

Too many applications using the
| WAM_conput er nanme
user account.

Correct this by following the “HTTP 500
Internal Server Error” procedure in the
section, “Troubleshooting Trend reference
procedures” on page 134.

Attempting to view
Web Client Tree or
Information area.

Web Client Tree View or
Information area is blank.

From the Windows task bar, click Start |
Run, type “cmd,” and press Enter. In the
command prompt screen, type: cd
C:\WINNT\Microsoft. NET\Framework\
v1.14322 (depending on the OS, use
C:\Windows). Press Enter.
Type:aspnet_regiis-i. Press Enter.
Re-open the Web Client. If the area is
still blank, contact Thomson Grass Valley
(see “Grass Valley Product Support” on
page 8).

Attempting to view
trend information
for a device.

You get an error message
that reads “Error: Cannot
create graph.”

You may not have permission to
write to the system disk.

Correct this by following the “Cannot Create
Graph” procedure in the section,
“Troubleshooting Trend reference
procedures” on page 134.

Attempting to view
Web Client Tree or
Information area.

Web Client Tree View or
Information area is blank.

From the Windows task bar, click Start |
Run, type “cmd,” and press Enter. In the
command prompt screen, type: cd
C:\WINNT\Microsoft. NET\Framework\
v1.14322 (depending on the OS, use
C:\Windows). Press Enter.
Type:aspnet_regiis-i. Press Enter.
Re-open the Web Client. If the area is
still blank, contact Thomson Grass Valley
(see “Grass Valley Product Support” on
page 8).

Logging into the

Web Client login page is

The Web Services may be

Follow the instructions in the section

Web Client. displayed incorrectly, or is incorrectly configured. “Configure Web Services” on page 42. Try the
“chopped.” Web Client again.

Viewing the Web Web Client refreshes at an The Web Client, by default, You should not change the value in the

Client. unsatisfactory rate. automatically refreshes every Registry key unless you are very

5 minutes. This value may
have been changed.

confident you know what you are doing.
Making a mistake has serious
consequences in the NetCentral system.

To change the Web Client refresh
interval, run RegEdit. In the registry go to
HKEY_LOCAL_MACHINE\Software\
Thomson Grass Valley\NetCentral.

Select the variable

Ref r eshl nt er val . Note that the
interval is in seconds. Enter a new value
in seconds, and click OK to save the
changes.
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General Issues

This section describes possible issues that might arise or things you want to check,
including:

* “During set-up, installation stops”

» “Changing message suppression”

» “Troubleshooting Trend reference procedures”
» “Troubleshooting a device SNMP agent”

e “Using the Application Logs Viewer”

* “Verify components are installed and running”

During set-up, installation stops

During set-up, the Installation Wizard scans for required components. If they are not
available, installation stops. This may be because the prerequisite software for
NetCentral programs and services were not installed.

The Installation Wizard displays a dialog box that lists missing components. Y ou must
discontinue installation of NetCentral v5.0 and install the required software or hardware
before continuing. See “Verify system requirements’ on page 24 for information about
all components required for the NetCentral system.

For example, if you begininstalling NetCentral but have not yet installed Adobe A crobat
Reader, the set-up file displays a message in the start-up window, as shown in the
following example.

9P

-

H'r) lInabde bo detect Acrobat Reader version 5.0 or higher on this PC.
It is required to support NetCentral online documenktation.
Are you sure you want o continue installation?

A similar message is displayed if Microsoft .NET Framework softwareis not already
installed on the server. A dialog box asks at that time if you want to install the
Microsoft .NET software. If it is not already installed, you must first complete the
Microsoft .NET installation before continuing with the NetCentral installation. See
“Microsoft .NET Framework v3.5” on page 40 for instructions.

Changing message suppression

The starting suppression duration and maximum suppression durations can be changed
in the registry if absolutely necessary.

NOTE: Most changes to the message suppression duration should be made in the
Configure | Preferences | Message Suppression dialog box. Seethe NetCentral
User Guide for more information.
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Two important Registry keys affect the message suppression feature. To modify the
values for these Registry keys, you must run RegEdit.

CAUTION: You should NOT changevaluesin any Registry key unless
you are highly confident you know what you are doing. Making a
mistake has serious consequences in the NetCentral system.

1. starting suppression duration — Thiskey controlstheinitial length of time amessage

is kept in the aging buffer for comparison with subsequent incoming messages.

The default initial suppression duration value is 32 seconds, and the suppression
duration increases per message, as needed. To change the starting message
suppression duration (beyond what is permitted using the message suppression
dider):

a. Run RegEdit.

b. Intheregistry, go to HKEY_LOCAL_MACHI NE\ Sof t war e\ Thonson G ass
Val | ey\ Net Central \ Trap Suppressi on.

c. Select the Registry key for Agi ng Ti ne.

d. Change the values, and click oK to save the changes.

. Maximum suppression duration —This key determines the upper limit of the

message suppression interval or duration. The default maximum suppression
duration value is 3,600 seconds, or one hour.

To change the maximum suppression duration:
a. Run RegEdit.

b. Inthe registry, go to HKEY_LOCAL_MACHI NE\ Sof t war e\ Thonson Gr ass
Val | ey\ Net Central \ Trap Suppressi on.

. Select the Registry key for Maxi mum Suppr essi on Durat i on.

d. Change the values, and click oK to save the changes.

Troubleshooting Trend reference procedures

Thefollowing sections outline corrective proceduresfor problemsrel ated to creating and
viewing Trend charts. The topics are as follows:

“Cannot Create a Graph” on page 135

“Under construction” on page 138

“Web Services’ on page 139

“Windows XP security” on page 139

“HTTP 500 - Internal Server Error” on page 141
“If dl elsefails...” on page 142

If these procedures do not correct the problem you are encountering, we encourage you
to contact Grass Valley Product Support. Refer to “Grass Valley Product Support” on

page 8.
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Cannot Create a Graph
If you get the following message, it may be because you do not have permission to write

to the system disk.

Complete the following steps to fix this:
1. Goto C:\ Program Fi | es\ Thonson Grass Val |l ey\ Net Central .
2. Right-click the Tr end folder.

NOTE: Thisisthe default location upon installation; however, if you
installed NetCentral in any other directory, browse to that location instead.

3. Select Properties from the right-click menu. The “ Trend Properties’ dialog box is
displayed.

20
General | Shaing  Secuity | web Shaing | Customize |

GIoup of Uger names:

Bdmirmstratons [METCEMTRAL \Gdmirisirabors)
€8 SNONTMOUS LOGOM
€5 CREATOR DWHER
ﬁ Powear Ugzess [METCEMTRAL \Pawer Uzerz)

€5 SYSTEM -
4] | B

Peurrizzians far Admirisirators Allow

b=

Full Cortial

M escify

Resd & Ensculs
List Folder Contents
Read

‘Wnbe:

ioooooo|f

looooEE

Far special pemistions o for advanced settings,
click Advaneed Adyanced

ok | cace | ooy |

4. Choose the Security tab.
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5. Click Add. The“ Select Users or Groups’ dialog box is displayed.

21

Select this obiect hpe:

IUsus, Groups, or Builkin secuity pincipals Object Types .
FErom this location:

IHETIIHTFIN. Locationz...
Entes the cbject names to select [axamplez|

LChieck Names I

Advanced.. | O, Carcel |

6. Click Advanced. The advanced “ Select Users or Groups’ dialog box is displayed.
21

Select s cbiect Ype:
pm,smummm Dibiect Types..
Erom ths locatan:
[ETCENTRAL Locatons..
Cu'l'rn'iﬂtulul
Hame ['_ Lot walk ;l | Laumrz
[escriphor |"'1|h "ﬂlhd [

P

I© Dhasbled acoourts 2500
r T exprring pasmwnnd

gz sinee ot kgom I E |

Seaich resyits:
Hame [AIDN] Iy Fokder | -]
CREATOR DWMNER
DIALUP
Difstibuted COM Llsers METCEMTRAL |

Guests NETCEMTRaL
HelpSeracesGioup METCEMTRAL
5_WPG NETCEMTRaL

L Lot =

7. Click Find Now, and select the Everyone option in the Name (RDN) list (see above).
8. Click ok to close the advanced “ Select Users or Groups’ dialog box.
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9. Verify that the label “Everyone” is displayed on the “ Select Users or Groups”
dialog box, and then click oK to closeit.

2
Select this object pe:
IUseu, Groups, or Buik-in secuity principals Object Types. ..
Erom thiz bocation

INET CEMTRAL Locationz... I

Entes the cbject names to select [axamplez|

Evespone Check Hames
ok | _coeca |

P

10.Select the Everyone option in the “Trend Properties’ dialog box, and check all the
Allow boxes except for the last one.

21
General | Shaing Securty | web Shaing | Customize |
GIoup of Uger fames:

[ €5 Acmiristiators NETCENTRAL VAdministrators) j

€8 SANONTMOUS LOGOM

€5l CREATOR DWwWHER

ﬁ Evaryons

ﬂ Powear Uzess [METCEMTRAL \Powear Uzess) -
| |

Peirrizsians far Eveyones Al Dieny

[ T TR | I

Modity :I
Read & Exscutes
Lizt Falder Corgents
Read

‘Wfrbe

Special Peimiz@ons

OEEEER

-

For spacial permissions of for advanced sattngs.  Advanead
click Advanced

ok | cacel | opw |

11.Click oK to close the “Trend Properties’ dialog box and save the changes.

Y ou have now allowed the trend graphs to be written to the system disk. Refresh the
Trends page to see the trend graphs.
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Under construction

If you get the following message from the web browser that shows alink is*“Under

138

Construction”, you need to configure the LAN settings.

/2 Under Construction - Windows Internet Explorer =10] x|
A—@ - |ZE ttp Mocathost fwebnetoentral) j =+ X | & Search 2=
S0 @ g Under Constructian I I B = E) - omb = -Page » (Toak = ¥
- Under Construction
1
The site you are trying to view does not currently have a
default page. It may be in the process of being upgraded and
configured.
Please try this site again later. If you still experience the
problem, try contacting the Web site administrator.
If you are the Web site administrator and feel vou have
received this message in emror, please see "Enabling and
Disablimg Dynamic Content™ in [15 Help.
To access I15 Help
1. Click Start, and then dick Run.
2. Inthe Open text box, type inetmgr. 1[S Manager
appears.
3. From the Help manu, dick Help Topics.
4. Click Internet Information Services.
pone [ [ [T |5y Compuker 0% v

Complete the following steps to correct this:

1. InInternet Explorer, go to Tools | Internet Options | Connections | LAN Settings.

2. Check the box marked “Bypass proxy server for local addresses.”
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Web Services

If you see the following error message when you select adevicein the Trend View, you
may have neglected to configure web services.

The page cannot be found

The page you are looking for might have been removed, had s name changed, or
is temporarily unavailable,

Please try the following:

¢ Make sure that the Web site address displayed in the address bar of your
browser iz spelled and formatted correctly.

& If you reached this page by clicking a link, contact the Web site
administrator to alert thern that the link is incorrectly formatted.

& Click the Back button to try another link.

HTTP Error 404 - File or directory not found,
Internet Information Services (115)

Technical Infarmation (For support personnel)

& Go to Microsoft Product Support Services and perform a title search for the
words HTTP and 404,

¢ Open ITS Help, which is accessible in 115 Manager (inetmgr), and search
for topics titled Web Site Setup, Common Administrative Tasks, and
About Custom Error Messages,

Go to the section “ Configure Web Services” on page 42 for detailed instructions about
how to configure web services.

Windows XP security

In Windows X P, you must program the Firewall (available only with Service Pack 2) to
open Port 80. This allows aremote user to access the NetCentral Web client.

To open Port 80, follow these steps:

1. From the Windows task bar, select Start | Control Panel | Security Center | Windows
Firewall. The “Windows Firewall” dialog box is displayed.
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2. Select the Exceptions tab, and click Add Port. The “Add a Port” dialog box opens.

"2 Windows Firewall X
L'iunural- Excephon: .ﬁ.dvan::ul:ll

‘alindiows Firewall iz blocking incoming nelwsark. connections, except far the
programs and services selected below. &dding exceptions alows some programs
to work. better but might increase pour securty nsk.

Programs and Services

H ame

| Fi= 2nd Prnter Sharing
[ Metwaork: Diagnostics for wWindoves =P
[ Remote Assiztance

[] Remate Desktop

[T UPRP Framesaork,

| AddProgiam.. | | AddPet. ||  Edi. D elete

Dizplay & notificabion when ‘Windows Firewall blocks a program

‘What are the nzks of allowing exceptions?

| ok || Ccance

3. Enter name as HT TP, enter the port as 80, and select TCP.

Add a Port 3

Lz these sethngs bo open a port through Wirdows Fiewsall To find the port
rumber snd protocol, consul the documentation lor the program o sanice pou
vt bo use

Mame: |HTTF
Prout rrumbesr; | B0
@ TP ) UDP

1 b i . =

-

4. Click ok inthe“Add a Port” and “Windows Firewall” dialog boxes, and exit
Windows Security Center and Control Panel.
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Y ou have now programmed the Firewall to allow remote access to the NetCentral Web
Client. Refresh the Trends page to see the trend graphs.

HTTP 500 - Internal Server Error

September 2008

If accessing Trend pages through the Web Client generates the error message “HTTP
500 - Internal Server Error,” complete thefollowing stepsto determine the specific cause
of the problem:

1. Open Internet Explorer; go to Tools | Internet Options.
2. Select the Advanced tab.

3. Under the “Browsing” section, deselect the checkbox for the box Show Friendly
HTTP error messages.

Internet Options el |

".:enerdl SEILI'i‘:.I'l Prlwra-:g.rl Cunl:fml:] Cumectlms] Programs  Advanced |

Sektings

[ Enables websites ta use the search pane® ﬂ
O Force affsereen campositing even under Termminal Server®
Mokify when downloads complete
Reuse windows for launching shortouts (when tabbed bro
D Showe Friendly HTTP error messages
= Lnderline links

5 Abways

O Hover

O MNewver
O use irline AutaCormplete
O Use mast recent arder whan swikching kabs with Cerl+Tab
Iz Passive FTP (For Fireveall and DSL modem cormpatibilicy:
Us= smooth scroling

& | HTTP 1.1 settings =
1| | [

*Takes effect after you restart Internet Explorer
Restore adwanced settings |

Reset Inkermet Explorer setbings
Deletes all temporary files, disables browser Resat,,, |
add-ons, and resets all the changed sethings.

¥ou should only use this if your browser is in an unusable state,

| oK I Cancel apply |

4. Press Apply and exit the dialog box.

5. Attempt to access the Web Client Trend pages again.

Accessing Trend pages should now provide more detailed information regarding the
error. Theinformation provided may refer you to the system event logs (Start | right-click
My Computer | Manage | Event Viewer). If the event logs show that the problem iswith

| WAM _conput er nane, compl ete the following steps:
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. Open acommand prompt to C: \ | net pub\ Adni nScri pts (or wherever thellSis
installed).

7. Run the command csscri pt. exe synci wam vbs.

8. If the command produces this; 80110414

Go to http://support.microsoft.com/kb/269367. Follow the steps under
“Resolution” and rerun the command.

Error:

Y ou should now be able to access the Trend pages through the Web Client.

If all else fails...

If compl eting the above steps did not resol ve the trend analysis problem, something may
be wrong with the computer’s Internet Information Services virtual root. Complete the
following to determine if thisisthe case:

1. Inthe Control Panel, choose Administrative Tools | Computer Management.

2. Expand Services and Applications | Internet Information Services | Web Sites |
Default Web Site, and right-click NetCentral_Charts.

O Computer Management

=) Fle Action  Yew Window Help
¢+ | AEEFRR @E 2| > =0
=I5 Storage | [ Mame
) Removsble Storage I bin
Cusk Defragmenber J Com
Cask Managermant | Daf
=I- 5 Services and Apolic stiares ™
=@ Telephony I Def_
% Services | e
WiMI Control -_l Def_
=-[iff QL Server Configurstion Manager =
F n Indexing Service - Def_
= g Interet Information Servicss (115} Manager A Def_
[ __J Application Podls - pef
B} Web Stes J Def_
=il Default Web Site A Def_
[ .:g Doourmenkation | Def_
[# -‘_p LogMonitoring N Def_
* 1_' MetCentral I Def
[ NetCentral_Charts | Eilard
[+ b WebMNetCentral | chan
[#_1 aspnat_dient | glabe
H- | Web Sarvice Exterdions — | licere
-

3. If the NetCentral_Charts folder is available, go to step 4.

If you do not see this folder, this may be a source of the problem. To fix this:
* Right-click on Default Web Site.

» Click New | Virtual Directory. The Virtual Directory Wizard dialogue box is
displayed. Click Next.

* Inthe“Alias’ field, type “NetCentral_Charts.”
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» Click Next and Browse t0 C: \ Progr am Fi | es\ Thonson Grass Val | ey\
Net Cent ral \ Trend. Click Ok and Next.

» Onthe*Access Permissions Page,” check the boxes marked Read, Run Script
(such as ASP), and Write. Click Finish.

Y ou should now see adirectory for “NetCentral_Charts’ under Internet
Information Services. Right-click on the folder and continue with steps 4-7.

4. Choose Properties from the right-click menu. The“NetCentral_Charts Properties’
dialog box is displayed.

5. Choosethe Virtual Directory tab and make sure both Read and Write are selected, as
shown in the following diagram.

MetCentral_Charts Properties x|
HTTP Headers Custom Errors | ASP.NET
Virtual Directary Documents | Directory Securiy

The cantent For this resource should come Fram;
¥ # drectory located on bhis computer
" A share located on another computer
A radirection to a URL

ocal path: [ C:\Program Fles\Thomson Grass Yaleyl Browvese... I

¥ Log yisits
¥ Indec this resource

Applcation settings
Applcation name: [ Regmove I
Starting point: <Defaulk Web Sike =|NetC. ..

Configuration. .. I
Execute permissons:  [Scripts and Executables =l
Applcation pool; |DefaukappPoct =] U|oecd I

ox|cm|&nw|rlﬂn|
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6. In the “Execute Permissions’ drop-down box, select Scripts and Executables.

MetCentral_Charts Properties
HTTP Headers Custom Errars | ASP.NET
virtual Directory Docurnents | Directory Security

The cantent for this resource should came From:
% j drectory located on bhis computer
" A share located on another computer
A redirection to a URL

ocal path: [ Ct\Program Files|Thomeson Grass Yaleyl Browesa. ..

™ Script source access ¥ Log yisits
¥ Read f# Indes this resource
7 arite

Application sathings

Applcation name: [ Remove

Startireg point: <Defaulk Web Sike =|NetC, ..
Configuration, ..
[Ere:ute permissions: | Scripts and Executables =l

Application pool: |I:Iefaul.'.-5p|:|F‘|:n:|I - I riaad

2] x|

oK Carncel | Apphy | Help

7. Click ok to close the dialog box, and close out of the Computer Management and
Control Panel windows.

Troubleshooting

a device SNMP agent

If the agent is not responding to SNMP reguests, perform the following checks:

» Use Ping to check the basic connectivity between NetCentral server and the host.
» Check that the community string is the same on NetCentral and the SNMP agent.
* Usethe NetCentral MIB browser to check SNMP objects returned from the agent.

For a Windows device SNMP agent, perform the previous checks plus the following:

* Check that thereis no Firewall between the NetCentral console and the Windows
Host that filters UDP port 161. On Windows XP, the integrated Firewall filtersthe
SNMP port by default. Either stop the Firewall or add anew rule for SNMP traffic.

* Intheevent viewer, check that SNMP message ID 1001 (service started is present)
and the current status of the process. Go to CTRL-ALT-DEL | Processes| SNMP.

* Inthecommand line, typenetstat -na. Check that UDP ports 161 and 162 are listed.

» Check that the |P addressin the agent is the NetCentral |P addressif the option
“Accept SNMP packet from these hosts” is used.
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Verify components are installed and running

After installing NetCentral software and starting NetCentral Manager on the server, you
can manually verify that the components necessary for the NetCentral system are
running properly. NetCentral services run whether a user islogged in or not.

To verify whether components are installed and running on the NetCentral server:

1. Inthe Windowstask bar, check the system tray to verify that the NetCentral iconis
displayed. When actively monitoring, the heartbeat graphic is moving and shows
either ared or green color.

2. Check the Windows Services Control panel:
a. Click start | Control Panel | Administrative Tools | Services.

b. On the Windows Services Control panel, check the status of the services shown
in the following table:

Name Status Startup Type

MS SQL SERVER and
MS SQL Server Ad Helper

e If SQL Server 2005 isinstalled ... Started Automatic on Local System
« If SQL Expressisinstalled ... Started Manual on Network System
NetCentral Action Manager Started Manual
NetCentral Active Drawing Started Manual
NetCentral Application Logging Started Manual
NetCentral Chart Service Started Manual

NetCentral Log Monitoring Service — —

NetCentral Memory Management Started Manual

NetCentral Mini WatchDog Service — —

NetCentral Network Usage Helper Started Automatic
NetCentral Protocol Framework Started Manual
NetCentral RMFO Service — Disabled
NetCentral Security Framework Started Manual
NetCentral Syslog Listener Started Automatic

NetCentral Trap Service — —

NetCentral Web Client License Service — —

NetCentral Service Started Automatic
SNMP Trap Service — Manual
SQL Server Agent — Manual

Refer to “Diagnosing NetCentral problems’ on page 124 to test components.

If none of these Troubleshooting tips help, please see “ Grass Valley Product Support”
on page 8 for contact information.
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Error message during .NET installation

When you complete installation, you may see the following message displayed to
disconnect from the network. Y ou can ignore this message.

=101
Macrosoit
Download and Install Progress . nEt Fra mework
Iristallirg:
|

j‘_.. Diownload complete, You can now disconnact Fram the Internat,

Error message during FTP download

When downloading alog from any device, one or more error messages may be displayed
in the Download Logs dialog box if FTPis not configured correctly.

_ioi %
Dretailz
Device: 10.16.34.30
Log File:

Destination Path;

D awrload Status

E ztablizhing Connection to thomgon-4ce331.. Pleaze wait
Error Downloading: EventLogs

Finizhed dawnloading logz fram device thomeon-doe 331
Download Completed ...

To avoid this problem, you must configure Write access for the File Transfer Protocol

(FTP) Service. Refer to “FTP Services” on page 50 for instructions about configuring
the correct settings.

Note that, if you select a specific log to download from a Profile device, you must also
configure FTP access from a Profile device. Refer to the document, Installing the
NetCentral Agent and Device Provider for the Profile XP Media Platform

(Part # 071-8340-01).
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Using the Application Logs Viewer
NetCentral reports all its automatic processes to the Application Logs Viewer.
1. To open the Application Logs Viewer, click Tools | NetCentral Application Logs.

2. Click the tab for the type of automatic process that interests you, and that window

is displayed.

@Em-n entral Application Logs Yiewer

File
Actions | Heartbeat | Trap target  Propesty | Event | Dizcovery
| # | Received Time | Message -
M 552008 34254 P Relieving propety for me-2.am. thmuki com - SMMP GET

M... 5152008 3:42:54 Fid Retrievimg propeily for me-2.am thmulicom - SNMP WALk

M... 5A5/2008 242:54 PM Aevd property responze

M... 5/15/2008 242:54 PM Propety vwalues retneved hor: 10,16 40.70 Prop_b=_Software_05InfoGst

M BA15/2008 3:42:54 P RAewd property responge

M. 5152008 342:54 Fid Propeity waues refieved for: 10,16 40.70 SOFTWAREGET

M... 5AS/2008 24254 PM Aevd properly response

M. B5A5/2008 24254 P Propeity walues retneved bor: 10,16 40.70 SOFTWAREGET

M... BA5/2008 342:55 PM Rewd property responze

M... 5/15/2008 3:42:55 Fid Property waues refieved for: 10,16 40.70 SOFTWAREGET

M... 5AS/2008 34255 PM Rewd property responze

M... 5/15/2008 3:42:55 PM Propeaty waluwes retnaved hor: 10.16.40.70 SOFTWAREGET

M... BF5/2008 342:55 PM RAcwd property responze

M... 5/15/2008 3:42:55 P Propeity wahues refieved for: 10,16 40.70 SOFT'WAREGET

M... 5A5/2008 24255 PM Rewd properly response

M. 5/15/2008 342:55 P Propety walues retneved bor: 10,16 40.70 SOFTWAREGET

M.. B5/15/2008 342.55 PM Hewd property responze

M... 5/15/2008 3:42:55 P Property walues retneved for: 10,16 40,70 SOFTWAREGET

M. 5152008 3:42:55 PM Rewd propery reponse

M... 5/15/2008 342:55 P Propeity walues retneved for: 10,16 40.70 SOFT'WAREGET -
o o il

The NetCentral system captures its system information in several logs, as displayed in
tabsin the Application Logs window. Tabs vary according to the process the viewer is
reporting, and include the following logs:

Log/Tab Description

Actions Records when SNMP Traps or other events from a device are communicated
to NetCentral.

Heartbeat Records the Heartbeat Polling process.

Trap target Records the SNMP trap configuration process.

Property Records SNM P communication when property pages are manipulated.
Event Records actions triggered.
Discovery Records the discovery process.
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Migrating from v4.1.x to v5.0

This Appendix describes how to migrate from previous4.x versions of NetCentral tothis
current release.

Before you begin: Run HC4.1-to-5.0.exe

* Verify .NET v3.5 Installed Uninstall NetCentral
* Close any NetCentral programs to EXPORT data vd.x and related tools

* Locate NetCentral migration tools om NetCantral

Run
HC4.l-to-5.0.exe
to IMPORT saved

Run Hcd |, lelsanup. axa tO
VERIFY that NetCentral v4
and related files are

uninstalled correctly MetCentral data

Install
MetCentral
v5.0

Alsorefer to*Verify system requirements’ on page 24 for an overview and details about
the general NetCentral v5.0 installation process.

Before you begin

A DataMigration Tool is provided to migrate the database from NetCentral v4.1.x to
NetCentral v5.0. This Data Migration Tool can export and import the following
information in the NetCentral database:

* TheTreeView

* Monitored devices

» Device providers

 Actions and notifications

* HTML files

Thefollowingillustration providesa“roadmap” to migrating dataduring theinstallation
process. Each of these steps are described in more detail in this section.

Before you begin any tasks to export or import data:

» Ensurethat .NET v3.5isinstalled (see “Microsoft .NET Framework v3.5” on
page 40)
e Close any NetCentral programs or services that are running

* Locate the following NetCentral Data Migration tools on the NetCentral
Installation CD or in thefolder C:\ Progr am Fi | es\ Thomson Grass Val | ey\
Net Central \NC 4.1 Mgration Tools:

* NC 4.1 to_5.0.exe — Exportsand saves, then later Imports NetCentral data

* NC4. 1cl eanup. exe — Verifiesthat NetCentral v4 software and related
applications are uninstalled correctly
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Export data
To export the NetCentral database:

1. Start the Data Migration tool by running the NC4. 1- t o- 5. 0. exe program.

Export x|

”Please zelect the option

" Impot  {* Expor

I Erowse |

Export | Cancel |

2. Select the radio button to Export the data.

3. Click the Browse button to select the folder in which to export and save the data. It
is recommended that you save the exported data in an empty folder.

4. Click the Export button. User information messages are displayed asfiles are
exported. When completed, the following message is displayed:

nformation ST

1 ) Daka Successfully Exported

5. Theexported datais saved in afilewith the name Exp Imp and a suffix that indicates
the exported date and time. For example, thefileExpl np_25_4_2008_19: 00 means
thisis an Export/Import file created on the 25th day of April, 2008 at 19:00 hours.

The folder now contains the following files and folders:

File or Folder Contains
AddDevi ce. csv Device data
NCAct i ons. ncaf Actions data
Tr eeNodeVi ew. t xt Tree node data
HTMLBackup (folder) HTML files

6. Closethe Data Migration tool by clicking the Cancel or Close button.
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Uninstall NetCentral v4.1.x

Before you install NetCentral v5.0 and import the database, you must first uninstall the
old NetCentral v4.1.x with itsrelated applications and tools to clean up the system.

Use the standard Windows Start | Control Panel | Add or Remove Programs command to
remove the following applications, as shown in the following example:

B Add or Remove Programs ;IQIEI

Currently installed programs: ™ Show upgates Seet by II".Iamva -

fi< ActivePer] 5.3.4 Buid 10 Size  43.70ME
5 Microscft TET Pramewark 2.0 Service Pack 1 Size 107.00ME

Size 245.00ME

AddRer, we
Yndows

Camporents

Size  1.31MB

] MetCertral IV 4.1,19.5 Service Pack Size 133, 00ME
] MetCenkrdl TV 4.1.6.1 Size 133.00M6

Size  1.98ME
(] ¥Mware Took Size  15.56MB
8 Windows Inbermot Explarar 7 Sze  2E4ME

jE-.‘ Windows Sarver 20003 Sarvice Pack 2

NOTE: You must remove the following programs in the order listed!

e NetCentral 1V v4.1.x.x Service Pack

* NetCentral 1V v4.1.5.2 or v4.1.6.1

* MRTG

* RRDTool

» ActivePerl 5.8.4 Build 810

» Microsoft SQL Server Desktop Engine

Reboot

After you removethe old NetCentral applicationsand related programs, you must reboot
the NetCentral server.
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Verify clean-up

After rebooting, run the NC4. 1cl eanup. exe program. This utility verifiesthat old
NetCentral software and related subdirectories and registry keys have been removed.

Install NetCentral v5.0

Now that previous applications have been cleaned off the server, install NetCentral v5.0.
Follow the detailed instructions in “ Install NetCentral Manager” on page 64.

NOTE: You must manually back up any .bmp, .gif, .jpg, or other graphic files used
intheFacility View that are NOT inthe C: \ Pr ogr am Fi | es\ Thonson Grass
Val | ey\ Net Cent r al \ HTM. folder.

See Chapter 1, Overview of the NetCentral system on page 11 for information about how
the features of NetCentral v5.0 can benefit you and your facility.

Import data

CAUTION: Any information currently in the database and the HTML
folder is overwritten with data that is imported.

To import saved data from the previous NetCentral installation:
1. First close any NetCentral programs or services that are running.
2. Start the tool by running the NC4. 1-t 0- 5. 0. exe program.

fmport x|

"Please zelect the aptian

 |mpott  © Ewxport

I Erowze |

Import | Cancel |

3. Select the radio button to Import the previously saved data.
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Import data

4. Click the Browse button to select the folder that contains the exported data. The
folder is named ExpImp with a suffix that indicates the exported date and time
information, as shown in the following example.

mport x|

”F"Iease zelect the option

& Ilmport " Export

IE:'\test'&E splmp_25 4 2008 190 Browse I

Import | Cancel |

5. Click the Import button. User information messages are displayed asfiles are
exported. When completed, the following message is displayed.

CAUTION: Remember, any information currently in the database and
the HTML folder is overwritten with the data that is imported.

6. After the process completes, close the Data Migration tool by clicking the Cancel
or Close button.

7. Reboot the NetCentral server to ensure that all changes take effect.

Return to the section, “Install NetCentral Manager” on page 64, to continue with
installation of NetCentral v5.0.x and related tasks.
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Setting Security and Access Rights

This Appendix describes how to set security and access rights for users and groups, and
provides instructions about managing NetCentral security. Topicsinclude:

» “NetCentral security levels and user groups’ on page 155
» “Accessto NetCentral device-specific features’ on page 158

NetCentral security levels and user groups

The NetCentral system has security levels based on Windows user groups.

When you install NetCentral Manager software on the NetCentral server, the install
program creates three groups on the local server for this purpose:

This security
level...

Is based on this
group...

With default access rights as follows:

Administrator

NCAdministrator

Can use and configure all NetCentral Manager features.
Canuseand configure all device-specific featuresavailable
through the NetCentral Manager interface.

Technician

NCTechnician

Can use all features to add/remove devices, monitor
devices, and respond to status changes. Cannot customize
theway the features operate, such as configuring actions or
filtering messages.

NCUser

Can view status indicators, view settings, and browse
subsystem status. Cannot configure settings or change the
way information is displayed or processed.

The way you set up NetCentral system security depends largely on the policies and
conventionsyou usein the system environment for user accounts, groups, and privileges.

NetCentral supports both local and domain access rights user validation.

From the NetCentral server, use standard procedures for the Windows operating system
to assign groups to users. In Windows XP, go to Start | Control Panel | Administrative
Tools | Computer Management. When the Computer Management window opens, go to the
Local Users and Groups directory and select the Groups subdirectory. All users are
assigned to the NCUser group by default. NetCentral Web Clients authenticate with the

NetCentral server.

For more information about user access rights, refer to “ Setting access rights to
NetCentral features’ on page 156.

Logging on to NetCentral Manager

NetCentral starts up with user-level access permissions by default. Click File | Logon to
log on to NetCentral with higher-level access permissions.

September 2008

NetCentral Installation Guide 155



Appendix B Setting Security and Access Rights

Setting access rights to NetCentral features

By default, NetCentral security levels have access to features as specified in the
following table.
» Thefeatureslisted here apply to all monitored device types.

» Features not listed here have full accessrights for all security levels.

Feature User Technician Administrator
Add device DENY DENY ALLOW
Add Remove Device Provider DENY DENY ALLOW
Add user defined tools DENY ALLOW ALLOW
Back in Service DENY DENY ALLOW
Cancel actions DENY DENY ALLOW
Change deviceimage DENY ALLOW ALLOW
Change Severity DENY DENY ALLOW
Change Status DENY DENY ALLOW
Clear messages DENY ALLOW ALLOW
Configure Filter DENY DENY ALLOW
Configure Rule DENY DENY ALLOW
Copy message ALLOW ALLOW ALLOW
Delete Actiong/Filters DENY DENY ALLOW
Delete device DENY DENY ALLOW
Delete Messages DENY DENY ALLOW
Download device logs DENY ALLOW ALLOW
Edit auto discovery configuration DENY DENY ALLOW
Edit device properties DENY DENY ALLOW
Edit Download device logs settings DENY DENY ALLOW
Edit drawing DENY DENY ALLOW
Edit facility DENY DENY ALLOW
Edit global action configuration DENY DENY ALLOW
Edit heartbeat polling configuration DENY DENY ALLOW
Edit security configuration DENY DENY ALLOW
(Read Only)
Edit SNMP trap target configuration DENY ALLOW ALLOW
Edit Threshold DENY DENY ALLOW
Enable SNMP trap configuration (for device) DENY ALLOW ALLOW
Export NetCentral log DENY DENY ALLOW
Filter messages DENY DENY ALLOW
Launch configuration DENY DENY ALLOW
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Modify security-level access to features

Feature User Technician Administrator
Logout DENY ALLOW ALLOW
Modify Event DENY DENY ALLOW
Purge Logs DENY DENY ALLOW
Remove from Service DENY DENY ALLOW
Reset Chart DENY DENY ALLOW
Run backup tool DENY DENY ALLOW
Set actions DENY DENY ALLOW
Set SNMP trap target DENY DENY ALLOW
Start Chart DENY DENY ALLOW
Stop Chart DENY DENY ALLOW

Modify security-level access to features
To modify security-level access to features:

1. Verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Click configure | Security. The System Settings dialog box is displayed. Click the

Security tab.
RISEY
Buto-Digconeny I Trap Configuration | Heatbeat Poling 'S_EEL_@.P'i

Feabue - User | Technician  Administrstor | -
Add device C r [

Add Remave Device Prosder C O [

Add user defined locks I o v

Back in Serdce C O [

Cancel actionz C O =

Change device image I I3 3

Change Sevesily I I [

Change Statusz C O ¥

Clear meszzages I r 3

Configure Filler N O v

Conhgure Rule C O =

Copy mezzage ¥ 3 ¥

Dielete dctions/Fillers I r [

Delete device C O [

Delete Meszages C O =

Mirusdnad dauviea lnos r ¥ I :I

ok | Concel | ety |

3. Select those features for which you want to change access, and click the
checkboxes to enable that level of security (User, Technician, Administrator).

4. Click oK to save settings and close.
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Access to NetCentral device-specific features

This section provides examples of the access rights that NetCentral Manager grantsto
device type-specific features.

In the same way that the features present on the Device menu vary depending on the
currently selected device, so the access rights for features can vary depending on the
device currently selected.

The following table includes features with consistent access rights between multiple

device types.
Device type Device type feature Admin access rights User access rights
All Subsystem properties | View and edit View only
All Device configuration | Launch of application Launch of application

application allowed not allowed

Profile XP, Dell Log download View and edit settings Download logs only
PowerEdge Download logs
Cisco switch, Port Alias View and edit settings View settings only
Brocade switch

Read the device-specific documentation for information about access rights for features
that are unique to that device type.
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Open Software Licenses

This section displays the required licensing information for the following Open Source

software used in NetCentral:

GD v1.3— aPHPlibrary of image functions for HTML output

LibSMI — a C library and tools that allows network management applicationsto
access SMI MIB module definitions

PHP License for GD v1.3

September 2008

The PHP License, version 3.01
Copyright © 1999—2006 The PHP Group. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, is
permitted provided that the following conditions are met:

1

THIS SOFTWARE ISPROVIDED BY THE PHP DEVELOPMENT TEAM “ASIS’

Redistributions of source code must retain the above copyright notice, thislist of
conditions and the following disclaimer.

. Redistributionsin binary form must reproduce the above copyright notice, thislist

of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

. The name “PHP” must not be used to endorse or promote products derived from

this software without prior written permission. For written permission, please
contact group@php.net.

. Products derived from this software may not be called “PHP”, nor may “PHP’

appear in their name, without prior written permission from group@php.net. You
may indicate that your software worksin conjunction with PHP by saying “Foo for
PHP" instead of calling it “PHP Foo” or “phpfoo”.

. The PHP Group may publish revised and/or new versions of the license from time

to time. Each version will be given adistinguishing version number. Once covered
code has been published under a particular version of the license, you may always
continueto useit under the terms of that version. Y ou may also choose to use such
covered code under the terms of any subsequent version of the license published
by the PHP Group. No one other than the PHP Group has the right to modify the
terms applicable to covered code created under this License.

. Redistributions of any form whatsoever must retain the following

acknowledgment: “This product includes PHP software, freely available from
http://www.php.net/software/” .

AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT

SHALL THE PHP DEVELOPMENT TEAM ORITSCONTRIBUTORSBE LIABLE

FOR ANY DIRECT,
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INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;

OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

For more information about the PHP Group and the PHP project, please see
http://mwww.php.net.

LibSMI v0.4.5 License

Copyright © 1995—1999 Kungliga Tekniska Hogskolan (Roya Institute of
Technology, Stockholm, Sweden). All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, thislist of
conditions and the following disclaimer.

2. Redistributionsin binary form must reproduce the above copyright notice, thislist
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. Neither the name of the Institute nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior
written permission.

THIS SOFTWARE ISPROVIDED BY THE INSTITUTE AND CONTRIBUTORS
“ASI1S” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THEIMPLIED WARRANTIESOF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE INSTITUTE OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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Action

A processthat the NetCentral server executes, such as beeping, that is directed by the
NetCentral software as aresult of achange in status on adevice. Actions are also
sometimes referred to as notifications.

Action provider

A software module that defines and controls an action (such as sending e-mail) that
can be triggered by the NetCentral system. A new action provider can be plugged in
to an existing NetCentral system. Each action provider is afile, such as Mail.dll.

Actions view

The Actionsview button in the left-panel portion of the NetCentral interface displays
lists of currently configured actions for the selected folder, device, or subsystem.

Active Drawings

A technology NetCentral uses, especially for HTML page featuresin the Facility
View.

Agent

The software component that resides on a managed device and provides the required
interface to SNMP.

Alarm

Signifies abnormal operation in a service, anetwork entity, or a part of a network
entity.

Alert
Alarm (audible or visual) that signals an error or serves as awarning.

Application logs

Logs of NetCentral software events. These events relate to the software itself, rather
than the devices being monitored by the software.

Authentication

The verification of peer identity using any combination of device authentication, data
origin authentication, extended authentication, and dataintegrity checking. Also a
method of verifying user ID, including login and password, challenge and response,
messaging support, and—depending on the security protocol that is selected—
encryption.

Auto-discovery

The process used by the NetCentral softwareto check arange of user-configurable |P
addresses, search for NetCentral compatible devices, and add such devicesto the
NetCentral system as they are found.

Community name

A parameter defined by SNMP by which devices can be grouped for the purpose of
controlling the flow of management information. Text string that authenticates the
issuer of an SNMP query.
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Critical

The highest level of severity for aNetCentral message. A critical messageis sent
when adevice has ceased to operate or is currently operating with severely hampered
functionality.

Device

A piece of hardwarethat is either a physical nodein the network or avirtual node that
is defined by a physical node. In either case, a device must be |P-addressable.

Device provider

A software module that enables a particular type of device, such asaQLogic Fibre
Channel switch, to be included in the NetCentral system. A new provider can be
plugged in to an existing NetCentral system. Each provider isafile, such as
SIkWormProvider.dll (similar to a print driver installed on a workstation that
communicates with a printer).

DHCP

Dynamic Host Configuration Protocol, an auto-configuration service that allows a
machine to obtain an address without prior knowledge at boot time.

Discovery process

The process used by the NetCentral software to add devices. This same processis
used when a user adds a device manually and when the software adds a device
automatically via Auto-Discovery.

Dynamic IP address
An |P address assigned dynamically to a machine by a DHCP server.

Event

A notification that a managed device or component has an abnormal condition.
Multiple events can occur simultaneously on a single monitored device or service
module.

Event log
A mechanism by which events are archived and collected for viewing.

Facility View
The Facility View button in the left-panel portion of the NetCentral interface displays
subsystem properties and HTML pages associated with folders.

Fibre Channel

A general set of integrated standards developed by ANSI for flexible information
transfer over multiple physical interface types.

Graphs view

The Graphs view button in the left-panel portion of the NetCentral interface displays
charts of statistical information about status messages received from monitored
devices.
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Heartbeat polling

Messages sent periodically by the NetCentral software that check the “heartbeat” of
monitored devices by requesting the devices to respond.

HTTP

HyperText Transfer Protocol, the protocol by which Web (HTML) pages are
communicated.

s

NetCentral uses Internet Information Services (11S) to host trend analysis pages and
documentation.

ICMP

Internet Control Message Protocol (ICMP)—a protocol used by the operating system
to send error, control, or informational messages about routing or internet
connections. The “ping” command is used to test an internet connection (such as
obtaining basic heartbeat checks and network latency information from devices that
do not support SNMP).

Informational

The lowest level of severity for a NetCentral message. Sent when a device has
experienced a change in status within normal operating parameters.

Management information base (MIB)

A hierarchical collection of information about a managed element in aformat
standardized by SNMP. MIBs serve as the “contract” between the agent and the
manager; they define the agreed upon structure, type and values for SNMP
communication between the two.

Manager

The software component that resides on the NetCentral server and provides the
required interface to SNMP. NetCentral server.

Message View

The Message View button in the left-panel portion of the NetCentral interface
displays lists of status messages for the currently selected folder, device, or
subsystem.

NetCentral server

The equipment on which the NetCentral server software isinstalled and used to
monitor devices.

NetCentral software

The software module, installed on a NetCentral server, that provides the primary
functionality to the NetCentral system.

NetCentral system

The entirety of the components associated with monitoring devices, including
NetCentral servers, devices, NetCentral Web Client, and the network.

NetCentral Installation Guide

163



Glossary

Offline
Something not active or not available for accessin a system.

Object identifier (OID)

An Object Identifier (OID) is the method used to uniquely identify each data class
withinaMIB. Each oneis unique across all MIBs, and consists of a series of
non-negative digits separated by periods. OIDs can have up to 128 components.

Panel
A portion of an interface window. Panels are usually separated by dividing bars.

Ping
A command used to test an internet connection.

Point-to-point
A schemefor connecting two computers over atelephone line or over a network link
that acts like atelephone line.

Port
An access point in adevice where alink attaches.

Program Tracking

A Grass Valley monitoring tool for Windows systems that notifies NetCentral if an
unauthorized or forbidden programisrunning, or if arequired programisnot running.

Protocol

A convention for data transmission that defines timing, control, format, and data
transmission.

Read/Write Permission
Allows SNMP to read and write messages.

Required program
A program that must be running on a mission-critical system. When arequired

program stops running on a computer, the SNMP agent sends a message to
NetCentral.

Reset

A low level of severity for a NetCentral message. Sent when a device returnsto
normal operating parameters after a critical or warning level condition is resolved.

Rogue Edit tool

A specialized Grass Valley monitoring tool, used in conjunction with Program
Tracking.

SAN
See Storage Area Network.
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Server

The hardware that runs NetCentral Manager and serves as the monitor for the
NetCentral system. Note that the server itself can also be monitored.

Service pack

Softwarethat isintended to add extended functionality and fix problemswith existing
software.

Simple Network Management Protocol (SNMP)

Network management protocol used almost exclusively in TCP/IP networks to
facilitate the exchange of management information between networked devices.
SNMP provides a means to monitor and control network devices, and to manage
configurations, statistics collection, performance, and security. This protocol was
defined by the Internet Engineering Task Force (IETF).

Simple Mail Transfer Protocol (SMTP)
The protocol used to send Internet E-mail.

SNMP
See Simple Network Management Protocol.

Static IP address

An P address that is assigned to a machine on an | P network manually by a System
Administrator.

Status indicator

Anicon, text message, or system action propagated by the NetCentral system for the
purpose of communicating to the user some information about the status of a device.

Storage Area Network (SAN)

A high-speed subnetwork of shared storage devices that provide very high data rates
suitable for real-time access of multiple video/audio channels.

Subsystem

A logical, defined portion of a device's functionality for which management
information is captured and reported through the NetCentral system.

Subsystem view

That portion of the NetCentral interface that displays the subsystems of a particular
type of device and the current status of each of the subsystems of the selected device.

Syslog

A protocol that provides a mechanism to send event notification messages across | P
networksto event message collectors, also known as syslog servers. Syslog uses User
Datagram Protocol (UDP) as its underlying transport layer mechanism to send
messages to the UDP port 512.
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System tray

A portion of the Windows operating system taskbar reserved for icons representing
background processes currently active on the machine.

Threshold condition

A measurable point in the functionality of a device subsystem, beyond which the
subsystem is deemed to have changed status.

Threshold

Value (bound on either the upper or lower range) that defines the maximum or
minimum allowable condition before an alarm is sent.

Trap

An unsolicited SNM P message sent by a device when it experiences a change in
status. For example, arouter could send amessage if aredundant power supply fails.

Universal Interface Module (UIM)

A 1000BaseT Ethernet network interface for streaming mediafiles, including
standal one storage and Open SAN shared storage. The UIM system software design
makes the UIM transparent to the streaming devices.

Virtual Web server directory

A mapping of a short name or aliasto the physical directory on a Web server. The
physical directory contains the hypermediathat a Web browser can access using the
short name.

Warning

The medium level of severity for a NetCentral message. A warning message is sent
when adevice hasareduced ability to function and may fail soon, but currently isstill
operating within specifications as designed.

Windows system device provider

A device provider customized for Windows operating systems. Both the device
provider and the license for this device provider must be added to NetCentral before
Windows monitoring can begin.
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configure

devices 158

SNMP properties 98

trap destinations 98

web services 139
configure web services 42, 53
csscript.exe synciwam.vbs 142

D

Data Migration Tool 149, 150
database
migrating 150
software installation 55
DCOM 17
default instance 60
Dell PowerEdge 158
device 162
configuration 158
hardware 162
IP address 162
monitor using ping 108
monitor using Syslog 108
remove from service
automatically 91
manually 91
device provider 162
defined 14
functionality 13
initial set-up 69
installing software 81
migrating 149
registration 129
software module 70
verifying installation 82
devices
add batch 84
adding 79, 83, 84
copying into afolder 87
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grouping and arranging 87
MIB 14

migrating 149

offline 84, 91, 164

remove babbling device 91
remove from HTML page 90
remove from service 91
renaming 87

requirements 26

that do not support SNMP 107

DHCP See Dynamic Host Configuration Protocol

diagnosing problems 124
diagnostic tests 124, 126
SNMP agent 126
Diagnostic tool 124
dialog boxes
Add Device 84
Auto-Discovery 82, 105
Auto-Discovery Settings 82
Folder properties 87
System Settings 82, 89, 105
Discovery
Application Log 147
discovery log 147
discovery process 162
Distributed Component Object Model
(DCOM) 17
drawing
active 17
HTML page 14, 90
Dynamic Host Configuration Protocol 24

E

error
80110414 message 142
at NetCentral start-up 128
at Windows start-up 128
Cannot create graph 132, 135
database 129
download log from Profile device 146
during .NET installation 146
FTP download 146
HTTP-Internal server error 141
installation stops 133
monitored device 131
Page does not load 131
page not found 139
prerequisites not installed 133
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start-up 128

Syslog severity 108

trend analysis 138

trend information 131, 132
Under construction 135

error message

see also Troubleshooting NetCentral

event 162
event log 147, 162
example

monitor media devices and systems 18

NetCentral system 18
export data 150
HTML 149
migration 149, 150
NetCentral database 149
Tree View 149
Express Edition 55

F
facility requirements 24
Facility View 162
folders 87
Firewall 53, 139, 144
Port 80 139
folders
adding 87
copying devicesinto 87
Facility View 87
Freeware 7-Zip 26
FTP 17
message during download 146
on Profile XP and FSM 86

G

Generic Device Provider 14
graph

cannot create 135
graphical view

active drawings 17

H

hardware
device 162

heartbeat polling 163
configure alarms 88
configuring 88
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function 88
log 147
HTML 17
7-zip installer 63
export data 149
removing devices 90
HTTP 163
Port 80 140
Hypertext Markup Language (HTML) 17

ICMP 16, 107
IETF 15
1S 17, 26, 30, 163
269367 error message 142
import 149
import information in the NetCentral
database 149
Information area 18
information messages
migrating 150
install
components 145
software prerequisites 22
installation 65
installation stops
prerequisites not installed 133
installing
.NET Framework 40
7-Zip 26
database server software 55
SQL server software 55
installing software
device provider 81
instance default 60
Internet Control Message Protocol (ICMP) 16
Internet Engineering Task Force (IETF) 15
Internet Explorer 27
version required 27
web browser 27
Internet Protocol (1P)
address as trap destination 98
addresses of monitored devices 82
range of addresses for Auto-Discovery 83
static and dynamic 24
I P address 90, 98, 162
monitored devices 82
range for Auto-Discovery 83
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L

license
.NET Framework 41
check current 121
Open Source software 8, 159
permanent 120
required software 8, 159
temporary 120
testing NetCentral software 124
violations 129
License Service
Web Client 145
Log download 158
Log Monitoring Service 145
logon
Administrator privileges 65, 128
to NetCentral 155
logs
Application Logs Viewer 147
Application Logs window 147
event logging 162
NetCentral 147
NetCentral information 147

aging time 134

message suppression duration 134
migrating 150

ToolTip 97

Trap Target Status 98

MIB 14, 16, 163

defined 16
XML 17

Microsoft

.NET Framework 40, 133
269367 142

SQL Server 55

Windows Server 2003 27
Windows XP Professiona 27

migration

actions and notifications 149

Data Migration Tool 149, 150
database 150

device providers 149

export data 149, 150

HTML files 149

import data 149

messages 150

migrate from previous versions 149
monitored devices 149

Mini WatchDog Service 145

Mixed Mode 59
mode
M Authentication Mode 59
Managed Mixed 59
device 15 monitor
network 15 using ping 108
station 15 using Syslog 108
Management Information Base (MIB) 16 monitored devices
Manager 163 migrating 149

Managing port access 92 monitored devices requirements 26

Memory Management 145 Monitoring Service 145

message MS SQL Server Ad Helper 145
disconnect from the network 146 MS SQL Server service 145
during .NET installation 146
FTP download 146 N
SNMP trap 97
Traps not validated 97
Under Construction 138

message suppression

name, see SNMP community
NCAdministrator 155
NCTechnician 155

_ NCUser 155
duration 134 NET

remove babbling device 91 ASPNET 49
remove device from service 91 definition 17

messages
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licensing 41
prerequisite 40
server requirements 26
troubleshooting 132
NetCentral
Action Manager 145
Active Drawing 145
Application Logging 145
Chart Service 145
initial set-up 69
Log Monitoring Service 145
logs 147
Memory Management 145
Mini WatchDog Service 145
Network Usage Helper 145
Protocol Framework 145
RMFO Service 145
security 8, 155
Security Framework 145
server 18
Service 145
Syslog Listener 145
Trap Service 145
Web Client License Service 145
window 18
NetCentral security
managing 155
NCAdministrator group 155
NCTechnician group 155
NCUser group 155
NetCentral software
architecture 13
core 14
plug-ins, see device provider
troubleshooting 123
netstat 144
network
community names 16
defined as managed by SNMP 15
requirements, see requirements
settings that affect performance 83, 89
network requirements 24
Network Usage Helper 145

O

Object identifier 164
offline device 84, 91, 164
OID 164
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Open SAN

FTP for log downloads 86
Open Source software 8, 159
operating system 27

reguirements 25
operating system, requirements 27

P

page cannot be found 139
permanent license 120
permissions 155
NetCentral security 155
SNMP 96, 97
physical layout 19
ping 16, 107
plug-ins, see device provider
port 514 108
Port 80 139
HTTP 140
port access 92
Port Alias 158
prerequisites 22
.NET 40
7-Zip 26
error 133
required software 55
privileges, Administrator-level 65
problems 127
at Windows NT start-up 128
diagnosing 124
with the NetCentral system 123
Profile device 146
Profile XP 158
Program Tracking 164
Property 147
Protocol Framework 145
Protocols
multiplein NetCentral 107
see Simple Network Management Protocol,
Syslog
public, defined as SNMP community 16

R

recording information 25
registered component, testing for 124
reinstalling

Windows NT Service Pack 128
remove from service
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automatically 91
manually 91
removing devices 90
renaming a device 87
reports, NetCentral software diagnostic 125
Required program 164
regquirements
facility 24
monitored devices 26
NetCentral server 25
NetCentral system on a network 24
network 24
restarting NetCentral services 147
Restarting SNMP services 106
RMFO Service 145
Rogue Edit tool 164

S

SAN 164, 165
security
Administrator privileges 65
managing 8, 155
NCAdministrator 155
NCTechnician 155
NCUser 155
NetCentral 155
Port 80 139
Windows XP 53
Windows XP Firewall 139
Security Framework 145
server
architecture 13
requirements 25
static and dynamic | P addresses 24
Service Pack 128, 165
Port 80 139
SQL 55
services
restarting 147
Settings see network
set-up
NetCentral initial set-up 69
Simple Mail Transfer Protocol (SMTP) 17
Simple Network Management Protocol, see
SNMP
SMTP 17
SNMP 165
agent 15, 129, 144
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authentication trap 96
community 16
community name 161
community name RW access permissions 96
community, as trap destination 98
configure properties 98
configuring properties 96
definitions

SNMP 15
devices that do not support 107
installing 28
managed device 15
managed networks 15
Management Information Base (MIB) 16
management stations 15
manager 16
MIB 14
restarting services 106
services 28
Trap Target Status message 98
trap validation 104
traps 16
versions supported 16
write permissions 97

SNMP services 27
SNMP trap

configuration at start-up 79

definition 97

engine 128

manually configure trap destinations on
monitored devices 98

remove babbling device 91

service not running 129

target or recipient 98

target status 97

validation 96, 104

SNMP Trap Service 145
software

device provider 81
prerequisites 22
testing licenses 124

sorting devices a phabetically 88
sound card

verifying on a PC 130

SQL 17, 26, 55, 64

Express Edition 55
install 55

installation 55
Installation Wizard 55
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installing server software 55
SQL Server 145

Ad Helper 145
SQL Server Agent 145
starting Auto-Discovery 80
start-up

Auto-Discovery 79

error 128

install 7-Zip 63

problems 128
status

SNMP trap 97
Storage Area Network 164
Structured Query Language (SQL) 17
Subsystem properties 158
Syslog 16, 107, 165

alarms 108

messages on UDP Port 108

monitoring devices 108
Sydlog Listener 145
System Requirements, see requirements
system settings

Auto-Discovery 82, 105

heartbeat polling 89
System tray 166

T

temporary license 120
testing
NetCentral components 124
registered/licensed software 124
SNMP agent 124
Threshold condition 166
tool
Add Device 84
Data Migration 149
Tool Tip 97
Traps not validated 97
trap 16, 166
destination 98
IP address 98
target log 147
Target Status message 98
Trap Service 145
Traps not validated 97
traps, see SNMP traps
Tree View
export data 149
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Tree View, arranging 86
Trend analysis
error message
troubleshooting trend 138
trend pages
Web Client 141, 142
troubleshooting 123, 124, 126, 127
269367 error message 142
80110414 142
configure web services 139
device 144
If al elsefails 142
key questions 123
SNMP agent 144
trend error messages 138
Under Construction 138
troubleshooting guide 127
Troubleshooting NetCentral
licenses 129
trend error messages

U

U.S. Windows version requirements 25, 27
UDP 16
UIM 166
Under Construction 138
Universal Interface Module (UIM) 166
upgrade

migrate to v5.0.x 149
User Datagram Protocol (UDP) 16
user groups

assign 155

levels of access 8, 155

NetCentral 155

security 8, 155

Windows 155

Vv

validation
SNMP trap 104
verify components 145
version
migration 149
version required
Internet Explorer 27
operating system 27
View
Application Logs Viewer 147
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Facility 17, 87, 162
graphical 17
Tree 86, 149
views
Tree View 86
Virtual Web server 166

W

WatchDog Service 145
WBEM 18
Web 17
web browser 27
Under Construction 138
Web Client 42, 53
License Service 145
trend pages 142
Web Client Trend 141
Web page, defined 17
Web Server
configure 42
web services 139
Web-Based Enterprise Management (WBEM) 18
Wide Area Network (WAN)
Auto-Discovery 83
Windows
32-hit .exefile 63
operating system 40
requirements 25, 27
services 145
Windows Management I nstrumentation
(WMI) 18
Windows monitoring
UIM 166
Windows NT Service Pack, reinstalling 128
Windows XP
Firewall 139
Port 80 139
security 139
Windows XP security 53
WMI 18
write permissions, SNMP 97

X
XML 17
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