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This manual documents how to use the full-featured NetCentral Manager product.

t documentation for the NetCentral system

In the same way that the NetCentral system monitors multiple types of products, so the
information about the NetCentral system is distributed across multiple manuals and
online Help files. The complete set of information required to install and use the
NetCentral system includes the components shown in the following diagram:

NetCentral MNetCentral
Documentation Installation Guide
MetCentral MetCentral

Quick Start Guide User Guide

MetCentral L “ Online
Device Provider | Manual
Information |

Other Grass Other

Product g,
Troubleshooting = E‘?;:?E - ;‘::3 :Its
& Set-up Information Manual Manuals
Monitored . K2 Media Client Other Other
Products - . Grass Valley W Products

[ - Products

» The NetCentral Quick Sart Guide, which provides an overview of theinstallation
process to quickly set up and run NetCentral.

» The NetCentral Installation Guide, which identifies requirements and procedures
to correctly set up servers and devices, aswell as provides detailed instructions to
install and configure NetCentral software.

» ThisNetCentral User Guide, which describes how to use the NetCentral Manager
to monitor devices.

» Separate documentation for each type of product monitored, published by the
manufacturer of the product. This documentation generally contains descriptions
of any additional software that must be installed, as well as the messages, logs,
applications, and features specific to that type of device.

NetCentral User Guide
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Using this manual

This NetCentral User Guide is organized around the tasks necessary to implement the
NetCentral system and optimize its use for the particular environment. Read the
following sections:

» This Preface — Explains how information is distributed across manuals for
products that make up the NetCentral system.

» Chapter 1, Overview of the NetCentral system— Describesthe NetCentral system
as awhole, including core technologies and how they are used.

» Chapter 2, Managing Devices — Explains how to set up and manage devices for
monitoring.

» Chapter 3, Managing NetCentral services— Explains how NetCentral monitors
devices and how you can use NetCentral to check detailed device information.

e Chapter 5, Configure Rules for Log Messages — Describes how to configurerules
to customize the display of audit log messagesin NetCentral.

» Chapter 4, Managing messages — Describes how you can configure the
NetCentral system to present, distribute, and deliver messages about devices
according to the policies and system environment for the facility.

» Chapter 6, Configure notifications and filters — Describes how NetCentral uses
configurable actions and filters to notify you about system changes.

» Chapter 7, Trend Analysis — Explains how to maximize NetCentral’ s powerful
research tools to track devices over time.

» Chapter 8, Toolsand Utilities— Provides descriptions of toolsand utilitiesfor use
with the NetCentral system.

e Chapter 9, Create Facility View — Provides detailed procedures for creating a
detailed graphical view of atypical system. Read this section to learn how you can
apply these features to the system.

e Chapter 10, Extend NetCentral device monitoring — Providesdetailed instructions
to monitor third-party devices with the NetCentral Generic Device Provider.

e Chapter 11, Monitoring with the Web Client — Describes the NetCentral system’s
remote monitoring functions and configuration requirements.

» Appendix A, Smple Network Management Protocol Introduction — Provides an
introduction to Simple Network Management Protocol (SNMP), explaining basic
components and functions as they relate to the NetCentral system.

» Appendix B, Configurethe Download Log Tool — Describes how to configurethe
NetCentral Download Log Tool.

» “Glossary” — Provides descriptions of terms used in this manual.

Grass Valley Product Support

For technical assistance, to check on the status of a question, or to report new issue, contact
Grass Valley Product Support by phone or fax, viae-mail, or on the Web.
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Web Technical Support

Web Technical Support

To access support information on the Web, visit the Product Support Web page on the
Grass Valley website. Y ou can download software or find solutions to problems by
searching the database of Frequently Asked Questions (FAQ).

World Wide Web:  http://www.thomsongrassvalley.com/support/
Technical Support E-mail Address: gvgtechsupport@thomson.net

Telephone Support

Use the following information to contact Product Support by phone.

International Support Centers
Our international support centers are available 24 hours aday, 7 days a week.

Support Center Toll free In country
France +800 80 80 20 20 +33148 252020
United States +1 800 547 8949 +1 530 478 4148

Authorized Local Support Representative

A local support representative may be availablein your country. To locate a support
center during normal local businesshours, refer to thefollowing list. Thislistisregularly
updated on the website for Thomson Grass Valley Product Support
(http://mww.thomsongrassvalley.com/support/contact/phoney).

After—hours local phone support is also available for warranty and contract customers.

Region Country Telephone
Asia China +861 066 0159 450
Hong Kong, Taiwan, Korea, Macau +852 2531 3058
Japan +81 3 5484 6868
Southeast Asia- Malaysia +603 7805 3884
Southeast Asia - Singapore +65 6379 1313
Indian Subcontinent +91 11 515 282 502
+91 11 515 282 504
Pacific Australia, New Zealand +61 1300 721 495
Central America, All +55 11 5509 3440
South America
North America North America, Mexico, Caribbean +1 800 547 8949
+1 530 478 4148

September 2008 NetCentral User Guide 11
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Region Country Telephone
Europe UK, Ireland, Israel +44 118 923 0499
Benelux — Netherlands +31 (0) 3562 38 421
Benelux — Belgium +32 (0) 233490 30
France +800 80 80 20 20
+33148252020
Germany, Austria, Eastern Europe +49 6150 104 444
Belarus, Russia, Tadzhikistan, Ukraine, Uzbekistan +7 095 258 09 20
+33(0) 233490 30
Nordics (Norway, Sweden, Finland, Denmark, Iceland) | +45 40 47 22 37
Southern Europe — Italy +390224131601
+39 06 87 20 35 42
Southern Europe — Spain +34 91512 03 50
Middle East, Middle East +971 4 299 64 40
Near East, Africa -
Near East and Africa +800 80 80 20 20
+33148252020

The chaptersthat follow describe the features and functions of the NetCentral system, as
well as how to manage and use the system.

NetCentral User Guide
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Chapter 1

Overview of the NetCentral system

This section provides an overview of the NetCentral system’ s structure and components
to help you better understand how NetCentral works. The chapter includesthefollowing
topics:

e “System summary” on page 13

* “Why monitor?’ on page 14

* “What NetCentral does’ on page 14
» “How NetCentral works” on page 14

System summary

The NetCentral system isa suite of software modul es that work together to monitor and
report the operational statusof afacility’ s networked equipment. The NetCentral system
runsin a Microsoft Windows® desktop environment and uses Simple Network
Management Protocol (SNMP), Syslog, and other industry-standard technologies to
communicate over an Internet Protocol (1P) network, asshown inthefollowing diagram:

NetCentral Manager

Remote equipment
being monitored

Equipment monitoring C;:D
from an easy-to-access location
0E86-4

The NetCentral system provides a well-developed set of features designed specifically
for the TV and video industry. This alows you to concentrate on the management of
equipment while minimizing the overhead of network management.

Using the NetCentral system, facility engineers and equipment operators can:

» Be continuously aware of the moment-by-moment status of multiple devices
* |dentify problems before they become critical

» Understand why a device is malfunctioning

» Plan early for corrective action

» Search messages and logs for information about previous status changes

Check status and troubleshoot from a remote location

September 2008 NetCentral User Guide



Chapter 1 Overview of the NetCentral system

Check the NetCentral Release Notes for information about new features, as well asthe
latest list of device types that NetCentral monitors.

Why monitor?
The NetCentral system provides the following benefits:

Reduce stress

Anticipate potential system failures
Gain reaction time

Prevent downtime

Increase productivity

Adjust workflow models

What NetCentral does

The NetCentral system automatically monitors equipment 24 hours a day, seven daysa
week. In this automatic mode, the NetCentral system does the following:

Periodically checks devicesto seeif they are till in contact with the NetCentral
server (referred to as heartbeat polling)

Indicates status levels for devices and subsystems with easy-to-understand icons

Receives and displays messages from monitored devices that explain status
conditions and suggest corrective actions

Suppresses recurring messages
Captures all status messages in a database for later retrieval and analysis

Provides natification of status conditions based on rulesyou define for your facility

Y ou can also manually check equipment for specific statusinformation at any timeusing
the NetCentral system interface to:

See at aglance the overall status of multi-device systems, devices by location, or
other arrangements to represent the system environment

View details of current status conditions for individual devices and subsystems
Search messages and logs for al previous status conditions
Troubleshoot equipment

How NetCentral works

The following sections explain how monitoring works with the NetCentral system, and
describes:

“Architecture of NetCentral” on page 15
“NetCentral components’ on page 15
“Technologies used in NetCentral” on page 17
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Architecture of NetCentral

NetCentral software uses a client/server architecture. The server software includes the
SNMP manager and carries the primary functionality of the NetCentral system. The
client software functions as a NetCentral viewer and allows the interface to run on PCs
viaalocal connection or remote Web interface.

Elieﬁr Software |

Server Software
Device Providers Action Providers
® Davice A ® Beaep

® Davice B ® izl
m ® Davice C & Audio

Device B MetCentral database
CJ;’:] # Davice list “
Da!:' . ® Messages :
vice ® Configurations
Monitored NetCentral
Devices MetCentral Server Clients
DBBES

NetCentral integrates with each type of device through a software component called a
device provider. When you check the status condition on a device, NetCentral
communicates with the device through the device provider and displays the status
condition in the interface. If a device experiences a change in status, the device sends a
message to NetCentral.

NetCentral notifies users of the change by triggering actions and logging a message.

The server software controls these actions through software components called action
providers.

The NetCentral database stores messages, actions, custom configurations, and devices
monitored.

NetCentral components
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The NetCentral software suite has several components that exist asfiles on the
NetCentral server. NetCentral functionality is distributed among the following
components:

» “NetCentral core software” on page 16

» “Device providers’ on page 16

e “Action providers’ on page 16

» “HTML fileswith Active Drawings’ on page 16
e “Trend analysis’ on page 17

NetCentral User Guide
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NetCentral core software

The NetCentral core software interacts with all components to make aworking system.
This core software supports multiple protocols, such as Simple Network Management
Protocol (SNMP v1 and v2), Internet Control Message Protocol (ICMP), Syslog, and
web services.

With the collection of device providersin the core software, NetCentral can be extended
to add more devices, as well as extend actions for monitoring functions.

Installed on the NetCentral server, the core software runs as Windows services.

Device providers

A deviceprovider isasoftware component that plugsinto the core software. The device
provider acts as awindow through which the core NetCentral software “sees’ a device
and propagates that view into the user interface. Each type of device hasits own
provider. All devices of a particular type interact with the core NetCentral software
through their device provider.

A set of commonly used device providers are included with the NetCentral software.
Device providers can beinstalled either during initial set-up of the NetCentral system or
at any time after initial installation. For more information about added devices, refer to
Chapter 2, Managing Devices on page 23.

A Generic Device Provider (GDP) provided with NetCentral is used to create a device
provider to monitor an SNM P-enabled device for which thereisno available NetCentral
device provider.

Every SNMP-enabled device is shipped with its own set of Management Information
Bases (MIBs), which contain device-specific information. The NetCentral GDP tool
allows you to select which MIBs and parameters to monitor. For example, a user could
monitor the temperature, and battery power of an uninterruptible power supply (UPS),
even though Grass Valley has not yet created a UPS device provider.

A created GDP can be copied onto other NetCentral PCs so that every NetCentral server
on anetwork can include that same device provider. For example, if you set up adevice
provider for aUPS, you can then copy the UPS device provider to other NetCentral PCs.

Before creating a GDP, you should be familiar with MIBs, SNMP monitoring, and
SNMP agent configuration for that device. Y ou can find this and other information in
documentation for the specific device, as well asin NetCentral documentation.

Action providers

An action provider is asoftware component that plugsinto the core software. The action
provider directsthe PC asit carries out an action. Each type of action hasits own
provider. All actions of a particular type interact with the core NetCentral software
through their provider.

HTML files with Active Drawings

NetCentral’ s Facility View displaysHTML pages overlaid with an annotation layer that
contains Active Drawings, atechnology created by Thomson Grass Valley for
NetCentral. Using Active Drawings, you can create HTML pages for facility maps and
workflow diagrams using dynamic pictures and visual statusindicators. The “Active
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Drawings’ arelinked tothefoldersinthe Tree View. By selecting the Facility View, you
can see changesin device status to quickly and accurately assessthe condition of devices
in the NetCentral system.

Trend analysis

NetCentral’ s Trend View shows several status parameters for amonitored device. Each

parameter has a graph that shows changesin status over time, represented asalineon a
grid.

Technologies used in NetCentral

SNMP

September 2008

The NetCentral system uses industry standard technologies, tailored to meet the unique
needs of the TV and video industry. This makes the NetCentral system open and
adaptable for awide range of applications, described in this section.

Simple Network Management Protocol (SNMP) is the protocol that governs network
management and the monitoring of network devicesand their function, asdefined by the
Internet Engineering Task Force (IETF). SNMP is designed as a connectionless,
application-layer protocol that facilitates the exchange of management information
between networked devices. SNMP can be used on diverse systems, such as computer
data networks, heating and cooling control networks, and irrigation networks. SNMPis
NetCentral’s primary protocol for the efficient remote monitoring of video and other
media-related equipment.

In NetCentral, SNMP sends “trap messages.” The following diagram shows how this
process works:

Monitoring Station

IP Address
Managed Device 192.168.7.201

SHMP Manager

MIB Rapository
{Device-type MIBs)

(Managed Objecis)
o900 00®
o000

SHMP Trap
To: 182.168.7.201

Ae: Managed object
event report

Community:
Public

Trap Destinations:
192.168.7.201

MG A

An SNM P-managed device is anetwork device that contains an SNMP agent and
resides on a managed network. Managed devices collect and store management
information (such as disk errors, temperature, video and audio status), and make this
availableto network management stations using the SNMP protocol. A GrassValley K2
Server is an example of an SNMP-managed device.
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An SNM P agent is a software module that resides on a managed device. An agent has
local knowledge of management information and tranglates that information into aform
compatiblewith SNMP. For example, the Network I nterface M odule on a8900 Modul ar
frame contains an SNMP agent.

The SNM P manager is an application that monitors managed devices. One or more
managers may exist in a network and monitor any of the managed devices. The
NetCentral software that runs on the NetCentral server isprimarily an SNMP Manager,
but with a specific design and added functionality for the TV and video industry.

A Management I nformation Base (M1B) is a collection of managed objects
(variables) that are properties of adevice and are organized hierarchically. The agent
maintains the MIB. NetCentral contains arepository of the MIBs from each type of
managed agent. The IETF has standardized MIBsfor different classes of devicessuch
as printers, routers, and so on. Extensions are also allowed.

For example, a Profile XP Media Platform, an 8900 Modular frame, and a QLogic
Sanbox Fibre Channel switch each have their own MIB.

NOTE: Grass Valey MIBs are written in Structure of Management
Information v2, or SMIv2. All Grass Valley agents support SNMPv1.
SNMPv2c is supported by specific operating systems, such as Windows
Server 2003 or Windows XP. NetCentral Manager accepts messages from
either SNMPv1 or SNMPv2c agents.

Traps enable an agent to notify the management station of significant events such as
errors on the device. SNMP trap messages are sent unsolicited on the network. Trap
destinations are configured on the device so that traps are sent to one or more
management stations. For example, when the disks on a Profile XP Media Platform
approach maximum capacity, the Profile XP Media Platform sends out atrap that the
management station interprets and displays as the “ Storage Capacity Depletion”
message.

An SNM P community identifies a collection of SNMP managers and agents. Using
a community name provides primitive security and context checking for both agents
and managersthat receive requests and initiate trap operations. For example, an agent
won't accept arequest from amanager outside the community. By default the* public”
community iscommonly used. Y ou might want to use adifferent community namein
the NetCentral system for security purposes.

ICMP (“Ping”)
The Internet Control Message Protocol (ICMP) is a protocol used by the operating
system to send error, control, or informational messages about routing or internet
connections. The “ping” command is used to test an internet connection (such as
obtaining basic heartbeat checks and network latency information).

Syslog
NetCentral’ s architecture al so supports communication with devices via Syslog.
Syslog protocol provides a mechanism to send event notification messages across |P
networksto event message collectors, also known as syslog servers. Syslog uses User
Datagram Protocol (UDP) asits underlying transport layer mechanism to send
messages to the UDP port 514.
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Technologies used in NetCentral

.NET is Microsoft's XML Web services platform that supports a client/server
architecture using Web protocols. Applications perform equally well and are secure,
whether they communicate over a network or over the Internet. The NetCentral
system’ sinterface and client/server architecture uses Microsoft .NET technology.

File Transfer Protocol (RFC-959 & 1354) is used to retrieve files (such astext log
files) from devices.

NetCentral uses a Structured Query Language (SQL) database to provide scalable
access to notifications, user data, and device-specific information.

NetCentral uses Extensible Markup Language (XML) to store and access MIB
information and Active Drawing components.

Hypertext Markup Language (HTML) isthe set of “mark-up” codesinserted into the
text of afile intended for display in aWeb browser, such as Microsoft Internet
Explorer. When rendered by the browser, thisfileisreferred to asaWeb page. The
individual mark-up codes (or tags) are interpreted by the Web browser asinstructions
for displaying words and images. The graphical view uses HTML pages.

Active Drawings

Active Drawing technology has been developed especialy for usein NetCentral, and
provides Active Drawing features for HTML pages in the graphical view. Active
drawing controlsallow you to copy, paste, modify, and arrange devicesonthe HTML
page. In thisway, Active Drawing controls are embedded in the HTML page and
make the page “come aive,” in that these actively depict the current state of
monitored devices and immediately show any changes that occur in status.

s
NetCentral uses Internet Information Services (11S) to host trend analysis pages. Y ou
should install 11S before you install Microsoft .NET.
SMTP
NetCentral uses Simple Mail Transfer Protocol (SMTP) for actions that send E-mail.
COM/DCOM

September 2008

NetCentral uses COM and DCOM for development of the core software and the
client/server architecture.

Component Object Model (COM) is Microsoft's framework for developing and
supporting program component objects. COM includes COM+, Distributed
Component Object Model (DCOM), and ActiveX interfaces and programming tools.

DCOM isaset of Microsoft concepts and program interfacesin which client program
objects can request services from server program objects on other computersin a
network.

NetCentral User Guide
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WBEM

For Windows monitoring, NetCentral uses Web-Based Enterprise Management
(WBEM)—a Desktop Engineering Task Force (DETF) standard. Thisis Windows
Management Instrumentation (WMI), which is a Windows implementation of
WBEM.

NetCentral server main window

Onthe NetCentral server, theinformation in the NetCentral main window isarranged in
different functional areas as follows:

Shortcut Menu bar

Information area
buttons Saarch

Conlrol Tabs

L

Search
messages

Tree view Page

navigation

, Messages
Whew

Message/delail
Status bar Current NetCentral hl..ltll:ll'lg ' Network usage indicalor

user access righls {on NetCenlral server PC only)

The following chapters explore the user interface on the server in greater detail.

A typical NetCentral system

This section contains an example of how NetCentral can be set up to monitor media
devices and systems.

NetCentral-related settings are specified in detail to illustrate how an actual system
might be configured. Use this example to study the relationships between NetCentral
components and settings. This can help you to better understand how to apply
NetCentral to the environment.
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NOTE: Do NOT use this example as a guide to the physical layout of cables or
otherwise setting up the media system itself. The media devices and systems are
represented in this example in avery simple way to reduce unnecessary detail.

The following example shows a NetCentral system set up to monitor a K2 system.

_— = J = -
182.168.10.14 182.188.10.15

192.168.10.18
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Chapter 2

Managing Devices

TheNetCentral system monitorsall devicesthat areidentified to the system. Thissection
describes how to discover and manage devices, and includes:

» “Adding devices automatically” on page 23

» “Adding more devices’ on page 24

» “Organizing devices’ on page 33

» “Setting heartbeat polling” on page 36

» “Removing devices’ on page 38

» “Placing devicesin or out of service” on page 39
» “Managing port access’ on page 41

» “Creating an Open SAN fabric” on page 44

Adding devices automatically

NetCentral can monitor devices on the network that are configured to turn on SNMP. I
at least one device provider wasinstalled for each device type to be monitored, the
Auto-Discovery process begins.

The Auto-Discovery process finds and gathers information about a device by triggering
the SNMP trap configuration process. (SNMP trap configuration attempts to remotely
configure SNMP trap destinations on the device, which alows the device to send its
SNMP trap messages to the NetCentral server.)

Starting Auto-Discovery

September 2008

Whenever adeviceis added, the NetCentral system executes the discovery process.
To start Auto-Discovery:

1. Onthe NetCentral server, open the NetCentral interface and log on with NetCentral
Administrator privileges.

2. Click the configure menu.

* If the menu item displays Stop Auto Discovery, it means Auto-Discovery is
running.

 |f the menu item displays Start Auto Discovery, Select it.

3. Click Tools | NetCentral Application Logs to open the Application Logs Viewer.
Y ou can view and track NetCentral’ s automatic processes in this window.

4. Wait for devices to be displayed in the NetCentral Tree View through the
Auto-Discovery process. This process searches the local network for devices and
adds them automatically to the NetCentral system.

NOTE: Depending on the range of |P addresses, the first time you run

NetCentral you may wait several minutes before you begin to see devices as
they are automatically added.
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5. Check thelist of devicesin the Tree View. Expand folders as necessary. If no
devices are listed, you must manually add devices asin “Adding devices
automatically” on page 23, and then run Auto-Discovery again.

Auto-Discovery is ahelpful feature for theinitial installation and set-up of the
NetCentral system. However, after theinitial set-up iscomplete, you might want to turn
off Auto-Discovery to prevent unwanted devices from being inadvertently added to the
NetCentral system.

Verifying SNMP trap messages from monitored devices

Immediately after you run Auto-Discovery, test the devices that were just added using
the trap validation process to seeif they can send their SNMP trap messages to the
NetCentral server.

Usethefollowing procedure anytime you add a device, configure adevice, or otherwise
need to verify that NetCentral system receives SNMP trap messages from one or more
monitored devices.

To vaidate SNMP trap messages from monitored devices:

1. On the NetCentral server, in NetCentral click Configure | Start SNMP Trap Message
Configuration to test al currently added devices.
(You may need to first click Configure | Stop SNMP Trap Message Configuration,
and then click Configure | Start SNMP Trap Message Configuration.)

2. Asthe SNMP trap configuration process runs, check resultsin the NetCentral
Application Logs Viewer.

Not all devices support this type of remote testing (see the section, “Using SNMP and

other protocols’ in the NetCentral I nstallation Guide). If the device does not support

remote testing, you must cause an actual fault on the device to check its ability to send
SNMP trap messages to the NetCentral server.

Adding more devices

Duringinitial installation, NetCentral’ s Auto-Discovery feature automatically creates a
list of devices. If thislist does not include a particular device or devices that you want to
monitor, you can add more devices (either manually or automatically).

Before you can add devices, however, you must first configure a corresponding device
provider in NetCentral. (For instructions, see the next section about “Installing device
provider software”.)

To add more devices, continue by using one of these methods, described in the sections
that follow:

» “Configuring Auto-Discovery to add devices’ and run the Discovery process again
* “Manualy adding adevice” (one a atime)
» “Adding multiple devices simultaneously”
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Installing device provider software

Filesfor al currently available device providers are installed as part of the NetCentral
software. The NetCentral server installation process copiesthe device provider filesonto
the server and opens the device provider installation program, where you can select the
device providers you want to install.

NOTE: During installation of the NetCentral server software, you should
install only the device providers for the devices you plan to monitor.

When you install the device provider on the NetCentral server, the device provider
installation program provides online documentation. This online information explains
unique requirements for monitoring that device type with NetCentral.

To add devices after initial installation:

1. Verify visually that you are logged on to NetCentral with Administrator privileges
by checking the Status bar (located at the bottom left of the NetCentral window).
Note that the word “ Administrator” is displayed in red. If a user logs on who does
not have Administrator-level privileges, the word “User” is displayed in blue.

NetCentral Access Rights:

If the Administrator name is not displayed, you must log on to the NetCentral
system as a NetCentral Administrator (using File | Logon).

2. Click File | New | Device Provider. The device provider installation program opens.

3. Accept the terms of the license agreement, and click Next until you arrive at the
screenthat liststhedevice providersavailablefor install ation. The device providers
listed are those currently available on the local server.

4. Select one or more device providers.
« |f al the device providers you need are listed, skip to Step 5. in this procedure.

* In some cases adevice provider you need is not listed. If that is the case, then
follow these steps:

a. Find the device provider installation files and make them available to the
NetCentral server.
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b. Select the radio button for Have Disk. The selection in the box above is grayed.

x
Seldect the device providess bo install and unsslect to uninstall
Install®Uninstall available device MNetCentral Setup Infomation
™ providers az selected from the
followang kst |
ﬂ
=l
Tomstall a device provider not on
the lizt, wou must have the device
provider disk. Click have disk and d
locate the desice provider disk.
save | _Pit_|
(% Have diski
D Save of print MetCentral sebup infamation
far selected device providers.
< Back Hest » Cancal

c. Click Next. The Select dialog box is displayed.

d. Browseto thelocation of theinstallation files for the device provider you need,
select the*. ncp file for the device provider, and click Select. The Select dialog
box closes, and the device provider is automatically selected in the device
provider installation program.

5. Click Next to move through the remaining screens and compl ete the installation

wizard.

6. Repeat this procedure to install additional device providers.

Refer to the manual or installation instructions for each device type to determine the
regquirements for NetCentral monitoring.

After you finish installing NetCentral, if you do not know whether adevice provider is
correctly installed and registered, use the Diagnostic tool to test and verify.

Configuring Auto-Discovery to add devices

By default during start-up, Auto-Discovery adds all the NetCentral-compatible
SNMP-monitored devicesit finds on the local network for which device providers are

installed.

If you re-run Auto-Discovery, you can discover and add other devices. Before doing so,
however, you must configure Auto-Discovery. This gives directions to the discovery
processto ook for information about the device(s) that you want to add:
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* SNMP Community name — Each device must belong to an SNMP community to
support NetCentral monitoring.

* (and) IP address — Each device must have an Internet Protocol (1P) addressto be
apart of anetwork. Use these | P addresses to identify the devices that you want to
add to the NetCentral system.

* (or) Device Name — As an alternative to an | P address, if the network recognizes
names, you can add devices one at atime by entering the network name for each
device.

Contact the network administrator to get information about the names or | P addresses of
devices to be monitored.

To configure Auto-Discovery:

1. Either verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on to NetCentral as an Administrator (File | Logon).

2. Select Configure | Auto Discovery. After the System Settings dialog box is
displayed, click the Auto-Discovery tab.

System Settings =101 %]

Auto-Discovery | Trap Configuation | Heartbeat Poling | Secuity |

HetCentral can automatically discover desices and add them to
the system. Configure the lizt to tell NetCentral wihen and vihere
o sk,
Dizcover Devices:  * Once at starup T Mever Adyanced
Discovery Fange | Commurity Mame | Interval(secs] |
10.16.331 to 10016.33.254 publc ED
10.16.36.1 ta 10016.36 254 publhc B0
Logal add | Moesty | D |
ok | caes | apoy |
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3. By default, Auto-Discovery discovers devices on the local network only when you
start NetCentral. To configure Auto-Discovery to run in other networks, click the
Add button. The Auto-Discovery Settings dialog box is displayed.

Auto-Discovery Settings x|

Digcover devices inthis IP addiess range:
10 16 . 38 1 o . . 254

‘wiail this many seconds for deviees Lo respond

J (1]
55ec B Sec

Dizcover devaces in tha above IP range using thiz SMMP community:
[ b

ok | Cancel |

4, Specify an IP address range on the network for NetCentral to search for devices.

5. Enter the SNMP community name to which the devices belong. (For more
information, refer to the section, “ About SNMP properties on monitored devices’
in the NetCentral I nstallation Guide.)

6. Adjust the slider to regulate the amount of time NetCentral waits for adeviceto
respond so it can be discovered. If the network you are searching is prone to
lengthy connection times (such asaWide AreaNetwork in ageographically distant
location), adjust the slider to allow more time for a device to respond.

7. When you are satisfied with the settings, click oK to close the Auto-Discovery
dialog box.

8. Inthe System Settings dialog box, select the Discover Devices option that provides
the Auto-Discovery timing that you want to use:

* Once at startup — The Auto-Discovery process runs only when the NetCentral
services start up.

* Never — The Auto-Discovery processis turned off all together.

» Advanced — Clicking thisbutton displaysadial og box to configurethe daysand
times during which you want the NetCentral system to run Auto-Discovery.
Thisis especialy useful if you frequently have NetCentral compatible devices
added to the network. To minimize the impact on system and network
performance, schedule Auto-Discovery to run during times of minimal activity.

NOTE: After the Advanced schedule is set, do not then select “Once at
startup” or “Never,” as these options override the Advanced schedule.

9. Continue to configure the list so that NetCentral runs Auto-Discovery as desired.
Use the Modify and Delete buttons as necessary to create the Auto-Discovery list. If
you delete the default Local network, you can restore it using the Local button.

10.When you are satisfied with the ligt, click the Apply button, then the OK button to
close the System Settings dialog box.
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11. Click Configure | Stop Auto-Discovery, then click Configure | Start Auto-Discovery.
If the Configure menu reports “ Stopping...””, wait until it changesto “Sart ...".
This puts any changes into effect.

Manually adding a device
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When you manually add an SNMP-monitored device, NetCentral uses the same
discovery processit usesin Auto-Discovery, except that it targets only the device you
specify. To manually add an SNM P-monitored device:

1. Either verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as a NetCentral Administrator (File | Logon).

2. Click File | New | Device. Alternately, right-click the folder into which you want to
add the device and select New | Device. The Add Device dialog box opens.

add Device

Hame ar IF address

Syslog Device

Ping Diewics [£2_Clent-03
SHMP Commursty Hame
||:ub|l; j
DewvceTyps
|2 Chent ]

(5] _coos |

3. Select SNMP Device.
4. Enter the name or | P address of the device you want to add.

5. Enter the SNMP community name you usein the NetCentral system. (Refer to the
section, “About SNMP properties on monitored devices’ in the NetCentral
Installation Guide.)

6. Onthe DeviceType drop-down list, select the type of device. If the device type you
want to monitor is not on the list, it means the device provider is not installed
(see"Installing device provider software” on page 25).

7. Click the ok button.
The dialog box closes and NetCentral begins the process to add the device.

A “Network Connection” message box is displayed while NetCentral runsthe discovery
process and attempts to set an SNMP trap destination on the device. NetCentral reports
these processesin the Application Logs Viewer.

If NetCentral cannot add the device, an informative message is displayed. Check
network connectivity, SNMP community name, and licensing.

When the device is successfully added, it is displayed in the Tree View.

Repeat this procedure until you add all of the devices you want to monitor. After all
added devices are able to send their SNMP trap messages to the NetCentral server,
continue with the next step.
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8. If the only devices present in the NetCentral window are those that you want to
monitor, skip ahead to “ Other preparations for monitoring” on page 33.

9. If any devices are present in the NetCentral window that you do not want to
monitor, remove these devices through the procedure, “Removing devices’” on

page 38.

Adding multiple devices simultaneously

Add multiple devices using the NetCentral Add Device program (AddDevi ce. exe).
Using thistool, you can create an entire tree in NetCentral to preconfigure multiple
devices simultaneoudly.

To add multiple devices using the Add Device tool:

1. Create afile with the names of al of the devices you want to add, and Save thefile.

The format should be acomma-separated list file[fi | e. csv]. Eachlineinthefile
should include Device Type, Device | P address, Device Name, and Community
Name, as shown in the following examples:

Del | Power Edge, 10. 16. 105. 121, XChange Server, public

Profile XP,10.16.114. 142, Server 1, public

K2d i ent, 10. 16. 114. 163, Server 2, public

2. Stop NetCentral services. Right-click the NetCentral icon in the system tray; from
the pop-up menu, select Exit.

3. Goto Start | All Programs | Accessories | Command Prompt. Leave this window
open.

4. Locate the AddDevi ce. exe program under C:\ Program Fi | es\ Thomson G ass
Val | ey\ Net Cent ral \ Bi n.
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5. Drag-and-drop the AddDevi ce. exe fileinto the Command Prompt window.

& C: Program Files', Thomson Grass Valley) NetCentralbin =10] x|
Ele Edt Vew Favorkes Toos beb ¥
Q Back = [ b i Search Froiders & O x B M-
Agddress |_| C:\Program Files|\Thomison Grass ValeylNehCentrahbin j E} 5o
Name | size | Type | Date Modified | aptributes [ «|
) Devica Providers File Folder S/13f2008 9:50 AM -
HTML File Foldes S/13/2008 950 aM
JSarvers File Folder 5713/2003 9:50 AM
__==in File Folder 51132008 950 &M
) TastDiscovery File Folder 5113/2003 9:50 AM
i ActionConfigur ation, sxe 260 KB  Applcation S1Zf2008 4:17 PM A
%] ActionsDEWrapperForExpartL. ., 545 KE Applcation Extension  5/11/2008 9:16 PM A
40 KB Applcation Extension 57112008 %:20 PM A
40KE Applcation 51112008 9:31 PM A
4KB  S0L Fie 5112008 &:15 PM A
_iol x| 5/13/2008 9:55 &AM A
Ft HWindow: ] n : 5/13/2008 9:50 AM i
opyright 198 ' t Corp. S/11j20088:15PM &
. 5/11/2008 9:05PM & =i

C:\Documents and Bettings“Administrator?

The path to AddDevi ce. exe isthen displayed in the Command Prompt window.

=10/ x|

ft Windows 3 7981
pyright 1985-2 - zoft Corp.

“Doc d & ime Administrator? Program Files“Thomzon Grazs Ualley-H
entralshin A levice .exe"

6. In the Command Prompt window, enter the two command line arguments:
[[file.csv] [fol der_name]]

» Thefirst command argument is the path of an input comma-separated list file
(. csv) that identifiesthe devices you want to add. Remember, you may only add
devicesthat are atype whose device provider isaready installed in NetCentral.
For more information about adding device providers, see “Installing device
provider software” on page 25.

» The second argument is the name of the NetCentral folder where you want to
place new devices. This can be either an existing folder or a new folder to be
created.

If the second argument ismissing, AddDevi ce. exe createsafolder name at theroot level
of the NetCentral Tree for each device type you are adding. Each new deviceis placed
in its respective folder.
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NOTE: If you run the Add Device program without supplying the command line
argument, the program launches a dialog box requiring you to Browse to the
file and enter afolder name.

i

Pleaze chck on the browse button to speciy the path to load the comma separted [.csv] file

Folder Path: |

File: Path:

If you supply afolder name under which the device is aready present in the
NetCentral database, the deviceisnot added (asit would be aduplicate). However,
if you ask the program to install the device under a different folder, the program
adds the device under the other folder you specify.

7. Press Enter. The new devices are added to NetCentral.
After adding devices, the Add Device program displays alog of its activities.
B LogFile.tst - Nobepad =100 x|

Fie Edt Format Yew Help
Device Added

L L

pevice Type: Cisco Catalyst 2900
IP address: 10.146.33,221

pevice Mame: Cisco Catalyst_2900
Commurity: publis

pevice added

pevice Type: Del1l PowerEdge
IP Address: 10.16.46.43
pevice Mame: Dell_PowerEdge
community: publdic

pevice added

|« 1Y

NOTE: When using the Add Device tool, Trend graphs are not created. To display
Trend graphs for the new devices added, you must first reset the chart for
devices using the Trend | Reset Chart command in NetCentral to
automatically reset the graphs. Y ou can reset individual devicesor all devices
at thefolder level.
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Other preparations for monitoring

Read the manual or installation instructions for the SNM P-monitored device and check
for other installations or upgrades that are required to monitor the device with the
NetCentral system. For example, some devicesrequire the installation of an FTP server
for the transfer of device-specific logs to the NetCentral server. (To configure FTP, see
the NetCentral Installation Guide.)

TIPS AND HINTS

The order in which you create the tree can be changed. The default when using the Add
Device tool is to list devices in the order in which they are added. You can also list
devices in alphabetical order (see “Sorting devices alphabetically” on page 35).

You can also set up devices in a different order, such as setting up the NetCentral tree
to match the devices in the rack. To do this, first move devices to a temporary folder,
then move them back into the NetCentral tree in the order in which you want them to be
listed.

Organizing devices

By default, devicesin the Tree View are grouped in device type folders, named
according to the device network name, and sorted in the order they were added. If you
want to arrange these differently, you can manage devices by:

e “Grouping devicesin folders’
» “Renaming adevice”
» “Sorting devices alphabetically”

Grouping devices in folders

September 2008

The NetCentral interface allows you to group devicesin the Tree View according to the
following rules:

» Each group of devices must have afolder under which the group is defined.
* A device can bein multiple folders.

» You can nest folders within folders to create an hierarchical structure.

» You can not nest devices under devices.

Decide how you want to group devicesto more accurately represent the facility, then
proceed as follows:

1. Either verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as a NetCentral Administrator (File | Logon).

2. Select the folder in the Tree View under where you want to place a new folder.

To create afolder at the highest level possible, select the folder at the top of the
tree. Thisfolder is named Monitored Devices by default. Y ou cannot rename the
folder, and you cannot create afolder above or at a peer level with thistop-of-tree
folder.
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3. Click File, or right-click the folder, and select New | Folder. The Folder Properties
dialog box is displayed.

¥ Folder Properties x|

Falder Marrme:

[ndoves Systent

—Folder Sedaction

(¥ Lawnch HTML page of nearest parent folder
™ Lawch defauk HTML page
™ Launch the following HTHML page Browse.,

[ ] co |

4. Enter afolder name that identifies the device group you are creating. A new folder
isdisplayed in the Tree View. For now, leave other settings as default.

5. Withinthe Tree View, place devicesinto the new folder using one of thefollowing
methods:

a. Drag-and-drop to move a device into the folder.

Ty
Client-01

ant-02

b. Select adevice and click Edit | Copy or Edit | Cut, then select the folder and click
Edit | Paste. Y ou can also right-click and use the pop-up menu in the same way.

6. Repeat this procedure, creating an hierarchical structure of folders and devices as
necessary to represent the systems and logical groupingsin the facility.

7. Expand and collapse folders as necessary to view devices.

8. Toremove afolder, move all devices out of the folder, right-click the folder and
select Delete.
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Renaming a device

Y ou can change the NetCentral alias for the device if desired; for example, you can
rename a device to reflect the way operations expects a device to work.

Renaming adevice createsan “alias’ for the device name configured during installation,
which includes the full network name and the IP address. By default, the “dlias’ isthe
same astheinstallation nameand | P address. However, changing the namein NetCentral
does not change the actual network name of the device.

Also, if you change the network name on the device itself, NetCentral does not
automatically read the new network name from the device nor update the name in the
NetCentral database.

For these reasons, it is recommended that you manually change the network name of the
NetCentral device to match the new name you want to use.

To rename adevice in NetCentral (assign anew alias):

1. Either verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as a NetCentral Administrator (File | Logon).

2. Select the deviceinthe Tree View.

3. Click Edit or right-click the device and then select Rename. The Rename dial og box
is displayed.

Rename E|

Device Name : 1016381

Device Aliaz - |Hl"’_|:IJ"||:|ncl_9lnlitl:h-I]'l

| o, | Cancal |

4. Enter the new name for the device and click ok. Inthe Tree View, the name of the
device changes.

Y ou can aso use the Device List to rename a device, as explained in “Renaming a
device” on page 35.

Sorting devices alphabetically
By default, devices are sorted in the Tree View in the order in which they were added.
To sort alphabetically:

1. Either verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as a NetCentral Administrator (File | Logon).

2. Click configure | Preferences. The Preferences dialog box is displayed.
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3. Click the Facility tab.

Prelerences x|

_'r'| Meszage Ebpnmi:\nl Action Canfiguration |

[+ Son Tiee View alphabeticaly

4. Select Sort Tree View alphabetically and click OK.
5. Restart the NetCentral client to see the devices now sorted alphabetically.

Setting heartbeat polling

NetCentral periodically sends a message to each monitored device to determine if the
deviceisstill “alive” and capable of communicating its status. Thisisreferred to as
“heartbeat” polling.

The NetCentral system sends an SNMP GET command, which verifies that the SNMP
agent in the device isworking properly. (Note that thisis not the sasme asa*ping”
command that ssimply checks whether a device is powered up on the network.)

« |If al devicesrespond, the NetCentral software does not display any messages or
trigger any actions.

* If adevice does not respond, the NetCentral software checks again. If further
checks still do not get a response from the device, the device is declared dead or
offline. The NetCentral system triggers critical-level actions to notify you of the
condition.

Configure heartbeat polling by adjusting the following settings:

Setting Description

Interval between heartbeat checks Period of time that the NetCentral software waits between the
routine checks for the heartbeat of all devices.

Pause before re-checking a faulty Period of time that the NetCentral software waits before it
device re-checks a device that has not responded.

Re-checks allowed beforean alarm | Number of times that the NetCentral software re-checks an
isreported unresponsive device before displaying the “ Dead or offline”
message and triggering critical-level actions.

When you adjust these settings, you are adjusting the time all owed for amomentary loss
of contact before triggering an alarm.

For example, if the network commonly experiences minor drop-outs that do not
necessarily threaten the health of the devices or systems, you do not want afalse alarm
every timethereisadlight glitch. Inthis case, movethe slidersto theright to allow more
time for a brief lapse in contact to be restored, meaning an alarm goes off only when
there is no response from a device for asignificant length of time.
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Setting heartbeat polling

On the other hand, if the system is highly critical and you need to know immediately
about the dightest indication of aproblem, movethe slidersto theleft to allow lesstime,
meaning that even avery brief loss of contact triggers an alarm.

NOTE: These settings could affect the performance of the network. Settings
that cause the polling dialog to occur more frequently increase the amount of
network traffic.

To set heartbeat polling:

1. Either verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as a NetCentral Administrator (File | Logon).

2. Choose Configure | Heartbeat Polling. The NetCentral System Settings dialog box
isdisplayed.

3. Click the Heartbeat Polling tab.

=0i x|

MetCenbral can check montored devices at regulsr inbzreals o
detect when devices go dowr Adjust the siders to set the me
alowed before a faull & reported.

—v Perfcam heatbmat pollrg
Interesl between heatbest polling coucles

Less J More B Secs
Pauze bedore re-checking & fauly device:
Legz — )' More 4 Secs
Be-checks alowed befoie an alam iz reported:
Less J More 4

oK Cancel | Al

4. Adjust the sliders to set the time allowance NetCentral allows before it declaresa
system offline. Set the “Interval between heartbeat checks’ dider so that the
NetCentral system checks often enough to give you adequate notification of a
problem, but not so often that it unnecessarily increases the traffic on the network.
Use similar considerations as you set the other sliders.

5. If you want to temporarily disable NetCentral’ s heartbeat polling, deselect the
“Perform heartbeat polling” checkbox.

CAUTION: Do not disable heartbeat polling if you actively depend on
the NetCentral system to inform you whether a device is offline.
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6. When you are satisfied with the settings, click the Apply button to put settingsinto
effect and leave the dialog box open, or click the OK button to save settings and
close the dialog box.

7. Click configure | Stop Heartbeat Polling, then click Configure | Start Heartbeat
Polling. If the Configure menu reports “ Sopping...” , then wait until it changesto
“Sart ...” . This puts changes into effect.

Removing devices

When you remove a device, it disappears from the NetCentral window and the
NetCentral server software ceases to process messages coming from the device. For
more information, see the following sections:

» “Removed devicesin the Facility View”
» “Removed devices and Auto-Discovery”

To remove adevice:

1. Either verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as a NetCentral Administrator (File | Logon).

2. Inthe Tree View, highlight the device you want to remove.

3. Click Edit | Delete. You can aso press Delete. The Delete Device dialog box is
displayed, asking “...do you really want to delete...?”’

NOTE: This confirmation box is displayed only when you delete the last
instance of adevice from the tree.

4. Click the Yes button to remove the device and close the message box.

Repeat this procedure as necessary to remove any devices no longer used.

Removed devices in the Facility View

If aremoved device is represented on a Facility View HTML page, it is displayed asa
red X onthe HTML page. Y ou must manually remove it from the HTML page.

Removed devices and Auto-Discovery

If you find that aremoved device is again displayed at alater time, it means that the
Auto-Discovery processis discovering and re-adding the device. The Auto-Discovery
process discovers and adds devicesin the configured | P range, including any devicesthat
you previously removed.

If you want to keep aremoved device from being added to the system again every time
Auto-Discovery runs, you can either:

» Reconfigure the Auto-Discovery ranges to exclude the IP address of the removed
device.

» Stop running Auto-Discovery.
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For example, if adevice that you want to keep removed has an | P address of

192. 168. 6. 155, configure two Auto-Discovery Settings dialog boxes, oneto run
through the | P addresses below 192. 168. 6. 155 and another to run through the IP
addresses above 192. 168. 6. 155.

Placing devices in or out of service

This section describes how to:
* “Remove devices from service”
* “Place devices back in service’

Remove devices from service

Itisoccasionally useful to stop monitoring adevice temporarily so that maintenance can
be performed on the device, or for any other reason. Thisis called “removing a device
from service.”

Removing a device from service:

» Temporarily disables NetCentral’s monitoring of that device, but does not affect
the device itsdlf in anyway.

» Stops showing any NEW messages or alertsfor that device, but it does not stop the
Trend charts or affect the property page display.

» Generates a message indicating that the device has been removed from service
(then generates another message indicating when the device has been placed back
in service).
Manually removing a device from service
To manually remove a device from service:
1. Inthe Tree View, right-click the device you want to remove.

2. Select Remove from service from the drop-down menu.

Dooumentation

Remove From Service
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A device that has been removed from service is shown as gray in the Tree View.

« - ¢ CONNNND

-- M Monitored Devices
- M HP Ethernet Switch

+ B L

+| == HP_Etherne

+- == HP_Etherne

A message is generated in NetCentral indicating that the device has been removed from
service.

ONEENE x| e el o1 e

[+ (& From [pewice Type [Message [Received - Status |Subsystem

10.16.36.223 HP Ethernet Switch Dut of service SF2/2008 10:19:46 AM MNew System

Automatically removing a device from service

If adevice generates an exceedingly high number of messages (that is, becomes a
“babbling device”), NetCentral temporarily removes only that device from service.
M essages from that device are no longer processed.

Place devices back in service
Placing a device back in service means re-enabling NetCentral monitoring for that
device. A devicethat isback in serviceis shown in black in the Tree View.

Automatically placing a device back in service

If adevice generated an exceedingly high number of messages, NetCentral temporarily
removes that device from service.

After NetCentral detectsthat the offending device has stopped flooding the system with
repeated, identical messages, and is now normally transmitting messages, NetCentral
automatically places that out-of-service device back in service.

Manually placing a device back in service
To manually place a device back in service:

1. Inthe Tree View, right-click the device (currently displayed in gray) that you want
to place back in service.

40 NetCentral User Guide September 2008



Managing port access

2. Select Back in Service from the drop-down menu.

ersions

Documentation

Bk in Service

ration Application

Pork Stakskics. .

The device is now back in service.

Managing port access

This section documentsthe portsthe NetCentral system uses. If you intentionally restrict
port access for security reasons, make sure that the NetCentral system has the necessary
port access.

Following isalist of requirements for portsin the NetCentral system:

Feature/Function NetCentral Monitored Other ports
server port device port
Basic functions — 162 161 —
minimum ports required
Log accessviaFTP 21 —
Web-based configuration 80 —
Fecility View files — — 80 on the device hosting
on remote host the web pages or files
Syslog monitoring 514 — —
Mail actions — — 25 on the SMTP server
ICMP (Ping) — — Allow ICMP echo messages

Assigning a Port Alias

September 2008

Y ou can assign an alias for each port on a switch; thisincludes Brocade, Cisco, Qlogic,
or HP Ethernet switches. This aliasis displayed in the Property pages and in the
messages for that switch, allowing you to easily see which deviceis connected to each
port on that switch.

To assign aport dias:

1. Either verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as a NetCentral Administrator (File | Logon).

2. Inthe Tree View, select a Cisco, Qlogic, or HP Ethernet Switch. Note that Port
Settings are not available for a Brocade system.

3. Expand the device so the subsystems are displayed in the Tree View.
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4. Select Ports. Right-click and select Port Settings from the drop-down menu.

T hetCentral
Eib= Edi

anline
alllrie
.:ll'h'll;'

5. The Port Settings dialog box isdisplayed. Noticethat, in thefollowing examplefor
a Brocade device, the names in the “ Port Alias” column have only generic names
(no port dias).

Port Settings for 10.16.36.223 El

MHetCentral can identify portz using aliaz that
ﬁ wou define. Edit the test in the Port Aliaz
column to define a port aliaz.

Puart Murnber | Port &liaz |
iPart 1 Fort #1 Aliaz :

Fort 2 Fort #2 Aliaz

Part 3 Part #3 Aliaz

Port 4 Port #4 Aliaz

Port & Port #5 Aliaz

Fort & Fort #E Aliaz

Part 7 Part #7 Aliaz

Port 8 Port #3 Aliaz

Learn ok Cancel
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6. Some device providers are configured to populate the ports list with port
information from the switch. If so, the dialog box for Port Settings also displaysa
Learn button.

CAUTION: Clicking the Learn button overrides any port alias that you
previously entered. That dataislost.

The following example for a Brocade device shows selecting a port number and
enter an diasin the field.

Port Settings for 10.16.36.223 El

MHetCentral can identify ports using alias that
p wou define. Edit the tewt in the Port Aliaz
column to define a port aliaz.

Part Murmber | Port Aliaz |
Fort 1 k.2 Client-01

Part 2 [K2_Client-02

Port 3 Fort #4 Slaz

Port 4 Port #4 Aliaz

Fort & Fort #5 Aliaz

Part & Part #6 Aliaz

Port 7 Port §7 Aliaz

Port 8 Port #3 Aliaz

Leamn (1] .8 Cancel
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7. Click ok when you are finished. Refresh the Ports subsystem property page to see

the new port alias.

Creating an Open SAN fabric

Facility rend Actio

Pot Mumbar = Port Aliss
1 £2_Chent-01
2 2 Clent-02

If you are using PFC500 on an Open SAN, you must update fabricsto usethis new service.

To automatically set the Profile RAID proxy server:
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1. First, verify that the NetCentral 4.0 RMFO Service is set to automatic start-up.

MetCentral RMFO Service Properties (Local Com ed |

General | Log DI"II Hec:n:wer_l,ll Dependenciesl

Service name: MCRMFOService

Display name: |N etCentral RMFO Service

Dezcription; , ;I
[]

Fath to erecutable:
C:%Program FilezsT homzon Grazs Y alleysHetCentralhbinhB aidF aildverS ervi

Startup type: Automatic j

Service status: Stopped

Sibark | Stop | Fauze Eezume |

“'ou can specify the start parameters that apply when pou start the service
framm khere.

Start parametens: I

()% I Cancel Apply

2. Inthe system tree, create afolder to contain al of the SAN components you want
in the fabric. If you create subfolders to organize SAN components, group al the
Profile XP devices.
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3. Ensure that this folder has a unique name within the system tree.

= mﬁ Maonitored Dewvices
HP Etherne

=
=
=
=
=
=

= Open_SaM_F3M-01

4. Inthe Tree View, select thefolder that contains the Profile X P devices you want to
includein afabric. (Note: Thisfolder must have aunique namein the system tree.)

5. Inthe NetCentral menu, go to Device | Open SAN and select Create Fabric.

Lipdate Fabric
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The component functioning as the RAID proxy indicates in the property pages that
RAID monitoring is enabled. Click the Details button to see more information.

Facility Trend Action

L2

Primary Fil

Backup F5k:

Statuz RAID manitaring iz enabled

iz able to ac

nhing at 15 kMbpg, [BF gop, with 1
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Managing NetCentral services

This section describes how the NetCentral system communicates the status of
SNMP-monitored devices, as well as some administrative tasks.

Thetopicsin this section include

* “About NetCentral monitoring” on page 49

» “Managing the NetCentral server” on page 50

» “Viewing information in NetCentral windows™ on page 54
e “Monitoring network usage” on page 60

» “Interpreting status indicators’ on page 61

About NetCentral monitoring

Asthe NetCentral system carries out its primary function of monitoring devices, it does
most of its work automatically. In this automatic mode, the NetCentral system detects
device status and notifies you of status changes in the following ways.

» Heartbeat Polling— NetCentral software periodically requestsfrom all devicesa
message that confirms that they are able to communicate over the network. Thisis
called heartbeat polling. NetCentral reports any devices that are unresponsive to
the heartbeat polling. Refer to the NetCentral Installation Guide for more
information.

» SNMP Trap Message Receipt — At start-up, NetCentral software triggers each
device to send atest SNMP trap message. Thisisto confirm that the deviceis
correctly targeting its SNMP trap messages to the NetCentral server. NetCentral
reports whether devices correctly target their messages. Read NetCentral
Installation Guide for more information.

* SNMP Trap Message Monitoring — NetCentral software constantly listens for
the SNM P trap messages that devices send when they have achangein their status.
The NetCentral system analyzes the SNMP trap messages and, based on their
relative urgency, communicates the status information to keep devices operating.
Read Chapter 4, Managing messages for more information.

e Centralized L og messages — NetCentral 1og management provides one central
location to gather, view, and process log datafrom any monitored device. A device
or a specific software component running on a device may send log messages to
NetCentral log listeners. NetCentral then displays the log messages next to other
incoming trap messages, so you can access al pertinent information in one place.

» Automatic Message Suppression — NetCentral uses a unigue message
suppression algorithm to control rapidly-recurring instances of the same message
(when adeviceis sending the same message many times per second, for example).
When trap messages first come to NetCentral, the system checks to see if another
instance of the same message is already present to alert you of the situation.

If NetCentral finds another instance of the same message, the new message is

September 2008 NetCentral User Guide



Chapter 3 Managing NetCentral services

50

suppressed to keep from cluttering the Message View. If adeviceismalfunctioning
or “babbling,” this feature can potentially eliminate thousands of repeated
messages from view. This keeps NetCentral functioning at optimum speed, yet
continues to provide you with an accurate status of the device.

If you need to troubleshoot or otherwise gather information about the status of devices,
you can manually use the NetCentral system as a diagnostic tool to check both current
and historical status. Inthismanual mode, the NetCentral system givesyou the ability to:

» Check the current status for any device at any time, as explained in “Browsing

device status’ on page 66.

» Research previous status changes by viewing past messages, as explained in
“Checking device status in messages’ on page 82.

Managing the NetCentral server
In the system tray of the NetCentral server, right-click the icon for NetCentral.

@

T« MR 4z0PM

This displays the NetCentral menu.

v MetCentral Protocol Framework,
v MetCentral Application logging

v BetCentral Action manager

v BetCentral Active drawing

v MetCentral Memory management
v MetCentral Security Framework

v MetCentral Web License

v MetCentral Syslog Listener

v MetCentral Log Monitoring Service
w MetCentral Trap Service

1 Clienk

13 Systems, 0 Critical, 1 Warning
Cpen MetCentral Manager

Current Services on \METCEMTRAL

Using this menu, you can:

MetiZentral Services - Stark
MetCentral Services - Stop

About .,

Exit

* Access the NetCentral system user interface by opening NetCentral, which isthe
local NetCentral client interface. This menu selection isavailable evenif thereisa
local instance of the client already open.

NOTE: Take care when using this selection. Y ou should NOT open multiple
instances of the NetCentral client on a server.

* View the list of NetCentral services currently running. NetCentral servicesrun
whether a user islogged in or not. For normal operation, every servicein the list

should be checked.
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 Start and stop NetCentral services. Refer to “ Restarting NetCentral services’ on
page 53.

CAUTION: Take care when using this selection. This stops NetCentral
services and shuts down the NetCentral server component.

* View the NetCentral “About” box.

* Exit the system tray icon.

CAUTION: Take care when using this selection! Using Exit stops all
NetCentral monitoring. It stops NetCentral services and shuts down the
NetCentral server component.

About the NetCentral system tray icon

By default, the program file for the NetCentral system tray icon ssislli is|ocated as
follows:

C:\Program Fi |l es\ Thonson Grass Val |l ey\ Net Central \ bi n\
Net Cent r al Syst enilr ayl con. exe

During installation, you can select another location to install the NetCentral files.

When you install NetCentral server software on the NetCentral server, theinstallation
program places a shortcut to thisfile in the All Users start-up folder. This starts the
NetCentral services when the NetCentral server restarts.

If the NetCentral system tray icon program is not running, you can open it—as well as
start NetCentral services—by opening the local NetCentral client interface.

The system tray icon continues to run when you intentionally stop NetCentral services
and provides away to restart the al servicesrequired for NetCentral.

Starting the NetCentral

The NetCentral program runsin the background on the server, whether a user islogged
on or not. NetCentral continues to gather data, send alerts, create trends, and so on.
Check the task bar to see the NetCentral services that are running.

However, to view these services, start the NetCentral by double-clicking the NetCentral
icon on the RIGHT side of the task bar.

NOTE: Do not double-click the NetCentral icon on the windows desktop or
run Start | Programs | NetCentral | NetCentral. Y ou should not run multiple
NetCentral main windows at the same time on the same server.

Y ou may see NetCentral services start when the PC isrestarted. Thisisindicated by a

message box that is rapidly displayed by default on start-up. After the messages box is
automatically closed, the full NetCentral server component is running on the server and
monitoring isin progress.
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Thisisindicated by the NetCentral icon ssslli in the Windows system tray. However,
the NetCentral interface does not automatically start, so you must start it as explained
above.

About access permissions

Any user on any NetCentral server can open NetCentral and—without logging on to
NetCentral—operate the software with user-level access permissions. User-level access
permissions are sufficient for basic device monitoring. Y ou can view information
received from devices, but features for configuring the NetCentral system are disabled.

If you need NetCentral Administrator-level or technician-level access permissions, you
must log on to NetCentral as explained next.
Logging on and off NetCentral

The NetCentral interface always starts up by default with user-level access permissions
that require no log-on. Thisisindicated by the access rightsinformation in the status bar
at the bottom of the NetCentral window:

MetCentral Acoess Rights:

Note that, if you log on with Administrator-level privileges, the nameisdisplayedin
RED. If you beginwork on NetCentral asaregular user, the nameisdisplayedin BLUE.

» Logging on to NetCentral permits technician-level or Administrator-level
access.

» Logging off of NetCentral returns to user-level access.
Tolog on to NetCentral with higher-level access permissions:
1. On the NetCentral main window, click File | Logon. The Logon dialog box opens.

2. Enter auser name and password that has been set up for NetCentral
technician-level or NetCentral Administrator-level access permissions (If these
have not been established, see the NetCentral Installation Guide for instructions).

3. Click oK. NetCentral grants appropriate access permissions, as indicated by the
current logon in the status bar at the bottom of the NetCentral window.

4. When you are ready to return the interface to user-level access permissions, click
File | Logoff.

For more information about setting up log-on accounts for NetCentral security, refer to
the NetCentral Installation Guide.

Stopping NetCentral
To stop the NetCentral interface, select File | Exit.

When you closethe NetCentral interface on the NetCentral server, you are stopping only
the NetCentral client component that runs on the server.

The NetCentral server component continues to run and monitor devices.
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Restarting NetCentral services

After NetCentral servicesthat support the server component are started on the server, the
server component does not stop unlessyou intentionally stop NetCentral servicesor shut
down the server. Aslong as the server component is running, NetCentral continues to
receive messages and executes any configured actions even if the client component (the
user interface) is not running.

The messages received while the client component is not running are stored in the
NetCentral database and are accessible the next time the client component is started.

CAUTION: Do not select Exit from the NetCentral system tray icon.
Doing so stops NetCentral services and shuts down the NetCentral server
component.

When you restart the NetCentral server, by default the NetCentral server component
starts automatically.

Restarting NetCentral services

September 2008

When the NetCentral server starts, NetCentral services also start (see the NetCentral
Installation Guide). Y ou can open and close the NetCentral interface on the NetCentral
server, yet the NetCentral services continue to run. Refer to “ Stopping NetCentral” on

page 52.

If the NetCentral software on the server becomes unresponsive, you can restart the
NetCentral services, which alows the interface to function again.

To restart NetCentra services:

1. Closethe NetCentral user interfaceif it is open.

g

2. Right-click the NetCentral icon sl in the system tray and select NetCentral
Services - Stop.

A series of message boxesinform you of the progress toward stopping NetCentral
services.

3. Wait until al “...stopping service...” message boxes close.

4. Right-click the NetCentral icon in the system tray and select NetCentral Services -
Start.

A series of message boxes inform you of the progress toward starting NetCentral
services.

5. Wait until al “...starting service...” message boxes close.

6. Right-click the NetCentral system tray icon and select Current Services On
<server_name>. This opens a sub-menu with alist of NetCentral services. Verify
that all services are checked, which indicates that they are currently running.

7. You can now open the NetCentral interface.

Another way to start NetCentral services, if they are not currently running, isto
double-click the NetCentral icon on the Windows desktop or select Start | Programs |
NetCentral | NetCentral. This also starts the NetCentral application.
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NetCentral Watchdog

The NetCentral Watchdog service automatically starts when the NetCentral server
computer is started. The Watchdog continuously monitors all the NetCentral services
and their components. If any of the NetCentral services or its components is not
functioning properly, the Watchdog restarts the appropriate services.

Viewing information in NetCentral windows

The NetCentral server provides the following Views:
» “Messages View” on page 56

» “Facility View” on page 57

» “ActionsView” on page 58

* “TrendsView” on page 59

* “Viewsin multiple windows’ on page 59

» “Refreshing the information area” on page 60
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Viewing information in NetCentral windows

The NetCentral main window can be manipulated to display different views.

For the folder, device, or

Then click an icon to find
subsystem selected...

the information you need.
Choose a tab ...

To change the type of
information displayed...

wbCpmiral Areens Righi: 13 Systems o Critical A 0 Warning
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Messages View

Note that messages are always displayed at the bottom right of the NetCentral interface.
Thefollowing illustration simply shows more detail to the Message View. Thiswindow,
itsicons, and search tools are described in more detail in Chapter 4, Managing messages.

(ol

i

B

1 W From De Type |Message

Yinay
¥inay
Yinay
Yinay
¥inay
Yinay
Yinay
Yinay
¥inay
Yinay
Yinay
¥inay
Yinay
Yinay
Yinay
¥inay
Yinay
Yinay

Profile XP
Profile XP
Profile P
Profile XP
Profile XP
Profile XP
Profile XP
Profile XP
Profile XP
Profile P
Profile XP
Profile XP
Profile XP
Profile XP
Profile XP
Profile XP
Profile XP
Profile %P

Network Latency Normal
Network Latency Slow
Network Latency Normal
Network Latency Slow
Network Latency Normal
Network Latency Slow
Device online

Device offline

Device offline

Network Latency Normal
Network Latency Slow
Device online

Device offline

Device offline

Device online

Device offline

Device offline

Network Latency Normal

Received

5/2172008 18:28:55
54212008 18:23:54
54212008 18:18:54
542172008 18:13:54
54212008 18:03:54
542172008 17:56:54
54212008 17:53:53
542172008 17:46:40
542172008 17:45:22
542172008 17:18:45
542172008 17:13:45
542172008 16:33:43
54212008 16:31:58
54212008 16:30:54
542172008 16:29:34
542172008 16:26:48
542172008 10:42:24
572172008 09:28:19

To display details of a message:
1. Select amessagein the list within the Message View.
2. Select the Details tab at the bottom of the Message View area.
erity
’ 44 4 » M
m Mame Profile_XP-03
IP Address 10.16.3418 Re ed Time 54272008 10:19:46 AM

Power Folder Profile XP

The upper spstem power-supply unit resumed operation

3. Usethe Arrow keys to move through the list of messages.
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Facility View

Facility View

To display the Facility View, click the Facility tab, then in the Tree View, select one of
the following options:

Select this... To display this view ... Which provides this information.

Folder Server display: An HTML page with active graphics that
display statusindicators. Create this page to show arequired
logical or physical system view. Refer to Chapter 9, Create
Facility View.

Web Client display: Same as Server. An HTML page can be
created and configured only from the server. The HTML file
and the background .GIF image must be saved in

C.\ Program Fi | es\ Thonson G ass

Val | ey\ Net Cent r al \ HTM_.

Device Server display: General properties of the device.
 cr— |
Web Client display: The General Properties page in Web
Client always displays only afew properties for every device
provider. See Note below.
Sub- Server display: Detailed information about a subsystem.
...... system

Web Client display: Web Client does not display device
subsystem information.
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NOTE: For the Server, the General Properties vary based on the device provider, as
shown in the example below.

Q GYMX-D68

IP Address : 10.255.105.157

System Mame : GVYMx-D68

System Location : Customer Premise

System Contact : Customer

System Up time : 36 days, 21 hrs, 03 mins, 22 secs

System Description : Customer

Actions View
To seethe Actions View:
1. Click the Actions tab
2. Right-click an action.
3. Click Details to see the action description and its application.

Actionsand filtersare configured for the server display only (not the Web Client) for the
folder, devices, and subsystems you select.

Trend Actian

l_’_ Type Name Message Action
B wind I configuration changed Run Program
W and f Beep
W Al devics
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Trends View

Trends View
To seethe Trends View:
1. Click the Trends tab.
2. Click adevice to see the Trends chart for that device.

3. Select aniteminthe Trend View treeto display trend categories.

Facility Trend | Action

Channels Processor Usage[2] B
Media
Network
Storage
System
Critical Messages
Informational Messages
Memory Usage - Virtual Memory
Object Handles
Processes
Processor Usage
Total Messages
Up Time
Warning Messages

Thermal

o
WTTIE I AR By

oo [urd o [W5] [n:) 10 12

Views in multiple windows

Y ou can display more than one view at the sametime. Thisis especially useful for
computers set up with large screens or multiple screens.

To display multiple views:
1. Inthe Tree View select afolder, device, or subsystem.
2. Choose atab to display the view that you want.

3. From the menu, select view | Open In New Window. The view opensin itsown
window.

4. Repest this procedure to display different views. Arrange the windows as
necessary.
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Refreshing the information area

To refresh the information area for the currently displayed view, click view and select
Refresh. You must refresh the view in this way when editing, saving, and viewing
HTML pages.

Monitoring network usage

On the NetCentral server machine, the level of network traffic is reported in the
NetCentral status bar. The scale of the progress bar that reports the network traffic
resizes automatically so that a small amount of traffic is still visible.

To view detailed network usage information:

1. Click view | Network Usage or, in the NetCentral status bar, right-click the network
usage progress bar and select Open Graph. The Network Utilization dialog box
opens.

2. Click the overall tab to see graphs of network traffic.

Metwork Utilization For MetCentral

Owerall SHMF |

— SMNMF Uzage on MetCentral PC

Netwark Interface: |/hware Accelerated AMD PCNet Ad v |

Current Uzage:

Traps Received:
Requests Sent: 1
Fesponzes Received: 1

Cloze

NOTE: Notethat dialog boxes for PCs using Windows XP are displayed
somewhat differently.

3. Select from the Network Interface drop-down list to see more graphs, if applicable.
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Inter preting status indicators

4. Click the sNMP tab to see a graph of SNMP traffic.

Metwork Utilization For MetCenkral

Owerall | SNMPI

— Metwork Link Utlization an MetCentral PC

Hetwork Interface: fyhdvare Accelerated AMD PCMet Ad. |

Curment Uzage: 3563 bps / 1000 Mbps - 0.00%

Cloze

5. Make selections for SNMP History and click Show to see data on past SNMP
traffic.

Interpreting status indicators

Thefollowing topicsexplain the primary graphical conventionsthat NetCentral software
uses to display the device status:

o “About statusindicators’ on page 61
» “Locating status indicators in the NetCentral main window” on page 62
* “Viewing status in the system tray icon” on page 63

About status indicators

The NetCentral system categorizes any information it receives from devices as one of
the following status levels.
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Anicon represents the level of severity, asfollows:

A device has experienced a change in status within normal operating parameters.

Information i The device is operating as designed.
A device has areduced ability to function and may fail soon, but at the current moment
Warning & it isstill operating within specifications as designed.
- A device has ceased to operate or is currently operating with severely hampered functionality.
Critical ® hcoeiceisno operating within specifications as designed.
A device has returned to normal operating status.
Reset p A previous warning or critical status condition has been resolved.
Dead » A deviceis not operating at al or has lost contact with the NetCentral system.
or offline
Filter '._? A message or messages from a device have afilter applied.
The NetCentral system indicates these level of severity throughout the interface. In
addition, the status and soundsfor variouslevels of warnings and notificationsincluding
the following icons, colors, animations, and actions:
Information Warning Critical Reset Dead or Offline
stemtray icon @ ﬁ ﬁ @ ﬁ
Sysemiray ke ke
Description Green heartbeat | Red heartbeat Red heartbeat Green heartbeat | Red heartbeat
Default action None If beep actionis | If beep actionis | None If beep actionis
configured, then | configured, then configured, then
beep sounds beep sounds beep sounds

Also, for subsystem propertiesin the Facility View, some devices use an LED (Light
Emitting Diode) to indicate status, as follows:

LED Color | Status Description
I::} Green Normal
Iﬂl Red Fault
ﬂ Black Information not available, no communication, or no signal detected

Locating status indicators in the NetCentral main window

Device status is indicated within the different areas and views as follows:

62
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Viewing statusin the systemtray icon

Tree View — Statusindicatorsreplace theicon for afolder, device, or subsystem if status
isnot normal. Statusindicators“rippledown” through the hierarchy, so that even if there
isafolder closed in which multiple devices or foldersreside, astatusindicator onthetop
folder indicates the status of highest severity for al of the folder’s contents.

Information area: Facility View — Statusindicatorsin the Facility View can take various
forms. By default, active drawings change color to indicate status. Refer to Chapter 9,
Create Facility View on page 191 for other ways to indicate status on Facility View
HTML pages.

Information area: Messages View — Status indicator icons are displayed in the “!”
column, which by default isin the left-most position.
Viewing status in the system tray icon

NetCentral servicesare running, whether auser islogged in or not, as can be seen by the

NetCentral icon Qﬁ displayed in the system tray of the server’s Windows taskbar.

The moving heartbest in the icon provides visual confirmation that the NetCentral
system is operational, using the following colors to indicate device status level:

» Green = All devices are at aNormal status level
* Red = One or more devices are at aWarning, Critical/Dead, or Offline status level

If more than one deviceisbeing monitored, the color indicates the status level of highest
severity.

For example, if a Profile XP Media Platform has ainformational status and a QLogic
Fibre Channel switch simultaneously has awarning status, the NetCentral system
displaysared color heartbeat to indicate the warning status of the QL ogic Fibre Channel
switch, sinceit is of ahigher level of severity.

Searching in NetCentral

Use the following procedures to locate monitored devices, messages, folders and other
information that might otherwise be difficult to find.

NetCentral offers several waysto find anitem that is currently displayed in the interface:
» “Using the Search boxes’ on page 63
e “Using the Find dialog box” on page 64
* “Viewing asimplelist of devices’ on page 65
To find messages that cannot be displayed in the interface—such as messages that have
been filtered—yet which arein the NetCentral database, export the messages from the
database. Refer to “ Exporting NetCentral messages’ on page 83.

Using the Search boxes
The NetCentral interface has two search boxes:

* Oneislocated abovethe Tree View and can be used to search for devicesor folders
in that tree.
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» Theotherisdirectly above the messages pane and has simpl e and advanced options
for searching messages.
Search for folders or devices

1. Inthe Tree View search box, click the magnifying glassicon and select the type of
item to find (either Folder or Device).

—

2. Enter the search text and press Enter. NetCentral finds the first instance that
matches the search text and automatically selectsiit.

3. Click Edit | Find Next or pressF3 to find to the next instance that matches the search
text.

Search Messages

If you are searching for a message, first select afolder or devicein the Tree View to
display the group of messages you want to search.

1. In the message search box, click the magnifying glassicon and select either normal

or advanced search.

¥
III Marra

Advanced

» |If you select Normal, simply enter the search text and press enter.

 If you select Advanced, specify the search criteria using the menus provided,
and then press Search. NetCentral findsthefirst instance that matchesthe search
text and automatically selectsit.

2. Click Edit | Find Next or pressF3 to find to the next instance that matches the search
text.
Using the Find dialog box

The Find dialog box allows you to search on either afolder or adevice. This feature
worksin any View other than the Facility View.

To find afolder or device using the Find dialog box:
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Viewing a simple list of devices

1. Click Edit | Find or Ctrl+F. The Find dialog box opens.

®. Find Folder/Device /Message ﬂ
C% Search device(z] / folder(z] / meszzage(z] on following conditions:
Type: IDevice j
Walue: IKQ_
Besult;
! "~_| Marne | IP &ddress | Tupe
k.2_Client-01 101626162 k.2 Client
k.2_Client-02 10.16.36.165 k.2 Client
k.2_Server-01 10.16.36.163 k.2 Server
k.2 Server-02 10.16.36.164 k.2 Server
4| |
Select | Cloze |

2. Select the type of item to find, either aFolder Or Device.

3. Enter the search text in the value box and click Search Now. Items that match the
search text are displayed in the Result list.

4. Inthe Result list, select the item for which you are searching. Click column heads
to sort results as necessary.

5. Double-click theitem or click select. Theitem is selected in the NetCentral
interface and the Find dialog box closes.
Viewing a simple list of devices

If you are not sure of the location of the devicesin the Tree View, you can view a
non-hierarchical list of al currently monitored devices, in which each deviceislisted
just once.

1. Click the Device List button or click View | Device List. The Device List dialog box is
displayed. Bold print identifies that there are unacknowledged messages for that
device.
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66

JRIST
I | I arne | Alias | IP Address | Type |
10.16.36.223 10.16.36.223 10.16.36.223  Brocade Silk'worm i
10.16.36.1 HP_Ethemnet_... 10.16.36.1 HP Ethemet Switch
1016401 HP_Ethemet___ 10.16.40.1 HP Ethemet Switch
K2_Client-01 K2_Client-01 10.16.36.162 K2 Client
K.2_Client-02 K.2_Client-02 10.16.36.165 K2 Client
K2 Server-02 K2 _Server-02 10.16.36.164 K2 Server
K2 Server-01 K2 _Server-01 10.16.36.163 K2 Server
10.16.36.244 RAID-0O1 10.16.36.244  PFR 500_s00
10.16.36.249 RAID-02 10.16.36.249 PFR 500_600
Profile_XP-03 Profile_XP-03 10.16.34.18 Profile XP
Profile_XP-01 Frofile_XP-01 10.16.36.203  Profile XP
Profile_XP-02 Frofile_XP-02 10.16.36.207  Profile XP
Windows Syst . Windows_Syst._. 10.16.33.111 Windows System
Apply Save Select Cloze

2. Click column heads to sort and drag column heads to rearrange.

3. Double-click adevice row, or select adevice row and click Select. The Select
Device dialog box closes and the device is selected in the Tree View.

asitisdisplayedinthe Tree View.

. You can also click in the Alias column and enter a different name for the device,

5. The Device List dialog box ismodal, so you must close it to continue using
NetCentral. Click the Close button.

Browsing device status

Y ou can view detail ed statusinformation for an SNMP-monitored device at any time, as
explained in the following topics:

* “Viewing subsystem properties’ on page 67

» “Viewing general information for adevice” on page 68

For Syslog monitoring, refer to the NetCentral Installation Guide.
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Viewing subsystem properties

Viewing subsystem properties
To display a subsystem property page:
1. Select adevice subsystem in the Tree (for example, System, Module, or Thermal).

2. Click the Facility tab. The Information areadisplaysiconsand graphicsthat provide
indicators of subsystem status.

Facility  Trend  Action
Fan: O perational
nits;

® Fahrenheit

O Centigrade

nt Temnperature:

3. Click controlsto sort, filter, or arrange information. For example, for the thermal
subsystem you can select either Fahrenheit or Centigrade.

The status information about a subsystem property page refreshes as follows:

» When you open a subsystem property page, the status information displayed isthe
latest available from the SNM P agent on the monitored device.

» Asthe subsystem property page remains open, the status information is
automatically refreshed according to the refresh rate for that particular page. The
refresh rate of properties pages varies between ten seconds and two minutes,
depending on the nature of the status parameter displayed.

* You can click View | Refresh at any time to update the information in an open
property page.

 If amessage received relates to the status information displayed on an open
property page, the page refreshes automatically according to the refresh rate for
that particular page.
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Viewing general information for a device
To view general information:
1. Inthe Tree View, open a device and select the System sub-system.
2. Click the Facility tab. The Information area displays | P address, location, and other
general information.

Facility Trend Action

BT

|P addr
kodel: F51044
Product werzsion:  4.0.44.1

Sernal number; G001 234

Locatior: Wit available

Contact: Mot available

3. Inthe Location and Contact boxes, if you are logged in with appropriate
permissions, you can fill in the information for that particular device. Click Set to
put changes into effect.

The SNMP community name on the device must have write privileges to support
this feature. For more detailed information, refer to the NetCentral Installation
Guide.

Viewing device-specific features

With the NetCentral system, you can access features and applicationsthat are specific to
aparticular type of device.
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Review device-specific logs

When adeviceis selected in the Tree View, that device exposes its features through the
Device menu. In thisway, different types of devicesfill in the Device menu differently.

Cpen SAMN

Part Settings. ..

Y ou can also see any special features a device type might have by right-clicking the
devicein the Tree View.

For information about using adevice-specific feature or application, read the manual for
that particular device.

Review device-specific logs

Device-specific logs reside on the monitored device. Some device types have these logs
and make them avail able to the NetCentral system, while others do not. The number and
nature of these logs varies from device to device. For example, if the Profile XP
NetCentral 5.0 agent or the Microsoft Windows NetCentral agent isinstalled, logs from
these device types are forwarded automatically to the NetCentral.

If adevice type supports NetCentral’ s device-specific log feature, each device of that
type must be set up with a mechanism for making its logs available to the NetCentral
server. For example, on a Profile XP Media Platform, aFile Transfer Protocol (FTP)
server makesindividual logs available for FTP download to the server running
NetCentral. Refer to the documentation for the device to set up the required log
mechanism on the device.

Since device-specific logs are downl oaded to the server running NetCentral, they do not
automatically refresh to show new entries. Y ou must download a new copy of thelog to
see new entries.

See the following sections for instructions about how to use the NetCentral system to
download and view logs:

» “Viewing asingle device-specific log” on page 69
» Appendix B, Configure the Download Log Tool on page 275

Viewing a single device-specific log

September 2008

Y ou can view a device-specific log using the NetCentral interface. The NetCentral
system automatically downloads only the log you selected, and then opens the log
automatically.

1. Inthe Tree View, highlight the device for which you want to view log information.
2. Click the Device menu, then select Logs.
3. Right-click to view the list of logs for each device.
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70

rLog
WdrPanel L

Event Scheduler

Log

Cpen SN

Logs

Trend

The following examples show how menu items vary for different devices.

The NetCentral system downloads the log you select to the server running
NetCentral and opens it automatically. While the log remains open, it does not
refresh to show new entries.

B Profile.tut - Notepad o ;Iglll

File Edit Format View

Help

i Log started

Tue Feb 19 15:00:
08, 0-061h7392 —w:
09, 0-061h730c—tw:
Tue Feb 19 15:33:
089, 0-061le7all —w:
09, 0-061le7elo—w:
05, 0-081le7elb-w:
08, 0-061le7e25—w:
Tue Feb 19 16:07:
08, 0-06218595-w:
08, 0-062188a7 -w:
Tue Feb 19 16:40:
09, 0-062459318-w:
09, 0-06245932] —w:
09, 0-06249327 —w:
08, 0-0624932C-w:
Tue Feb 19 16:57:
wi. 0-3dc0a70a-D:
Tue Feb 1% 17:13:
09, 0-06279d9e-w:
05, 0-05279daB-w:
Tue Feb 19 17:47:
09, 0-0623a81F—w:
08, 0-0623a827-w:
08, 0-0623a8329-w:
05, 0-0522a833-W:
Tue Feb 19 18:20:
09, 0-062db2as5—w:
09. 0-062dhzaf-w:
Tue Feb 19 18:53:
09, 0-0630khd25—w:
09, 0-0630bd2d—w:

4]

27 2008

pecodererr (o,
pecoder 0.1:
48 2008

pecodererr(0.
pecodererr o,
DecoderErr (0.
Decoder 0.1:
10 2008

pecodererr(o.
pecoder 0.1:
32 2008

cecodererro.
pecodererr(o.
pecodererr o,
pecoder 0.1:
04 2008

s Date: 200870219 Time: 14:27:06.464 Ticks:
13: dntr 10221:

rRecovered, had

13: dntr 64659:
13: dintr 64664 :
13: dintr &4665;

rRecovered, had

13: dntr 53565:

recovered, had

10: dntr 42467:
13: dntr 42472:
13: dintr 42473:

recovered, had

‘pronet’ starting up...

53 2008

pecodererr(o.
Decoder 0.1:
15 2008

pecodererr(0.
pecodererr(o.
pecodererr (o,
Decoder 0.1:
37 2008

Decodererr(0.
pecoder 0.1:
58 2008

cecodereErr (0.
pecodererr(o.

1%: dntr 31373:

recovered, had

13: dntr 20275:
13: dntr 20280:
13: dntr 20281:

rRecovered, had

13: dntr 9181:
recovered, had

10: dntr 63619:
1): dintr G3624:

3d379a05 (ImsTick)

refTc=516658557,

refTc=617588531,
refTc=617858536,
refTc=61788537,

refTc=61208509,

refTc=5620284583,
refTc=620284588,
refTc=62028489,

refTc=621458461,

refTc=62268435,
refTc=62268440,
refTc=62268441,

refTc=6235884153,

refTc=62508387,

'COEFFICIENT_ERROR'
1 errors in the Tast & cycles

'COEFFICIENMT_ERROR'
'BITSTREAM_UNDERFLOW
'BITSTREAM_UNDERFLOW
3 errors in the last § cycles

'COEFFICIEMT_ERROR'
1 errors in the Tast § cycles

'COEFFICIEMT_ERROR'
'BITSTREAM_UMNDERFLOW
'BITSTREAM_UMDERFLOW
3 errors in the last & cycles

L ' COEFFICIENT_ERROR'
1 errors in the Tast § cycles

'COEFFICIEMT_ERROR'
'BITSTREAM_UMDERFLOW
'BITSTREAM_UMDERFLOW
3 errors in the last & cycles

'COEFFICIENT_ERROR'
1 errors in the last & cycles

'COEFFICIEMT_ERROR'
refTc=62508392, 'BITSTREAM_UNDERFLOW
_>|7!

L
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Viewing version information

Y ou can generate areport of version information for the device currently selected or for
all the devicesin the folder that you select. To do so:

4. To view new entriesin thelog, close the log and repeat this procedure.
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Viewing version information

1. Select the device or folder for which you want version information.
2. Click Tools | Versions. The Export Versions dialog box opens.

3. Specify the location of the exported file, select the format you want to use for the
report, and click OK.

x

Archive folder :

homzon Grazs YalleysHetCentral\Mizcellaneous

" Export in comma separated format

% Eupart in HTML format

k. I Cancel |

4

A message box shows progress as the report is generated. If the format iSHTML, the
report opens as an HTML page in the browser window, as shown in this example.

o %
« [ c\Program Fiesi Thamson Grass ¥abey|histCeniraliMiscelaneous!ersioreCutPut, him =]l Ee | [ sen Fa
W4 g ersion Inbormation I | | i = ED - oo+ |- hpage - hTack - 7
VERSION INFORMATION :'
Report penerated by NetCentral on  Thursday, May 08, 2008 3:59 PM
K2 Client K2_Client01
IF Address 10.16.36.162
Model _E-SD-EH D1
Software Revision 3.1.13.708
Serial Nomber k2-01baD0082
s Microsolt Windows NP Professional
05 Version 5.1.2600
Service Pack Service Pack 2
Description Grass Valley K2 Media Client
Inventory Description Microsoft SQL Server 8.00.760 Desktop Engine SP3 (Media DB: 8.0)
| File System Description evis : V' (defaulf) (StorNext File System 2.6.5b46 Created: Moa Jul 17 07:00:36 CDT 2006)
System Name K2 Chemt-01
M-_n RAID firmrware Mot Avadable
Version
_'lu.... Thm e o irbinm Laa T whia :I

[ T My Computer EY
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Chapter 4

Managing messages

The NetCentral Manager interface notifies the user of changes in device status via
messages. This section explainsthe different types of messages NetCentral displays, and
how you can manage the messages to best suit the facility’ s system and policies.

The following topics explain how the NetCentral interface behaves when messages are
received from monitored devices and how you can respond to the messages:

» “How messages and actions interact” on page 73
» “Navigating messages’ on page 76

» “Managing messages’ on page 80

» “Checking device status in messages’ on page 82
» “Exporting NetCentral messages’ on page 83

» “Suppressing messages’ on page 88

» “Purging messages’ on page 90

How messages and actions interact

September 2008

The following diagram shows how messages and actions interact in the NetCentral
system.

Devices NetCentral Actions Notifications
Messages Manager (Configurable)
NetCentral Send email
Manager
initiated Flay audic
Aurn program
Beep
Device :
initiated As ’
(SNME Trap, Fitored configured...
Log Messages) me:ssgges

Mo action P—
Messages — Devices communicate to NetCentral about their status using messages.
Some messages are initiated by NetCentral, in that the device sends the message only
when the software requestsit. Other messages, such as SNMP traps, are initiated by the
device, in that the message is sent whenever a change in status occurs on the device.
Devices aso forward their log messages to NetCentral.
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Actions — The NetCentral system notifiesyou about the status of devicesusing actions.
By configuring actions, you can create a customized set of notifications. Y ou can also
configure an action to filter messages so that NetCentral “ignores’ messages. For
information about actions (also called “notifications’) and filters, refer to Chapter 6,
Configure notifications and filters on page 117.

Configuring messages

NetCentral displays several types of messages. Different mechanisms determine when
and how these types of messages are sent. The types of messages are as follows:

* NetCentral-initiated messages — These messages carry information about a
particular monitored device, yet they only occur when they are triggered by the
NetCentral Manager software. As such, these messages can be controlled by the
software. NetCentral Manager-initiated messages include:

* SNMP Trap Target Status messages — NetCentral attempts to automatically
configure SNMP properties on the monitored device, so that the NetCentral
server isan SNMP trap target. When the monitored device does not support this
type of automatic configuration, it isreported in the Message View asan SNMP
Trap Target Status message.

» Heartbeat polling — When a device does not respond to the NetCentral’s
heartbeat polling and a*“Dead or offlineg” message is displayed in the Message
View.

» Trend messages— NetCentral polls monitored devicesfor changesin the status
parameters, and this information is displayed in Trend graphs.

* In/Out of Service— NetCentral also generates a message that indicates when a
device has been taken out of service or put back in service.

* Device-initiated messages — These are the SNMP trap messages or other
monitoring protocol messages that are triggered by each device. Thistype of
message is sent when athreshold condition occurs on adevice and the status of the
device changes. As such, the mechanisms for the control of these messages vary
from device to device. Read the manual for the particular device type for more
information. Some examples are as follows:

» Some types of devices have features within the device interface that allow you
to set the parameters for threshold conditions.

» Sometypes of devices expose setting options through the NetCentral Device
menu, such as the Device Options dialog box for a Profile XP Media Platform.

* Log messages — Log messages are forwarded from each monitored device to the
NetCentral Log Manager. Log messages are displayed in the NetCentral interface
along with other types of messages. Y ou can use the Log Filter menu to configure
log message severity, add comments, associate alog message with afault or reset

message.
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Using Alarms and Actions

By default, the NetCentral system notifiesyou immediately by sounding an audible beep
if any of the devicesreach a status-level of critical or warning. Y ou can change the
behavior of this default action and trigger other actions as well, such as playing a sound
file or sending an e-mail message (see “Actions and notifications” on page 117).

The message detail s displayed in the Message View may offer suggestionsfor resolving
the condition that triggered the alarm, asin the following example:

Description 0One or more gystemcooling-fans have failed or the fanazzembly haz been removed
Replace the fan aszembly.

In most cases, you should act immediately to resolve warning or critical conditions. For
more information about troubleshooting a particular device, refer to the manual for that
device.

After the conditionisresolved, the NetCentral system may send areset messageto notify
you that the device has returned to normal status. The reset message removes the related
alarm or critical icon, so the deviceis again displayed as normal.

Clear warning and critical icons

Sometimes an irrel evant message causes a device to display awarning or critical icon.
Y ou can remove the warning or critical icon from the device in the Tree View by
opening, then closing, the message to reset the device state.

For example, if there are multiple messages, you can select each individually to reset the
state. However, first review the condition of the device. Often, one condition can trigger
multiple other conditions. If rebooting the device does not resolve the first condition,
then you right-click the device and select Reset State.

NOTE: You must be logged on to NetCentral as a Technician or NetCentral
Administrator to reset the state of adevice.
Clear alarms and actions
Y ou can turn off individual Actions asfollows:
1. Click the Actions tab.

2. Inthe system tree, select the folder, device, or subsystem from which the actionis
currently executing. If you are not sure, click the topmost folder.

3. Inthe Information area, identify the action or actions currently executing.

4. De-select the checkbox in the action row.

Action

Message Action

S4&MN configuration changed Run Program

al Baap

Warning Beep
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This turns off the action or filter while you take steps to correct the problem.

After theactioniscancelled or isfinished, the only indication that the warning or critical
condition still existsisthe color of the system tray icon, the message in the Message
View, and the status icons in the NetCentral window. The NetCentral system itself does
not send messages or trigger actions again to remind you of acurrent warning or critical
condition.

However, some devices have afeature, such asthe “Resend Messages’ feature on a
Profile XP Media Platform, that you can configure to have the device send a message
again for an unresolved condition. Check the manual for specific devicesfor more
information about this type of feature.

If some messages become troublesome because they are too frequent or unimportant,
you can set the NetCentral system to filter certain messages. For more information, see
“Filtering messages’ on page 140.

Navigating messages

The Message View in NetCentral displays 50 messages per page. Thisimprovesthe
speed at which messages|oad, presents streams of messagesin amanageableformat, and
provides for unlimited message retrieval.

To easily navigate through the pages of messages, use the buttons at the top left of the
Message View to advance to the next page or to return to the previous page. Use the
single- and double- arrow keys to scroll through pages.

Page 1  of 3
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The following window shows an example of how messages are displayed.

To find a message, you can search either use the Arrow keys to scroll through pages of
messages, or use the search box just above the Messages View.

L
Marmal

Advanced

* Normal: Enter asimple text string; for example, if you enter “disk error”, only
messages that include that text string are displayed in the Messages View.

» Advanced: Selecting “ Advanced” expands the search box, as shown below:

Using the drop-down menus in the top row, define the period for which you want to
display messages.

o Last Week

* Last Month

e Last Six Months
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» Between Dates—This option activates the selection boxes for arange of dates.
Clicking on either the “from” or “to” displays a calendar that you can navigate to
choose dates.

Standard Windows scroll bars also help you look through messages.

Message severity

Above the window that lists messages (the Message View) is atoolbar with icons that
indicate the level of severity for each message.

The severity of the message is displayed in the first column in the message window. To
show or hide messages displayed in the Message View by the level of severity, click an
icon (which works as atoggle).

Show/Hide Icon Description

Message

Critical A device has ceased to operate or is currently operating with
severely hampered functionality. The deviceisnot operating within
specifications as designed.

Warning A device has areduced ahility to function and may fail soon, but at

the current moment it is still operating within specifications as
designed.

A device has experienced a change in status within normal
operating parameters. The device is operating as designed.

Informational

Reset A device has returned to normal operating status. A previous
warning or critical status condition has been resolved.

Audit Some devices may not send audit messages.

Log Filter Shows or hides all undefined log messages.

Show All Show all messages, or show only active messages. (An active

Messages / Show message is an unresolved critical or warning message.)

Active Messages

Save all messagesthat are part of the current display of the Message
View (including al the pages for the current view).

Save

E B EENEE B =

Y ou can show messages or remove them from view to aid in troubleshooting or to
augment research. For example, if you show only Critical or Warning messages, you can
more quickly identify which messages may require human intervention.

Showing only Active Messages displays any messages that are not resolved. Because
some potential problems self-correct, you should correlate these with later messages
(such as when a device sends a“ shutdown” message, quickly followed by a* started
successfully” message). To automatically manage these messages, set up rules, as
described in Chapter 5, Configure Rules for Log Messages on page 95.
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Message status
Y ou can view the status of a message in the Message Status column:

CED -

LRI I (R

g £ 5
! Frum ¥pe |[Message Received - | Status Subsystem |Folder Category r!

Profile_XP-03 Profile XP Upper power-supply fault 522008 10:19:42 AM New Power Profile XP SHMP

The status of a message refers to whether the message has been read and responded to,
and should not be confused with “message severity” (informational, warning, critical)
which refersto the nature of problem the message describes. Every message except for
SNMP Trap target messages displays with a status.

Status designations include only:
* New

¢ Open

» Closed

Change the status of a message
To change the status of a message:

1. Select amessage by clicking that message in the Message View. To select multiple
messages, shift-click each line for the messages you want to use.

2. Right-click the mouse on the Message View to display the following commands:

Acknowledge Cpen
= Close
Mew Action

Mew Eilker

Configure Log Message

CIpEn in new window

If you select Close, the following dialog box is displayed:

Ackowledge Message x|

joe [
Enter Camments

R ezponzibility:

k. Cancel
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The drop-down menu lists names of Users you previously configured (see
“Configure user e-mail addresses’ on page 126).

3. Select a user to whom you want to assign an action, and enter any comments that
make arequest or explain what you would like that person to do. This feature can
serve as troubleshoot ticketing.

4, Click ok, and an e-mail message is sent to the intended
Alternately, if you want to view details about the message before you take any action:

1. Select amessage by clicking that message in the Message View. To select multiple
messages, shift-click each line for the messages you want to use.

2. Click the Details tab (located at the bottom of the Message View) and review details
about that message.

3. Select anew status from the drop-down status menu.
4. Click save.

Managing messages

Asyou view the status and severity of messages, you may want to take action, such as
assigning amessage to a particular user, adding remarks about the message, or copying
the message to take action outside of the NetCentral system.

NOTE: Y ou can select one message at atime, or multiple messages, simply
by clicking on the line for each message in the Message View.

After selecting one or multiple messages, there are two ways to manage messages:

» Right-click in the Message View to display acontext menu and choose the desired
action.

* Click the Details tab located at the bottom of the messages window to display more
information, where you can take the desired action.

Save a message
To save amessage:
1. Select one or multiple messagesin the Message View.
2. Right-click to display the context menu or click the Details tab.

3. Click the save icon inthetool bar abovethe Message View. (In the Detailswindow
for an individual message, click the save button.)

4. The Export dialog box is displayed. By default, NetCentral exports all messages,
evenif only one of many pagesare displayed in the Message View. See“ Exporting
NetCentral messages’ on page 83 for moreinformation about reducing the number
of saved messages.
Assignh a message

To assigh a message:
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1. Select one or multiple messagesin the Message View.

2. Right-click to display the context menu or click the Details tab.

3. Select auser from the drop-down menu for Responsibility.

4. Click save.

If auser you select does not have amail ID in the system, an error message is displayed.

Add and edit remarks

When amessage is received from a monitored device, you can add, edit, or remove
remarks associated with the message. The remarks are retained with the message in the
NetCentral database.

To add or edit aremark:

1. Select one or multiple messagesin the Message View.

2. Right-click to display the context menu or click the Details tab.

3. Enter or edit text in the Remarks field at the bottom of the message details pane.

4. Click save.

M essages that contain remarks display the Remarksicon © in the message row. This
icon looks similar to notebook paper.

To sort messages so that all messages with aremark are displayed at the top (or at the
bottom) of thelist, click the column with the Remarksicon at the top.

Copy messages

September 2008

Y ou can copy thetext of aNetCentral message onto the Windows clipboard. Thisallows
you to paste the message into a document or application for communication and record
keeping outside of NetCentral.

To copy amessage, right-click the message and select Copy. Paste into atext editor.

When you copy the message, NetCentral places information about the message on the
Windows clipboard, as in the following example:

Event Alias: Fan Fault

Dat e: Wednesday, January 28, 2008

Tinme: 2:03:43 PM

Devi ce: w homebase-1t3. grassval | eygroup. com

Subsystem Fans

Severity: 2

Description: One or nore systemcooling-fans have failed or the fan
assenbly has been renoved.

Repl ace the fan assenbly.
Remarks: Waiting for part to arrive
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Checking device status in messages

The NetCentral messages displayed in the Message View are SNMP trap messages and
messages from other protocols that monitored devices send when they experience a
status change. The messages are stored in the NetCentral database on the NetCentral
server.

NetCentral services are running whether a user islogged in or not. All messages from
devices are captured and stored. As the NetCentral system monitors devices over time,
these messages form a pool of data that you can research.

When the NetCentral database approaches its maximum size limit, the oldest messages
are purged (see “Purging messages’ on page 90).

The primary tool to access the NetCentral message database is the Message View. By
using the Message View, you can manipulate the display of messages to conduct the
search, as explained by the following topics:

» “Rearranging message information” on page 82
» “Grouping messages’ on page 82
» “Generating alist of all SNMP trap messages’ on page 83

Refer to the NetCentral Installation Guide to troubleshoot messages about the
NetCentral system itself.

Rearranging message information

Y ou can rearrange the message information in the Message View by manipulating
columns, asfollows:

1. Select afolder, device, or subsystem to display the necessary group of messagesin
the Message View.

2. Click a column head to sort messages by the contents of that column.
3. Click again to sort in reverse order.
4. Click and drag column side borders to re-size columns.

Y ou can also use theiconsin the toolbar to select and sort messages. Refer to “ Message
severity” on page 78 for details about each icon.

Y ou can also use the Search box

Grouping messages

Asyou arrange folders and devicesin the Tree View, you are also grouping how
messages are displayed in the Message View. For example, when you select afolder and
display its Message View, only the messages from the devicesin that folder are
displayed. Thiseffectively filters out messages from other devices. Y ou similarly group
messages by device or by subsystem when you select adevice or asubsysteminthe Tree
View.
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Generating a list of all SNMP trap messages

If the current arrangement of folders and devices does not group device messages as
necessary for the research needs, you can set up some special foldersjust for the purpose
of grouping device messages. Since multiple instances of asingle device canresidein
multiple folders, setting up special folders like this does not interfere with other
monitoring requirements.

To set up afolder for grouping device messages.

1. Inthe Tree View, create afolder and name it for the group of device messages you
need. For example, if you want to group messagesfrom all devicesthat supply media
for a particular function, you could name the folder with that function’s name.

2. Copy into the folder al the devices whose messages you want to group. Y ou can
also copy in other folders, which adds the messages from those folder’ s devices to
the group.

3. Select the folder.The messages from all the grouped devices are displayed in the
messages pane.
Generating a list of all SNMP trap messages

Y ou can generate alist of all possible SNMP trap messages a device type can report
through the NetCentral system.

Generate alist of all SNMP trap messages as follows:
1. Click Help | List Device Messages. The Message Report dialog box opens.

2. Select the device type for which you want to view messages and generate the
report. Thereport opensin aWeb browser window. Y ou can view or print thetable
from the browser.

3. Repeat for each device type for which you want to see SNMP trap messages.

Exporting NetCentral messages

Y ou can export message information from the NetCentral database and writeit to afile.
Thisis useful for printing messages or for using the exported message information in
other applications for further manipulation and research. Exported messages include
both filtered and un-filtered messages.

By default, you must be logged on to NetCentral with technician-level or
Administrator-level privileges to export messages, however, you can adjust this
requirement if needed. Refer to the NetCentral Installation Guide for information about
Setting access rights.

The following topics explain how to export NetCentral messages:
» “Setting the export view” on page 84

» “Exporting messages’ on page 86

* “Printing messages’ on page 87
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Setting the export view

When you export messages, you are defining atemplate to create areport. By default,
NetCentral does not filter out any messages. Before you export all message information,
you should define the view in which the information is exported, as follows:

1. Log on to NetCentral with technician-level or Administrator-level privileges.

2. Click Messages | Export. The Export Messages dialog box opens.

Export Messages

X

gy |E:-:|:u:nrt|

Query databaze by {* Device name " Device type

Device name; I.-’-‘-.II j

Period: | 5 1/2008 | o | 5 72008 x|

Severity: I'.r_-,'" j

iew: INEW View j Lreate Yiew... |
oK Cancel

3. Select the period for which you want to view or export messages.

Quesy | Exgat |
Queny database by
Dievice name:
Peiiod:

Severily,

gt

Export Messages

x|
1+ Device name I Dieyice lupe
feu =
| 5/ 12008 =] % | 5 72008 =]

[ 4 | May, 2006
Sun Mon Tue Wed Thu Fii

Sat

-
ECry e 9
13 14 15 18
e I
@# @\ 2 oMm

4 5
m 12
1B 18
20 6

=9 Today, 5/7/2008

3
10
17
24
n

|

o |

Cancel

Use the arrow keysto scroll through the months. Click on a date to select that day

of the month.

NOTE: Y ou cannot select future dates.
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Setting the export view

4. Click the create View button. The Define Export Message Views dialog box opens.

EDEHHE Export Message Yiews El

All MetCentral Yiews ;

fodify..

Delete

— Description
Filds: bMeszage Severty, Category, Subsystem, Becieved
I=ioks Time, Mezzage Aliaz, Device Mame, Device Type,

Sent Time, Mezzage Description, Application,
Machine, Mezzage Statuz, Besponsibility, Unknown

Sort Field: Recieved Time

Sart Order: Dezcending

Ok Lancel

5. Click New. The Message Export View Summary dialog box opens.

Message Export Yiew Summary X|

Yiew Mame : INew it

Select table fields for curent wview ;

[w] Meszage Seventy -
[w] Category

[w| Recieved Time

[w] Sent Time

[w] Mezzage Aliaz

[w] Device Mame

[w] Device Type

[ Subspstem ;I

[ Select &l Fields

Sort by IFiecieved Tirne j in IDescending j order.

| ok I Cancel |

6. Enter aname for the view you are defining.

7. Define the view asfollows:
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» Select the columns of information to include in the exported messages.

» Specify the sort order of the messages. In the Sort by list, you must select one of
the columns selected above.

8. Click oK to save settings and close.

9. In the Define Export Message Views dialog box, the view is now listed. Use the
New, Modify, and Delete buttonsto create other viewsfor exporting messages. For
example, you could create aweekly or monthly report.

10.0n the Define Export Message Views dialog box, click OK to save settings and
close.
Exporting messages
Y ou can export messages to afile asfollows:

1. Make sure you are logged on to NetCentral with technician-level or
Administrator-level privileges.

2. Click Messages | Export. The Export Messages dialog box opens.
3. Click the Query tab.

Export Messages il

Query |E:-:|:u:|rt|

Query database by ( Device name ™ Device type
Device name: [ =
Perind | 5/ 1/2008 =] o | 5 72008 |
Severity [ =

Wi [NewView  =| CreateView.. |

ok Cancel

4. Build the query to define the set of messages you want included in the export, or
select aview from the drop-down menu (views you previously defined).
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5. Click the Export tab.

x

Wiew: IN e Wiew j Create Yiew...
Archive folder ;
IE:HPngram FileshThomzon Grass W alley\MetCe Browse...

" Export in tab delimited format
* Export in HTML format

ok Cancel

6. Select the view in which you want the exported message information arranged
from the drop-down menu. If an appropriate view is not on the View drop-down
list, click create View and defineaview asin “ Setting the export view” on page 84.
Then return to the Export Messages dialog box and proceed.

7. Specify the location to which the file will be exported and saved.
8. Select the format for the exported file.

9. Click ok to save settings and close. The export file is generated, named according
to thetimeand view name, saved to the specified | ocation, and displayed asdefined
for export format. Y ou can rename the report after it is saved by following the
directionsin the computer’s manual.

Printing messages

To create areport of messages that can be printed, first define message export views or
gueries, asexplained in“ Setting the export view” on page 84. Export thefileto makethe
message information available for printing.

If you export in HTML format, you can print directly from the Web browser. Or, you
can open an exported file using an application that allows you to format the information.
For example, if you exported in tab delimited format, you can import into a spreadsheet
application and modify the spacing and arrangement of the message information to print
the way you need it.
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Suppressing messages

Automati c message suppression analyzes and reduces the number of traps processed and
displayed in the Message View window. NetCentral’ s automatic message suppression
prevents* babbling” devicesfrom overfilling the database, cluttering the Message View,
and generating a mass amount of notifications.

This section discusses:

* “How message suppression works’ on page 88

» “Changing message suppression interval” on page 88
* “Notifications’ on page 89

» “Removing device from service” on page 89

How message suppression works

NetCentral analyzesincoming traps before they are processed to determineif adeviceis
sending multiple instances of the exact same message in rapid succession for the same
device.

Automatic message suppression compares incoming messages to other messages
already received from that same device within adefined timeinterval. The range of time
in which messages are compared is set by users.

Theinterval for message suppression is then increased by NetCentral as the number of
identical repeating messages increases. In thisway, only asmall number of the repeated
messages are actually displayed and processed in the NetCentral interface.

In the Message View, message suppression isindicated in brackets (...), highlighted in
the following example.

- _ Pags 1
Device Type  MEssage Received MEssag... Subsystem |Category
S5 2008 621820 PH Mem 5 SR
supply Fiswed (1) 1 MEw awer SHMP

Frm SHMP
MEw | SHMP
Frm 1 SHMP
] Thermal SHMP
ST Thermal SHMP
MEw Thermal SHMP
Mew Thermal SHMP
3 Mew Thermal EHMP
3 Profile xp Dyerten wre &l srm (5] S5/ Z000 b6l T PH e Thermal SHMP

The number in parentheses indicates that an identical message was suppressed that
number of times by NetCentral within the selected interval. (Remember that the interval
increases as an increasing number of identical messages are received.)

Changing message suppression interval

Thereis abalance to showing or suppressing messages. For example, the longer the
interval, the slower the system because messages are retained for alonger period of time.
The shorter the interval, the greater the probability of missing important messages.

To establish an optimum interval for message suppression, it is recommended that you
use your system for awhile. It sometimes takes trial and error to identify how many
“babbling” messages are generated on the network in any given facility.

88 NetCentral User Guide September 2008



September 2008

Notifications

To configure the time interval for message suppression:
1. Under the Configure | Preferences menu, select the M essage Suppr ession tab.

x

Facility | Message Suppreszion | Action Configuration |

Select the meszage supprezzion interval:
} [22
/

1 Sec G4 Secs 128 Secs

oK I Cancel |

2. Movethe dlider to select the duration of time (in seconds).

The dslider determinestheinterval or duration of message suppression, with values
to powers of 2 that are between 0 and 128 seconds (1, 2, 4, 8, 16, 32, 64, and 128).

The default value is 32 seconds.

If NetCentral is flooded with repeated messages, then test the results of shortening the
interval.

Notifications

The Actions system in NetCentral provides another suppression mechanism to reduce
the number of notifications sent to users. Refer to Chapter 6, Configure notificationsand

filterson page 117.

Removing device from service

If adevice generates an exceedingly high number of messages (that is, becomes a
“babbling device”), NetCentral may temporarily remove only that device from service,
then restore it when the device stops flooding the system. NetCentral also notifies the

user if this occurs.
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In addition, if a device needs to be taken offline for upgrades or maintenance, a user an
remove that device from service. By doing so, the device does not generate alarms, and
possibly send multiple urgent messages to pagers of support personnel or management.

For more information, see “Placing devicesin or out of service” on page 39.

Purging messages

This section describes how to:
» “Automatically purge NetCentral messages’ on page 90
» “Manually purge NetCentral messages’ on page 90

The NetCentral database continues to capture and store messages over time, so
accommodation eventually must be made for its continued growth. L ogs downloaded
from devices likewise need space.

All non-active messages are purged first.

Automatically purge NetCentral messages

To accommodate the growth of the NetCentral database and device-specific logs that
you might download, make sure you maintain at least 1GB of free space on the
NetCentral server disk that contains the NetCentral software and logs. This allows
enough space to capture al the recent events, even during times of frequent activity.

To be sure that the NetCentral database does not grow beyond this space, the NetCentral
Manager software checks the database size at 3:07 am. local time each day. If the
database is approaching its size limit, NetCentral accommaodates this by running the
Automatic Purge processes.

In this process, NetCentral del etes the oldest messages from the database. This frees up
space for new messages. Automatic Purgeis activated when the database reaches 50,000
messages.

Manually purge NetCentral messages

Y ou can manually remove messages from the NetCentral database. When you do this,
the messages are no longer displayed in the NetCentral interface and no information
about the messages is retained.

To purge the messages received from adevice, devicetype, group of devicesin afolder,
or al devices:

1. Verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Inthe Tree View, select either adevice or folder that corresponds to the messages
you want to purge. For example, if you want to purge messages from a particul ar
device type, you must select a device of that type.
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3. Click the Messages | Purge Messages. The Purge Messages wizard opens.

Purge Messages

4. Select the range of messages that you want to purge. On this page, “system” refers
to monitored devices.

September 2008 NetCentral User Guide 91



Chapter 4 Managing messages

5. After you make the selection, click the Next button.

Purge Messages ﬂ

All or specific messages of a system can be purged. Pleaze select
from the options below.

" &l messages

% Specific messages |

Messages per pages : o0 -

< Back | Mest > I LCancel

6. Select which messages you want to purge:

* All messages — For the device or devices specified on the previous page, al
messages are immediately purged. Make sure thisis the correct action, then
click Next. The wizard closes and the messages are purged.

* Specific messages — When thisis selected, alist of messagesis displayed on
the next wizard page, from which you can make individual selections.
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» Set the number of messages to be displayed on one page, then click Next.

zl
@ Pleaze check the meszages to be deleted.
I | '@ | h'a | From | Device Type | Meszzage | Hecei‘;l
- r Profile_#P... Profile =P Thermal ok, B/134,
- r Prafile_#P... Prafile %P pper power-z... 54134
' r Profile_#P... Prafile %P Fan OF. B34
] r Profile_#P... Prafile %P pper power-z... 5134
] r Profile_#P... Prafile %P Qverternperat... 5134
r Prafile_#P... Prafile %P nhandled Ev... 5134

& Profile_%F'... Profile %P Overtermperat.. 5413/
- r Profile_#P... Profile =P Thermal ok B/134
- r Profile_#P... Profile =P Thermal ok, B/134,
- r Prafile_#P... Prafile %P Thermal ok 81 EE:J
' r Profile_#P... Prafile %P Thermal ok R34,
' r Profile_#P... Prafile %P Thermal ok B34
A Profile_iP'..  Prafile 3P Fam Fault B34,
M Profile %P Profila 3P Viden storane B 34T
1| |n Y

Page 1 of 1 y | ne |

< Back | Einizh I LCancel |

7. Click column heads to sort the list as desired and select the message or messages
that you want to purge.

8. After you identify the messages to purge, click Finish. The wizard closes and the
messages are purged.
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Chapter

Configure Rules for Log Messages

A feature new to NetCentral v5.0 allows a NetCentral Administrator to configure rules
that customize the display of log messages.

The majority of messages received from log files are for informational purposes. Log
messages from various devices are generaly in araw format with no level of severity
defined. Following is an example of typica messages displayed in the Message View
before any rules are configured.

“essage Received § Status |B
P i
T
Closed

Wed Sep F4 152
2304b0IS-1: Fi -
Bdbilifa-1; Ethermet vadeo neteor E transmission wmit (MTU)..,
dboifa-I; Ethernet video network 1P subnet mask
Ethernet wideo network 1P address: 10L16.14.57.
The Profile has regained co ty wmith the Ethernet

quest]12,1.3,3) succeeded
D-000diS5as address 101 Hamie SL-PD...
nooni Sa wenld=N=g004 devid=Dxi030 bus=.,.
tm initialize Interphase Fibre Chanmel L.,
Indtislizelnterface: Conld ttach “fc' interface
adapter falled to initialize and i,
| Metwark did cirrectly.
D-0000] Sa5-1: 145 he T452& it wlatiie =
Fhilid-r; The Profile has detected a PA
Wideo flar
RAID chass

Thie Profile is asing Filr
-W: The Prafile detected a lin
Detected media file-system “WTHR
video standar
000004dE5-1! Interphase Fibre
D-00D00d65-1: 1
D-nDakdE S

m -

wn.0-001 IFSEa-0s W' starting up... 09242008 0Z;48:34 PM

The hundreds or even thousands of messages displayed may be of little or no valueto a
user, and can easily overwhelm even the most attentive Administrator. This new feature
allows each facility to define levels of severity for their own messages, based on the
knowledge of how their system works.

By customizing rules and assigning levels of severity, an Administrator can hide
previously undefined messages. That results in a significant portion of the visual
pollution in the Message View window being removed.
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The Configuring Log Rules feature distills essential information and displays messages
that may require arapid response. For example, any message that notifies you about a
device being shut down should, in al probability, be configured as a warning message.
In addition, even within a warning message, you should remove any irrelevant
information.

This Chapter providesinformation about setting up rulesto customize the display of log
messages in NetCentral, and describes:

» “Waysto display and sort messages’ on page 96
* “Waysto display and sort messages’ on page 96
* “Addanew Reset rule’ on page 106

» “Link Severity and Reset Rules’ on page 111

e “Tipsto further customize Rules’ on page 113

» “Update Rules’ on page 115

Ways to display and sort messages

NetCentral receives|og messages from multiple types of devicesin avariety of formats
(such as SNMP or aslog files). A Profile XP Windows event file is shown in this
example:

-_ Winl al - [piolils_log)]

[ Ele Edt View Window Hep =1#] x|

3| | 8|9

=TT T O T T T T T T T T T T T T
4 0=2401b022=W: The Profile detected a link EallLua on a Fibre Channel Disk board port. The FIDEL=J

04 .0-2301b023-1: The Profile is using Fibre Channsl port & to access video siorage.

04.0-2301k01f-1: The= Protile 15 connected to 0 RAID storage chas=sis

04 . 0=2301E01f-I: The Profile is connected to 1 RAID storage chassis

04 0=2301b020<I: RAID chassiz# 0 associated with controller# 0 contains 10 drives, 1 controllexr(s)

Od.0-2301b024-1: Video f{lare wversion for RALID coantroller#0:. “0.0.4°

14.0-2002b00d-H: The= Profile has detected a PACZ1E connected to the Awdio board in slot J14

03 . 0=-000015a5-1: T4526&4ttach: I4526Init did not initialize: status = 655360

03 . 0-000015a5-W: FibreChannsl WNetwvork did not initialize correctly

03.0-2304b001-I: The Fibre Channsl nstwork adapter failed bto initiali=s and is unopsrational . Vide
03.0-000015a5-1: Initializ=Interfasce: Couldn't attach 'fc' interface

03.0=-000015a5-1: Fetwvorklnit: Failed to initialize Interphase Fibre Channel interface in =lot 2
03.0-000015a5-1: HetworkInit: slot=12 wenld=0x8086 dewId=0x1030 bus=13 dewv=8 hostIR(=10 intPin=1
03.0-00001585-1: Initializelnterface: l= IP address 10.16.14 57 Hane SL-PDR6_Llel Subnet mask Oxfif
03.0-00001671-1: FoutemInterrupt: IntFouteRequest(12.1.3.3) succes=ded

03.0=00001671=1: Routelnterrupt: intComnect(0x64. 0=COL1ECFC O0xCO531D70) succeaded
03.0-00001739-1: Initializelnterface: usrHetlfldttach{le 10.16.14.57) succeaded
03.0-00001739-1: Initializelnterface: usrHetlfConfig(le 10.16.14.57 SL-PDEE_l=0, K OxFFFFFEDD) succes=
03.0-00001B6f-1: NetwvorkImit: Intel B2557-82559 Ethernet interface in slot 12 initialized
Wed Sep 24 13:54:07 2008

03.0-2004b0E2-H: The Profile haz regained connsctivity with the Ethernet video network.
03 . 0-2304b0E3-1: Ethern=t videc n=twork [P asddre==: 10 .15 14 &7

03.0-2304bDE4-1: Ethernet video network IF subnet mask: 255 255 254.0

03 . 0=2304b0fa-I: Ethernst video nstwork maximum transmission unit (HTU) size: 1500 bytes.
03.0-2304b0E5-1: Etherpnst video pnetwork default IP gateway: 10.16.14.1

Wed Sep 24 15:13:18 2008

m. 0=005dbZecb=D: 'vdrpanel’ starting up

10.0-000768b0-D: physDec 1: Loaded FPGA for HD wideo output. status=0

Wed Sep 24 15:15:10 2008

jom  0—00Ef£6965-D: 'wvdrpanel” shutting down

Wed Sep 24 15:18:-05 2008

wm . 0-006213fa-D: 'wvdrpansel® starting up. .. B
L »
Fieady [ |MUM =

When NetCentral displaysthese log messagesin the Message View, there is sometimes
no way to detect the level of severity in atext string. In addition, devices may send
messages with similar text strings that may not be easy to differentiate from each other.
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NOTE: Levelsof severity that arealready configured inaWindowsevent file
are mapped to levels of severity in NetCentral.

Y ou can use the standard NetCentral tools in the Message View to sort and hide
messages. For example, you can use the “ quick search” box to enter a brief text string.

Cam—

In the following example, the text string in the search box was entered as “vdr ”.
NetCentral then displays all messages that contain only that text string, as shown here:

Message
win 0-000bes 30 wdrpanel' shutting dowrn. .

-D-nnhcEdeh-0: “vdrpan
sl-pdré wim. D-000cEdeh-0n "vdrpane!”
sl-pdr wim. 0-000bee3c-0: "vdrpanel” shutting dawi,..
sl-pdré wim 0-000FEA-0; "vdrpanel” starting up...

Y ou can also toggle theiconsin the tool bar above the Message View window to display
messages with various|evels of severity. However, this omits messages that do not have
alevel of severity defined.

Although you can use the tools in the Message View window to reduce the number of
messages displayed, or the number of pages of messages|isted, it is much more efficient
to set up rules to automatically manage incoming messages. By doing so, you do not
have to manually accommaodate the multitude of messages, and simply let the features
of NetCentral work for you.

Add a new Severity rule

Based onyour facility, operations, and devicesinstalled, you should create Severity rules
for incoming log messages. A Severity rule matches the pattern of the text string in an
incoming messageto thetext stringinarule, and automatically assignsalevel of severity
(status). Y ou can al'so modify an incoming message (according to options defined in the
rule) to display text that is faster to read and easier to understand.

To create a Severity rule:
1. Inthe Message View, select the log message for which you want to create arule.
2. Right-click to display the context menu.
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3. Select Configure L og M essage in the context menu.

.Tl.'l_r i) '.-'1|Fe1‘||:|l'-

l: opy

Configure Log Message

Cpen in new window

The Log Message Rules dialog box is displayed.

¥ Log Message Rules =) x|

Conhigured Rules:
Rule Mame |

Add it | pele |

4. Click the Add button. The Log Message Rule Wizard is displayed.

5. Select one of the radio buttons to determine where to apply the rule:
» Toasgpecific device
» Toadevicetype (such as “Windows System” or “All Profile XP” devices)
» Toall devices
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Log Message Rule Wizard Y ] 4 |

Where do you want to zpply this e ?

T dpdt
& Al Profile =P
Al Devices

Bt | Mewt = | Cancel |

6. Press the Next button, and the rule configuration dialog box is displayed. By
default, the Configure Ruletab is selected in the dialog box.

Note that the String Pattern displays the exact text from the log message you
selected in the Message View window. This String Pattern is used as a placehol der
until you use it to modify it to capture other similar messages (described | ater).

Log Message Rule Wizard =101 x|

Configure Rule | Advanced |

Sitring Pattern -
fvom. 0-000bes3c-D: "vehpanel shutting down..

Sevesily Subsystem :

|"-.-'.-"a|ni*.g j |System j
Reset Event : | Active -

| =l & Yes T Mo
Localised Message Alias :

[\¥diPanel has shutdown - Check the device

Uzer Comments :

Fiule Name : /P anel-Shutdown

+ Back Mest > Carcel
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7. Select the level of Severity from the first drop-down menu in the dialog box:
* Critical
* Warning
* Information
* Reset
e Audit
* Undefined

8. Select a Subsystem. The selectionsin the drop-down menu on the right side of the
dialog box may vary, depending on the devices selected in the previous window.

For example, if you selected “ All Devices’, the only selection available in the
drop-down menu is“syst ent’. However, if you select a specific device type, such
as“All Profile XP" devices, the selections listed under Subsystem might include
“System Storage, Thermal, Power, Video, Audio, Network, Tining” and
SO on.

The radio button directly underneath the Subsystem drop-down menu selects Yes
for Is Active. An active message is any critical and warning message that is
unresolved.

When troubleshooting in the past, it was necessary to show all messages, then
search through pages of messagesto correlatethecritical or warning messageswith
any reset messages that occurred later.

Today, using the features in NetCentral v5.0, this time-consuming task has been
eliminated so a NetCentral Administrator can focus on issues that need attention.
Y ou do not haveto correlate old critical or warning messages with reset messages,
instead, you can simply set up Severity and Reset rulesto automatically handlethe
task for you for al log messages. (NetCentral handles this task automatically for
SNMP messages.)

After you set up these rules, any critical and warning messages that are received
are automatically deactivated. To clear any critical or warning messages listed
prior to the creation of a set of rules, right-click on adevice to reset the state.
(Closing an individual message performs avirtual reset for that message only.)

9. Enter text for aL ocalized M essage Alias. Thistext can bein adifferent language
ORtext in the same language as the incoming message. (For general information
about creating localized messages, see “Localization Tool” on page 180.)

In the following example, the Localized Messageis easier for an Administrator to
read and quickly understand than the original String Pattern.

TIP: It is recommended that you include any action required in the text for
any Localized Message Alias that you create.
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Log Message Rule Wizard =10] x|

Configure Rule |  Advanced |

Shing Pattern :
fwon. 0-000bee3c-D: "vpanel shulting dow..

Sewerity © Subsystem -

[\wtaring | |System =|
Reset Event : | Active -

| | * Yez T Mo
Locaised Meszage Alas

[¥diPanel has shutdown - Check the device

Llser Comements ;

Rule Mame ; |V diPanel-Shutdown

<Back | MNew> | cancel |

Y ou can set up asimpletext messageto replace alog message that includesastring
of cryptic text and numbers, asin the following example:

10. 0- 00005a75-1: Al'l ocat eAssyMenBuffer: bl k sz = 32768 bl k
no = 1920 start addr = ec008000, desc. addr = efc08000

Instead, enter a simplified message in the Message Alias box, such as:
Menory Buffer Problem - check size allocated.

Notice in the Message View how messages may begin with atimestamp or atick
mark. Since NetCentral already displays atimestamp for the received message in
the Message View, the cryptic entry in the message line is extraneous information
and can be removed using the Advanced tab.

10.To customize the rule to further modify the message displayed, click the
Advanced tab in the Log Message Rule Wizard.
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a. Enter a“tag” or placeholder for extraneous data or information that may be
duplicated in multiple messages. To continue this example, enter “t i nest anp”
in the Add Tags box.

Log Message Rule Wizard ;JEIEI

Configure FAule  Advanced I

Add Tags - Tags:
[timestamg > I Tags

A
Siring Fattem

|wrn.l:I4II:Ibee3oD' “wdrpanel’ shutting down

<Back | New> | cancel |

b. Click the double-arrow button (>>) to move the new tag name into the list of
Tags on the right side of the dialog box.

=T

Configure Rule  Advanced |

Add Tags: Tags:

Tags
timestamp

Shirig Patter
|W'n.lil-':l:llilhee.'1blil; “wdnpanel’ shutting down,,,

<Back | Mest> | Cancel

NOTE: You can create as many tag hames as you need to use.
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c. Inthestring Pattern box, select the text that you want to replace withthe Tag. In
this example, select the timestamp data.

Log Message Rule Wizard =10 x|

Corfigure Rule  Advanced |

Add Tags Tags:
| >>| Tags

timestamp

]
Shing Pattern -
| SRR chparief shuting down..

<Back | MNew> | gancel |

d. Click the single down-arrow (V) button. Thismovesthe “ti mest anp” Tag into
the String Pattern in the format <LMSTAG ti mest anp>. (Theword “t i nest anp”
is used for purposes of example only; any Tag name is substituted after

“LMBTAG ".)
JRIaTE
Configue Flule  Advanced I
Add Tags: Tags:
| »x I Tags
limestamp
v
Siring Patkem :

[<LMSTAG: timestampsprdipaned shutting down,

< Back Mt » Cancel
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e. Use the cursor and backspace key to del ete the extraneous characters that you
want to remove or replace.

For more information about customizing the Localized Message Alias, seethe
section, “Tips to further customize Rules’ on page 113.

f. Now click the Configure Rule tab.

=

Siring Pattem :
[<LMSTAG: timestamp> vaipane! shutting dovn

Severty : Subsyetem ;

[warrs S foeen =
Rezet Event : s Active

I EI {* ‘Yms {" Mo
Localizad Message Alias -

I‘Jd'F'.artel has shutdowa - Check the device
Uszar Comments :

Fuile Mame . P zred-S hutdown

<Back | MNea> | Cancel |

11.Add any User Comments to further describe the rule or provide any details that
another NetCentral Administrator might need to know at alater time.

12 Enter aRule Name.
TIP: Itisrecommended that you enter a descriptive Rule namethat isrelated
to the device/tool/software module on the incoming log message, aswell as
the activity (such as “Shutdown”, as shown in the example above).

13.Click the Next button in the Log Message Rule Wizard.
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A summary of the new Severity ruleisdisplayed.
1ol

Log Mezsage Fiter Hule Wizard Sumiman:

FReviews the followng information. if its comect click the firesh button, otherwize use
the back button to return bo the previous page and make the desred conections.

£l Meszages from "All Praofle =P having the string

e LMSTAG timestamps wdrpanel shutting down,,” anwwhsre in its meszage
description wil have the following tagets:

Seventy : ‘warning

Subsypster :  System

Active : yes

Log Messages that match these ndes will have the coresponding targets generated
to Hose particular fields for the current Device.

<Back | Finsh |[ Cancel |

14.Click theFinish button to completethisRule. The new ruleislisted by Rule Name
in the first dialog box.

¥ Log Message Rules =0 x|

Configured Fules:

Rule Name |
YdiPanel-5hutdown

Add edt | e |

If you want to make any changes, click the Back button before you click Finish.
Otherwise, to modify the Rule, refer to “Edit a Rule” on page 115.
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i o

& From
&l pilrs
&l-pilrt
¥l-padri
#|-pdre
#l-pirs
&l pilr
sl-pdri
wl-pdri
#l-pdrE
&l-pilee
sloplré
wl-pdri
¥l-pdri
&l-pdré
&l pilrs
sl-padrih
¥l-padri

Messages

In the Message View, you can see that the Severity rule was applied to the next
incoming message that matched the rule you just configured.

AR E P

Mezzage

Wed Sep 24 15:18:05 2008

YadrPanel has sh i - Check the device

Wed Sep 24 1 008

10.0-0007 &8b0-0: physhec L1 Loaded FRGA for HD video output, status=0
4 15:13:218 2008

03.0- 200
Wed Sep 24 1
03,0000

030 @0 i &
03,0 0 &
073.0- 000 1 5

Compare that message line to other messages for which rules have not been set up,
and notice how much easier it isto read. The sooner amessage can be understood,
the sooner someone can take action to prevent or correct potential problems.

NOTE: Rules are not applied retroactively. Rules are applied only after the
ruleis configured and listed in the Log Message Rules dialog box.

Creating message rules should be an ongoing task, and based on rules that make
sense for your facility, operations, and the devices installed.

Add a new Reset rule

After you set up arulethat identifiesthelevel of severity, it isrecommended that you set
up acorollary rule whenever possible to automatically reset the level of severity.

To do so, create a Reset rule.

1

In the Message View, select a message that displays a status not requiring
intervention by the NetCentral Administrator. Generally, thisissimilar to amessage
for adevicethat previously required attention and for which anew Severity rulewas
already created.

. Right-click on the log message to display the context menu, and select Configure

L og M essage to display the Log Message Rules dialog box.

3. Click the Add buttonto create aReset rule. The Log M essage Rule Wizard begins.

4. Choose aradio button to determine where to apply the rule. This should match the

selection you used when creating the Severity rule you just created for asimilar
type of message.

. Pressthe Next button to display the rule configuration dialog box. Under the

Configure Rule tab, complete information in the dialog box.
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a. Inthe Severity drop-down menu, select Reset.

i
Corfigue Rule | Advanced |
Sitring Pattem
fim, 0-000cE4eb-D: ‘vdrpanel starting up.
Sewerly | Subsystem ;
Resst =] [System =|
Critical & Active
" amerg )
I nformation = ives £ e
st
Undefinad
L
User Comments :
Rule Nm'.|
< Back I Mest » I Cancel |

b. Select a subsystem from the drop-down menu on the right side. Note that the
radio buttons for “Is Active” selections are grayed out.

o sl
Configure Flule | Advanced |
Siring Patberm ;
[wm.EI-IIIJcE!ebD: ‘wdrpanel' starting up.,
Seventy - Subszpstern :
Syoen 5
Rezet Event : Iz Active ;
I ;I = Tes Mo
Localized Meszage Alias -
Usar Comments :
Fuke Name : |
< Back Mest » Cancel

September 2008 NetCentral User Guide 107



Chapter 5 Configure Rulesfor Log Messages

108

c. Enter text in the box for the L ocalized M essage Alias.

Log Message Rule Wizard

Corfigure Fuls I Advanced |
Skiirg Pathen

Iwm O-000cE4eb-D: ‘wdrpanel’ slatting wp...

Sty - Subsystem
Iﬂssut j IS_l,lghsm j
Feset Evert - |5 Achve -
I _j ﬂ Yes r I-.L
Locakzed Mezsage Aliaz -
I'l-"drPanel 15 TUnRING again
LVges Comments -
Rule Mame : [
< Back | et = Cancel

d. Enter any comments in the User Comments box.

6. Click the Advanced tab to modify the String Pattern.

a. Enter a“tag” for the timestamp information. In this example, simply enter

“ti mestanp” inthe Add Tags box.

b. Click the double-arrow button (>>) to move the new tag name into the list of

Tags on the right side of the dialog box.

C. Inthe string Pattern box, select the text that you want to replace with the Tag.

d. Click the single down-arrow (V) button. Thismovesthe“t i mest anp” Tag into

the String Pattern in the format <LM STAG:timestamp>.
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e. Use the cursor and backspace key to del ete the extraneous characters that you
want to remove or replace.

Log Message Rule Wizard =10 x|

Corfigue Rule  Advanced |

Add Tags Tags:

f >>| Tags
timestamp

|
Shiing Pattern

I <LMS TAG timestamg:|'vdrpaned stating uo...

<Back | Mest> | Cancel |

7. Click the Configure Rule tab.

8. Enter aRule Name at the bottom of the dialog box. This name will be displayed in
thelist of rules the next time you start the Log Message Rule Wizard.

i
Configure Riule | Advanced |

Siring Patben :

[<LH5ThE:limestamp> “widipanel starting up

Seventy - Subsystem :

[Fleset j Iﬁpstem ﬂ
Fezet Event - Iz fhctive -

I ;I r:. I.U"} r ” u
Localized Meszage Alias -

|"~l'|:I'F'ane| I TUNNING agairn
Uzer Comments -

Fiude Mame : [/ drP anel-Shutdovwn_Feset

< Back Mext » Cancel
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TIP: It isrecommended that you use the same name as the original rule, and
append with “_Reset” (or some similar convention). In thisway, you can
easily distinguish which Reset rule is associated with which Severity rule.

9. Click the Next button, and a summary of the Reset ruleis displayed.

o ie

Log Message Fiter Rule Wizard Summan:

Reviews the followng infomation. if it comrect click the firesh button, ctherwize use
the back button bo return to the previous page and make the desred comections.

Al Meszages from Al Profie =P having the string < LM5 TAG timestamng:
“wdipanel stating up.,.” anywhere i its message descripton will have the
following tangets:

Sevanty Reset
Subzypstern . System
Aclive : yes

Log Messages that match these ndes will have the coresponding targets generated
to toze particular bields for the current Device.

<Back | Finsh |[ Cancel |

10.Click the Finish button. The rules are displayed in the list of Log Message Rules.

™ Log Message Rules =10 x|

Confgured Rules:

Flude Name |
W diPanel-S hutdavn
VdiPanel-S hutdavan_Resst

add | et | Dere |

Cloze
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11.Click the Close button.

In the Message View, you can now see that the Reset rule has been applied to the
message.

& From Fessage Received
sl-pdrd WrPanel is Funning again 00 24 /2008 B4 08
sl-pdriy Wed Sep 4 1510 oo
sl-pdri wdrPanel has shutdowm - Check the device
#1-pdré Wed Sep 4 151510 2008
#-pdrb I0-000768b0-D slec 1! Loaded FPGA for HD wides autpul, status=10
sl (il

sl-pdris & Ethernet video network default [F gatesay: 10006.14.1,

sl-pdris 3 ibiifa-1; Cthemet video network masimum transmission unit {HTU),.. 04
s1-pdri ik 304bife-1r Ethernet video network TP subnet mask

#1-pdre

al-pdri

sl-pdr

sl-pdro 03, -00 webwerkInit Intel 8255

sl-pdri | 39-1: IndtializeInterface: usrietIfConfig{le, 10,16, 14,57, 5L- P
#1-pdré ImitializeInterface: uersetifattachile, 1016 1457 ) suces
&1-pdrb

sl-pdré

sl-pdris

Link Severity and Reset Rules

There are now two different rules set up, onerule for a Severity message with a Critical
(or Warning) level of severity, and another rule that Resets the same type of message.
Because these two rules are complementary messages, the Configure Log Message
wizard can link the Severity and Reset rules as the status of a device changes.

Linking — or associating— the original Rule and the Reset Rul e can reduce the number
of warning and critical messages, and presents messages that do not demand immediate
or individual attention. Linking rules simplifiesthe monitoring process and frees up staff
time to focus on more critical messages.

To link a Reset message to a Severity message:

1. Right-click in the Message View to display the context menu, and select the
Configure L og M essage option.
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A list of rules that you already configured is displayed in the dialog box.

™ Log Message Rules =10 x|

Conhgured Rules

Rue Name |
W diP anel-5 hutdoven
VdiF anel-5 hutdovan_Resat

2. Select the Severity rule from the Configured Rules list box. The Edit buttonis
enabled.

3. Click the Edit button (or pressALT + E).

All the pre-configured values for the Severity rule are loaded in the Log Rules
Wizard.

4. Click the Next button.
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5. Under the Configuretab in the Log Message Rule Wizard, select the companion
Reset rule from the drop-down menu.

1]

Corfigure Ruke | Advanced |

Shing Pattesn :

I(LI‘-‘IETF«G.tim:stnmn) wikpanel shutting down_..

Sevesity - Subzpshem :
I'v'-"arning ﬂ | System :I
Res=t Rule : Iz Achre ;

\diP anel-S hutdove_Fle g O [ " Mo

Locaksed Meszage Alias -

I'l.-"le'aneI haz shutdown - Check the device

Uzer Comments ;

Fiule Mame ; |"1"-:IrF'n|1n:| Shutdown

< Back | Ment » | Cancel |

6. Click the Next button to view a summary of therule, then click the Finish button.
The rules are now linked.

Any log messages that are received after the Severity and Reset rules are set up are
automatically deactivated by NetCentral. (NetCentral handl esthistask automatically for
SNMP messages.)

To clear any critical or warning messages listed prior to the creation of a set of rules,
right-click on a device to reset the state. Closing an individual message performs a
virtual reset for that message only.

Tips to further customize Rules

September 2008

There may be cases where the text string for amessageis very long, or includes
unreadable or irrelevant numbers throughout the message.

As shown in this example, alog message may include a string of cryptic text and
numbers:

10. 0- 00005a75-1: All ocat eAssyMenBuffer: blk sz = 32768 bl k
no = 1920 start addr = ec008000, desc. addr = efc08000

Although you can enter a ssimplified message in the Message Alias box, such as:
Menory Buffer Problem - check size allocated.

Y ou may want to capture similar messages that identify other variables. Y ou can set up
arule to do this using multiple tag names or regular expressions to replace specified
areas of the text string.
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This feature alows NetCentral to:

» Match more messages by broadening the scope of matches for severa String
Patternsin arule

* Quickly set or reset the level of severity while also matching other variablesin a
text string

Match more messages

Y ou can modify the String Pattern in the Log Rules Wizard to create a more general
rule that matches all messages with similar text strings. Those log messages are then
identified with the same level of severity, aswell as a consistent (and more simplified)
text string (alias) that you set up as part of the rule.

In NetCentral, there are two placehol ders that can represent any part of the text in the
message:

* A wildcard that uses an asterisk (*)
* A <t agnane> (asubstitute text string)
Both of these variables can be used for similar purpose; that is, to simulate portions of

text in amessage. These wildcards can be used interchangeably in the String Pattern
and provide the same results.

Using a Wildcard

For example, the following String Pattern uses the asterisk (*) wildcard:
This is a * feature in NetCentral
This String Pattern successfully matches either of the following messages:

This is a Rul eMatching feature in NetCentral
This is a (may-be-any-text-string) feature in NetCentral.

Using a <Taghame>

Thefollowing String Pattern uses the <tagname> wildcard:
This is a <tagname> feature in NetCentral

This String Pattern successfully matches either of the following messages:

This is a RuleMatching feature in NetCentral.
This is a (may-be-any-text-string) feature in NetCentral.

To create a <t agname> to be used in the String Pattern for the new rule;
1. Select the Advanced Tab in the Log Message Rule Wizard dialog box.

2. Enter the (Name) of thetag in the Add Tagstext box, then click the double-arrow
(>>) button. The Tag you entered is displayed in the Tags list box.

3. Toinsert that <t agnane> wildcard in the String Pattern, place the cursor in the
position where you want to insert the <t agname> in the String Patter n text box.

4. Select the tag that you want to insert into the String Pattern from the Tags list.

5. Click theInsert (V) button. The <t agnane> isinserted into the String Patter n text
box.
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An example of using the asterisk (*) wildcard is to replace a date and/or timein alog
message. This means, no matter what the time may be, if a message matching that
particular pattern is encountered, it is defined as a reset message.

Also note that the date in the message being the variable component has been replaced
by the asterisk (*) wildcard.

An additional benefit of using the <t agnane> wildcard isto link two different rules, one
for severity message and for a reset message.

6. Enter the <t agname> into the search string.
7. Click the Next button. The Rule Summary is displayed.
8. Click the Finish button.

Now that the reset rule has been successfully created, create a Severity rule and, at the
same time, link both the rules. Only when a particular message is reset for acertain
severity message can there be an update to the active state and status of the device.

Set levels of severity and match text strings

Using wildcard placeholders, configureal og Message Ruleto set alevel aseverity. For
example, set the Level of Severity as shown here:

* term nated unexpectedly. * tines
<t agnane> term nated unexpectedly. * tines

All messages matching either of these patterns are now defined as a Critical (level of

severity) message. The next time this same log message is sent, NetCentral assigns a
severity of Critical for that message.

Similarly, you can configure a Reset rule using a String Pattern to change the level of
severity. For example, al log messages that match the following rule would reset the
level of severity.

<tagnane> started successfully. It *

Update Rules

There may be times when you want to update or edit arule. For example, if you created
a Reset rule and now want to more closely match the name of the rule with the original
Severity rule, you can simply edit that Reset rule.

In addition, there may be times when you want to delete arule. For example, a device
previously monitored by the NetCentral system is no longer used in the facility. In this
case, you can simply delete therule.

In both cases, remember to update both the Severity and the Reset rules as needed.

Edit a Rule
To make any changes to an existing Severity or Reset rule for log messages:
1. Right-click in the Message View to display the context menu.

2. Select the Configure L og M essage option in the context menu. The Log Message
Rules dialog box is displayed, showing alist of rulesthat you already configured.
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3. Select the rule you want to edit, and click the Next button.
4. Make any changes you want in the dialog box.

5. Click the Next button to review the summary, then click the Finish button.

Delete arule
To delete arule for log messages:
1. Right-click in the Message View to display the context menu.

2. Select the Configure L og M essage option. The Log Message Rules dialog box is
displayed, showing alist of rulesthat you already configured.

3. Select therulein the Configured Rules list.
4. Click the Delete button or Theruleis deleted.
5. Click the Close button.
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Configure notifications and filters

Upon installation, the NetCentral interface uses default action settings to notify you of
the status information it receives from monitored devices.

This section explains how you can change these settings to better suit the systems and
policiesin your particular environment. Topics are as follows.

» “Actions and notifications’ on page 117
» “Filtering messages’ on page 140

Actions and notifications

September 2008

Y ou can configure the NetCentral system to trigger one or more actionswhen the system
receives a message or when a NetCentral system event occurs.

For each action that is triggered, you can set unique properties. In this way, you can
trigger the sametype of action multiple times, and set the properties differently for each
action.

This can be used to send multiple notifications, such as notifying a group of people by
sending e-mail to different addresses. By configuring actionsin thisway, you can create
sets of customized notifications.

The following topics describe how to use NetCentral actions:
» “Adding actions’ on page 118

» “Actions and filters based on text” on page 124

» “Maodifying or deleting actions and filters” on page 125

» “Deleting a saved, named action from the Action Wizard list” on page 125
o “Set default action settings’ on page 125

» “Sending e-mail and pager notifications’ on page 128

» “Playing asound file” on page 132

» “Playing a beep” on page 133

* “Running aprogram” on page 134

e “Launching aURL" on page 136

» “Displaying a Windows message” on page 138

» “Using other actions’ on page 140
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Adding actions
Actions are configured using the Action Wizard, which allows you to:

» Specify the source of the messages or system eventsthat trigger the action, such as
anindividual monitored device, all devicesof acertaintype, all devicesinacertain
folder, or all devices monitored by NetCentral.

» Specify individual messages, message types, or system events that trigger the
action.

» Specify afreguency threshold for the message or system event beforethe actionis
triggered.

» Specify the time frame affecting the action.
» Select one or more actions to be triggered.

» Configure the properties for the actions. Since the properties are different for each
type of action, they may require some special preparations, such as procuring a
sound file or aprogram. Read the explanation for each type of action to determine
if you need to do some preparations before adding a particular action.

» Savethe configured action properties as anamed action, which you can then reuse.

Y ou can aso use the Action Wizard for filtering messages, as explained in “Filtering
messages’ on page 140.

Depending on the current Tree View or Message View selection, the Wizard pre-loads
an action that is partially configured and that has the appropriate starting page. By
pre-loading the Wizard in this way, you can reduce the number of settings you must
manually configure.

Following are examples of pre-loaded Wizards. Right-click on the icon to select the

view:
Select The Wizard pre-loads ...
= N— .
B
. ) F s ] b
A folder in the Tree View DR | Cow e

s [ -]
e I I

Uirrr i oy b kg band o e b s e i s v
[E]

= \\ i W o i e B o s il

F g B2 i

e Fra g 12 e

A deviceinthe Tree View

Ag
|

1™ P g ovicn
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Select (continued) The Wizard pre-loads ...

A subsystem in the Tree View s F DTy i

[ DEY o Wt el et W e i
\\l F o poysi comi iy [T =
. . |--—— 5 I it s vl
A message row in the Message View ‘r.:‘.:.*:'fl'z_ e P S =
e ot o
Aot N T e ki o M

To add an action:

1. Verify visualy in the status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. For the action you want to add, make an appropriate selectionin the Tree View or
Message View, asindicated by the preceding table.

Click File | New | Action. Y ou can asoright-click and select New Action. The Action
Wizard opensto the appropriate pre-loaded starting page. If the selections on this
opening page are not correct for the action you want to configure, closethe Wizard,
make a different selection in the Tree View or Message View, then open the
Wizard again.

3. Follow the Wizard instructions to define the conditions under which the action
applies. If you are creating an action for afolder, device, or subsystem, the“Define
Event” page of the Wizard displays an option to Sear ch string. This option adds
an extra“and” condition to the action.

NOTE: ThisisNOT the same asusing an “or” condition. Using the “and’
condition further reduces the number of messages that match the filtering
process, because the search results must meet all requirements in the Search
string.

From the top half of the Wizard page, select thefirst condition for the action. For
example, you might specify to trigger the action when a Critical message occurs.
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Action Wizard - Define Event x|

\ Define the event that iz recened iom the device o devices.

‘When ciibical message

% Mfhen & message is received of seventy
[+ Ciical [ Waming [ Informational

iz received for K2 Client I Reset ™ Trace
fiolder ...
 wiken amessans i receted af fpe
Subsyztem: | :J
Meszaos: | j

Define a seaich #ring based on which actions ae to be biogered o
fikered

[ Search string

< pacl I Mest > I Fimst I Cancel |

To further limit the action by checking the box marked Sear ch string. Y ou may
enter a character, word or phrase in the field, or use regular expressions. This
allows you to specify text that the message must contain for the action to apply.

This feature offers endless possibilities for building actions and filters based on
very specific events. For alist of supported regular expressions and exampl es of
their uses, see “ Actions and filters based on text” on page 124.

For example, you can create an action that occurs for a particular folder (or device
or subsystem) when amessage is received which is both critical and contains a
particular port number.

When setting up a Search string in actions and filters, the foll owing message might
fail when it encounters special characters, such as“{" or “}":

The browser service has failed toretrieve the backup |ist too many
times on transport

\ Devi ce\ Net BT_Tcpi p_{ E3BB7577- 4845- 4296- A194- 046CB46E9A5C}. The
backup browser is stopping.

Instead, set up afilter to search and match any part of the text string, such as one
of the following phrases.

e The backup browser is stopping.

e The browser service has failed toretrieve the backup |list too many
times on transport

* Retrieve the backup list too many tines
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4, Click Next and continue to follow the Wizard instructions.

5. Define the event that triggers the action on the Select Results page.

By default, the trigger is set for one (1) hour. This may significantly reduce the
number of duplicate messages displayed.

NOTE: Thisis not an automatic reminder function, and does not continue to send
notifications each hour.

Action Wizard - Select Result x|

.?\ ™ Trigger an action or actions
¥ Trigger an action or actions once in
When mezzage I':' j days 1 :II hours I':' _|j mintes

‘Exceszive zyztem disk
capacity uzage[2]' of
zubzpztem 'Storage’ is
received from : ™| Do ot display the eventin the Messages view
bevtrl-radrign-2. am. thrnlk
1 tirmes within 0 days, 0

£ Filter, one or more aspects of the event

[Nm maot tigger any actions curently configured | far

hours, O minutes and 1 r the event

gecondz tigger one or

mare actions once in 0 [T | Donot save the event to the database
dayz, 1 hours and 0

minutes. ..

< Back I Hewt > I Firizh Canicel
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6. Click the Next button. and the Select Action page opens.

Action Wizard - Select Action x|

default actionz or one named action.

+a
& 4
s

+\ Select the action ta be tigaered. Y'ou can select multiple

. . Ay ailable Actions :
When critical meszage iz

received for K2 Client [ Jéwitech UMD - T o |
fu:ulu:!er trigger a Send b ail MetCentral Agent — =

actiam...

[|Beep

["Windows Meszage

[JLaunch URL

WS end b ail
[1Schedule kail —
[ IPlay Audio

[ JRun Program

[|Flash LED hd

¢ Back I Hewt > Firizh Cancel

7. Select one or more actionsto trigger. If you previously configured an action and
saved it asanamed action, it islisted and available for selection or deletion. Refer
to “Deleting a saved, named action from the Action Wizard list” on page 125.

NOTE: The Action Wizard does not allow anamed action to be combined
with other named actions. This could create a recursive action, which may
cause unpredictable behavior.

8. Click Next and follow the Wizard instructions to configure the properties for the
selected action or actions. Also refer to procedures|ater inthissection for help with
properties for the different actions.

Asyou work through the pages, the Action Wizard builds a*“rule” sentence that
expresses the settings you make. The rule is summarized on the left side of the
page. Refer to this sentence to verify that the action behaves asintended.
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After you configure action properties, the Enter Name and Note page opens.

Action Wizard - Enter Name and Note x|

R Enter a name far the action ar actionhs as currently canfigured.
{{;\ fou can reuse an action o named. & suggested name is

entered by default. ou can alzo enter notes to further explain
the action.

When critical meszage iz
received far K2 Clent
folder trigger a Sendtd ail
action with - —
metcentral@mycarp. com Mate : |Send mail to administrator.
az Sender,
adminf@mycorp. com as
Receiver and

mail. mycorp.com being
the M all Server Address,
option being, zend a mail

Mame : |2 Client Critical Meszage - Send Mail

¢ Back [Ewt > | Finizh I Cancel

9. Enter aname for the action you created, or accept the default name provided. You
can aso add a note to provide more information. Consider the following when
entering information on this page:

» Thenext timeyou usethe Action Wizard, the action that you name hereis added
to thelist of actions on the Select Action page. When you select the action from
that list, you are selecting the set of configured action properties, rather than the
event that triggersthe action. Therefore, if you plan to reuse this action, nameit
according to the configured actions, not the triggering event.

» Namesaredisplayed inacolumninthe ActionsView. Keep the name short, yet
with the most relevant information at the front of the name, in case the nameis
truncated by a narrow column width. Remember, the name entered here cannot
be changed at alater time.

» Thename or note does not need to duplicate all the information conveyed by the
“rule” sentence that describes the action. This sentenceis easy to view from the
main NetCentral interface. It is displayed in the action details area when the
action is selected in the Actions View.

» After the Action Wizard closes, you can add or modify the note text for this
action without re-opening the Action Wizard. The noteis displayed as editable
text in the action details area when the action is selected in the Actions View.
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10.Click Finish. The new action is displayed as arow in the main Actions View.

11.Inthe Actions View, select folders, devices, and subsystemsin the Tree View
hierarchy to display and verify currently configured actions.

Actions “ripple down” through the hierarchy so that parent folders display their
own actions aswell asthose of their children folders. When the top-most folder in
the Tree View is selected, all actions are displayed.

12.Inthe Actions View, you can manually disable an action by un-checking the
checkbox in the action row.
Actions and filters based on text

Actions and Filters can be applied to messages based on the text content of the message.
Regular expressions supported are explained in the following table.

Enter Description Example

A Beginning of the string. The expression “*A” matchesan “A” only at the
beginning of the string.
Example: “*N” matches “ NetCentral”

A Thecaret () immediately following theleft-bracket ([) | The expression “["0-9]” indicates that the target
has a different meaning. It is used to exclude the character should not be adigit.

remaining characters within brackets from matching Example: “[*0-9]" matches‘'a’/ ‘x’ but, not‘0'/ ‘7’
the target string.

$ The dollar sign ($) matches the end of the string. The expression “abc$” matches the sub-string
“abc” only if it is at the end of the string.
Example: “ Central$” matches “ NetCentral”

The aternation character (|) allows either expression The expression “ab” matches“a’ aswell as“b”.
on its side to match the target string. Example: “t[The” matches “the” and “The”

The dot (.) matches any character.

* The asterisk (*) indicates that the character to the | eft “Th*e’ matches“Te", “The”, “Thhe” etc.
of the asterisk in the expression should match O or
more times.

+ Theplus (+) issimilar to asterix but there should beat | “Th+€” matches“The”, “Thhe” etc.
|east one match of the character to theleft of the + sign
in the expression.

? The question mark (?) matches the character toitsleft | “Th?e” matches“Te” and “The”
Oor 1times.

0 Parentheses affects the order of pattern evaluation and
also serves as atagged expression that can be used
when replacing the matched sub-string with another

expression.
(1 The brackets ([and]) indicate that the character being “[0-9]” matches‘0’/ 7" but, not ‘a'/ ‘X’
compared should match any one of the characters The dash (-) between 0 and 9 indicates that it isa
enclosed within the bracket. range from 0to 9. Theregular expression therefore
matches any character between O and 9, that is, any
digit.
\ Backslash is used to search for aspecial character “\*" matches a single asterisk.

124 NetCentral User Guide September 2008



Modifying or deleting actions and filters

Modifying or deleting actions and filters
To modify or delete an action in the Action view:

1. Verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Click the Actions tab.

3. Inthe Tree View, select the folder, device, or subsystem of the action you want to
remove or modify. For best results select the top-most point in the Tree View
hierarchy to which the actionisconfigured. For example, if theactionisconfigured
for all the devicesin afolder, select the folder rather than one of the devicesin the
folder. This simplifies the process.

4. Right-click the action in the Information area.

5. Select Delete to removethe action. If an actionisconfigured for all devicesand you
remove it from asingle device, the action isremoved for al other devices as well.

6. Select Edit to modify the action. The Action Wizard opens.
7. Re-configure the action and finish the Wizard.

8. Click the Actions tab and select folders, devices, and subsystems to verify the
actions currently configured.

Deleting a saved, named action from the Action Wizard list

After you finish the Action Wizard, the action that you have configured is saved with a
unigque name and added to the list of available actions. When you next open the Action
Wizard, you see this list on the Select Action page. Y ou can delete the action from this
page. However, if the action you want to deleteis currently in use as part of another
action, theWizard doesnot allow youto deleteit. Instead, the Wizard displays amessage
that informs you that the named action is currently being used.

To delete a named action:

1. Identify any other actions using the action you want to delete.

Sort the Actions View by action name, or open the Action Wizard and delete the
named action (as described by the preceding section).

2. Edit each action that uses the action you want to delete.

On the Select Action page, deselect the named action, and instead select other
actions from the list. Refer to “Modifying or deleting actions and filters’ on
page 125.

3. Open the Action Wizard and on the Select Action page, select the named action,
and click Remove.
Set default action settings

Y ou can set default values for the properties of Mail actions and Beep actions. This
alows you to set up the criteria one time, rather than manually defining the action
every time.
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To set default action settings:
1. Click configure | Preferences. The Preferences dialog box opens.

2. Click the Action Configuration tab.

x

Facility I Message Suppression | Action Configuration I

—EBeep

Beep tone

1
B00Hz ) 2 FkHz

Beep duration:

1
1 5ec J 1 Min

b ail
Outgoing mail [SMTP) zerver name, or [P address:

Erom [Sender's email address] ;

ok I Cancel |

3. Configure properties for the Beep action. This sets the default frequency and
duration for a beep.

For more details, refer to the section, “ Playing abeep” on page 133. When you add
aBeep action in the future, its properties are pre-configured by default with these
Settings.

4. Configure properties for the Mail action.

For details, refer to the section, “ Sending e-mail and pager notifications’ on
page 128. When you add a Mail action in the future, its properties are
pre-configured by default with these settings.

5. Click oK to save settings and close.

Configure user e-mail addresses

To expedite natification and aerts, you can configure user e-mail addresses in the
NetCentral system. Edit current information, or delete users as changes occur.

To add anew user e-mail address:
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1. Loginto NetCentral as an Administrator.

2. In the Configure menu, select Users.
Heartbeat Poling
Trap Configuration

Stop Hearktbeat P

e _onfiguration

Import Localization

Purge Settings

Isers

3. A dialog box opens that allows you to configure users.

e |

|lzer Configuration;
N arne | E-tdail |

X

Edit

[elete

1

Cancel

4. To add anew user, click Add.

hddvser B

Uzer Mame: ||

Mail d: I

(] Cancel

5. Enter the user name and avalid mail 1D address for the facility.
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6. Click ok, and the name and e-mail address are displayed in the dialog box.

Sending e-mail and pager notifications
There are two different actions available to send e-mail, as follows:

* Send Mail — Sends unscheduled e-mail to the recipients that you specify,
regardless of the day or time.

» Schedule Mail — Sends scheduled e-mail to the recipients that you specify
according to the days and times that you configure.

For both of these e-mail actions, the system sendsthe full text of the NetCentral message
as e-mail to the address that you specify. To configure properties and add either of these
actions, gather the following information:

» TheSimpleMail Transfer Protocol (SMTP) server name or | P address of the server
that sendse-mail from the NetCentral server. Do not be confused — thisisdifferent
than the SNMP | P addresses referred to € sewhere.

» The e-mail address to which you want to send the message.

* Thee-mail address that you want to be displayed on the “From” line of the e-mail
sent from the NetCentral system.

Y ou can also use these actions to notify a pager or cell phone if the pager or cell phone
serviceis ableto accept e-mail messages. An example of an address to which you might
send an e-mail is(501) 234- 5678@obi | . t el co. net . Remember that many pager
systems limit the number of characters allowed in a message, so not al of the message
may be transmitted.

If youintend to configure several Mail actions, you should first configure default e-mail

address settings, as explained in “ Set default action settings’ on page 125.
Configuring properties for sending unscheduled e-mail

To configure properties for sending unscheduled e-mail:

1. Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Work through the Actions Wizard, as explained in “ Adding actions’” on page 118.
When you arrive at the Select Action page, select “ Send Mail.” Asyou click Next,
the Wizard presents you with settings to configure properties for the actions you
selected.
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3. For this action, the following dialog box is displayed:

Action Wizard - E-Mail Configuration x|

+

P MHetCentral can e-mail zystem meszages az they are
‘+‘~\ =3 '_=_'§ received. [F pou do not know your mail settings, contact
oy netwark, adminigtrator or [ntemet Service Provider.

When critical meszage iz
received far K2 Clent

folder trigger a I
Sendid ail action with as
Sender, asz Receiver Send e-mail bo:
and being the kail

Server Address, option I
being, =end a mail e

Cutgaoing mail [SMTF) zerver name. or [P

— Options
& Send amal  Wiite to a file

[
I Browse .. |
[ =

Test

¢ Back I Hewt > I Firizh | Cancel |

4. Choose to either send an e-mail or write to afile, and enter the necessary
information (file location, mail addresses, etc.).

» Refer to “ Set default action settings’ on page 125 for Mail.

» The“Writeto afile” option sends e-mail information to atext file. Thetext file
contains headings (To, From, Subject, and Body) that would usually appear in
an e-mail message. The Body contains a description of the error message.

Browse to select the location in which you want to write the file.

This“Writeto afile” option isused in facilities or areas with high security that
implement firewalls inside a production network. In such cases, data that may
normally be send viae-mail isinstead written to afile.

5. Click the Test button. A message reports the results of the test.

Configuring properties for sending scheduled e-mail
To configure properties for sending scheduled e-mail:

1. Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).
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2. Work through the Actions Wizard, as explained in “ Adding actions” on page 118,
and when you arrive at the Select Action page, select “ Schedule Mail.” Asyou
click Next, the Wizard presents you with settings to configure properties for the
actions you selected.

For this action, the following settings are displayed:

Action Wizard - E-Mail Schedule Configuration x|

¥ MHetCentral can e-mail zystem meszages az they are
,:,i;\ :__EE received. [F you do not know your mail settingz, contact

wour network, administrator or Internet Service Provider.

tail zchedule lizk:

When critical meszage iz Add..
received for .2 Client Rempue
folder trigger a =
SendScheduletd ail Properties...
achon with az Sender, =

being the Mail Server Test |
.ﬁ.ddress_and ez _I:ueing —
<not-defined:. option Dutgoing mail [SMTF] zerver name, or IP addrezs:

being, =end a mail

Erom:

Options
% Sendamal Wit to afile

I Browse .. |

< Back I Hewt > I Fimizh | Cancel |

3. Enter the e-mail and server address information.

To configure default settingsfor Mail actions, refer to “ Set default action settings”
on page 125.

4. Select Send a Mail.
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5. Click the Add button. The Mail Schedule List Configuration dialog box opens.

Mail Schedule List Configuration x|

—weekdays—————— —Time
¥ Sur ™ Al day
v Mon Behween:
W Tue |12:5=am«| j
IV Wed Apnd:
TR | 0300AM =
v Eii
W Sat Uncheck all |

RBecipients:

|lze semicolon [;] to separate e-mail addreszes
] I Cancel |

6. Inthe Recipients box, enter the e-mail addresses of the persons to whom you want
to send e-mail.

7. Check the days of the week on which you want to send e-mail to any recipients.

8. Configurethetime of the day to send e-mails. For time periods that span midnight,
configure two dialog boxes, one for the time period ending at 11:59 p.Mm. and
another for the time period starting at 12:00 A.M. on the next day.

9. When you are satisfied with the settings, click the Ok button to close the dialog
box. The schedule is displayed in the Mail schedule list on the E-mail Schedule

Configuration dialog box.

10.Continue to add, remove, or modify properties to create the desired list of mail
schedules. Select a schedule from the list and use the Test button to verify e-mail
configurations.
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11.Click Next and enter a name and note for the mail action.

Action Wizard - Enter Name and Note x|

R Enter a name far the action ar actionhs as currently canfigured.
{{;\ fou can reuse an action o named. & suggested name is

entered by default. ou can alzo enter notes to further explain
the action.

When critical meszage iz
received far K2 Clent
folder trigger a
SendScheduletd ail - —
actian with Mate : |k.2 Client Critical Meszage
netcentrali@myconp.com
az Sender,

mail. mycorp.com being
the Mail Server Address
and ulez being

Send Mail on Su, Mo,
Tu, 1258 AM - 03:00
Ak o
admin@nycorp. com,
option being, send a mail

MHame : |5cheduls Mail

¢ Back [Ewt > | Finizh I Cancel

Playing a sound file

When you add the Play Audio action, NetCentral automatically plays the sounds
contained in the Wave file you specify. A Wave file is a standard audio file format
identified by afile name extension of WAV (.wav). Y ou can set the NetCentral software
to play the Wave file from 1 to 1000 times.

To configure properties and add this action, make the following preparations:;
» Find or create the Wavefile.

» Placethe Wavefilein alocation on the NetCentral server.

» Make note of the location and name of the Wave file.

The server must have a sound card and speaker to make the sound audible.

Configuring properties for playing an audio file
To configure properties for playing an audio file:

1. Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Work through the Actions Wizard, as explained in “ Adding actions’ on page 118.
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3. Whenyou arrive at the Select Action page, select “Play Audio.” Asyou click Next,
the Wizard presents you with settings to configure properties for the actions you
selected. For this action, the following settings are displayed:

Action Wizard - Play Audio Configuration x|

MetCentral can play an audio [ file when

*:*i;\ % mezsages are received. 'ou mayp specify the number
aof times to repeat the zound stared in the audio file.

When critical meszage iz

received far K2 Clent Aurla il Feriz
folder trigger a =

Flapdudio action with to I Browse. .. |
be played 1 times
Bepeat I'I _I? Hrnes

Test |

¢ Back I Hewt > I Firizh Cancel

4. Enter the full path and name of the Wave file, or click Browse and navigate to the
file using the Open dialog box.

5. Inthe Repeat box, select the number of timesthat you want the NetCentral software
to play the Wave file each time it performs this action.

6. Click the Test button to hear atest of the audio file.

Playing a beep

September 2008

When you add the Beep action, NetCentral automatically plays a beep on the server. By
Setting the tone and duration of the beep, you can create audible alerts that are
distinguishable from one another.

To configure properties and add this action, you do not need to make any special
preparations, since the NetCentral software uses the server’ s built-in beep sound.

If you intend to configure several Beep actions, you should first configure default
settings, as explained in “ Set default action settings’ on page 125.
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Configuring properties to play a beep
To configure propertiesto play a beep:

1. Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Work through the Actions Wizard, as explained in “ Adding actions’ on page 118,
and when you arrive at the Select Action page, select “Beep.” Asyou click Next,
the Wizard presents you with settings to configure properties for the actions you
selected. For this action, the following settings are displayed:

Action Wizard - Beep Configuration

+
T
o
e

When critical meszage iz
received far .2 Client

folder trigger a _BEED i
Beep action at 500 Hz J
for 1 seconds Efiiis 5 KH=
Beep duration:
1
/ .
1 5Sec 1 Min

3

B

MetCentral can beep when a meszage iz received.
Beep tone and duration may be adjusted to
diztinguizh alarms fram warhingz.

Test |

{4

Back I Mewxt = I

Firmzh Cancel

3. Adjust the dliders for tone and duration to create an identifiable sound.
Y ou can change the frequency and duration for individual actions.
To configure default settingsfor Beep actions, refer to “ Set default action settings”

on page 125.

4. Click the Test button to hear the sound that you created.

Running a program

When you add the Run Program action, NetCentral automatically executesa program of

your choice.

To configure properties and add this action, make the following preparations:
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» Pick or create aprogram. The program must be Win32 executable or abatch .BAT
file.

» Make note of command line arguments (if any) that you want the NetCentral
software to pass to the program you selected.

» Place the program file or filesin a location on the NetCentral server.

» Make note of the location and name of the program.

Configuring properties to run a program
To configure propertiesto run a program:

1. Verify visually in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Work through the Actions Wizard, as explained in “ Adding actions’ on page 118,
and when you arrive at the Select Action page, select “Run Program.” Asyou click
Next, the Wizard presents you with settings to configure properties for the actions
you selected. For this action, the following settings are displayed:

Action Wizard - Run Program Configuration x|

MetCentral can launch a program in rezponse ko a system
mezzage. |f the program does not have any command
line argumentz, you may leave that zetting blank.

Program narme:

‘When critical meszage iz I Browsze. .. |
recerved for K2 Client

folder trigger a min
program  action with

arquments and I
netcentral parameters

Command line arguments:

— MetCentral Parameters
Lizt af command-line parameters ;

IDescriptiDn j Add to Listl
Eemave I

Test |

¢ Back I MHewt > I Firizh | Cancel

3. Enter the full path and name of the program, or click Browse and navigate to the
program using the Open dialog box.

4. In the Command line arguments box, enter any arguments that you want the
NetCentral software to pass to the program.
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5. Toinsert a NetCentral parameter into the command line, select the NetCentral
parameter that you want to add to the command line and click Add to List. When an
action isfired, NetCentral parameters are placed after the command line
parameters. For example:

The command line arguments are “nyar g1 nyar g2” (two arguments), and you
choose “Devi ce | PAddress” asthe NetCentral parameter. If a message comes
from a device with IP address nn. nnn. nnn. nn that triggers the action, the
program entered in the Program namefield is fired with arguments, as shownin
this example:

nmyargl nyarg2 10. 255.104. 188

Asyou can see, NetCentral appends just the value of fields and not the parameter
name, Value pair. Compile alist of al the parameters you want.

6. Click the Test button to execute the program in test mode, without parameters
appended to the command line. To test a parameter, you must cause an actual fault
on the device to trigger the appropriate SNMP trap message. The configured
parameters are appended to the command line arguments only when an actual
firing on afault happens.

Launching a URL

When you add the Launch URL action, NetCentral automatically opensthe default Web
browser and pointsit to a URL of your choice. Y ou can also configure this action so that
it adds NetCentral values, based on the message that triggers the action, into the URL.
Parameters configured in thisway are intended for use with aweb server script.

To configure properties and add this action, make the following preparations:

» Set up, create, or find the Web site for this action. Make sure that the Web site is
accessible from the NetCentral server.

* Notethe URL for the Web site.

« If using parameters, ensure the web service is properly configured to accept those
parameters.

Configuring properties for launching a URL
To configure properties for launching a URL:

1. Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Work through the Actions Wizard, as explained in “ Adding actions’ on page 118.
3. When you see the Select Action page, select Launch URL.

4. Asyou click Next, the Wizard presents you with settingsto configure propertiesfor
the actions you selected.
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For this action, the following settings are displayed:

Action Wizard - Launch URL Configuration x|

+
+a
L
s

received. Pleaze enter the full UBL ar form the LURL

Em MHetCentral can launch any URL when meszages are
Ld by zelecting from the available parameters.

—LURL:
When critical meszage iz
received for K2 Client I
folder trigger a Launch
RL action with — [FlepemieiE -

paramneters

I Device [P Address j Add to List |
Selected parameter list ;
Eemoyve |

¢ Back I Hewt > I Firizh Cancel

5. Enter the URL to which you want the Web browser pointed.

6. If desired, define NetCentral parameters that you want to add to the URL. When
the URL islaunched, any parameters you have defined are placed after the URL so
that they can be passed to an ASP script, asillustrated by the following example:

The URL is http://mmw.company.asp. One parameter is defined as “name” for
“Device Name,” another parameter is defined as“ip” for “Device IP Address.”
If amessage comes from a device named xpl with |P addressnn. nnn. nnn. nnn
and the message triggers this action, the URL is launched, as shown in the
following example:

http://ww. conmpany. asp?name=xpl& p=10. 255. 104. 188

Asyou can see, the URL is appended with a gquestion mark (?) first and then
parameter name; value pairs each separated by the symbol for “and” (the
ampersand — &).

7. Asyou define parameters, click Add to List or Remove to create the list of
parameters.
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Displaying a Windows message

When you add the Windows message action, NetCentral opens a message box on the
desktop of the Windows machine that you specify. The message can contain your own
text, plus any of the status parameters passed through from the SNMP trap message that
triggers the action.

NOTE: Windows messaging is supported by the XP and Server 2003
operating systems, but messaging may bedisabled. Verify that the M essenger
serviceis set to automatic and is running on both the NetCentral and target
PCs.

To configure properties and add this action, identify the name or IP address of the
Windows machine on which you want the Windows messages to open.

Configuring properties for Windows message

Configure properties for displaying a Windows message as follows:

1. Verify that Windows Messenger serviceis running on the NetCentral server and on
the message recipient.

2. Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

3. Work through the Action Wizard. Whenyou arrive at the Select Action page, select
Windows M essage.
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4. Whenyou click Next, the Wizard presents you with settings to configure properties

for the action or actions you selected.

Action Wizard - Windows Message Configuration

meszzage iz received. Please zelect MetCentral
parameters.

=E MetCentral can zend a Windows meszage when a
.l'.:'.l'.l'.l'.l'.l'

teszzage Receiver:

iy . i=
When critical meszage iz D vt Sierdar

" Local Machine

received far K2 Clent

o ” )
folder tiggsr & Specified machine I

Windowsbeszage

MBlerEk ser M :
action with 'Event ser Meszage

meszage being and

Sender' az receiver, Lger |
Device Hame,

Deszcription az

NetCentral parameters — MetCentral Parameters

I Drezcription

Lizt of command-line parameters :

>|  AddtoList |

Device Mame
Drescription

Bemove |

Test |

¢ Back I Hewt > I

Firiigh | Cancel |

September 2008

5. For M essage Receiver, select one of the following:

» Event Sender — This sends a message back to the monitored device. The
Windows message opens on the desktop of the device that sent the triggering
SNMP trap message. The monitored device must be a Windows machine.

» Loca machine — The Windows message opens on the desktop of the machine
on which you are configuring the Action Wizard—probably the NetCentral

Sserver.

» Specified machine — Enter the network name or I1P address of a
network-connected Windows machine on which the Windows message opens.

6. For User Message, enter your own text to be displayed in the Windows message

box.

7. For NetCentral Parameters, select parameters from the drop-down list and use
the Add to List and the Remove buttons to compile the list of parameters that you

want displayed in the Windows message box.

8. Click the Test button to open the Windows message box that you defined.
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Using other actions

Asyou explore the Action Wizard, you might notice actionsin the list that are not
described in this manual. These other actions are on the list for the following reasons:

 Different device types can have their own action providers that plug-in to the
NetCentral software. These actions become available when the device provider
software isinstalled. Read the documentation for the devices monitored by the
NetCentral system for information about their actions.

* You have created one or more named actions in a previous use of the Action
Wizard. NetCentral retains named actions with their configurations and puts them
on thelist of actions so you can use them again.

Filtering messages

If you find that certain messages are not necessary, you can have the NetCentral system
selectively filter these messages. The filter defines the way in which NetCentral
“ignores’ the message.

For example, if aproject requires frequent changes in the timing parameters on one of
the Profile XP MediaPlatforms, you might not want to have actions repeatedly triggered
for the “ System timing out of sync” message from that Profile XP Media Platform. In
this case, thefilter can disable actions for that message only, yet continue to monitor for
other messages.

Adding filters

Filters are configured using the Action Wizard. When you create afilter with the Action
Wizard, you can:

» Specify the source of the messages or system events to be filtered, such asan
individual monitored device, al devices of acertain type, al devicesin acertain
folder, or all devices monitored by NetCentral.

» Specify individual messages, message-types, or system eventsto be filtered.

» Specify afrequency threshold for the message or system event that determines
when filtering begins and ends.

» Specify the time frame for the filter to be in effect.

» Select one or more types of filtersthat “ignore” the message or system event to
varying degrees.

Y ou can also use the Action Wizard for actions, as explained in “ Actions and

notifications’ on page 117.

Depending on the current Tree View or Message View selection, the Wizard pre-loads
afilter that is partially configured and that has the appropriate starting page. By
pre-loading the Wizard in this way, you can reduce the number of settings you must
manually configure.
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The following table shows examples of the pre-loaded Wizards.

Select this ... The Wizard pre-loads ...
] “
EEL TS
k\ o hedma B Tl ol
A folder _,_ o
inthe Tree View i
e
o
Tl
T S g
[
[T | | _cwen |

With thisfilter, all messages from all devices in the selected folder are filtered.

For example, if you set up a“Maintenance” folder in thisway, you can move devices

into the folder whenever they are serviced, and easily eliminate multiple alarm
notifications that the service work might generate.
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A device T i
. . T ot e 12 v
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Db Wk el ¥ T el ol B i oy el
B T T
r r r
e a .
A subsystem syt R
inthe Tree View ———y
M A g =
Tl
[ T
T
[ =T | | e |
[ DEW =
| |
A message row in P I o ol o T T
the Message View DR 2 i o s
ﬂw. 7 Ui o sy B st 0 B e
K Ci:;:’v_ = r':w—n-ln——l"-l'—lb
Sy D o v e e b e chbabnme
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Adding filters
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To add afilter:

1. Verify visudly in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. For thefilter you want to add, make an appropriate selection in the Tree View or
Message View, asindicated by the preceding table.

3. Click File | New | Filter. The Action Wizard opens to the appropriate pre-loaded
starting page.

If the selections on this opening page are not correct for the filter you want to
configure, close the Wizard, make a different selection in the Tree View or
Message View, then open the Wizard again.

4. 1f the Action Wizard did not open pre-loaded at the Select Result screen, click Next
and follow the Wizard instructions to define the event to be filtered.

If you are creating an filter for afolder, device, or subsystem, the “ Define Event”
page of the Wizard displays an option to “ Search string/regular expression.” This
option adds an extra“and” condition to the action.

NOTE: ThisisNOT the same as using an “or” condition. Using the “and’
condition further reduces the number of messages displayed, because the
search results must meet al requirements in the Search string.

5. From the top half of the Wizard page, select the first condition for the filter.
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For exampl e, you might specify to trigger thefilter when a Critical message occurs.

Action Wizard - Define Event x|

\ Define the event that iz received from the device or devices.

When critical meszage
iz received far K2 Clent I Beset [~ Trace

folder ..

% Sa'hen a meszage iz received of severity
v Critical [~ waming [ Informational

= wihen amessage s received of type ..

Subspstem: I j

Meszage; I j
Define a zearch string bazed on which actionz are to be tiggered or
filkered
™ Search sting

¢ Back I Hewt > I Firizh Cancel

Y ou can a so choose to further limit thefilter by checking the box marked “ Search
string/regular expression.” Y ou may enter a character, word or phrasein thefield,
or use regular expressions. This alows you to specify text that the message must

also contain in order for the action to apply.

For example, you may create an action that occursfor aparticular folder (or device
or subsystem) when amessage is received which is both critical and contains a
particular port number.

This feature offers endless possibilities for building actions and filters based on
very specific events. For alist of supported regular expressions and exampl es of
their uses, see “ Actions and filters based on text” on page 124.

6. Asyou work through the pages, the Action Wizard builds a“rule” sentence that
expresses the settings you have made thusfar. The sentenceisdisplayed on theleft
side of the page. Refer to this sentence to verify that the filter behaves asintended.

After the event to be filtered is defined, the Select Result page opens.
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7. Select the intended level of filtering.

Action Wizard - Select Result x|

+ . - .
.:.j;\ (8 Trigger an action or achions

= Tirigger an action or actions onoe in

bigger ome of more I':I _|j days I':I _Ij hours I':I _|j mririLbes

actionz once in 0 days,
0 kiowrs and O minutes. .
critical message is

{*' Filter one or more aspects of the event

received far K2_ ':"E"'t_ ¥ Do not dizplay the event in the Messages view
folder |:||_:u ok dlspla_l,l it

do nat tigger actions, do v Do mat trigger any actions cumrently configured for
nob save Ik the event

¥ Do not save the event to the database

¢ Back I Hewt > I Firizh Cancel

Consider the following:

 If you leave all threefiltering levels checked, NetCentral totally ignores the
event, asif it never occurred. You are not notified of any eventsfiltered in this

way.

* If you check Do not display the event in the Message View, yet un-check Do not
save the event to the database, amessageis not displayed in the Message View,
yet isretained in the NetCentral database. To get areport of a message filtered
in thisway, you can export messages. All messages, both filtered and
un-filtered, are included in the message export. Refer to “Exporting NetCentral

messages’ on page 83.
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8. Click Next. The Specify Filter Duration page opens.

Action wizard - Specify Filter Duration x|

+
+a
L
s

When critical meszage iz
received for K2 Client

folder do not display i, o
dao mot trigger actions, do Starting: ITue 5/ B/2003 j I F00PM x|

hot zave it . kemporarily
bebween Tue -

05/06/2008 07:00 P Ending: | Tue 5/ 62008 »| | 7:30PM x|
and Tue 0540642003
[07:30 Phd...

Specify when the event i filkered.

™ Filter Permanently

" Filter Becumence

¢ Back [Ewt > | Finizh I Cancel

9. Select the time frame for the filter to be in effect. If you select Filter Recurrence,
the Wizard opens an additional page on which you define the recurring schedule.

10.Click Finish when you are done with the Wizard. The new filter is displayed as a
row in the main Actions View. To distinguish filters from actions, afilter icon
identifiesthe filter row. Y ou can sort the Actions View on this column to separate
filtersfrom actions. Thefilter icon isaso displayed in the Tree View to identify
devices and folders that contain devices with filters applied.

11. Repeat this procedure to add filters as required.

NOTE: Take care as you add multiple filter message rules that you do not
create conflicting rules that cancel out one another.

12.In the Actions View, select folders, devices, and subsystemsin the Tree View
hierarchy to display and verify currently configured filters.

Filters“ripple down” through the hierarchy so that parent foldersdisplay their own
filters as well as those of their children folders. When the top-level Monitored
Devices folder is selected, al filters are displayed.

13.Inthe Actions View, you can manually disable afilter by un-checking the
checkbox in the filter row.
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Trend Analysis

This section describes how to use the NetCentral system as aresearch tool to search for
and track device information over time. Topics in this section include;

» “Checking device status with Trend Analysis’ on page 147
» “Checking device status with Trend Analysis’ on page 147
» “Editing Thresholds’ on page 155

Checking device status with Trend Analysis

NetCentral Trend Analysis pollsfor specific device parameters, to create graphs that
show daily, weekly, monthly, and yearly views of selected parameters. Y ou can set
threshold notifications for each of these parameters. Because every devicetypeis
different, each devicetype hasits own set of trend graphs. Collectively, these graphsare
caled a“chart.”

Thetrend datais collected automatically for each device; the set of graphics showsthe
system history. Inthisway, an Administrator can see how devicesfunctionin the system
and make informed decisions on a per-device basis about maintenance, equipment
purchases, and so on.

For example, if disk usage is reaching capacity or temperatures are rising on a device,
the device may not yet be reporting a problem (by generating an alarm or sending an
e-mail notification). By viewing the trend chart, however, auser can visualy interpret
the health of the system and take proactive measuresto |essen any impact on production
and reduce catastrophic incidents.

This section includes the following topics:

» “Requirementsfor Trend Analysis’ on page 147
» “Trend Policies’ on page 148

» “NetCentral Trend Analysis’ on page 148

Requirements for Trend Analysis

For Trend Analysisto run effectively on a NetCentral server, the following items must
be true:

* NetCentral version 5.0 or higher installed and running
» Devices added to NetCentral
 Disk space requirement

The trend chart for each device may take amaximum of 1 MB of storage. For
example, if you monitor 100 devices, you should make sure thereis 100 MB of
storage available for Trend Analysis.
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Trend Policies
The following Trend policies arein place in NetCentral:

* NetCentral attempts to automatically create atrend chart for al devices that it
monitors.

» NetCentral updatesagraph every fiveminutes. Thisisreferredto asagraph’spoall
cycle. Thispoll interval ensures that NetCentral does not overwhelm the network
or the monitored devices by requesting data too often, yet captures important
variations in the item being graphed.

* When NetCentral detects adeviceisoffline, NetCentral stops displaying the chart
for that device. NetCentral automatically restarts a chart when it detects that a
deviceisonline. Stopping achart for an offline device ensures that NetCentral
saves network resources by not attempting to poll chart itemsfrom adevice known
to be offline.

» NetCentral uses atime-out policy of three seconds with two retry attempts when
polling trend items. Thus, a poll request times out after atotal of nine seconds.
When attempting to poll for agraph variable, if NetCentral detectsthat adevice has
not responded within nine seconds, it skips polling all other graph variablesfor that
device until the next poll cycle, and does not update the graphs for the current poll
cycle.

* NetCentral receives trend information every five minutes from each device.

NetCentral Trend Analysis

This section describes the features of NetCentral Trend Analysis, and includes the
following topics:

» “How Trend graphs are made” on page 148
* “Viewing Trend graphs’ on page 148
e “Stop and start charts’ on page 152

How Trend graphs are made

NetCentral Trend Analysis polls device-specific parameters from the devices every five
minutes and displaystheinformationin graphs. The graphsare created on demand. After
the graphs are created, they are stored in C: \ Pr ogr am Fi | es\ Thomson G ass

Val | ey\ Net Central \ Trend\ <Devi ce name>.

Y ou may notice that two devices of the same type (such astwo PCs) may have different
sets of graphs. Thisis because NetCentral only creates a graph if the individual device
offers that parameter’ s information.

NetCentral creates Trend Graphs only for items supported by the device. Thismay vary
even between devices of the same type, depending on configuration.

Viewing Trend graphs
To view aTrend graph:
1. Click the Trends tab.
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2. Select afolder to display alist of devicesin the folder.

3. Select adevicein the Trends view.

LI -

f’__'._;w_gi_u!__ulu i

1R
| T

» Double-click the device in the information areato pop up the Trend graphsin a
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new window.

C -

:- i'“kﬁml Rl AL

S

i i I:!Fli._ n b s 4|t

The System Trend graphs are displayed for the selected device.

Defining time periods for graphs
The default period of time for trend information is for the past day.

To display trend information for different periods of time, click open one of the graphs.
Use the pre-defined periods above the chart, select a period for daily, weekly, monthly,

or yearly trends, as shown in the following examples:
A graph for oneday...

mhax Aisaam]e

A graph for one week... Frocessor Usagel1)]
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A graph for one month...

Lo,

Crincal Messages

R o ions =]
o [

nlsmanons

i ::r imﬂﬂh““ﬂ“rhu ih_ill.

vy WengelWirual Memery]

View more graphs

To view more Trend graphs, click the category tabs to the left of the Trend graph(s).
Each device type has its own categories.

Facility Trend Action

[+]

Channels

[ +]

Media

[+]

Neatwork

[+ +]
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Navigate through graphs

Right-click anywhere in the graph window to display the following commands, which
allow you to navigate back and forth between graphs:

To update the trend graph, click Refresh.

Update graphs

NetCentral polls a device only every five minutes. Clicking Refresh updates the graph
display, but does not reflect new information until the next poll interval. (Check the
countdown timer at the bottom of the Trend graphs display to check the interval
remaining.)

Configure Trend Charts

By default, only auser logged on with NetCentral Administrator rights can configurethe
trend chart using the menu options. However, NetCentral allows you to extend
configuration access to users with NCTechnician Or NCUser access rights.

Stop and start charts

Each device has a set of trend graphs. These graphs are collectively called a“chart.”
Charts can be stopped and started manually or automatically.

This section describes how to use the menu options to do the following:
e “Stop aChart” on page 152

» “Restart a Chart” on page 153

» “Reset aChart” on page 154

Stop a Chart

The Stop Chart menu option alows you to stop achart. Selecting “Stop Chart” stops all
thetrend graphsfor the selected device. Use thisoption to put thetrend chart temporarily
on hold—for example, during scheduled maintenance.

 If you stop a chart manually, you must restart it manually.

» A chart automatically stops when a device goes offline. It automatically starts
again when the device comes back online.

To stop achart:

152 NetCentral User Guide September 2008



Sop and start charts

 Either click Trend | Stop Chart on the main NetCentral menu.

Trend Tools Configure

Stop Chart
Reset Chart

Edit Threshaolds

* Right-click adevicein the Information pane.

1 Device Type Status

Ming

rlirll;l

Stop Chart ning
Reset Chart r|!r| d
ning

Running

Running

Running

Running

Rurning

HP Ethernet bo Running
HFP Ethernet bo Running

Brocade S form Running

When achart stops, thetrend graphsreflect thelength of timethe chart was stopped, such
asif aserver was turned off during weekends.

Stopping achart does not reset it; al previousinformation is still displayed on the trend
chart. For more information about resetting charts, see the next section.

Restart a Chart

The Start menu option allows you to manualy restart a chart that has been stopped. To
start a chart:

1. Select adevicetype.
2. Select “Start Chart” to start all the trend graphs for that selected device.

Starting a chart does not reset it; al previousinformation is till displayed on the trend
chart. For more information about resetting charts, see “Reset a Chart” on page 154.

Y ou can also choose this option by:
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» Clicking Trend | Start Chart on the main NetCentral menu.

1 Device Type < Status

¥ s ning
Start Chart ning

nin u
Chart ﬁng
ning

Running

Running

Running

b Running

(2 Client Running
HP Etherne itc Rurning
Running

Running

» By right-clicking on adevice in the Information pane.

Trend Tools Configure

Skart Chart

Edit Threshalds

Reset a Chart
The Reset Chart menu option allows you to erase all previous information on a chart.

CAUTION: Resetting a chart causes you to lose all previous trend
information for the selected device(s). The trend information is only
displayed from the reset point onward.

Generally, use the Reset Chart option after all installation and configuration for
NetCentral tasks have been completed. This option can also be used to start monitoring
from a particular date, or after magjor configuration changes to the device.

Selecting “ Reset Chart” erases and restarts all the trend graphs for the object selected in
the Tree View. If afolder is selected, it resets chartsfor all devicesin thefolder. If only
one device is selected, it resets charts only for that device.
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Toreset achart, click Trend | Reset Chart on the main NetCentral menu, or right-click a
devicein the Information pane.

Trend Tools Configure

Stop Chart

Edit Threshaolds

Editing Thresholds

The Edit Thresholds menu option allows you to edit trend thresholds for either a group
of devices, or an individual device. To edit trend thresholds:

1. Select Trend | Edit Thresholds from the main NetCentral menu. The“Trend Analysis
Thresholds’ dialog box is displayed.

2. Select the Device Type.

Trend Analysis Thresholds = 0] x|

Device Type:
Device I All j
Default Object; IDisk Usage j
Drescription: Dizk ugage iz the percentage of the otal uzable storage space :I
on the logical fiwed [hard) disk that waz used to store programs
and data.
[e

W tazimum Threshald I 30 | timimum, Threshald I 0

™ Bestore threshold values to factony defaults

[Jpdate | LCloze |
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3. Select the desired Device.

Trend Analysis Thresholds -10] x|

Device Type: I k.2 Server j
Device
Default Object: Disk Usage j
Drescription: Dizk ugage iz the percentage of the kotal uzable storage space ﬂ
on the logical fiked [hard] disk that waz used to store programs
and data.
]

V¥ tazimum Threshald I 30 I | Fimimum Threshold I 0

[ Bestore threshold values to factony defaults

pdate | Close |

4. Select the Default Object you are resetting. A brief description of the optionsis
displayed in the Description field.

Trend Analysis Thresholds =10 x|

Device Type: I k.2 Server j

Device I K2_ServerOl I

Default Object: IDigk_ U zage j

Descriptior: Digk uzage is the percentage of the total usable storage space ﬂ
on the logical figed [hard) dizk that was used to ztore programs
and data.

I tdairmum Threshald I a0 I | Minimumm Threskold I 0

[ Bestore threshald values 1o Tacton defavits

Update | Close |

NOTE: Not all device types have configurable thresholds.
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5. If you want the object to have no threshold, deselect the checkbox for Maximum
Threshold or Minimum Threshold; otherwise, change the threshold to meet the

desired specifications.

6. Click Update or Close.

NOTE: The "“Edit Threshold” menu option defines the thresholds for the warnings
that NetCentral generates for each device in the Message View.
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Tools and Utilities

This section provides descriptions of additional tools and utilities for use with the
NetCentral system.

» “Download Logs Tool” on page 159

* “Program Tracking for Windows systems’ on page 170
e “Localization Tool” on page 180

» “Adding custom tools’ on page 186

» “Backing up the NetCentral database” on page 187

Download Logs Tool

The Download Logs Tool in NetCentral provides a quick and easy way to capture all
related time-sensitiveinformation for specific devices. Thisfeature compressesthe data,
saves locally on the NetCentral computer, and optionally transmits it to a Thomson
Grass Valley FTP site for support personnel to review.

For example, if asituation happens (such as on weekends when staffing may not be the

same as during weekdays), you can create arule to download logs immediately that

contain time-sensitiveinformation acrossthe NetCentral system. Using thisinformation,

GrassValley personnel can assist in troubleshooting, analyzing, and resolving problems.
Prerequisites

To use the Download L ogs feature, you must first set up the following during
installation of NetCentral. Refer to the NetCentral | nstallation Guide for more details.

* Install adata compression program from Windows named “ 7-Zip”
» Make available a connection to the Internet
* Set up FTP access|
» Configure e-mail (optional)
To download logs from K2 machines:
» Ensurethat Microsoft .NET 2.0 isinstalled on the K2 machine.

 Install the NetCentral agent named Net Cent r al Downl oadLogsAgent . exe. This
agent that downloads logs from K2 machines.

Note that, if you select a specific log to download from a Profile XP device, you must
aso configure FTP access from a Profile XP device.
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160

Features
The featuresin the Download Logs Tool include:

* Download logs now — Download |og information immediately; note that thisisthe
only un-named rule; all parameters must be selected each and every time

» Create rule — Set up arule for selected devices; this can include a scheduled time,
or you can download a rule-based log whenever you need to do so

* Edit rule — Edit the parameters for a selected rule that was already set up
* Delete rule — Delete a selected rule

Each of these options are more fully described in the following examples.

Download logs now
To download alog immediately:

1. FromtheLogs menuin NetCentral, select Download Logs Wizard. The following
dialog box is displayed.

& pownload Logs Wizard

Download Logs

" Create rule [

" Edit nule I j

" Delete rulz | =] Drelat I

NetCentral User Guide September 2008



Features

2. Click theradio button to Download logs now. A dialog box is displayed that lists
the Device Type, Devices for that type, and Logs to download.

7™ pownload Logs Wizard - Device and Logs
Dewice type: K2 Server j
i Devices Logs
[] k2_server] grassvalleygroup.com = | be| K2-Logs -]
[ DASAMNT-FSMI | Ewentlogs
[ k2_server grazsvalleygroup, com | Conhg Info
[ DASAMI-FSMI
[] #Y-COMTROL
< _l_‘ i i
Dowrload path: IE:'\NEtEer‘lrd\DDwnluads Browss. ..
Previous irsf | Cancel |

3. From the drop-down menu:
» Select the Devicetype. In this example, select the “K2 Server”.
* Click the checkboxes for the Devices you want to include.

* Click the checkboxes for Logsto select or deselect the type of logsto
download. All logs are selected by default.

4. Usethedefault setting for the directory to which to logs are downloaded, or click
the Browse button to change the directory.

5. Click the Next button. The dialog box that is displayed is automatically loaded
with the e-mail address and destination Thomson service group.
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6. Enter your Name, Company, and/or Station I D in the first box.

¥ pownload Logs Wizard - Thomson Service

—— ¥ Submit to Thomson Suppork

Customer MameAD |Custhame

Thorson Service |ta|: serveri@thomeon, net

Router, Modular and Master Conbiol

2DMP - Servers and Storage
SOMP - Hews
Swakchers
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7. Click the Next button. A dialog box is displayed that summarizes the selections
you made to download logs from NetCentral.

¥ pownload Logs Wizard - Rule Summary H=] E3
— Rule Summany
Rule name: N/A
Download pathe C:\HetCentraf Downloads
[evice iype: k.2 Server
Devices:

k2_zerver] grassvallepgroup. com
k2_server? grassvallepgroup. com

Logs K.2-Logs
Evenilogs
Config Info

Schedule pattern : Dnce

Submit to Thomson S uppart: SDMP - Servers and Storage

Previous | [dew LCancel |

8. Click theFinish button, and the logs are automatically compiled and transmitted.

Create arule to download logs

Y ou may want to download logsfor specific devicetypes, devices, or typesof log reports
more than one time.

For example, if you want to regularly send the status of all K2 servers at the end of each

week, you can create arule that specifiesthe Device type and/or specific devices, aswell
as ascheduled time.

To make it easy for you to do this each time, you can create arule that identifies the
parameters for the log download. Rules are added to the Logs menu. To create rules:

1. FromtheLogs menuin NetCentral, select Download Logs Wizard.
2. Click the radio button to Create rule.
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3. Enter aname for the rule. Y ou can use aphanumeric characters, aswell as an

underscore or dash. Each rule must have a unigue name.

¥ pownload Logs Wizard

i Download Logs

™ Dowrload logs now

&% Create nie [K.2_List

T Edit e |

= Delete rs |

Mext

Firish

Cancel |
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4. Click the Next button.

¥ pownload Logs Wizard - Device and Logs

Device lype: [K2 Server =
~ Devices Logs
m -':.:'_-:-.:r-._.-.:.ﬂ ar =I'-'"-.-'-‘-II':..."]""'-." COm ;| Kz-ngg _;I
[ DASAMT-FSM1 I EventlLogs
[w] k2_szerverZ grazsvalleygioup. com | Confg Info
[ QASAMI-FSMI
[] #¥-COMTROL

<] _I_I 4] ;l_l
Download path:  |C:\MNetCentrahDownloads Browss. ..

Previous net | ek | Cancel |

5. Inthediaog box, click selections as desired.
6. Click the Next button.
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7. When the Download Log Wizards completes, you can either select Now to
immediately download and send the log, or select Schedule.

¥ Download Logs Wizard - Schedule Settings

" Now & [Schedue |
— Recurence Pattem
&+ Daily  Every |1 day(s)
 Monithly
 Yearly
Starting Time : (071472008 10:3557 M ==

Ranoe of recunence

* Mo end date
" End after: 10 OCCLITEnces
" Erdby: | 7142008z

Prewious | Mext I Emish | Cancel |

8. Toset aschedule, select aradio button and enter appropriate information for the:
- Recurrence Pattern
- Starting Time
- Range of recurrence

9. Click the Next button. The dialog box displaysthe e-mail address and destination
Thomson service group.

10. Enter your Name, Company, and/or Station | D in the first box.
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11. Click the Next button. A dialog box is displayed that summarizes the selections
you made to download logs from NetCentral.

¥ Download Logs Wizard - Rule Summary

Fude Summany

Aude name: K2_List

Download path: C:i\MetCentral\D ownloads

Device lype: K2 Server

Devices:

FHIEEs k2_server] grazsvalleygroup, com

k2_szerver? grassvalleygroup. com

Logs: k2-Logs
EventLogs
Canfig Infio

Schedule palten Dowrload logs evemnday starng from 771 4/2008 103557
A

Submit ko Thomeon Support: SDNP - Servers and Storage
Previous | Hest Cancel

12. Click the Finish button, and the ruleis created. The logs are automatically
downloaded and transmitted, either immediately or at the scheduled time
(depending on your selectionsin therule).

13. Theruleyou created isnow listed asan optionintheLogs | Download Logs Wizard
drop-down menu in the toolbar.

14. Continue creating any additional rules that you might want to use. These new
rules are also displayed in the drop-down menu.

Edit rule

At some point, you may want to edit arule that you created. For example, if you
scheduled atime to download logs every Friday evening at 6:00pm, then realized it
would be better to download logs at alater time, you can easily edit therule.

To edit arule;
1. FromtheLogs menuin NetCentral, select Download Logs Wizard.
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2. Click the radio button to Edit rule.

¥ Download Logs Wizard

Download Logs

" Download logs now

™ Create ule |

& Edit e AT

™ Delete ule | | D elate

Previous Hext Emish Cancel

3. From the drop-down list, select arule.
4. Click the Next button.

5. Edit the selections. Continue clicking the Next button and Finish the process.

Delete rule
Todelete arule:
1. FromtheLogs menuin NetCentral, select Download Logs Wizard.
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2. Click the radio button to Delete rule.

¥ pownload Logs Wizard

- Deownload Logs

" Dowrboad bogs now

" Create s I

¢ Editrde | =l

@ Delterie  [[ENEMNNGG_——_—] 0o |

Previous | Nest Finish | Cancel |

3. Fromthedrop-down list, select arule.
4. Click the Next button.

5. Edit the selections. Continue clicking the Next button and Finish the process. A
message is displayed to alert you that the rule has been successfully deleted.

Information |

y Deletion of rule is sucessfull

Theruleisremoved from the Log | Download Logs menu in the toolbar.
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Program Tracking for Windows systems

Using NetCentral, you can track programs running on Windows-based systemsto help
monitor mission-critical computers.

The versatility of the Program Tracking feature in NetCentral allows you to customize
program tracking for your facility. In locations with security requirements, NetCentral
can easily monitor systems on which any program must be authorized, or on which
programs should not be running.

NOTE: Before you can use the program tracking featuresin NetCentral, you
must first enable SNMP and install the Windows Monitoring agent. (Refer to
the NetCentral Installation Guidefor detailed information on installation and
configuration for monitoring Windows systems.)

In addition to the program tracking featuresin NetCentral, you can use the supplemental
Rogue Edit tool (described later in this section) to further customize program tracking
lists.

Types of Programs to Track

The program tracking features of NetCentral send a message if a Required programis
not running, or if an Unauthorized or Forbidden program is running. By identifying
programs and setting up related actions and notifications, you can avoid potential
problems on systems before they impact your business.

For example, a ContentShare? system requires that its database must be running. To
receive early warning about any potential problems, you can identify the database
program, configure the database server using Windows Monitoring Program Tracking
and/or the Rogue Edit tool, set up actions for natifications, and monitor the database
program and server using NetCentral. Doing so provides “early warning” so the system
can continue to function.

The programs that can be tracked by NetCentral include:

Type of Description Notifies NetCentral when ...
Program
Required For systemsinwhich acritical set of programs | A Required program stops running.

and services must be running at al times.

Authorized For mission-critical systemsthat may havea | A Required program starts running
specified list of authorized programs.

Forbidden For companies with policies that disallow An Unauthorized (disallowed)
running certain programs. program starts running

There are two ways in which you can set up program tracking in NetCentral:.

» Using the Program Tracking Wizard in the NetCentral interface—aquick and easy
way to create alist of installed programs to monitor on selected systems

» Using the supplemental Rogue Edit tool to specify programs based on the program
type
Each of these methods are described in the following sections.
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Configure Program Tracking in NetCentral

To usethe NetCentral interface to identify any programs that are Required, Authorized,
or Forbidden:

1. Select adevice or folder.

2. Onthe NetCentral server menu, select Tools | Program Tracking.

Tools Configure Logs Help

MIB Browser

Frogram Tracking

The Program Tracking Tool Wizard opens.

Program Tracking Tool

]|

Thiz *izard will guide you in configunng list of Authonzed,
Required and Forbidden programs.

< Back | Hest » I Cancel
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3. Click Next to display the “ Select the base system” dialog box.

Select the base system [

The cument base systemn is NetCentral computer. Do you
want to change the baze spstem?

MetCentral server
MetCentral server 2
MetCentral server 3

< Back | Mest » I Cancel

4. Select the system you want to use as the base system.

A base system is the computer with al or most of the programs you want to
configure on other Windows system. The base system then serves as a pattern for
other computers, and is the computer on which you run the Rogue Edit tool (see
“Introduction to the Rogue Edit tool” on page 177).
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5. Click Next. The“ Select Windows Systems’ dialog box opens.

Select Windows Systems |

=

¥ MetCentral zerver

1Al windowes System

" Specific Windows 5pstems

[ Metertral camputer
[ Metentral server
[ Metentral server 2
[ Metentral server 3

[T Gelect Al

< Back | Mest » I Cancel

6. Choose one of the following options:

» [Computer name] — Thisoption is available only if you select the computer in
the NetCentral Tree View before opening the Program Tracking Wizard.

» All Windows System — Select this option if you want to configure all the
Windows monitored devicesin NetCentral. They will al be configured to the
base computer’ s specifications.

» Specific Windows Systems— Select this option if you want to configure some
of the Windows monitored devicesin NetCentral. The selected ones will be
configured to the base computer’ s specifications.
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7. Click Next. The“Select alist” dialog box opens.

Select a list

Select the ligt pou want to define.

Iw fiefine izt of Authorized Frograms

[T Define list of Required Programs

[T Define list of Ferbidden Programs

< Back | Mest > I

Cancel

8. Select the option(s) for the programs you want to track.

NOTE: You may choose one, two, or al three options.

9. Click Next and wait for the server PC to retrieve the base system’ s properties. A
list of programs running on the base computer is displayed.
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Authorized Programs for Windows System

Select from the list of munning programs from MetCentral zerer

to configure Authonzed Programes.

Running Program ;I

Mo Trap3.exe fidd s |
MWEAFE.EXE
HCAk i atchDog,

HCAT rapS ervice. ex
NEDu:uI.-'-yln||:-a-:|Lu:-g.-'-‘-.g.J ﬂl
MCHelperService. ex

ncpthlpr.exe

MetCentralService.e Custam >> |

MicConfigSvi.exe
notepad. exe -

4| I 4

Authonzed Program -

1 | ]

]|

< Back | Finish |

Canicel |
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10. Choose from thelist of running programs, and click Add.

To select a program not currently running, click Custom.

Authorized Programs for Windows System |

Select from the list of running programs from MNetCentral server
to configure Authorized Programs.

Running Program ﬂ Authorized Program -
Mg/ Trap3. exe fdd »5 |

MWYBAFE EXE

MCAMinty atchDog.

MCATrapService. exe
<< B
HCD DWH|DEI:|LD§|.":".§|J ﬂl
MCHelperService. ex
nopfhlpr. exe

MicConfigSwe. exe =
notepad.exe B Custom 0]

hatepad.exe -
L[_l » K Pragram Mame : Imgpaint_ anel Eynias |
< Back | Firi k. | Cancel |

11. Tofind aprogram, click the Browse button to thelocation the program on the base
system.
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In addition, if you run the Rogue Edit tool (see “Introduction to the Rogue Edit tool” on
page 177), alist of the programs running on the base computer isautomatically included
in the list. These programs are displayed in green in the “ Authorized Program” box, as
shown in the following example.

Authorized Programs for Windows System

Select from the list of mnning programs from HetCentral server

to configure Authonzed Programs.

Rurining Program ;I

kg Trap3.exe Sdd s |
hWEAFE.EXE
MHC4kinta atchDog.

MC4TrapService. exe

<< B
NI:Dl:nwnll:u-E|-:|L|:|g|.-“-‘-.g|.J ﬂl
MCHelperService. ex
ncpfhlpr.exe
MetCertralService.e Custom >> |

MicConfigSwi. exe
hotepad. exe -

4| I 4

Authorized Program -

CE[3E. BRE
winlogon, exe

IEMVICES. BNE

lzazz ene

avichozt exe
sponlay.exe

inetinfo, exe

kD EXE
sOlzerer.ene
ncpfhlpr.exe
MetCentrals ervice. exe
ntrtecan. exe

1 |+

]|

¢Back |[ Fiish |

Cancel |

NOTE: Programslisted in green are set through the command-level interface
and can be edited only by an Administrator using the Rogue Edit tool.

12. Repeat these steps until programs on the base computer are configured asdesired.

13. When you finish customizing the list of programs you want to track, click Finish.
A report with the results from the Program Tracking Wizard is displayed.

14. Verify that the programs on the report are the ones you specified, and exit the

report.

If something on the report does not match your intentions, run the Program Tracking
Wizard again to continue customizing the list of required, authorized, or forbidden

programs.

Troubleshooting Program Tracking

If you completed all the stepslisted in “ Configure Program Tracking in NetCentral ” on
page 171 to track programs on Windows-based monitored device and are not receiving
messages, complete the following steps:

¢ OntheNetCentral server, select that Windows monitored deviceinthe Tree View.

* Onthe NetCentral menu, click Device | Enable Windows Messages.

NOTE: If you clear a Program Tracking list, then NetCentral does not receive any
Program Tracking messages based on that list.
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Now that you have configured programsto track, you can add an action for the Program
Tracking messages. Refer to Chapter 6, Configure notifications and filters on page 117
for detailed instructions.

Introduction to the Rogue Edit tool

The Rogue Edit tool isasupplement to the Program Tracking Wizard in NetCentral. This
tool alist of al programs running on an individual Windows-based system.

The Rogue Edit tool alows you to quickly capture alist of authorized programs on a
base system, then use that same information for all other Windows-based systems
monitored by NetCentral.

Defining up a Base System

A base system isthe computer that serves as apattern for other computers. It should have
all or most of the programsyou will be configuring. For example, if you have computers
A, B, and C, and you want to configure the programson al of them just likethe programs
on A, select A as your base computer.

First, verify that only the system programs are installed and running on the authorized
list; otherwise, NetCentral displays “Unauthorized process running” messages.

Running the Rogue Edit tool
To run thetool:
1. Loginto the base computer as Adminsistrator.

2. Onthe Windows Task bar, select Start | Run, type “cnd,” and click OK.

R EE

Type the name of a program, folder, document, or
Inbernet resource, and Windows wil cpen i For wou,

Dpen: =]

(a4 | Cancel | Browse. ., |

distat| | (3 B | (@) vercentral |
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178

3. Type“c: " and press Enter.

4. Change directoriesto go to thislocation:
C.\Program Fi | es\ Thonson Grass Val | ey\ c2nd\ pcnon
5. Type“rogreg” and press Enter. Several commands appear, as shown below:

s CAWINDOWS\systemn 3 2\emd. exe
Cesrrogreqg
Grasz Valley Program Monitor Utility
Copyright (C)» Thomson Broadcast & Multimedia Systemsz. Inc. April 2084
HEI G [regmon iunregmon ] [authivegiforbh]l -
registers/unregisters roguesrequiredsForbidden program monitor

ROGREG regprog [authirvegiforb] {progname? {progname’...

registers authorized, regquired,. or forbidden programs

wnregprog [authiregiforb] <progname’> <progname’r...
un-registers authorized. required or Forbidden programs

list Lauthi
lis egistered avthorpized,. required. or fForbidden programs

regproglist n
ster authorized programs for n zeconds

6. Typethecommand “rogreg regproglist 5”. Thiscommand createsalist of all
the programs running on the base computer during the sampling period, and
authorizes them in NetCentral. Refer to the next section for information about
Rogue Edit commands.

7. Whenyou see, “Regi stration of authorized processes conpl et ed
successful I'y,” begin the Program Tracking processin NetCentral. Refer to
“Configure Program Tracking in NetCentral ” on page 171 for detailed
instructions.
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Rogue Edit functions

The Rogue Edit tool supplements the NetCentral Wizard. While both tools create alist
of installed programs to monitor, the Rogue Edit tool allows you to:

» Captureinformation about all programs from one system (called a base system).
Thisinformation is then used as amodel to create alist of the same programsto
monitor on all other Windows systems

* |dentify more specific, detailed tracking lists for other Required, Authorized, or
Forbidden programs

The following terms may appear in any given command:

* [auth| req| f or b] — Choose “ Authorized” [aut h], “Required” [r eq], or
“Forbidden” [f or b] when you see this option.

Remember that you can choose one, two, or all three options.
» <prognane>— Substitute the desired program name when you see this option.

The Rogue Edit tool includes the following commands:

Function/Description Syntax

Add programs to the tracking list ROGREG regprog [auth|req|forb] <prognane> <prognane>...
Register an authorized program ROGREG r egprog auth notepad. exe

Register arequired program ROGREG regprog req cnd. exe

Register forbidden (disallowed) ROGREG regprog forb sol.exe freecell.exe

programs

Removeprogramsfromthetrackinglist | ROGREG unr egprog [ aut h| req| forb] <prognanme> <progname>...

Register an authorized program ROGREG unr egpr og aut h not epad. exe wi nni ne. exe
Stop requiring a program ROGREG unr egprog req cnd. exe

Allow aprogram ROGREG unregprog forb sol . exe

List programsin atracking list ROGREG |i st [auth|req|forb]...

List authorized programs ROCGREG | i st auth

List required programs ROCREG | i st req

List disallowed programs ROCREG | ist forb

Authorize alist of running programs ROGREG r egprogl i st n, wheren isthe number of secondsin the sampling
period. Five to ten seconds is usually adequate.

ROGREG regproglist 5 To authorize all programs running during a 5-second sampl e period

ROGREG regproglist 510 To authorize all programs running during a 10-second sample period
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Localization Tool

NetCentral has predefined messages for the trapsit receives from each device type. The
NetCentral Localization Tool allows you to localize messages and their descriptions.

Theterm “localize” in NetCentral means both of the following:
* You can customize messages to be displayed in other languages.

* You can create customized messages specific to devices or processes for your
facility.

The Localization Tool can berun only onthe NetCentral server. To usethe Localization
Tool effectively, you should be familiar with the concepts of SNMP and the NetCentral
program.

NOTE: If you are using the Localization Taool to translate messages into
another language, the NetCentral server must have support for the local
language and associated fonts installed on the server.

Open the Localization Tool . either by double-click the shortcut or by selecting

Start | Programs | NetCentral | Localization Tool.
The Localization window shows all messages for all NetCentral device providers.

Messages view

| ez g Sabames | D e L“fl
Brm e bl e Bn oder b el Ll s e by e i
Bemads Tl Sien Wghar Lawrd 11
[T =aTY rrten T e e e L 1 =
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Bom ke Sl pkem e v o e B
BacadeSh . Suiea [ RS T v — T
'Tr,ee view Bomde Ll e Chawri 57 meiy avwssmm s abar ¥ i wibar i ra
[T Y Crrdme Dlgedd B sy iviiingn w it 05 bl o e B
I Bl Part il BY) i by, Chmck b collie coneacimm.
(TR Rt Y = Pl BE1 ks b cosrmes vy Vedes luamaben o
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The following table outlines the selection options:

Localization Tool

Tree View... Message View... Modify ... Example in Window
Mainfolder | All messagesfor every | Any message for any
device type/ subsystem | device type/ subsystem | Device Type -~ | Subzystem
Encore System C... Module
Profile XP Audio
Windows System System
Avitech System
Device Type | All messagesfor the Any message for the
selected device type selected device type Device Type - | Subsystem
Camera Control Unit
Camera System
Camera Thermal
Camera Thermal
Device All messages for the Any message for the
Subsystem | selected subsystem selected subsystem Device Type | Subsystem
Camera Thermal
Camera Thermal
Camera Thermal
Camera Thermal

The details are displayed in the Details view. The corresponding original message name
and description are displayed in the “Message” and “ Description” boxes respectively.

To localize the message, complete the following:

1. Enter ashort localized name for the message in the “Localized Message” box.

2. Enter adetailed localized message description in the “Localized Description”

box.

Y ou can either translate the message into the local language, or specialize the message

to the facility, as shown in the following examples.

September 2008
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Translate into the local language
This example shows trand ation into the local language.

Subsystam

ez srage

Descaiphion

Locabzed Desciption

Device Trps mm:

[Thesmal | Seveity

el

I-Dverlmwe aaim

Intemal chassiz temparature of %1 C hes excesded the mawmum recommendad operating
temperatue.
Check for faully boands, power supples, cooling fanz, of blocked vent:

Locabzed Message ]Fﬁ_ﬂ?i

] %1 C, 5
IR, . DR

The modification of the localized message is reflected in the Message View.

[ .
| Descriphon

| Localeed Meszage =

Intemnal chassiz lemperature of X1 C has exceed...

I Sply Ay
=]

One or more system cooling-fan: have faled or ...
The spstem cooling-fan: rezumed normal operabi....
Intemal chassiz temperature haz leveled off at ...
The Profile has been taken off for maintenance. ...
The 1 board in slot JZ2 is in maintenance mod...
The %z board in zlot J%d has failed. Applicabion. ..
The %1 board in slot JX2 has repoited an unkno. ..
The Profile has returned to the production mode ...
Mizmatching zoftware verzion detected on the °...

The lollowing engineering message was sent fro...
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Localization Tool

Customize a message for the facility
This examples shows how messages can be customized specific to a facility:

Device Type l‘Wmd:lm System |
Subsystem lSthm I Sevesiy ‘wamning |
A [Imenient harg-disk i shae |

The dirves has detected that device %71 has predicbed that it wall fail  Immedistely back up you
data and replace your hard disk derve. A Fadhere: may be mmment.

Desciiplion

Localized Massaga |Imminent hard-dick faikure

Blobiy 1T [(<2080) mmediabely

Localized Descphon | The dorves has detected that desice %1 has predicted that it wall fal Immediabely back up pow data
and replace pour hard dek dive. A falue may be mmnent

The modification of the localized description is reflected in the Message View.

| Description | Localzed Desciplion
Emor condition detected by the HDC module on ... Run diagnostics on the spste
Fan zupply failure detected. Motify IT [x2090) mmediatel
Inwalid hirmware detected. Invalid hirmware detected. Pl
Power supply failure iz detected. Check to make sure the sypst

ATH laper protocol emmor cleared.

ATM laper protocol emmor detected on module ..
ATH output emor cleared.

ATH output emor detected on module X1, slot %
Bad audio signal emor cleared.

Bad audio signal detected on zlot £1, channel ..

These changes are not saved permanently unless you save or export them, as described
in the next section.

Save localized messages
This option saves the descriptions for all messages in each device provider.

Use this option to save the localized messagesinto afile. Chooseit by clicking the save
button at the top of the screen or by choosing the File | Save menu option.

The localized messages are saved as an . ncel fileto the folder of the choice. The tool
asksfor filelocation thefirst time you save. After that, it stores the messagesto the same
file until you close the application.

Remember whereyou saved the . ncel filebecauseyou must retrieveitinthe NetCentral
interface. Refer to “View localized messages’ on page 185 for more information about
viewing saved messages.
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Export localized messages

This option exports descriptions for all messages of the selected device provider and its
subsystems.

Use this option to export localized messages to afile. Choose it by clicking the Export
button at the top of the screen or by choosing the File | Export menu option.

The localized messageis exported asan . ncel fileto the folder of the choice.

Remember where you exported the . ncel file because you must retrieveit in the
NetCentral interface. Refer to “View localized messages’ on page 185 for more
information.

NOTE: A saved file overrides an exported file in NetCentral, so make sure any
exported messages are included in the next save.

Import localized messages

Use this option to import alocalized file and modify its contents. Choose this option
either by clicking the import button at the top of the screen, or by choosing the File |
Import menu option.

Supply the proper . ncel fileto beimported to thetool. Only the messages from that file
arelisted in the tool.

After you save, export, and change all the messages for the NetCentral server, you can
copy and pastethe . ncel filesto another NetCentral server.
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View localized messages

View localized messages

To seethelocalized messagesin NetCentral, select the Configure | Import Localization on
the NetCentral menu and locate the | ocal i zat i on. ncel fileyou saved or exported in
the Localization tool.

Lok ir: I&} MetCentral j = = ER-

Archives

bin

htrnl
imagelibrary
Logiaonitaring
mibs

Miscelaneous
Trend
WebMetCentral

by Documents

=

by Computer

File name: Ilucalizatiun.ncel j Dpen I
Files of tupe: IEvents Localization File[* neel) j Cancel |
P

Click open. NetCentral imports the localized messages from the file. If you do not see
them immediately, use Messages | Languages | Local option on the NetCentral menu.

Expork

Languages » English

Purge Messages

This option allows you to switch back and forth freely between English and the local
language.

NOTE: The Localization tool does not change the previously received messages. It
only localizes messages received from the time you import the localized messages.
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Adding custom tools

Y ou can customize NetCentral so you can use other applications while monitoring
devices.

NOTE: Custom tools cannot be accessed from the Web Client.

To add a program to the Tools menu:

1. Verify visudly in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Click Tools | Customize Tools. The Customize Tools dialog box opens.

BICIE

?% MetCentral allows you to add any new tool to the Toolz
kenw, Alzo you can modify or delete any uger added toaol.

kenu Cantents

Mew...

badify. .. |
Delete. .. |

—Descrption
T ool Hame: Command Prompt
Executable Path: C:\Documents and Settiings'Admini...
Pasz [P Address: Falze

ok I LCancel
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Backing up the NetCentral database

3. Toaddanew toal, click New. The Add New Tool dialog box is displayed.
plaTk

Dizplay Mame: IEammand Prompt

Emecutable Path: IB:'&Dncuments and Settings‘\Administra Browse |

[T Pass selected device |P Addiess as command line parameter

ok I Cancel

Enter the name of the program that you want displayed on the Tools menu.

Specify the location of the program file.

Specify if you want to pass the | P address of the currently selected device to the
tool.

7. Click ok on dialog boxesto save settings. Seethe custom tool in the Tools menu.

Backing up the NetCentral database

Y ou can create a backup copy of the NetCentral database and associated files. All the
configurations, such as devices added, actions, and messages, are stored in the
NetCentral database, which resides on the NetCentral server.

Y ou should do this periodically and store the backup copy on a network drive, on
removable media, or in some other location from which it can be recovered in case of a
system fault on the NetCentral server.

To back up the NetCentral database:
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1. Click Tools | NetCentral Backup.

Tools

Trap Destination

Local TCRYIP Configuration
TCP/IP Diagnostics Ltilities
TCP/IP Remote Lkilities

Cusktomize Toals, ..

The Backup tool opens.

Select the node(s] you want to backup :

Device Provider(z)
Documentation

: Trend

. [F] Datahase

x
MHame | Type | Size | Modified :I
4R acks_36RU_Small. gif GIF Image 10614 5A1/2008 8. —
4R acks_42RU_Small gif GIF Image 11460 BA1/2008 8.
FlaricalD evices_ html HTHL Document 203 5/171/2008 &8
Florizal_Property Page.brmp Bitmap Image 1391670 B/11/2008 3.

R acks_Small gif GIF Image 12291 B/11/2008 8.
ADIC Library Sestem CAPROGRAM F... 10442 513/20089....
ADICLibrarySestern MC_zetup...  Test Document E11 BA1/2008 7.
ADIC_Library_System PPl Application Exte. . 19456 RA242008 4:
DFlnztalllog. tat T ext Document G4 51342008 9.
Avitech CAPROGRAM F... 82470 BA3/2008 9.
Avitech DSk dll Application Exte. .. 28672 5/171/2008 9.
Ayitech Mzag.dil Application Exte... 106496 5/11/2008 9...
Avitech PP.dI Application Exte... 139264 BM2/2008 4.
DFlnztallLoag. tat T ext Document G4 51342008 9.
BrocadeSilkworm. htm HTHL Document 9037 BA1/2008 7.
Brocade Sillkiworm CAPROGRAM F... - 30367 BM342008 9.
Brocade Silkwiorm_Mzag.dl Application Exte... 106496 5/171/2008 9.
BrocadeSilkworm_MC_setuptat  Test Document a4z B1/2008 7.
Brocade_Silkorm_DSk dll Application Exte. . 36864 5A1/20085..
3rl-u-\. e Sl fmems DO AN Hommlim = bman Dok F2740 FM ."'.ll'lrlr |1_’|—|

Locahion: |C:hNetCentral Backup.zip

Savebs | Start Backup I

LCloze |
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Backing up the NetCentral database

Select foldersin the Tree View for the files and components to back up.
Click save As and specify the backup location and file name.

4. Click start Backup. Progressis reported in the bottom of the Backup Tool
window.

A message box confirms when backup is complete.

To restore from the backup files, overwrite the files on the NetCentral server with the
backup files from the compressed file.
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Create Facility View

Y ou can create avisual representation of the facility using NetCentral’ s Active Drawing
feature. This feature allows you to create facility maps and workflow diagrams using
dynamic pictures and visual status indicators, as shown in this example:

¥ vt Lonkral
. I

MeaCentral Aroess Rights: B4 Gystess 0 Critical 4 0 Warnings

Wistaet| | L} @ -Juﬂ-nuu—| Fp———

The“Active Drawings’ are created asHTML pages and linked to the foldersinthe Tree
View. By selecting the Facility View, you can see changes in device status to quickly
and accurately assess the condition of devicesin the NetCentral system.

This section provides step-by-step instructions to create graphical representations for a
facility, and discusses the following topics:

* “Requirements’ on page 192

» “Design” on page 192

» “Creating a Facility View” on page 192
e “Advanced options’ on page 198

» “Creating a custom view of monitored devices’ on page 201
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Requirements

The following questions can help you define the requirements for the monitoring needs
of the facility.

» What status information is most important to see at a glance?

» How do you want the devices organized? Y ou can organize by physical location,
logical system, signal path or device type. Alternately, if you want to organize by
multiple organizational schemes, consider how you want the schemes layered and
interlinked.

» How much screen space do you plan to use for the day-to-day monitoring view? A
Taskbar icon only with no NetCentral window open? a single NetCentral window
open? Multiple NetCentral windows open on a single monitor? Multiple
NetCentral windows open on multiple monitors?

Considering these broad questions can help you design a monitoring structure that is
most useful and effective for the facility.

Design

Based on the requirements, first design a Tree View hierarchical structurethat organizes
the facility in ameaningful way. Folders are used to group devices. Keep in mind that a
single device can be represented simultaneously in multiplefolders, so you can establish
several organizational layers.

Next, design one or more graphical view HTML pagesto link to folders. Any graphical
view can be linked to any folder (any device group).

The procedures and examples described in the following pages demonstrate how to
create a Facility graphical view using a basic layout, editing functions, and advanced
skills and options.

Creating a Facility View

This section explains how to create a basic Facility graphical view that depicts images
of devices on arack background. The following topics are included:

e “Basic Layout” on page 193
» “Editing a Facility graphical view” on page 196
» “Tipsfor viewing” on page 197
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Basic Layout

This section usesthe default procedure, and the result should be similar to the following
example.

Basic Layout

Thegraphical view isactually an HTML page upon which active drawings are arranged,
typically to represent the devicesin the folder.

For example, you can associate a graphical drawing (such asapicture or line drawing of
aK2 devicein arack) with any device in the Tree View that you want to monitor (such
asaKz2 device). In that way, the graphics you associate with the device provide aquick
visual status in the Facility View.

The following instructions provide a quick tutorial so you can create abasic HTML
page with a representation of monitored devicesin racks:

1. Verify visualy in the Status bar that you are logged on to NetCentral with
Administrator privileges, or log on as NetCentral Administrator (File | Logon).

2. Select the folder to which you want to link a graphical view. In this example, the
folder is named Monitored Devices. Right-click and select Create HTML Page.

Qpen in Mew tindow

Copy Special

++++++:L!:

ﬂg 1A
Creake HTML Page

Edit HTML Page

3. Choose whether to use a background image or not.
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« If you do not want to use a background image, click the radio button for that
option, then click oK.

Create HTML Page

Save HTML File Aa;

x|
22 WalleysM etCentral\H TM LM onitared Devices. htm Browse |

Backaround

{~ Use Background Image

I Browse

* Mo Background Image

¥ Include folders and devices

ok I LCancel |

* If you want to Use Background Image, click the radio button for that option.
x|
Save HTML File Aa;

Isu:un Grazz Walley\MetCentral\HTMLAT est Folder. html Browsze |

Backaround

* Use Background Image

IE:HPngram Filez\Thomson Grazs YalleyWMetCentrals

" Mo Background Image

¥ Include folders and devices

ok LCancel

A background imageisthe “canvas’ on which you create an active facility
drawing. Think of a background image as a permanent marker drawing under a
pencil sketch—you can change and modify the sketch, but the ink marks
underneath remain the same. The background image is the component of the
picture that you keep in one place.

Similarly, abackground image is created and saved in another application
(Microsoft Paint, Adobe PhotoShop, etc.) asa.GIF, .JPG, or .BMP format. This
image is then opened in NetCentral asan HTML page, and active drawings that
dynamically represent the facility are placed on top. The active drawings can be
added, rearranged, or deleted without affecting the background image.

To create a Facility graphical view starting with background images that you
select, refer to “Creating a custom view of monitored devices’ on page 201.
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Basic Layout

4. Click Browse and select the following file:

C.\Program Fi | es\ Thonson Grass Val |l ey\ Net Central \ HTM.\ 4Racks_
36RU_Smal | . gi f
This createsan HTML file named Monitored Devices.html that displays
4Racks_36RU_Smual | . gi f asabackground image. This background image displays a
standard empty rack view.

5. After you select a background image, click ok. The NetCentral HTML editor
opens. TheHTML pageisautomatically loaded into the HTML editor. Inthiscase,
therack drawing isthe background image. On top of the background image are the
active drawings of the devices and/or sub-foldersin the folder you selected.

1141 I ronn e Phomue s Vey et IR 2 RN - 1
Pl % jeet Fgma Tghie Poskon
“HTar R o |33

| Tovens Mewe Fiarnan == Tlmn sy R

Ll

. -, A .
e
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6. Select the active drawings and position them on the background image, so they are
displayed as devicesin racks.

7. Click File | save. Exit the HTML editor. The graphical pageis displayed in the
Facility View when thefolder it representsis selected inthe Tree View. Devicesin
the drawing dynamically reflect the devicesin the folder.

Y ou completed a basic Facility View graphical drawing. The following procedures tell
how to edit and enhance this drawing to create a variety of views useful to the
requirements of the facility.

Editing a Facility graphical view

To edit an HTML Facility page in NetCentral, right-click afolder in the Tree View.
Select Edit HTML Page from the menu.

e

Creake HTML Page

Edit HTML Page

The HTML editor opens, and you can add text or add, rearrange and remove devices as
needed. There are several ways to add additional devicesto an HTML page. The most
simple method isto select adevicein the Tree View and copy and paste into the HTML
editor. You can also add devices using Copy Special. Refer to “ Adding devices using
Copy Special” on page 198. Or, you can drag-and-drop devices from another folder.

Add devices using drag-and-drop as follows:

1. Openthe HTML editor for the page you want to modify (right-click thefolder, select
Edit HTML Page).

2. Resize the NetCentral window and the HTML editor window so they are
side-by-side on the screen.
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3. Left mouse click adevice in the Tree View and drag-and-drop it onto the HTML
editor page. The device' s active drawing image is displayed.

Ble Edt Joet Fomat Tgble Postin
H&n LR

2 )4

4. Position the image as desired. Save and close the HTML editor. The updated
HTML pageis displayed automatically in the Facility View.

Tips for viewing

September 2008

Use the following tips to quickly assess devicesin the Facility View.

* When you right-click an active drawing on an HTML page, the pop-up menuisthe
same as when you right-click the devicein the Tree View.

» Asyou navigate HTML pages, you can move forward and backward along the
sequence of HTML pages that you viewed. To do this, right-click an HTML page
background (not on an active drawing) and select Forward or Back.

» Hover the cursor over an active drawing to display the name of the active drawing
asaToolTip.

NetCentral User Guide 197



Chapter 9 Create Facility View

k2_Clhent-01

NOTE: Inthe NetCentral Web Client, clicking on afolder in the Facility View
displaysthe HTML page created on the NetCentral server. Y ou cannot edit this page
through the Web Client.

Advanced options

The HTML pages you create can be modified as needed, assigned to a new folder, or
customized using your own background images or active drawings. This section
describes how to apply these advanced options to graphical view pages. Topics are as
follows:

» “Adding devices using Copy Special” on page 198

» “More Copy Specia options” on page 199

» “Removing devicesfrom an HTML page” on page 201

» “Placing afolder icon onto an HTML page” on page 201

Adding devices using Copy Special

Adding devices using the Copy Special feature allows you to specify indicators for the
device you are adding. The following procedure demonstrates how to simply add a
deviceto an HTML page using Copy Special. Refer to the next section, “More Copy
Special options” on page 199, for additional information.

Add adeviceto an HTML page using Copy Special asfollows:

1. From the NetCentral server, verify or log on as
NetCentral Administrator (File | Logon).

2. Click File | Edit HTML Page and open the HTML page to which you want to add a
device. The HTML editor opens.
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More Copy Special options

3. Inthe Tree View, right-click the device you want to place on the HTML page and
select Copy Special. The Copy Specia dialog box opens.

x

M arme: IKE_S erver-01

Pleaze select subfolders, devices, and subsystems to copy as monitored
parameters

Axailable Sub ltems:

= K2 _ServerO1 -
----- O Chassis
----- O  Mebwaork
..... O  Power
..... O Foles
----- O  Software
----- O Storage
..... D Spstem ;I

Selected Parameters:
Device: K2_Server-01

ok I LCancel |

4

4. To place the active drawing for the device on the clipboard, |eave the checkboxes
asthey are and click oK.

5. Inthe HTML editor, paste the image and position it as needed.
6. Savethe HTML page and closethe HTML editor. The HTML pagein the Facility
View updates automatically.
More Copy Special options

The Copy Special feature allows you to use your own HTML files, background images,
dynamic indicators, and other HTML devel opment techniques rather than those
provided by default through the “ Create HTML Page” feature.

1. From the NetCentral server, Vel'lfy NetCentral Access Rights: o
NetCentral Administrator (File | Logon).

or log on as

2. Create and save an HTML page that you intend to associate with one of the folders
in the Tree View. Add a background image to the page if you want. Refer to
“Creating a Facility View” on page 192 for the basic procedure.

3. In NetCentral, right-click the folder and select Edit HTML page to open the HTML
editor.
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4. Inthe NetCentral Tree View, right-click adevice to place on the HTML page and
select Copy Special. The Copy Specia dialog box opens. Click the Styles tab.

x

[ Show Name

W Show Image

Image Path: |C:\Frogram FileshThomson Grass VallephWetCent Browse |

[ Show Status Indicators
Offline State Symbaol
Critizal State Svmbol

Warning State Symbol

O = @ %

Marmal State Symbol

[ Show Critical A aming Border

Background Colar: Choase Colar |

ok I LCancel |

4

5. Select show Image and browse to the image file for the device. Refer to
“Resources” on page 201 for default image file locations.

6. Select the type of status indicator for the device image:

» Show statusindicators— Thisplaces an active statusicon adjacent to theimage.
Theicons and their descriptions are listed in the dialog box above.

* Show critical/warning border — This surroundstheimage with acolored border
to indicate critical and warning status conditions. Y ou can change the color of
the border and/or choose a background color.

FWndows Systern-01 |

If you leave these boxes empty, theimage you select functions asthe default active
drawing image (as shown in the “Examples’ on page 206).

7. Click oK. The active drawing with images specified is now on the clipboard.

8. Inthe HTML editor, paste the active drawing onto the HTML page.

Repeat the previous steps to place more active drawings on the page. Arrange the
drawings, add text, or otherwise format as needed.

9. Savethe HTML file. The page updates automatically in NetCentral.
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Removing devices from an HTML page

When monitoring adevice or folder in the Active Drawing, and auser attemptsto move
or delete afolder or device, it is not necessary to re-edit the Active Drawing. Simply
refresh the Facility View or change the Tree View selection to see the changes.

Placing a folder icon onto an HTML page

In the same way that you can place a device on an HTML page, you can also place a
folder on an HTML page. When you do this the folder is represented by an icon on the
page. If the folder itself is associated with an HTML page, itsicon becomes a hyperlink
tothat HTML page.

To placeafolder icon ontoan HTML page, you can drag-and-drop afolder fromthe Tree
View, or use Copy Specia as follows:

1. From the NetCentral server, verify (Rt T
NetCentral Administrator (File | Logon).

2. Click File | Edit HTML Page and open the HTML page to which you want to add a
folder. The HTML editor opens.

3. Inthe Tree View, right-click the folder whoseicon you want to placeonthe HTML
page and select Copy Or Copy Special.

orlogonas

4. Inthe HTML editor, paste the folder active drawing onto the page.
5. Savethe HTML page.
6. In NetCentral, the Facility View HTML page updates automatically.

Double-click the folder active drawing on the HTML page. The HTML page for that
folder opens.

Creating a custom view of monitored devices

If you are proficient with HTML and images, you can aso create other customized
background pages to represent networks, functional groups, or other views of monitored
devices. This section includes the following topics:

* “Resources’ on page 201
e “Custom background images’ on page 202
» “Custom deviceimages’ on page 205

Resources
The following resources are used to create the pages demonstrated in this Guide:

» Background images — Files are located at
C.\ Program Fi | es\ Thonson Grass Val | ey\ Net Central \ HTM.

» Device Images — Filesfor Normal, Y ellow, and Red images to indicate status
levels are located at

C:\ Program Fi | es\ Thonson Grass Vall ey\ Net Central\
i magel i brary\ <devi cet ype>\
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For many of these resources, you can use those supplied by default with the NetCentral
system, or you can create customized versions. Place any new resourcesin thelocations
indicated so they are available as you create the graphical view pages.

Custom background images

This section describes how to create a Facility graphical view using your own
background image. Create the images in a separate application and save them to the
folder C:\ Program Fi | es\ Thonson Grass Val | ey\ Net Cent ral \ HTM_. When you
create the HTML pagein NetCentral, these images are available for use.

Complete the following steps to create a Facility graphical view using a custom image:

1. Obtain or create abackground image and saveitasa.G F, .JPG or .BMPfile.
Placethisfileat C:\ Program Fi | es\ Thonmson Grass Val | ey\ Net Cent ral \ HTM..
For example, the following custom image was created by taking a screen shot of the
default rack view in NetCentral. The image was then modified in a graphics
program.

075
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2. Verify that the image is sized correctly to be displayed in the NetCentral Facility
View pane. This depends on the resolution and settings of a computer’s graphic
card, so we recommend that you run atest to check this. Click File | New | Folder.
The Folder Properties dialog box opens.

Folder Properties X

Folder Mame:

ITest Folder

—Faolder Selection
~ Launch HTML page of nearest parent folder
™ Launch default HTML page

& | aunch the following HTML page Browse. .. |

Is'xT homson Grazs VallephMetCentralsbtmlback ground_test. gif

ok I LCancel |

Enter atest namefor thisfolder. Select Launch the following HTML page and browse
to the location of the image. Click oK. The image you selected is displayed in the
Facility View. If you are satisfied that the image is the size you want it, continue

with step 3. If the image needs to be resized, complete the following steps before
continuing:

a. Open thefilein Microsoft Office Picture Manager, or asimilar program.
b. Resize and save the image.

c. Inthe NetCentral Tree View, select the test folder.

d. Right click the Facility information area and select Refresh from the menu.

Qpen In M

Back

Refresh

Repeat these steps until theimage is sized correctly. Theideaisto run this test
once; then, as you create other custom images, use thisinformation to resize other
images as needed.
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3. After animageissized and saved to the correct location, it isready to use. Refer to
“Creating a Facility View” on page 192 for basic instructions. In the “Create
HTML Pagedialogbox,” either overwrite an existing page or saveasanew HTML
page. Use the Browse button to navigate to a custom background image.

Create HTML Page ﬂ

Save HTML File Aa;

Isu:un Grazz Walley\MetCentral\HTMLAT est Folder. html Browsze |

Backaround

* Use Background Image

IE:HPngram Filez\Thomson Grazs YalleyWMetCentrals

" Mo Background Image

¥ Include folders and devices

ok LCancel |

After a custom image is associated with afolder, select the folder in the Tree View and
click the Facility View tab. The image is displayed with active device drawings on top.

FatCavral drew Fghic 14 Sppduray P {ribeal
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Custom device images

NetCentral allows you to use custom device images as active drawings in the Facility
graphical view. Refer to “ Custom background images’ on page 202 for information
about creating a custom image for use in NetCentral.

Use or create multiple versions of the same graphic to indicate status (such as
black-and-white for Normal, Y ellow for aWarning, or Red for Critical).

The naming conventions for device images are as follows:

» Normal bitmaps should simply state the name of the device, asin bitmap.gif
» Warning bitmaps should follow the naming convention bitmap War ning.gif
 Critical bitmaps should follow the naming convention bitmap_Critical.gif

For example, if you use Caner a. gi f, you must also supply Caner a_War ni ng. gi f and
Canera_Critical . gif, asshowninthese examples:

Camera.gif Camera Warning.gif ~ Camera Critical.gif

So NetCentral can read the device indicator image, place graphicsin a NetCentral
subdirectory in Program Files. Therecommend locationiscC: \ Pr ogr amFi | es\ Thormson
Grass Valley\NetCentral \i magel i brary.

After the Normal bitmap image is selected, you must also include bitmap images
representing Warning and Critical states. Put these files in the same folder.

If you supply only one bitmap, then only that image is displayed on the active drawing
page. However, if Warning and Critical imagesin the samefolder asthe original image,
then they are automatically updated on the Active Drawing page.

Reassigning HTML pages
You can easily assign adifferent HTML page to afolder, asfollows:

1. Inthe Tree View, right-click the folder and select Properties. The Folder Properties
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dialog box opens.

Folder Properties EI

Enlder Mame:

|K2 Client

— Folder Selection
" Launch HTML page of nearest parent folder
™ Launch default HTHML page

% Launch the following HTML page Browse. . |
I

ok I LCancel |

2. Select the HTML page you want to launch from the folder.

Other advanced options

The default NetCentral HTML editing tool is used in the procedures in this section.

However, you might want to use a different HTML editing tool that supports.NET
objects, such as arecent version of Microsoft Front Page. If you use adifferent HTML
editing tool, you must apply the knowledge of thetool and of standard Web devel opment
techniques to determine how to integrate the tool with NetCentral graphical view
features. Y ou should be familiar with HTML coding and Web site devel opment,
including the following basic skills:

» Creating Web pages

» Creating images

» Referencing imagesin Web Pages
* Hyperlinking Web Pages

Examples

Thefollowing examplesillustrate afew of the many ways you can represent the facility
with graphical drawings.
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Examples

The first example maps the physical location of devices.

LLE

eyl |

FepiCeryl dgoenn Figkin
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The second example provides avisual guide to the impact of system failuresin the
workflow.

W vkl prdral
T

R A

Sulyrslerm  Category B

MeaCentral fccess Righis: B4 Gysiems 0 Critical A& 0 Wamngs FAETHTE m
Footast| | 0H @
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Extend NetCentral device monitoring

This section describes how to use the Generic Device Provider (GDP) Tool E:-d
to extend NetCentral device monitoring.

The Generic Device Provider (GDP) Tool allowsthe user to monitor adevice for which
thereis no NetCentral device provider. The GDP Tool doesthis by creating asimple or
generic device provider that passes SNMP trap messages to NetCentral .

Thetopicsin this section include:

» “Generic Device Provider set-up requirements’” on page 209
» “Creating a Generic Device Provider” on page 210

* “Modifying a GDP’ on page 224

» “Importing and exporting a GDP” on page 225

» “Monitoring anew device” on page 226

Generic Device Provider set-up requirements
This section explains the set-up requirements for installing a Grass Valley Generic
Device Provider.

Management Information Base (MIB)

NetCentral reads the Management Information Bases (MIBs) for adevice. Because each
device type is different, you must know where to find the MIBs of the device before
creating a custom GDP. The best way to ensure accessibility isto place al MIB filesin
C:\ Program Fi | es\ Thonmson Grass Val | ey\ Net Central \ nmi bs. Youcando this
through the network or by using the software CD for the device.

Licenses
Before monitoring ageneric device, verify appropriate licensing by doing the following:

1. On the NetCentral menu, select Tools | Check Licenses.

Tools Configure Help

Program Tracking

Export/Irnport Actions-Filkers
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2. The SabreTooth License Manager opens. Ensure that GDP-NETCEN isone of the

licenses on the list, and that there are enough licenses for the total number of
generic devices you plan to monitor.

RE=IE
:J File Edit ‘Wiew Tools ‘window Help ;Iilll
Feature | WEr | Euuntl E wpiry | Checked Out | Health |
ﬁ( GDP-METCEM) 1 10 permansht 1] | |
%) NETCEN-MGR 1 5 permanent 1 |

| # SabreTooth Protocol Service Funning @ 2 |

If GDP-NETCEN is not on thelist, refer to the NetCentral Installation Guide for
licensing information.

Creating a Generic Device Provider

This section outlines the Generic Device Provider (GDP) Wizard and contains the
following sections:

“Getting started” on page 211

“Loading MIBS’ on page 211

“Defining system information” on page 214
“Defining Heartbeat” on page 215
“Customizing Favorites’ on page 216
“Customizing Favorites’ on page 216
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Getting started
To create a GDP:

1. Close NetCentral and open the GDP program by double-clicking theicon E‘l-d or
by selecting Start | Programs | NetCentral | Generic Provider Manager. The “ Generic
Providers Manager” dialog box opens.

L Generic Provider Manager =10] x|

J

2. Select the New button to open the GDP installation Wizard. The“MIB
Information” dialog box opens.

Loading MIBs
Thiswindow is used to specify which MIBs you want to load.
1. Specify aunique name to identify this new device type.
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2. Asshown in the following diagram, click Load to find the MIBs for the device,
choosethefirst MIB, then click Load to display aTree View and compilethat MIB.

Leneric Device Provider: MIB Information
Device Type:  |Modula
MIE: I::'-.FTl:-\:rw FilesT homson Grazs Valey\HetCentral\mibs \gvg-reg.mi2 i E | i
_Gean |
MIE modules:
B-@ e =
= ag
= dod
=0 ntameat
(=0 pivate
=1 enteprses
B0 gvg
Lol g xperimental | |
B~ gvgRegisthrations
| i gvgVideoSiarage
8 qvighlodular
~& gvoRlouter =l
MIE parsing enors:
4] JJ
Ne> | Frish | Cancal | Help

3. Continue loading the MIBs individually.

Open 2

Look v | (29 mibs

R R =

Xl

_.'ﬂ eg-element. mis

_ﬂ GVGE-ENCORE-5CB-MIB. mi2
ﬂ gvg-ex-tms, miZ

%] gvg-gep.miz

|| gvg-ges.miz2

ﬂ gvg-grm.mi2

4 -

&) gwg-him1.mi2
-11 gvg-manclient.miz
ﬂ gvg-mant sm. miZ

File nam: |gwg-mcm2.rrﬂ

Files of ype: IHI:: Files ["_rib;".mil " mi2]

212 NetCentral User Guide

September 2008



September 2008

Loading MIBs

4. Thesemust beloaded inthe order defined by the MIBs; otherwise, the GDP Wizard
displays an error message that indicates the correct order.

x
MIB= are not loaded in proper arder. Load the fallowing MIB = bE;I
- GWGE-REG'

- GYG-ELEMEMT-MIE!

. | o
oK |

5. Click ok and load the required MIBs in the correct order.

6. When you finish loading the MIBs, click Next. The “ System Information” dialog
box opens.
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Defining system information

Thiswindow is used to establish bitmaps, HTML links, and a subsystem name. In the
following example, note that name entered as the Subsystem Name is hamed
“Subsystem” simply for purposes of illustration in this Guide. The name you enter
becomes the name you later seein windows (for example, refer to theillustration in the
section, “Viewing the new device” on page 227).

Generic Device Provider: System Information EI

Device Image:

Select the maoge for the genenc device twpe which vall be shown az an active drawing when
used on MetCentral actrve drawing HTML pages.

It no mage iz selected, the default mage will be shown for this type of device.

IE:"'.ngran FileshT homzon Grazs ValleyyM etCentralumaneibranbd odularFrame

¥ Azsociate URL

i ‘au can select a URL which will be launched in MetCantial whenever the Link' subsystem for
@ the device i selected in the NetCentral Facility wiew.

If mo UAL iz zelected, the default MIB2 information page is shown for the device,

|htip://%IPAddress%
[Use ZIPAddress to insert davice IP address.)

Subsyzshem M ame:

Specify the name for the subsystem. The subsystem will display information for the MIB browser
and selected vanables [favontes).

|SubSystem

< Back Mest> ] Firish ] Cancel ] Helr ]

The system information window contains the following three sections:
» “Device Image’ on page 214

» “Associate URL” on page 215

» “Subsystem Name” on page 215

Device Image

Use the Browse button to select a bitmap. This bitmap is used in NetCentral during the
creation of Active Drawings. Refer to Chapter 9, Create Facility View on page 191 for
more information about Active Drawings.
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So that NetCentral can read the image, placeit in a NetCentral subdirectory in
C:\Program Fi | es\ Thomson Grass Val |l ey\ Net Central \imagelibrary

After the bitmap is selected, you must also include bitmap images representing warning
and critical states. Put these filesin the same folder.

» Warning bitmaps should follow the naming convention bitmap_War ning.gif
 Critical bitmaps should follow the naming convention bitmap_Critical.gif

For example, if you use Caner a. gi f, you must also supply Camer a_War ni ng. gi f and
Canera_Critical . gif, asshown inthefollowing examples:

Camera.gif Camera Warning.gif ~ Camera _Critical.gif

If you only supply one bitmap, only that imageisdisplayed on the Active Drawing page.
However, the warning and critical images are automatically updated on the active
drawing page if they arein the same folder as the original image.

Associate URL

Some devices are installed with a Web page from the manufacturer that allows you to
remotely control or configure the device.

Select the Web page for the monitored device in the “ Generic Device Provider: System
Information” box.

When you select a URL, the Wizard creates a subsystem named “Link” to display the
device specific page in the NetCentral interface. Refer to the diagramsin “Viewing the
new device” on page 227 to see what the subsystem looks like in the NetCentral
interface.

Subsystem Name

1. Specify a name for the subsystem that shows the favorites information for the MIB
variables and the MIB browser.

2. When you finish providing the system information, click Next. The “Heartbeat
Definition” dialog box opens.

Defining Heartbeat

September 2008

1. Specify a heartbeat polling variable.

NetCentral sends an SNMP “get” command to the device, checking for that one
variable. If NetCentral findsit, it knowsthat thedeviceis” still alive”; if NetCentral
does not find it, it sends a“Device offline” message.

The heartbeat variable can be ascalar or acolumnar object from any of the loaded
MIBs. It is highly recommended that you use a scalar object, which contains a
single instance that NetCentral can quickly check. Columnar objects may take
longer if NetCentral checks more than one variable to get a heartbeat.
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If this option is not selected, NetCentral does not perform a heartbeat check on the
devices of this newly created device type. If adevice goes offline, you do not get a
“Device offling” message.

Leneric Device Provider: Heartheat Definition ﬂ

¥ Enable heattbest poling

B0 GYGELEMENT-MIB a|  Hoatheat vasiahle:
= gvoEModel —
& gelSeialode JavaEMadal
8 gvoEIType
8 gvoElSoftwareev _
A guEState Object detais:
=& gvoElSeveniylavel Field | Ve
B gugtlhssetlag Hame gvgEltodel
= gvgl iaxT angets Oid 1.3E1.41.45347.21.21
8 gval iChgT ableMestindes ey Read Onky
e gvallCigndes Skabuz Curent
8 gvaTICiglphddiess gwnta{* _ ? ;ﬂe' E::ng { Ij:i I# S
. BeCaiption & alement model zhing piefenec
: EEI EEEE::;& the customer-visible pai number, which
& gvgoSignalindes prnted on the physacal managed eleme:
<& gvgoSignaltiaz If the element being managed does not
=& gvgloSignalTups & model desciplor, of the model desciip
e gvgloSignalSiate unknown bo the agerd, the valee of this
& gvaloSignalasChanged will be a null stnng.
& gvdoSignalSpeciic | |
-8 gvoMgControl
=& gvoldidentity :I 4 ﬂ
cBack | MNews | Fwsh | Concel | Hels |

2. When the heartbeat properties meet the satisfaction, click Next. The “ Favorites’
dialog box opens.

Customizing Favorites
To customize information for devices viewed frequently (“favorites’):

1. Specify variables to be quickly identified in NetCentral. Selected variables can be
scalar, column, row, or table MIB objects from the loaded MIBs.

The variables should be selected on the basis of what you want to monitor. For
example, if the MIB allowsiit, choose the variable that lets you view information
about the software version for the device.
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2. Click the Display namein the column to change the default name to what you want

Customizing Favorites

to seein the NetCentral interface. Refer to the diagramsin the section “Viewing
the new device” on page 227 to see more MIBs.

Leneric Device Provider: Favorites
4 menFastlal Wanishle name | Displey name |
= membasFi gwokIMadel IMadel
il rpemFssh gvgEiScthearefiey  ERNrRlGrE |
=il mcmFzshd
= mcmFzzPi
(= merFsT rapFi il
& memFeTrapFic
i & momidodulelos
(ol gvgFloubes
-l gygéidenProduction
il gvgintemel
-l gvghewsProdudction
ol gugCamers 0
(s guahonitonng Obect detail:
= gwgElementMIE Fiekd [ Value
=01 gvgEMIBMobficaton: Mame gvgE B altwareRey
A gvgElStateChange Oid 1.36.1.4.1.4947.21.2.4
A gvgloSignalitateChangs -;f;ﬁ"** gsﬂdﬂ':'"‘l'
L% I
- f‘E'E""“"' Smime  Octet Sting {064 )
- gwgElodel Dascrinti Th . o the: zoibe .
) ascrption @ renvision stamp softwiare running on
=8 gvgElSeriallode the elemest that supports this MIB module.
A& gugElType
=& gvgElScitwaraRay
& gvgElState =
4] 1 4 1] | |
¢ Back [T Frish | Cancel | Help
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3. If you select atable, the “Display Name” dialog box is displayed.

Display Name x|

T able name iz uzed in MetCentral az a link to access the tabular information
about the zelected columns. Provide a user-friendly name for table and
columnz, which will be uzed in HetCentral for dizplay.

The table name supplied here will be uzed far all the columng of the zame table

Table varable:  gwgTtCfaT able

Dizplay name: Il:urrent b anagers

Columtz

" ariable na... | Dizplay name |
gugTiCiglpd... P Address

gwaTtCiaCa...  Carmrmunity
gwgTtCigEnt...  Statuz

ak. I Cancel

4. Customize the table by giving it the name you want to see in the NetCentral
interface.

5. Click the variabl€ s Display name in the column.
6. Click OK to save settings.
7. Click Next. The “Event Definitions” dialog box opens.

Defining Events

This*Event Definitions’ window displays all the event definitions (such as traps or
notifications) from all the loaded MIBs. By default, the event messages you see are
dictated by the MIBs, and the severity islisted as “Informational.”

1. Inthe " Event Definitions’ dialog box, customize the severity and message for each
event.
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2. Select save after you modify each message.

Leneric Device Provider: Event Definitions

Defining Trend Objects

i memFaSlotFeE y

i memP sFramebiusS lahusS meuF sulE v
B memPsFramebiusS lahusS meyFeE v
= Mok aulEy

=8 memMcFeEy

=8 momk s oduleRemovedEy

=8 mcmE s odulednztalladE v

8 momfsModulelostSignalEy

& memfsModdeReganedSignalE
oy rrwe ik ol rach el AR AIF o

Hugaaw II'I"I'E‘I"I'INCFEI.'E\'

Sevanbr  |'Waiming
Ciitical
sp | Infoamiakional
Dm-:rq:uhl:ﬂH

Addiicnal Descripbon:
memMeTrapCategony = X1 =]
membcStabes = 22
Diescription:
Trap Sentif Net Card Stahes mdicates a faull, :I
¢ Back et > Cancel | Hels |

3. Click Next to define trend object graphs.

NOTE: After the GDP configuration is complete and you add the device, then add
actions and filters to the messages. Refer to “ Configure actions and modifying

messages for the new device” on page 233.

Defining Trend Objects

The Trend Objects Definition Wizard allowsyou to create, modify, or delete trend object

graphs.
To define parameters for atrend object graph:
1. Select the New button.
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2. Set the graph details for the trend object.

Generic Device Provider: Trend Objects Definition |

Thiz potion of the wizard slows you lo create, modiy, o delete rend object graphs,

ity [ree] et

¢ Back Finigh Cancel Help

Rules

The Trend Objects Definition Wizard for Rules alows you to select an MIB object(s)
and create graphs for the trend objects.

* A ruleisan expression used to create a graph.

» The expression isthe variable you plot.

Setting up auseful expression requires an understanding of the devicetypeanditsMIBs.
To definearule:

1. Select one or more MIB abject(s) in the tree.

2. Click the double arrowsto add each MIB to the Expression field. Thiscan be a
single variable, or an expression.
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3. After you set the expression, click Next.

Trend Dbjects Defimit o

Wizard: Rubes

= GVGELEMENT MB
- gegEModel

- gvgE BenalCode

- gvgE(Type

gk Balhesef ey

-~ gvgEBale

- gugEBeveiiplevel

- gegEPaseiTag

-~ gvgTiaxT wgets

- gegT ChgT ableNestindex
- ggl Chgindes

— g T ICTglphddiess

ogilosTempeshurs
TIABTAT4MTZA1.2213
Faad Only

Curment

Intages 32

The smbieril curent CCU chagsis
irbemal lemperahure in degrees
Carbigiade [ETLIL

NetCentral User Guide

Defining Trend Objects

221



Chapter 10 Extend NetCentral device monitoring

Graph information

The Trend Objects Definition Wizard for Graph Information allows you to enter a
display name for the graph, determine the unit of measurement, type a description, and
other properties.

Trend Objects Definition Wizard: Graph Information x|

— Graph Object Details

Diizplay Mame: |Temperature
Giraph &s: Ial:usnlute walue j
Unit of Measurement: IDEgrees j

Legend far Yertical Az |Degrees Centigrade

Subseysten: ISystem j

Decscription: Graphz the temperature in degrees centigrade at a ;l
particular instance.

< Back I Hewt = I Finizh Cancel Help

1. Enter adisplay name for the graph, determine the unit of measurement, then enter
comments for a description.

Note that the Unit of Measurement field allows you to type a unit of measurement
other than the default options.

2. Click Next to move to the next portion of the Wizard.
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Threshold alerts

The Trend Objects Definition Wizard for Alerts allows you to determine threshold
values for an object.

Trend Object Definition Wizard: Alerts x|

— Eenerate Alerts for Temperature

¥ “when itz walue is over |4EI

[T when itz walue is under IU.UUUUUU Canfigure,.. |
[~ when the walue retums ta itz nomal range Configure... |

1. Click configure to view or change each aert configuration. A dialog box is
displayed.

2. Enter aname for the alert, level of Severity, and description, as shown in this
example:

Alert Configuration x|

Lliaz ITrend object Temperature over threshold limit
Severity: IWarniﬂEI j
Description: Object %1 with average value %6 iz over its ;I

rnarirum threzhold value of %5

[

[ Hote: %71 should follow Graph Object Mame, %2
zhould Followe Chart M ame, %3 should follow Device [P,
%4 zshould follow Device Tope, %5 zhould fallow
Threzhold walue, %E should follow Current walue. |

LCancel |

3. Click Okay.

4. After thedialog box closes, click Finish. Thetrend object isdisplayed in the Trend
Objects Definition page.

5. Click New to define another trend object, or click Finish.
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The newly created device provider is available in NetCentral only after NetCentral is
restarted. Refer to “Restarting NetCentral services’ on page 53 for more information
about how to restart NetCentral.

Modifying a GDP

Any time after adevice provider is created, you can modify and update a device
provider. Refer to “ Creating a Generic Device Provider” on page 210 for detailed
instructions regarding the GDP Wizard.

1. Select the provider.
2. Click the modify button and follow the instructions in the GDP Wizard.

*%¢ Generic Provider Manager o x|

b odular Hew
T adify |
Delete |
Irnpart |
Export |

MIB modules:

Y -Chas-MIB

GYG-ELEMEMT-MIB

GG -MCh-MIB

GYG-REG

J

Cloze

CAUTION: If you modify adevice provider, all added devices of that
type areremoved from NetCentral automatically, and you must add those
devices again.

224 NetCentral User Guide September 2008



Importing and exporting a GDP

Importing and exporting a GDP

Y ou can export the GDP, which creates a folder with the same name as the GDP. Y ou
can aso import a GDP to any other NetCentral computer.

“*% Generic Provider Manager _ =]

bl odular :

T odify

le
_ Mody_|
__ Dot |

Delete

MIB modules:

YE-CHES-MIB
GWGE-ELEMENT-MIE
GWYGE-MCH-MIB
GWG-REG

Cloze |

To export a GDP:
1. Click the Export button, and choose the location to which to copy thefile.

2. The “Export (Import) Generic Type” dialog box is displayed. Enter the requested
information.

Export Generic Type 5'

Generic Type: Modular

Location: IE:'&F‘mgram FilezhThomzon Grazs Y alleyhHetCentral

k. Carnicel
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To import aGDP:

1. Either copy thefiles for the GDP from another NetCentral computer, or browse on
the network to the folder that contains a GDP created at a different location.

2. Click the Import button to add a new GDP (device provider).

Monitoring a new device

This section explains how to monitor a Generic Device Provider:
» “Adding aGDP asanew device’ on page 226
* “Viewing the new device” on page 227

» “Configure actions and maodifying messages for the new device” on page 233

Adding a GDP as a new device
After you create or import a Generic Device Provider, add a device of that type.

1. Select File | New | Device to add a new device.

Add Device

CMMP Device Mame or IF address:

Syslog Device
Ping Device |Modular-01

SMHEP Commumity Harme:

Ipul:uliu: j
DeviceT ppe:
I todular j

ok I Cancel |

2. Supply the IP address, SNMP Community Name, and Device Type. The Device
Type isthe name you specified in the “MIB Information” dialog box of the GDP
Wizard. Refer to “Loading MIBS’ on page 211 for information about naming the
GDP.

3. Click ok to add the device.
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Viewing the new device
NetCentral displays adefault system page.

NetCentral I

Facility | Trend

nitored O
M HP Ethern

iption

L CO—
L Device Type iessage Received

Modular-01 Modular mcmChCoverFaultEv 5/16/2008 21 PM
Modular-01 Modular mcmFsStringTrap 5/16/2008

modular-01 modular mcmFsModuleLostRefEv 57162008

Modular-01 modular mcmFsModuleLostSignalEv 57162008

Modular-01 Modular System Reboot 5/16/2008

Modular-01 Modular System Reboot 5/16/2008

Modular-01 Modular e offl 5/16/2008

Modular-01 Modular Device offline 5f16/2008

Modular-01 Modular G 5/16/2008

Modular-01 Modular Device offline 5f16f2008

Details

NetCentral Access Rights: 16 Systems 2 Critical A 0 Warnings Network
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The“Link” page shown in the directory connects to the HTML page for the device that
you specified in the “ System Information” dialog box of the GDP Wizard, as shownin

the following example.

A B

& beum
gl -0

o0l

FeSCeniral Access Righhs: LB Syvhemy
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Viewing the new device

The “ Subsystem” page contains a synopsis of the MIBs that you specified in the dialog
box of the GDP Wizard (refer to “ Customizing Favorites’ on page 216).

Note that the name of the GDP shown in the following example is the same name you
entered when you defined the system information (see “ Defining system information”
on page 214).
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Using the MIB browser, you can check on every value exposed by the SNMP agent for
the device, as shown in the following example.

Devir Trpe Moseage
" FHALI R

o/ U
Huncages

MesCentral Accms Rights: 16 Sy vhamy 1 Critical A 0 Warningy etk (T TTT D

Refer to “Customizing Favorites” on page 216 for more information about M1B
variables.

To view and/or configure the MIB’ s variable properties:
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Viewing the new device

1. Select aMIB variable. The MIB parameters are displayed in the MIB variable
properties pane on the right of the screen.

HagLegse

FiriCentral Accmun Righis: 16 Systems 1 Critical A OWernings  Trep messsge configur shon etise. Mefmnrk m

September 2008 NetCentral User Guide 231



Chapter 10 Extend NetCentral device monitoring

2. With the Retrieve option selected, click Go. The MIB variable(s) are displayed in
the bottom pane.

MeECentral Access Rightu: Sywhamy 1 Critical
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3. If the MIB variable has read-write access, click Set to change the parameter(s) in
the bottom pane. This option is not available if the variable has read-only access.

FiekCentral Acress Righth: Sywhamy 1 Lritical A& 0 'Wermnings

4. Enter the desired information.

5. To apply the changes, click the Go button.

Configure actions and modifying messages for the new device
To create actions for any messages for the new device:

1. Select File | New | Action on the NetCentral menu and follow the Wizard. Refer to
“Actions and notifications’ on page 117.

To configure messages for device-generated events:
1. Click the message.

2. Select Messages | Modify Event on the NetCentral menu to modify the message.
Refer to “Defining Events’ on page 218 for more information about
device-generated events.
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Monitoring with the Web Client

The NetCentral Web Client allows remote monitoring and configuration, but with
somewhat different capabilities than the Local Client.

This section describes how the NetCentral Web Client communicates with the
SNMP-monitored devices through the medium of the NetCentral server. It coversthe
following topics:

» “About NetCentral monitoring viathe Web Client” on page 235
» “Accessing the NetCentral Web Client” on page 236

* “Web Client views’ on page 239

» “Acknowledging messages’ on page 240

» “Adding remarksto messages’ on page 241

» “Navigating within the Web client” on page 242

» “Monitor using the Web Client buttons’ on page 242

About NetCentral monitoring via the Web Client

September 2008

NetCentral servicesare running, whether auser islogged in or not. Y ou can access much
of the information remotely using the NetCentral Web Client.

With the Web Client, you can perform the following functions:
» Access device-specific configuration Web pages

» Monitor device trends via graphs

* Query messages logs

* View device-specific system information

» Acknowledge messages

The NetCentral Web Client displays information gathered by the NetCentral server. If
information changes on the server, the changes are reflected in the Web Client.

The NetCentral Web Client does not gather information by itself, but it can be used to
configure some information seen on the server. For example, you can acknowledge
messages in the Web Client and save the changes so that the NetCentral Server reflects
the change.

The NetCentral Web Client allows you to access device-specific configuration Web
pages. Y ou can configure the devices through these pages if they allow that capahility.

Y ou can use the Internet while you are logged on to the NetCentral Web Client, but
inactivity in the NetCentral interface causes the license to time-out. See “Web Client
licenses’ on page 237 for more time-out information.

NOTE: Tolog ontothe Web Client, the Web Services must be correctly configured.
Refer to the NetCentral Installation Guide for configuration reguirements.
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Accessing the NetCentral Web Client

This section explains how to log in and out of the NetCentral Web Client. It containsthe
following information:

* “Web address’ on page 236
» “Access permissions and locations’ on page 236
» “Web Client licenses” on page 237

Web address

OpentheInternet Explorer browser and type one of thefollowing addresses, substituting
the own IP address or computer name (either one works):

http://Nn.NN.NN.NN/ webnet central /1 ogi n. ht m
ht t p: / / theNetCentral computer/ webnet cent ral / | ogi n. ht ni

Alternatively, if you want to connect to the Web Client on the same server on which the
NetCentral server software isinstalled, you can bypass the computer name and simply
type the following. Do not substituting anything in this text string.

http://1 ocal host/webnetcentral /1 ogin. htm
Access permissions and locations

Y ou can connect to the NetCentral Web Client from any PC that is connected to the
Internet. Thisisusually aPC in alocation remote from the NetCentral server. However,
you can also access the NetCentral Web Client from the NetCentral server itself.
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When you enter the NetCentral Web Client Web address into Internet Explorer (see
“Web address’ on page 236), the Login screen opens.

£ Wb prkr sk Bk Oyt - Lagin - Windows [ntermet Explorer

=l ]
2 = [ tim acdtanicsras i dhogen berd EIEREY F-18
G Met et ek Clant - Lgn ] | Bp = - de b ek ™
Lo raan valley
Login
[o———

HebCeatral Sysiem Summany:

Thea RubCantral syslam o a subs of sellwaie Bodule Bul sok toguiliver bs metor ad iapa B opsna o

mtatum of your Faokty's squipment fiom one or more computers. The MetCentral myeism urm m 8 Mooscét Wirdows Leg In
deskbop srrenment anal uses fample Hetwork Mansgemant Protecol [RHEP], Sysleg, and atfer s iy standarm
technologess to communicate over an Intemet Probecol (1P} nabwark with Grass valley and parmner products [rep——
Tres KmbCanitsl synbam grees facify engnasrs and aquapmant oparators te sty b dn the kowng: Pammvecri:
+ ODu conbrursly sware of e moment &y momant status of mubple devices -
T legg i in Hrea MabTantrsl weh chenk,
* Idantify prebikens betsra they becens critical T
of Fy LB With NCESNE Tt
= Urderstand why & dedios is malfiind toning M Tachrecian, of ROk rghts
grantsd on Eha: machne smham the
+ Consier recommerdatons for cormecte acbhon

FMeiCenkral Mrager e retalad.

* Fmimarch mssmsges and loga for information about praviss status changes

o Pk Status ard eubiEheol Tiofn & fefete o Do

Thet WabCentral System provides 3 soll-doveloped set of Teatures designed specilcally for the T and wideo

ALy This alews you DO CONCENITETE o Thi Managemant of your eRepment wila mnreEng naiwork
managermant o sd,

MetCenaral mupparts SRRV and SRRyl

fm_ m_

HI.I- e ik -

Supply the NetCentral username and password of any user with credentialsto log in the
NetCentral server.

NOTE: On the left side of the Login screen is a Contact Us option. This tab provides

you with up-to-date information about contacting Grass Valley and itsrepresentatives
around the world.

Web Client licenses

Before running the NetCentral Web Client, verify appropriate licensing as follows:
1. On the NetCentral menu of the NetCentral server, select Tools | Check Licenses.

The SabreTooth License Manager opens.
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2. Ensurethat NETCEN-CLIENT isone of the licenses on the list, and that there are
enough licenses for the total number of Clientsto be registered. If
NETCEN-CLIENT isnot onthelist, refer to the NetCentral Installation Guide for
complete licensing information.

(B
-j File Edit Wiew Tools Window Help ;Iilil
Feature | W, | Euuntl E =piry Health |
% MWETCEM-CLIEMT 1 4] permarent 1 ]

&) NETCEM-MGR 1 5 permanent 1
|’ SabreT ooth Pratocal Service Running E 2 EI_

When you log in to the NetCentral Web Client from any Client PC, you “check out” a
license from the license manager on the NetCentral server.

The license stays checked out for fifteen minutes or aslong as the Client is active,
whichever islonger. If the Web Client isinactive for half an hour, the license times out
and you must log back in using the Login page.
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When al theWeb Client licenses are checked out, you are unabl e to open the Client until

Web Client views

one of the licenses gets checked back in. Licenses are checked back in after they time

out

.& SabreTooth License Manager - [My Computer] - |EI|5|

{ File Edt Wiew

=181 x|

Tools  Window Help

Feature | W, Health |

L W METCEN-CLIENT

&) NETCEM-MGR 1 5 permanent 1 [

|! SabreT ooth Pratocal Service Running E 2 EI_

Inthe Web Client viewer, clicking Logout also returnsthe Web Client license. If you try

to open more Web Clients than there are licenses available, an error message is

displayed. Wait until alicenseis checked back in to the license manager, and try to open

the Web Client again.

For more information about NetCentral Web Client licensing, refer to the NetCentral
Installation Guide.

Web CI

lent views

Information in the NetCentral Web Client main window is similar to the Server main
window, but reflects the Web Client’ s functionality, as follows:

» TheWeb Client offers three views: Facility, Messages, and Trends.

September 2008

The Web Client offers full monitoring capabilitiesin these views. Most system
configuration must be performed on the NetCentral server. However, in the
Message View, the Web Client allows you to acknowledge and add comments to
messages. These changes are saved to the database and can be viewed from either
the Server or the Web Client.

The Web Client offers shortcut buttons for easy monitoring.
The Web Client view automatically refreshes every five minutes. Configuration
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changes made on the NetCentral server are updated in the Web Client on the
refresh cycle.

View control  Tree Shortcut Information view

For a detailed comparison of the Server and Web Client views, refer to “Viewing
information in NetCentral windows’ on page 54.

Acknowledging messages
To view and acknowledge messages using the NetCentral Web Client:
1. Log into the Web Client.
2. Click the M essages tab on the left side of the page.

3. Inthe system tree, select adevice or afolder. Messages are displayed for the
selected device or for al the devices within the selected folder.

4. Intheupper half of theinformation area, sel ect amessage. The message description
and detailsfor that message are displayed in the lower half of the information area.

5. To acknowledge a message, simply click the check box next to the message you
want to acknowledge. The NetCentral server automatically reflects the change.
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Adding remarks to messages

To add remarks to a message:

1. Click the “Stop Timer” button at the bottom of the interface. This pauses the
automatic refresh cycle so that the remark is not lost while you are typing dueto a
refresh operation.

. Select the Messagesicon.
. Click acheckbox for a message in the window to which you want to add remarks.
. Inthe lower pane, type the remarks.

. Click save after adding remarks. Thisupdatesthe NetCentral Server databasewith
the changes.

ga b~ W N

NOTE: If you do not click Save, any remarks you entered are |ost.

6. Remember to restart the refresh timer.
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M essagesthat contain remarks now display the remarksicon next to the message. To sort
messages so that all messages with aremark are displayed at the top (or at the bottom)

of theligt, click the Remarks column.
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242

Web Client distinctive functions

This section describes the functions that are unique to the NetCentral Web Client and
includes the following topics:

» “Navigating within the Web client” on page 242
» “Monitor using the Web Client buttons’ on page 242

Navigating within the Web client
The following functions help you to navigate the interface of the Web Client:

* Right-click to navigate within the Web client

Right-clicking any area presents a context menu similar to what you see on any
page in Internet Explorer. Some right-click options are as follows:

» Right-clicking adevice gives you the option to open the view in anew window.

» Right-clicking any field givesyou the option to Refresh the page, which displays
updated information from the server for that page.
» Navigate back and forward within the Web client

To move backwards and forwards on pages within the Web Client, click the Back
and Forward buttons, or choose those actionsin theright-click menus. The position
in the Web Client depends on the pages you viewed so far.

The information for each page updates when you navigate away from that page,
unless you use the Back and Forward buttons.

» Toreturn to the Web Client Login page:
Click Logout at the top of the screen.

(Massag& La-,g) (D&uice Llsl) ( Wersion ) @ RESEt

Again type the Login address into the browser.

If the user session times out, return to the log-in pageto start again. Refer to “Web Client
licenses’ on page 237 for more time-out information.
Monitor using the Web Client buttons

Instead of a detailed menu like the one used on the NetCentral server, the NetCentral
Web Client features a number of buttons at the top of the screen.

The menu buttons are:

» “Web Client Message Log button” on page 243
» “Web Client Device List button” on page 243

» “Web Client Version button” on page 243

» “Web Client Help button” on page 244
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» “Web Client Reset button” on page 244
» “Web Client Logout button” on page 244
The information displayed by clicking the buttons is consistent, no matter which View
you are using (Facility, Messages, Trends, and so on).
Web Client Message Log button
When you click the Message Log button, a new window opens.

f‘f MNetCentral Web Client: Message Logs - Windows Internet Explorer -0l x|
e,
R IlL http: Mlocahost fwebnetcentraliquerylog.html j 44| X |l|vr: Search R
1 = u »
vy ’_,éNetCentraI ‘web Client: Message Logs | | J ‘ﬁ}’ ~ Bl - o= - |:.Page ~ (O Tools ~

(v urass valley
Query log - By MName

By Type Severty Devices

AL - ALL =
From (mm/dd/yy) To (mm/ddfyyd
[os/13/08 ] [os/13/08 [ Go

! |From |Subsystem |Received |Massage Device Type ”

AQ THOMSON BRAND =l

|pone: [T [ [T NJiocalintranet ENCE

1. Enter the search criteria by clicking either the By Name or By Type button on the left
side of the window.

2. Select the desired Severity, Devices (or Device Types), and search dates.

3. Click Go. A list of the current messages meeting the specificationsis displayed in
the bottom half of the window.

For more information about messages, see Chapter 4, Managing messages on page 73.

Web Client Device List button

1. Click this button to display a device list on the screen.
2. Click adevice name to display the Message View for that device; thisopensin a
new window.

Web Client Version button

Click this button to display the device-specific version information for the device you
selected, or the version information for al the devices in the folder you selected.
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Web Client Help button

Click the Help (?) button to displays the “NetCentral at a Glance” page, along with
options to view the documentation for a number of Grass Valley devices.

Web Client Reset button

Clicking this button resets the device statusindicator of the device selected inthe system
tree. If afolder is selected, status indicators for al devices within the folder are reset.

Web Client Logout button
To return to the Web Client Login page, click Logout.
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Troubleshooting the NetCentral system

Use this section for problems with the NetCentral system itself.

If the problem is actually on a monitored device and the NetCentral system is simply

reporting the problem, then troubleshoot the problem using the manual for that particular

device.

Topicsin this section include:

e “Characterizing the problem” on page 245

» “Diagnosing NetCentral problems’ on page 246
» “NetCentral Troubleshooting guide” on page 249
* “General Issues’

“During set-up, installation stops’ on page 255

“Changing message suppression” on page 255
“Troubleshooting Trend reference procedures’ on page 256
“Troubleshooting a device SNMP agent” on page 266
“Verify components are installed and running” on page 267
“Error message during .NET installation” on page 268
“Error message during FTP download” on page 268

e “Using the Application Logs Viewer” on page 269

NOTE: If none of the Troubleshooting tipsin this section help, please see “Grass

Valley Product Support” on page 8 for worldwide contact information.

Characterizing the problem

Use the following questions to help you identify the characteristics of the problem.

Characterizing the problem in this way gives you valuable clues about the cause of the

problem and its solution.

» “When does the problem occur?’

* “What isthe behavior that indicates the problem?’
* “Where does the problem occur?’

* “What has changed?’

When does the problem occur?
» Doesthe problem occur before or after certain other events?
* Does the problem occur as NetCentral opens?

» Doesthe prablem occur after NetCentral is open and you try to accomplish a
particular task?
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What is the behavior that indicates the problem?
 Isan error message displayed?
» Doesthe entire application stop functioning, or do some parts till work?
* |ssomething displayed that you do not expect (such as an error message)?
 |ssomething not displayed that you do expect (such as a status indicator)?

Where does the problem occur?

» Areother similar functions working or are all similar functions having the same
problem?

» Doesthe problem occur at the device type level (viewing all devices at once) or at
the device or subsystem levels (viewing the details of one device only)?

* |sthe problem associated with only some monitored devices, or isit the same for
all monitored devices?

What has changed?

» Sincethelast operation without the problem, have you changed anything within the
NetCentral system?

 Sincethelast operation without the problem, have you changed anything within the
Windows operating system?

Diagnosing NetCentral problems

Y ou can evaluate the current operating status of the NetCentral system and diagnose
problems using the tool described in this section. Y ou can also diagnose problemsusing
the “NetCentral Troubleshooting guide” on page 249.

About the NetCentral Diagnostic tool

The NetCentral Diagnostic tool isintended for use primarily by Grass Valey Service
personnel, or by knowledgeable NetCentral usersin cooperation with Grass Valley
Service personnel. Thistool isinstalled on the NetCentral server along with NetCentral
Manager software.

The NetCentral Diagnostic tool allows you to identify problems that can prevent the
NetCentral system from fully functioning. These problems are usually the result of
incorrect software set-up. By running diagnostic testson the various NetCentral software
components, you can detect the following problems:

» Component not registered

« Component not present

» Component not licensed correctly

» Servicesor server components not installed

Running diagnostic tests on NetCentral components
Use the following procedure only after you install NetCentral Manager software.

NetCentral Access Rights:

1. Onthe NetCentral server, verify & orlogonas

NetCentral User Guide September 2008



Running diagnostic tests on NetCentral components

NetCentral Administrator (File | Logon). If the NetCentral interfaceisinoperable,
you can open the following file to start the Diagnostic Tool:

C:\Program Fi | es\ Thonson G ass Vall ey\NetCentral \ bin
\ NC4ADi agnosti cTool O i ent. exe

NOTE: Thisisthe default location upon installation; however, if you
installed NetCentral in any other directory, browse to that location instead.

2. Click Tools | NetCentral Diagnostics. The Diagnostic Tool application window is
displayed.

|
Action Help Yew Iool

5 ActionProviders | | Testcase Resull | Value |
Anitach LMD INetCentral Registrati...i Pass
HetCentral Agent File Present Pass  Beepdl
Filter Message
Beep
Windows Message
Launch URL
Send Mail
Schedule Mail
Play Audio -
Run Program
Flash LED
Trigger Profile XP GPI
Trigger ViNode GP|
Configure Avitech |

Re-Diagnose

Al [~ Generate Report
" Selected & Start |
Slat. Beep

Checking for MetCentral Registration

MetCentral Registration Success

Checking for FileC:\Program Files\Thomson Grass YalleiMetCentralbiniBeep dil
File exists in the path

End: Beep

3. Expand all nodes to see status indicators.
4. When the tool first runs:
a. Select All and Generate Report.
b. Click start. The Save Report As dialog box is displayed.

c. Browseto the location to which you want to save the report file, renamethefile
if desired, and click Save.

The Diagnostic Tool tests the NetCentral system, displaying in the lower panel of
the application window the test actions as they occur. These test actions are
captured in the report file.
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5. To run adiagnostic test on a single component:
a. Intheleft panel of the application window, select the component to test.
b. Select Selected.
c. Click start. The Save Report As dialog box is displayed.

d. Browseto the location to which you want to save thereport file, renamethefile
as desired, and click Save.

The Diagnostic Tool tests the component, displaying in the lower panel of the
application window the test actions as they occur. These test actions are captured
in the report file.

Running diagnostic tests on a monitored device’s SNMP agent

Use the following procedure only after you install NetCentral Manager software.

NetCentral Access Rights:

1. OntheNetCentral server, verify & orlogonas

NetCentral Administrator (File | Logon).

2. Click Tools | NetCentral Diagnostics. The Diagnostic Tool application window is
displayed. Y ou can also open the Diagnostic tool from itsfile, as explained in
“Running diagnostic tests on NetCentral components” on page 246.
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3. Click Tool | Agent Testing Tool. The Agent Testing Tooal is displayed.

i
[~ Infaemation
|PAddess [1016.36.162 | Revice Type: |2 Cier x| Community Mame: | puiblic =]

Firg Stabus: Pinging success

Element Name: K2 Client

Dizcovery Rule: SHMPvZ-MIB sys0bjecliD="1361.414347 227 3"

Discovery Status: Discovery Successhd

Digcovered Device: K2 Chenl

Feapalve rule; GYG-ELEMENT MIB: gvaE S tate

ElementStatus: Hoimal

Subsysten | Progerty Mame | status | DispalyMame | Vaniable | vake | Erveneration val. | =]
Syzhem | SYSELEMENTGET Ok Model GYG-ELEMENT.. K2-5D-04 D10 k25004 [0 |

Spzham SYSELEMEMTGET QK Warsion GWG-ELEMEMNT... 31.132708 312708

Spslem SYSELEMEMTGET 0K Seial Mumibes GYG-ELEMENT ... k240N ba000s2 k2-01baD0g2

Spshem SYSELEMEMTSET Ok Asset Tag GYGELEMENT... <emply> <emphy

Spzham SYSGET QK SYSUPTIME SHMPY2MIB:zp..  IETEO724 JETEOT24

Spstem SYSSET DK SYSLOCATION SHMPvZMIB 0., Cuslomer Premise  Cuslomer Premise

Spshem SYSSET Ok SYSCOMTACT SHMPYw2-MIB 50, Customer Customer

Ntk METWOREGATEWSY QK IPROUTEDEST |P-MIE:pRoute.... oo 0.0ono

Metwork, METWOREGATEWAY 0K IFROUTEIFIND |P-MIE:ipF ot 4 4

Metweark. HE TWORKGATEWAY Ok IFROUTEMEXT...  IP-MIE:pRoute..  10.16.381 10.16.36.1

[T METWOREGATEWSY Q. IPROUTEDEST IP-MIE:pRoute.... 10,000 10.0.00

Metwork METWOREGATEW &Y 0K IFROUTEIFIND |P-MIE: ipF owtedl, 3 3

Metwark HE TWORKGATEWAY Ok IPFROUTEMEXT... IP-MIE:pRoute.. 10000162 10000182

Nty METWOREGATEWSY Q. IFROUTEDEST IP-MIE: pRoute.... 10.0.0182 10.0.0.162

Metwork HE TWORKGATEWAY DK IPROUTEIFIND IP-MIB pRowtell . 1 1

Metweark HE TWORKGATEWAY Ok IPROUTEMEXT... IP-MIE:pRowe.. 127.0001 127.0.01

MNetwork METWOREGATEWSY Q. IFROUTEDEST IP-MIE: pRoute.... 10.16.36.0 10.16.36.0

Metwork HE TWORKGATEWAY 0K IPROUTEIFIND IP-MIB pRowtedf, 4 4

Metwark HE TWORKGATEWAY 0K IPROUTENEXT... IP-MIB:pFoute.. 101636162 10.16.36.162

Metwork METWOREGATEWSY ak. IFROUTEDEST IP-MIE:pRoute. .. 10.16.36.162 10.16.36.162

Metwork HE TWORKGATEWAY DK IPROUTEIFIND IP-MIB pRowtell . 1 1 |

st | Save | Close |

|Dane

4. Specify the|P address, type, and SNM P community name of the monitored device.
5. Click start. The tool runs the test and reports results in the window.

6. Click save to save the report results as atext file.

NetCentral Troubleshooting guide

The following table organi zes problems according to when the problem occursin
relationship to the normal operating cycles of the operating system and applications.
Scan the “When” and “What” columns to find information that correlates to the
characteristics of the problem as determined in the previous section.

September 2008 NetCentral User Guide 249



Chapter 12 Troubleshooting the NetCentral system

Y ou can aso use the NetCentral Application Logs to help troubleshoot problems.

When What Possible Cause Corrective Action
At Windows Error message: When SNMP services was Re-install the Windows Service Pack that
start-up The procedure entry point installed, system files were is currently on the system to update all
SnmpSvcGetEnterprise0ID overwritten by incompatible system files to compatible versions.
could not be located in the Versions. Read Chapter 4, Using SNMP and other
dynamic link library protocols.
snmpapi.dil.
The NetCentral system does The NetCentral shortcut is not Put a shortcut to NetCentral in the
not start automatically when in the Windows Startup folder. Windows startup folder.
Windows starts.
Unable to start the “Trap” engine | When NetCentral was Re-install NetCentral software and log-in
in non-Administrator log-ins. installed and re-booted, the with Administrator privileges after first
set-up program was unable to re-boot. Read Appendix B, Setting
register the software because Security and Access Rights on page 155.
the first log-in did not have
Administrator privileges. This
is required because all
NetCentral registrations are
scheduled by the NetCentral
set-up program to the next
reboot session.
At NetCentral Error message: SNMP Trap Service is not Verify that SNMP Trap Service is
start-up Unable to start NetCentral. installed or has been installed and enabled.

An error occurred while starting
the SNMP trap engine. Make
sure that you correctly install
the Microsoft SNMP Trap
service on the system.

disabled.

Error message:

An error occurred while
initializing the action provider
playaudio.dll. NetGentral will
be unable to trigger rules that
are configured for this action
provider.

Error message:

NetCentral can not detect a
sound card or a waveform
audio device driver on this
computer. This means that
the “Play Audio” action will
not be able to play audio files.

The server does not have a
sound card.

Install a sound card on the server, or
re-install the NetCentral software and
answer “No” when prompted to install the
play audio action provider.

A new device on the local
network is not automatically
added to the NetCentral
system.

Auto-Discovery settings have
been changed from their
defaults.

Check Auto-Discovery settings. Make
sure “Never” is not selected and “Local”
is displayed in the list. Read “Adding
devices automatically” on page 23.
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When (continued)

What (continued)

Possible Cause (continued)

Corrective Action (continued)

At NetCentral
start-up

Unable to detect a device of a
known type.

You are not licensed to monitor
that type of device.

Check whether you are running a
licensed version of NetCentral. You may
view the Application Logs to check for
any licensing violations.

Device is not accessible.

Ensure that the device is on the network
and can be accessed from the
NetCentral server.

SNMP agent is not working
correctly on the device.

Ensure that the SNMP agent is running
on the device and check whether it is
correctly configured. Some agents allow
you to accept SNMP packets only from
specific computers. Make sure that the
SNMP agent accepts SNMP packets
from the NetCentral server.

SNMP community names on
device and NetCentral server
do not match.

Ensure that the SNMP community name
used by NetCentral during discovery matches
the one set on the device. Read “About
SNMP properties on monitored devices”

on page 96 and “Setting automatic

SNMP trap configuration” on page 104.

Device provider is not
registered.

Ensure that the provider for that device is
registered. To check whether a device
provider is registered, use the Diagnostic
tool as explained in “Running diagnostic
tests on NetCentral components” on
page 246.

Cannot open databases, or a
database error is reported via
a message box or the
Application Logs.

Hard drive is full.

Check whether there is sufficient disk

space on the hard-drive where the NetCentral
software is installed. See “NetCentral

server requirements” on page 25.

Send all the Application logs generated
by NetCentral to technical support for
detailed analysis.

When looking at any
NetCentral dialog
box, including
installation dialogs.

The dialog box is displayed
“chopped” or truncated.

You may need to set the
system’s screen resolution.

Go to Display Properties (right click in
the display area; select Properties).
Select the Settings tab. Select
Advanced. Select the General tab. Set
the DPI setting to “Normal Size” (96 DPI).
Restart the server.

You try to view a
device-specific log
that is listed on the
menu.

You are unable to view the
log.

FTP service on the device is
not running correctly.

Check whether the FTP service is
running on the device and is correctly
installed on the device as per the
device’s documentation.

The logs directory on a Profile
XP is not accessible.

Using a Web-browser, go to URL:
ftp://<profilename or IP address>/log.
If this does not list the logs directory on
the Profile, troubleshoot the network to
re-establish access.
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When (continued)

What (continued)

Possible Cause (continued)

Corrective Action (continued)

A reportable event
occurs on a
monitored device.

The event is not reported by
fault messages or status
indicators on the NetGentral
Sserver.

Messages (SNMP traps) sent
from the device do not have
the IP address of the
NetCentral server embedded.

Configure SNMP properties on the
device. Read “Setting SNMP trap
destinations on monitored devices” on
page 98.

SNMP Trap Service is not
running on the NetCentral
server.

Go to Start | Control Panel |
Administrative Tools | Services, and
start the SNMP Trap Service.

(For the K2 Client or Server)
The event is reported via
SNMP and a Syslog
message, but you do not
want NetCentral to report
Syslog messages for this
device.

You may need to disable
syslog on the K2 device.

On the K2, open regedit. Navigate to
HKEY_LOCAL_MACHINE\Software\Gra
ss Valley Group. Add a key called
“syslog.” Under “syslog,” create a
DWORD value called “Enable” with value
0. Restart the system. The system does
not generate any more syslog messages.

The “Play Audio” action
should play a sound, but no
sound is heard.

Sound card is not installed or
has been disabled on server.

Verify that a sound card is installed and
enabled by checking Control Panel |
Multimedia and Control Panel |

Devices. Install or enable accordingly.

Speakers are not plugged in
or are not powered up.

Plug in speakers and verify proper power
supply.

The audio file to be played is
not a “WAV” format file.

Reconfigure the action to play a Wave
file. Read the NetCentral User Guide.

To test the system, locate some “WAV”
files in the WINNT\System32\Media Files
directory on the computer and
double-click the file. If the computer is
unable to play the file, there is an error
with the multi-media software installed on
the computer.

An e-mail should be sent, but
it does not go through.

SMTP configuration is wrong
or the SMTP server is down.

Re-configure properties for e-mail
actions. Test. Check whether the SMTP
server name or IP address specified is
correct. Check whether the “from” e-mail
address is valid and has a valid log-in on
the SMTP server. Read the NetCentral
User Guide.

Two identical SNMP trap
messages are displayed.

The device has two SNMP
trap destinations for the
NetCentral server: one as a
name and one as an IP
address.

Reconfigure trap destinations on the
monitored device and make sure each
NetCentral server is entered only once.
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When (continued)

What (continued)

Possible Cause (continued)

Corrective Action (continued)

A reportable event
occurs on a
monitored device.

Right-clicking a device in the
Tree View and selecting Launch
Configuration Application has the
following effect: Internet Explorer
window opens, correct IP
address is resolved, but page
does not load. Error

Message: “The requested

URL could not he
retrieved.While trying to
retrieve the URL: htip://
(device IP), the following

error was encountered: We
cannot connect to the server
you have requested...”

Server may be busy at this time.
OR
Server may not be reachable.

Try again later.

May need to bypass proxy for
this particular address.

To bypass proxy for this address, go to
Internet Explorer | Tools | Internet
Options | LAN settings. Deselect the
checkbox for “Use a proxy server for the
LAN.”

Attempting to view
Trend information
for a device.

Trend information is not
displayed for a device when
using Windows Server 2003.

Trend graphs take some time
to register on NetCentral
when you first load a device
and after you reset a chart.
OR

Device may be offline.

Allow at least 15 minutes per device.

Verify that the device is online and
displaying information in other views.

Reset the chart.

Remove and add the device.

Viewing trend
information for a
device.

Trend chart shows a blank area.

Chart may be stopped; device
may be offline.

NetCentral may be slow
detecting an offline device; poll
requests timed out.

The online device may be busy
with other processing, and
therefore responding slowly to
NetCentral poll requests. A blank
area is displayed because
NetCentral has no new values.

Device may have undergone
a configuration or operational
change, causing some
previously relevant values to
become invalid.

Genuine error conditions may
be present on the device.

NetCentral logs time-outs and errors into
the “c2nmd” Windows Event Log. Check
the Event Viewer to determine the
reason for the blank area.

Attempting to view
trend information
for a device.

You get an error message
that reads “Error: Cannot
create graph.”

You may not have permission to
write to the system disk.

Correct this by following the “Cannot
Create Graph” procedure in the section,
“Troubleshooting Trend reference
procedures” on page 256.

You get an error message
that reads “Under
Construction.”

You need to configure the LAN
settings.

Configure the LAN settings by following the
“Under Construction” procedure in the
section, “Troubleshooting Trend

reference procedures” on page 256.

Trend graphs are not
correctly displayed.

When using a Windows
Server 2003 computer, you
must configure the Internet
Information Services (I1S) to
properly display graphs.

Configure the IIS settings; see “Internet
Information Services (I1S)” on page 30.
Also, right-click on “My Computer” and
select Manage | Services | Internet
Information Services and verify that
ASP.NET is registered.
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When (continued)

What (continued)

Possible Cause (continued)

Corrective Action (continued)

Attempting to
access trend
information through
the Web Client.

Cannot access trend charts
through the Web Client.

Firewall may not be correctly set
up. With Windows XP Service
Pack 2, the Firewall must be
programmed to open port 80.

Open port 80 by following the “Windows
XP Security” procedure in the section,
“Troubleshooting Trend reference
procedures” on page 256.

Error message reads:

HTTP 500- Internal server error.

Too many applications using the
| WAM_conput er nanme
user account.

Correct this by following the “HTTP 500
Internal Server Error” procedure in the
section, “Troubleshooting Trend
reference procedures” on page 256.

Attempting to view
Web Client Tree or
Information area.

Web Client Tree View or
Information area is blank.

From the Windows task bar, click Start |
Run, type “cmd,” and press Enter. In the
command prompt screen, type: cd
C:\WINNT\Microsoft. NET\Framework\
v1.14322 (depending on the OS, use
C:\Windows). Press Enter.
Type:aspnet_regiis-i. Press Enter.
Re-open the Web Client. If the area is
still blank, contact Thomson Grass Valley
(see “Grass Valley Product Support” on
page 8).

Attempting to view
trend information
for a device.

You get an error message
that reads “Error: Cannot
create graph.”

You may not have permission to
write to the system disk.

Correct this by following the “Cannot
Create Graph” procedure in the section,
“Troubleshooting Trend reference
procedures” on page 256.

Attempting to view
Web Client Tree or
Information area.

Web Client Tree View or
Information area is blank.

From the Windows task bar, click Start |
Run, type “cmd,” and press Enter. In the
command prompt screen, type: cd
C:\WINNT\Microsoft. NET\Framework\
v1.14322 (depending on the OS, use
C:\Windows). Press Enter.
Type:aspnet_regiis-i. Press Enter.
Re-open the Web Client. If the area is
still blank, contact Thomson Grass Valley
(see “Grass Valley Product Support” on
page 8).

Logging into the

Web Client login page is

The Web Services may be

Follow the instructions in the section

Web Client. displayed incorrectly, or is incorrectly configured. “Configure Web Services” on page 42.
“chopped.” Try the Web Client again.

Viewing the Web Web Client refreshes at an The Web Client, by default, You should not change the value in the

Client. unsatisfactory rate. automatically refreshes every Registry key unless you are very

5 minutes. This value may
have been changed.

confident you know what you are doing.
Making a mistake has serious
consequences in the NetCentral system.

To change the Web Client refresh
interval, run RegEdit. In the registry go to
HKEY_LOCAL_MACHINE\Software\
Thomson Grass Valley\NetCentral.

Select the variable

Ref r eshl nt er val . Note that the
interval is in seconds. Enter a new value
in seconds, and click OK to save the
changes.
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General Issues

This section describes possible issues that might arise or things you want to check,
including:

» “During set-up, installation stops’ on page 255

» “Changing message suppression” on page 255

» “Troubleshooting Trend reference procedures’ on page 256

» “Troubleshooting a device SNMP agent” on page 266

» “Special charactersin Search string causes message to fail” on page 269
» “Using the Application Logs Viewer” on page 269

» “Verify components are installed and running” on page 267

During set-up, installation stops

During set-up, the Installation Wizard scans for required components. If they are not
available, installation stops. This may be because the prerequisite software for
NetCentral programs and services were not installed.

The Installation Wizard displays a dialog box that lists missing components. Y ou must
discontinue installation of NetCentral v5.0 and install the required software or hardware
before continuing. See “Verify system requirements’ on page 24 for information about
all components required for the NetCentral system.

For example, if you begininstalling NetCentral but have not yet installed Adobe Acrobat
Reader, the set-up file displays a message in the start-up window, as shown in the
following example.

9

-

“T/ lInabde bo detect Acrobat Reader version 5.0 or higher on this PC.
It is required to support NetCentral online documentation.
Are you sure you want to continue installation?

A similar message is displayed if Microsoft .NET Framework softwareis not already
installed on the server. A dialog box asks at that timeif you want to install the
Microsoft .NET software. If it isnot already installed, you must first complete the
Microsoft .NET installation before continuing with the NetCentral installation. See
“Microsoft .NET Framework v3.5” on page 40 for instructions.

Changing message suppression

The starting suppression duration and maximum suppression durations can be changed
in the registry if absolutely necessary.
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256

NOTE: Most changes to the message suppression duration should be made in the

Configure | Preferences | Message Suppression dialog box. Seethe NetCentral
User Guide for more information.

Two important Registry keys affect the message suppression feature. To modify the
values for these Registry keys, you must run RegEdit.

CAUTION: You should NOT changevaluesin any Registry key unless
you are highly confident you know what you are doing. Making a
mistake has serious consequences in the NetCentral system.

1. starting suppression duration — Thiskey controlstheinitial length of time amessage

is kept in the aging buffer for comparison with subsequent incoming messages.

The default initial suppression duration value is 32 seconds, and the suppression
duration increases per message, as needed. To change the starting message
suppression duration (beyond what is permitted using the message suppression
dider):

a. Run RegEdit.

b. Intheregistry, go to HKEY_LOCAL_MACHI NE\ Sof t war e\ Thonson G ass
Val | ey\ Net Central \ Trap Suppressi on.

c. Select the Registry key for Agi ng Ti ne.
d. Change the values, and click OK to save the changes.

. Maximum suppression duration —This key determines the upper limit of the

message suppression interval or duration. The default maximum suppression
duration value is 3,600 seconds, or one hour.

To change the maximum suppression duration:
a. Run RegEdit.

b. Inthe registry, go to HKEY_LOCAL_MACHI NE\ Sof t war e\ Thonson Gr ass
Val | ey\ Net Central \ Trap Suppressi on.

c. Select the Registry key for Maxi mum Suppr essi on Durat i on.

d. Change the values, and click ok to save the changes.

Troubleshooting Trend reference procedures

Thefollowing sections outline corrective proceduresfor problemsrel ated to creating and
viewing Trend charts. The topics are as follows:

“Cannot Create a Graph” on page 257

“Under construction” on page 260

“Web Services’ on page 261

“Windows XP security” on page 261

“HTTP 500 - Internal Server Error” on page 263
“Trend Graph displays as adashed line” on page 264
“If all elsefails...” on page 264
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If these procedures do not correct the problem you are encountering, we encourage you
to contact Grass Valley Product Support. Refer to “Grass Valley Product Support” on

page 8.

Cannot Create a Graph
If you get the following message, it may be because you do not have permission to write

to the system disk.

Complete the following stepsto fix this:
1. GotoC:\ Program Fi | es\ Thonson Grass Val |l ey\ Net Central .
2. Right-click the Tr end folder.

NOTE: Thisisthe default location upon installation; however, if you
installed NetCentral in any other directory, browse to that location instead.

3. Select Properties from the right-click menu. The “ Trend Properties’ dialog box is
displayed.

21

General | Shaing  Secuity | web Shaing | Customize |

GIoup of Uger names:

Bdmirmstratons [METCEMTRAL \Gdmirisirabors)
€8 SNONTMOUS LOGOM
€5 CREATOR DWHER
ﬂ Powear Ugzess [METCEMTRAL \Pawer Uzerz)

€5 SYSTEM -
4] |

Add.. | Bemave I

Peurrizzians far Admirisirators Allow Dieny

Full Coriol = O =

M escify E D

Riead & Execute = O

List Folder Contents | O

Read | O

Wike = O

€ rmmmi ml D mrremim g, m m ;I
Far special pemistions o for advanced settings,
click Advanced gt

ok | cace | ooy |

4. Choose the Security tab.

September 2008 NetCentral User Guide 257



Chapter 12 Troubleshooting the NetCentral system

5. Click Add. The“ Select Users or Groups’ dialog box is displayed.

21

Select this obiect hpe:

IUsus, Groups, or Builkin secuity pincipals Object Types .
FErom this location:

IHETIIHTFIN. Locationz...
Entes the cbject names to select [axamplez|

LChieck Names I

Advanced.. | O, Carcel |

6. Click Advanced. The advanced “ Select Users or Groups’ dialog box is displayed.
21

Select s cbiect Ype:
pm,smummm Dibiect Types..
Erom ths locatan:
[ETCENTRAL Locatons..
Cu'l'rn'iﬂtulul
Hame ['_ Lot walk ;l | Laumrz
[escriphor |"'1|h "ﬂlhd [

P

I© Dhasbled acoourts 2500
r T exprring pasmwnnd

gz sinee ot kgom I E |

Seaich resyits:
Hame [AIDN] Iy Fokder | -]
CREATOR DWMNER
DIALUP
Difstibuted COM Llsers METCEMTRAL |

Guests NETCEMTRaL
HelpSeracesGioup METCEMTRAL
5_WPG NETCEMTRaL

L Lot =

7. Click Find Now, and select the Everyone option in the Name (RDN) list (see above).
8. Click ok to close the advanced “ Select Users or Groups’ dialog box.
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9. Verify that the label “Everyone” is displayed on the “ Select Users or Groups”
dialog box, and then click oK to closeit.

2
Select this object pe:
IUseu, Groups, or Buik-in secuity principals Object Types. ..
Erom thiz bocation

INET CEMTRAL Locationz... I

Entes the cbject names to select [axamplez|

Evespone Check Hames
ok | _coeca |

P

10.Select the Everyone option in the “Trend Properties’ dialog box, and check all the
Allow boxes except for the last one.

21
General | Shaing Securty | web Shaing | Customize |
GIoup of Uger fames:

[ €5 Acmiristiators NETCENTRAL VAdministrators) j

€8 SANONTMOUS LOGOM

€5l CREATOR DWwWHER

ﬁ Evaryons

ﬂ Powear Uzess [METCEMTRAL \Powear Uzess) -
| |

Peirrizsians far Eveyones Al Dieny

[ T TR | I

Modity :I
Read & Exscutes
Lizt Falder Corgents
Read

‘Wfrbe

Special Peimiz@ons

OEEEER

-

For spacial permissions of for advanced sattngs.  Advanead
click Advanced

ok | cacel | opw |

11.Click oK to close the “Trend Properties’ dialog box and save the changes.

Y ou have now allowed the trend graphs to be written to the system disk. Refresh the
Trends page to see the trend graphs.
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Under construction

If you get the following message from the web browser that shows alink is*“Under

260

Construction”, you need to configure the LAN settings.

/2 Under Construction - Windows Internet Explorer =10] x|
A—@ - |ZE ttp Mocathost fwebnetoentral) j =+ X | & Search 2=
S0 @ g Under Constructian I I B = E) - omb = -Page » (Toak = ¥
- Under Construction
1
The site you are trying to view does not currently have a
default page. It may be in the process of being upgraded and
configured.
Please try this site again later. If you still experience the
problem, try contacting the Web site administrator.
If you are the Web site administrator and feel vou have
received this message in emror, please see "Enabling and
Disablimg Dynamic Content™ in [15 Help.
To access I15 Help
1. Click Start, and then dick Run.
2. Inthe Open text box, type inetmgr. 1[S Manager
appears.
3. From the Help manu, dick Help Topics.
4. Click Internet Information Services.
pone [ [ [T |5y Compuker 0% v

Complete the following steps to correct this:

1. InInternet Explorer, go to Tools | Internet Options | Connections | LAN Settings.

2. Check the box marked “Bypass proxy server for local addresses.”
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Web Services

If you see the following error message when you select adevicein the Trend View, you
may have neglected to configure web services.

The page cannot be found

The page you are looking for might have been removed, had s name changed, or
is temporarily unavailable,

Please try the following:

¢ Make sure that the Web site address displayed in the address bar of your
browser iz spelled and formatted correctly.

& If you reached this page by clicking a link, contact the Web site
administrator to alert thern that the link is incorrectly formatted.

& Click the Back button to try another link.

HTTP Error 404 - File or directory not found,
Internet Information Services (115)

Technical Infarmation (For support personnel)

& Go to Microsoft Product Support Services and perform a title search for the
words HTTP and 404,

¢ Open ITS Help, which is accessible in 115 Manager (inetmgr), and search
for topics titled Web Site Setup, Common Administrative Tasks, and
About Custom Error Messages,

Go to the section “ Configure Web Services” on page 42 for detailed instructions about
how to configure web services.

Windows XP security

In Windows X P, you must program the Firewall (available only with Service Pack 2) to
open Port 80. This allows aremote user to access the NetCentral Web client.

To open Port 80, follow these steps:

1. From the Windows task bar, select Start | Control Panel | Security Center | Windows
Firewall. The “Windows Firewall” dialog box is displayed.

September 2008 NetCentral User Guide 261



Chapter 12 Troubleshooting the NetCentral system

2. Select the Exceptions tab, and click Add Port. The “Add a Port” dialog box opens.

"2 Windows Firewall X
L'iunural- Excephon: .ﬁ.dvan::ul:ll

‘alindiows Firewall iz blocking incoming nelwsark. connections, except far the
programs and services selected below. &dding exceptions alows some programs
to work. better but might increase pour securty nsk.

Programs and Services

H ame

| Fi= 2nd Prnter Sharing
[ Metwaork: Diagnostics for wWindoves =P
[ Remote Assiztance

[] Remate Desktop

[T UPRP Framesaork,

| AddProgiam.. | | AddPet. ||  Edi. D elete

Dizplay & notificabion when ‘Windows Firewall blocks a program

‘What are the nzks of allowing exceptions?

| ok || Ccance

3. Enter name as HT TP, enter the port as 80, and select TCP.

Add a Port 3

Lz these sethngs bo open a port through Wirdows Fiewsall To find the port
rumber snd protocol, consul the documentation lor the program o sanice pou
vt bo use

Mame: |HTTF
Prout rrumbesr; | B0
@ TP ) UDP

1 b i . =

-

4. Click ok inthe“Add a Port” and “Windows Firewall” dialog boxes, and exit
Windows Security Center and Control Panel.
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Y ou have now programmed the Firewall to allow remote access to the NetCentral Web
Client. Refresh the Trends page to see the trend graphs.

HTTP 500 - Internal Server Error

September 2008

If accessing Trend pages through the Web Client generates the error message “HTTP
500 - Internal Server Error,” complete thefollowing stepsto determine the specific cause
of the problem:

1. Open Internet Explorer; go to Tools | Internet Options.
2. Select the Advanced tab.

3. Under the “Browsing” section, deselect the checkbox for the box Show Friendly
HTTP error messages.

Internet Options el |

".:enerdl SEILI'i‘:.I'l Prlwra-:g.rl Cunl:fml:] Cumectlms] Programs  Advanced |

Sektings

[ Enables websites ta use the search pane® ﬂ
O Force affsereen campositing even under Termminal Server®
Mokify when downloads complete
Reuse windows for launching shortouts (when tabbed bro
D Showe Friendly HTTP error messages
= Lnderline links

5 Abways

O Hover

O MNewver
O use irline AutaCormplete
O Use mast recent arder whan swikching kabs with Cerl+Tab
Iz Passive FTP (For Fireveall and DSL modem cormpatibilicy:
Us= smooth scroling

& | HTTP 1.1 settings =
1| | [

*Takes effect after you restart Internet Explorer
Restore adwanced settings |

Reset Inkermet Explorer setbings
Deletes all temporary files, disables browser Resat,,, |
add-ons, and resets all the changed sethings.

¥ou should only use this if your browser is in an unusable state,

| oK I Cancel apply |

4. Press Apply and exit the dialog box.

5. Attempt to access the Web Client Trend pages again.

Accessing Trend pages should now provide more detailed information regarding the
error. Theinformation provided may refer you to the system event logs (Start | right-click
My Computer | Manage | Event Viewer). If the event logs show that the problem iswith

| WAM _conput er nane, compl ete the following steps:
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6. Open acommand prompt to C: \ | net pub\ Admi nScri pts (or wherever thellSis

installed).

7. Run the command csscri pt. exe synci wam vbs.

8. If the command producesthis.  Error: 80110414

Go to http://support.microsoft.com/kb/269367. Follow the steps under
“Resolution” and rerun the command.

Y ou should now be able to access the Trend pages through the Web Client.

Trend Graph displays as a dashed line

NetCentral hasits own watchdog service that provides the capability to maintain Trend
data. In addition, the Trend module in NetCentral counts the number of critical SNMP
messages. When the amount of messages exceeds a configured number, the Trend

Analysis service restarts. When this happens multiple times, it causes the trend graph to
display as abroken dashed line. Y ou may also see numerous messages about restarting
Trend servicesin the Event Viewer.

To clear and display the Trend Graph, reset the device.

If all else fails...

If completing the above steps did not resolve the trend analysis problem, something may
be wrong with the computer’s Internet Information Services virtual root. Complete the
following to determine if thisis the case:

1. In the Control Panel, choose Administrative Tools | Computer Management.

2. Expand Services and Applications | Internet Information Services | Web Sites |
Default Web Site, and right-click NetCentral_Charts.

NetCentral User Guide

O Computer Management

= Ble  Acton View Window  Help

- | 0E SRR E@m 2 > =

=I5 Storage | [ Mame
) Removsble Storage I bin

¢ Disk Defragmerier 7 com
Cask Managermant | Daf

=I- 5 Services and Apolic stiares i b

=@ Telephony I Def_
% Services .

WiMI Control 1 Def_

=-[iff QL Server Configurstion Manager = o
E . ) Def

el n Indexing Service .

= g Interet Information Servicss (115} Manager  Def_

[ __J Application Pools - pef

Bl Web Sites D _

=il Defauit Web Site A Def_

[+ .E,p Doourmenkation | Def_

[# -‘.p LogMonitoring A Def_

[H-44 MetCantral ) Def_

M o NetCeankral_Charts | Eilard

[H- g WebMNetCentral | charl

[ _| aspnat_disnt | glaby:

M- _| Web Sarvice Extersions

| licere
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Troubleshooting Trend reference procedures

3. If the NetCentral_Charts folder is available, go to step 4.

If you do not see thisfolder, this may be a source of the problem. To fix this:

* Right-click on Default Web Site.

» Click New | Virtual Directory. The Virtual Directory Wizard dialogue box is

displayed. Click Next.

* Inthe“Alias’ field, type “NetCentral_Charts.”

e Click Next and Browse

to C:\ Program Fi | es\ Thonson G ass Val | ey\

Net Central \ Trend. Click Ok and Next.

* Onthe“Access Permissions Page,” check the boxes marked Read, Run Script
(such as ASP), and Write. Click Finish.

Y ou should now see adir

ectory for “NetCentral_Charts’ under Internet

Information Services. Right-click on the folder and continue with steps 4-7.

4. Choose Properties from the right-click menu. The“NetCentral_Charts Properties”

dialog box is displayed.

5. Choosethe Virtual Directo
shown in the following di

MetCentral_Charts Properties llﬂ
HTTF Headers Custom Errors | ASP.NET
Virtusl Directory Docurments | Directory Security

ry tab and make sure both Read and Write are selected, as
agram.

The cantent For this resource should come Fram:
% j drectory located on bhis computer
" A share located an another computer
™ A redirection to a URL

[ C:\Program Files| Thomson Grass Yalayl Browese...

¥ Log yisits
W Indec this resource

Applcation settings

Applcation name: [ Rgmove

Startireg point: <Diefault Web Sike =|NetC, ..

J Configuration, ..
;I Ur|omd

Execute permissons: |5|:r||:-ts and Execukables

Appheation pool; |DefaukappPoct
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6. In the “Execute Permissions’ drop-down box, select Scripts and Executables.

MetCentral_Charts Properties
HTTP Headers Custom Errars | ASP.NET
virtual Directory Docurnents | Directory Security

The cantent for this resource should came From:
% j drectory located on bhis computer
" A share located on another computer
A redirection to a URL

ocal path: [ Ct\Program Files|Thomeson Grass Yaleyl Browesa. ..

™ Script source access ¥ Log yisits
¥ Read f# Indes this resource
7 arite

Application sathings

Applcation name: [ Remove

Startireg point: <Defaulk Web Sike =|NetC, ..
Configuration, ..
[Ere:ute permissions: | Scripts and Executables =l

Application pool: |I:Iefaul.'.-5p|:|F‘|:n:|I - I riaad

2] x|

oK Carncel | Apphy | Help

7. Click ok to close the dialog box, and close out of the Computer Management and
Control Panel windows.

Troubleshooting a device SNMP agent

If the agent is not responding to SNMP reguests, perform the following checks:

» Use Ping to check the basic connectivity between NetCentral server and the host.
» Check that the community string is the same on NetCentral and the SNMP agent.
* Usethe NetCentral MIB browser to check SNMP objects returned from the agent.

For a Windows device SNMP agent, perform the previous checks plus the following:

* Check that thereis no Firewall between the NetCentral console and the Windows
Host that filters UDP port 161. On Windows XP, the integrated Firewall filtersthe
SNMP port by default. Either stop the Firewall or add anew rule for SNMP traffic.

* IntheEvent Viewer, check that SNMP message ID 1001 (service started is present)
and the current status of the process. Go to CTRL-ALT-DEL | Processes| SNMP.

* Inthecommand line, typenetstat -na. Check that UDP ports 161 and 162 are listed.

» Check that the |P addressin the agent is the NetCentral |P addressif the option
“Accept SNMP packet from these hosts” is used.
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Verify components are installed and running

After installing NetCentral software and starting NetCentral Manager on the server, you
can manually verify that the components necessary for the NetCentral system are
running properly. NetCentral services run whether a user islogged in or not.

To verify whether components are installed and running on the NetCentral server:

1. Inthe Windowstask bar, check the system tray to verify that the NetCentral iconis
displayed. When actively monitoring, the heartbeat graphic is moving and shows
either ared or green color.

2. Check the Windows Services Control panel:
a. Click start | Control Panel | Administrative Tools | Services.

b. On the Windows Services Control panel, check the status of the services shown
in the following table:

Name Status Startup Type

MS SQL SERVER and
MS SQL Server Ad Helper

e If SQL Server 2005 isinstalled ... Started Automatic on Local System
« If SQL Expressisinstalled ... Started Manual on Network System
NetCentral Action Manager Started Manual
NetCentral Active Drawing Started Manual
NetCentral Application Logging Started Manual
NetCentral Chart Service Started Manual

NetCentral Log Monitoring Service — —

NetCentral Memory Management Started Manual

NetCentral Mini WatchDog Service — —

NetCentral Network Usage Helper Started Automatic
NetCentral Protocol Framework Started Manual
NetCentral RMFO Service — Disabled
NetCentral Security Framework Started Manual
NetCentral Syslog Listener Started Automatic

NetCentral Trap Service — —

NetCentral Web Client License Service — —

NetCentral Service Started Automatic
SNMP Trap Service — Manual
SQL Server Agent — Manual

Refer to “Diagnosing NetCentral problems’ on page 246 to test components.

If none of these Troubleshooting tips help, please see “ Grass Valley Product Support”
on page 8 for contact information.
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Error message during .NET installation

When you complete installation, you may see the following message displayed to
disconnect from the network. Y ou can ignore this message.

=101
Macrosoit
Download and Install Progress . nEt Fra mework
Iristallirg:
|

j‘_.. Diownload complete, You can now disconnact Fram the Internat,

Error message during FTP download

When downloading alog from any device, one or more error messages may be displayed
in the Download Logs dialog box if FTPis not configured correctly.

_ioi %
Dretailz
Device: 10.16.34.30
Log File:

Destination Path;

D awrload Status

E ztablizhing Connection to thomgon-4ce331.. Pleaze wait
Error Downloading: EventLogs

Finizhed dawnloading logz fram device thomeon-doe 331
Download Completed ...

To avoid this problem, you must configure Write access for the File Transfer Protocol

(FTP) Service. Refer to “FTP Services’ on page 50 for instructions about configuring
the correct settings.

Note that, if you select a specific log to download from a Profile device, you must also
configure FTP access from a Profile device. Refer to the document, Installing the
NetCentral Agent and Device Provider for the Profile XP Media Platform

(Part # 071-8340-01).
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Special characters in Search string causes message to fail

When setting up a Search string in actions and filters, the following message might
fail when it encounters special characters, such as“{" or “}":

The browser service has failed toretrieve the backup i st too many

tinmes on transport
\ Devi ce\ Net BT_Tcpi p_{ E3BB7577- 4845- 4296- A194- 046CB46E9A5C} .

backup browser is stopping.

Instead, set up afilter to search and match any part of the text string, such as one
of the following phrases:

The backup browser is stopping.

The

The browser service has failed to retrieve the backup i st too many

tinmes on transport

Retrieve the backup list too many tinmes

Using the Application Logs Viewer

September 2008

For more information about setting up actions and filters, refer to Chapter 6, Configure
notifications and filters on page 117.

NetCentral reports all its automatic processes to the Application Logs Viewer.
1. To open the Application Logs Viewer, click Tools | NetCentral Application Logs.

2. Click the tab for the type of automatic process that interests you, and that window

is displayed.

EEN-H entral Application Logs Yiewer

File
Actionz | Heartbeat | Trap target  Propesty | Event | Dizcovery
e | Recemwed Time | Message =
M BA5/2008 3 42:54 P Retievig propety for me-2.2m.thmuli com - SMMP GET
M... S5A15/2008 3:42:54 Pid Reltieving prapeily for ms-2.am. thmuli.com - SNMP WALk
M... 5AS/2008 242:54 PM Rewd property response
M... 5A5/2008 Z42:54 PM Property walues retneved for: 10.16.40.70 Prop_k+_Software_05InfoGet
M BA15/2008 342:54 PM RAewd property responge
M. 5M5/2008 342:54 Fid Propeity waues refieved for: 10,16 40.70 SOFTWAREGET
M... 5AS/2008 242:54 PM Aewd properly responze
M. S5A5/2008 242:54 PM Property walues retneved for: 10.16.40.70 SOFTWAREGET
M... 5A5/2008 342:55 PM Aewd property riesponse
M... 5/5/2008 3:42:55 Pi Property walues retieved for: 10,16 40.70 SOFTWAREGET
M.. 5AS/2008 24255 PM Rewd pioperly iesponse
M... 5/15/2008 342:55 P Propety walues retneved bor: 10,16 40.70 SOFTWAREGET
M. 5A15/2008 242:55 PM Aecwd property responze
M. 5/15/2008 342:55 FM Propeaty vaues retieyved or: 10,16.40.70 SOFTWAREGET
M. 5M5/2008 3:42:55 P Revd properly responze
M. 5/15/2008 3:42:55 P Propety walues retnaved bor: 10,16 40.70 SOFTWAREGET
M. 5A5/2008 24255 PM Aecwd property responze
M. 5A15/2008 342:55 PM Propety vaiues retieved for 10,16.40,70 SOFTWAREGET
M. 5A5/2008 3:42:55 PM Rewd propery response
M... 5AS/2008 24255 PM Propeity vaues retneved for: 10.16.40.70 SOFTWAREGET -
X ool
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The NetCentral system captures its system information in several logs, as displayed in
tabs in the Application Logs window. Tabs vary according to the process the viewer is
reporting, and include the following logs:

Log/Tab Description

Actions Records when SNMP Traps or other events from a device are communicated
to NetCentral .

Heartbeat Records the Heartbeat Polling process.

Trap target Records the SNMP trap configuration process.

Property Records SNM P communi cation when property pages are manipul ated.
Event Records actions triggered.
Discovery Records the discovery process.
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Appendix A

Simple Network Management Protocol
Introduction

Simple Network Management Protocol (SNMP) is an application layer protocol that
facilitates the exchange of management information between network devices. It is part
of the Transmission Control Protocol/Internet Protocol (TCP/IP) protocol suite. SNMP
alowsNetwork Administratorsto manage network performance, find and solve network
problems, and plan for network growth.

This section provides a brief introduction to Simple Network Management Protocol as
it relates to NetCentral. Topics include:

» “Introduction and history” on page 271

» “Components of an SNMP system” on page 271

* “SNMP commands’ on page 272

» “Management Information Base (MIB)” on page 272
* “Object Identifiers’ on page 273

Introduction and history

Defined by the Internet Engineering Task Force (IETF), SNMP version 1 was first
published in 1988 and remains the most commonly supported version of SNMP.

SNMP version 2 was published in 1993 and provided improvementsin distributed
network management strategies and its ability to support the transfer of large blocks of
data. But despitethis, version 2 has not gained the same market acceptance asversion 1.

A key area of concerninversion 1 that version 2 failed to address was security. SMNP
version 3 surfaced in 1998, offering significant security improvements. Except for these
primary differences, SNMP versions 1, 2 and 3 function similarly and share the same
basic components explained in the following section.

Components of an SNMP system

SNMP systems consist of one or more network nodes (a physical managed device), one
or more agents for each device, and a manager that monitors the devices.

Managed devices

Managed devices can be routers, servers, switches, PCs, printers, and so on. They each
contain one or more agents and reside on a managed network. Managed devices collect
and store management information.

Agent

The agent is a software modul e that resides in amanaged device and servesasa
tranglator between the device and the manager. An agent has local knowledge of
management information for the device and tranglates that information into aform
compatible with SNMP.
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Manager

A manager is an application (such as NetCentral) that monitors managed devices and
provides an interface for the user to view device information.

SNMP commands

A manager and an agent communicating via SNMP use five basic messages or
commands:

o CGET

e CET- NEXT

* CET- RESPONSE
« SET

« TRAP

A manager sends GET and GET- NEXT messages to an agent to request information for a
specific variable (for example, device temperature). The agent, when it receives one of
these messages, responds with a GET- RESPONSE message containing either the
information requested or an error message as to why the information cannot be
processed.

A SeT message allows the manager to request a change in the value of a particular
variable. For example, a manager could use a SET command to, for example, change an
asset tag, or initiate some other action. In this case as well, the agent responds with a
GET- RESPONSE message verifying the change or stating why the change cannot be
processed.

A TRAP alowsthe agent to spontaneously notify the manager of important events. SNMP
traps often include all the information necessary for a user to diagnose a fault. SNMP
trap messages contain thetrap’ s enterprise Object I dentifier (OID), the agent I1P address,
ageneric trap ID, the specific trap I1D, atime stamp, a zero or more variable bindings.

For the manager to receive traps from a device, the device needs to be correctly
configured to address traps to that SNMP manager. The procedure for configuring
SNMP trap destination depends on the operating system. Refer to the NetCentral
Installation Guide for more information about installing and configuring SNMP on
Windows XP or Windows Server 2003.

Management Information Base (MIB)

SNMP Management Information Base (M1B) files are a collection of information about
specific monitored variables. MIBs serve as the “ contract” between the agent and the
manager. They define the agreed upon structure, type and values for SNMP
communication between the two.

Thisinformation is organized hierarchically and represented as atree. Each product and
each managed variable (or “object”) isidentified by aunique OID, described in the next
section.

When a manager wants to know the value of an object/attribute (for example, a system
name), it assembles a GET message that includesthe OID for that object. The agent
receives the message, and looks up that OID inits“MIB files’. If the agent finds the
“answer”—the value for that object—it sendsit back to the Manager as a GET- RESPONSE

message.
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Object Identifiers

Object Identifiers (Ol Ds) are the method used to uniquely identify each dataclasswithin
aMIB. Eachoneisuniqueacrossall M1Bs, and consists of aseriesof non-negative digits
Separated by periods.

An OID functions somewhat like a telephone number. The phone number such as
1-530-478-3000 uniquely identifies a particular telephone. A phone number can be
broken down into several components. The first component, 1, is the country code (in
thisexample, for the United States). The second component, 530, identifies an area code
(in this example, for California). The third component, 478, is the Grass Valley phone
exchange. The fourth component, 3000, is the Engineering center and servers for
Thomson Grass Valley at that |ocation.

OlIDs are similar, in that each component has a meaningful place in identifying a
particular object. However, OIDs can have up to 128 components.

The following exampleillustrates aMIB tree and OID assignment.

Root

Public name space
organized and

ISO maintained by
ISO and CCIT

Org

DOD

Internet

Private

Enterprises

Assigned by IANA

GV OID is .1.3.6.1.4.1.4947

For more information regarding SNMP, check the Internet or the local bookstore.
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Configure the Download Log Tool

This Appendix describes how to configure the NetCentral Download Log Tool.

Thefollowing files are used to configure the Download Log Tool:

Configuration file Useto...

“Add anew devicetype”

Devi ce. confi g “Add logsto device types”

“Add anew service e-mail address’

“Edit an existing service e-mail address’

Rul e. config “Edit adomain name’

Downl oadLogsApp. exe. config | “Change User Names and Passwords’
“Change the Thomson FTP Server Name’

These files can be found in the C: \ Progr am Fi | es\ Thomson Grass Val | ey\
Net Cent r al \ bi n directory.

Add and edit devices, logs, and e-mail

TheDevi ce. confi g fileisused to:

* “Addanew devicetype”

» “Addlogsto devicetypes”

* “Add anew service e-mail address’

» “Edit an existing service e-mail address”

Add a new device type
To add a new device type, add a new tag in the Devi ce. confi g file under
\configuration\DeviceTypes, as shown in the following example:
<confi guration>
<Devi ceTypes>
<Devi ceType Nane="Sundance Li st Processor”> </ Devi ceType>

</ Devi ceTypes>
</ configuration>

Add logs to device types

Toadd logsto anewly added devicetype, add anew tagintheDevi ce. confi g fileunder
\ confi guration\Devi ceTypes\ Devi ceType[ @Nane=" xxx’].

September 2008 NetCentral User Guide 275



Appendix B Configure the Download Log Tool

For example, to add a device named “ Sundance List Processor”, edit the file asfollows:
<confi guration>
<Devi ceTypes>
<Devi ceType Nane="Sundance Li st Processor”>
<Log Nanme="AlLogs” Pat h="C:\Logs”>*. aaa</ Log>
<Log Nane="BLogs” Path="D:\Logs”>*. bbb</Log>
</ Devi ceType>
</ Devi ceTypes>
</ configuration>

In thisexample, thefollowing logs are downloaded for the device type“ Sundance Li st
Processor”:

» ALogs, located at path C: \ Logs having file names such as| og1. aaa, | 0g2. aaa,
andsoon...

» BLogs, located at path D: \ Logs having file names such as|1 og1. bbb, | 0g2. bbb,
andsoon...

To add logsto an existing Device Provider, introduce the tag with appropriate valuesfor

path and pattern under the appropriate <Devi ceType> tag, as shown in the following
example:

<Log Name="ALogs” Path="C:\Logs”>*. aaa</Log>

Add a new service e-mail address

To add anew e-mail address for Thomson service, add anew tag inthe Devi ce. confi g
file under \configur ation\Email Addr esses, as shown in the following example:

<confi guration>
<Enui | Addr esses>

<Enmmi | Address Alias="TAC Filnf ProductLine="PPS(Filmn)”
Emai | Address="“tac.fil m@honson. net” Locati on="EROWN />

</ Emai | Addr esses>
</ configuration>

Thisadds anew e-mail addressfor the devicetype. Thisemail addressisthen displayed
in the Download Log Wizard.
Edit an existing service e-mail address

To edit an existing e-mail address for Thomson Grass Valley service, edit the
appropriate attributesinthe<emai | Addr ess>tagintheDevi ce. confi g fileshowninthe
example above. Values that can be edited include:

e Alias
* Product Line
e E-mail Address

« Location
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Edit a domain name

If the domain for a particular device is changed, edit the domain name for the device in
theRul e. confi g filein the following node path:

\ confi guration\Rul es\ Rul e\ Devi ceAndLogs\ Devi ce[ @onmnai n]

Following is an example of how to edit ther ul e. conf i g fileto change adomain name:

<confi guration>
<Rul es>
<Rul e>
<Devi ceAndLogs Devi ceType="Profile XP' >

<Devi ce Nane="KEYSTONE2” Address="10.255.105.102" Logs=
“Profile Logs, NetCentral Device Logs,Port Control

Logs, Profil e Protocol Logs, Transfer Log, VdrPanel Logs, Event
Schedul er Logs, Tekpdr Logs, Event Logs” Domai n="AM />

</ Devi ceAndLogs>

</ Rul e>
</ Rul es>
</ confi guration>

Edit names and passwords

Y ou must edit values in the Downl oadLogsApp. exe. confi g fileto:

» “Change User Names and Passwords’ for Profile XP Video Server and FSM
devices

» “Change the Thomson FTP Server Name”

Change User Names and Passwords

To change the User Name and Passwords for a Profile XP or FSM device, change the
value as shown in text highlighted in the following examples.

Change a Profile XP User Name

To change the User Name for a Profile XP, change the value as shown in this example:
<confi guration>
<appSettings>
<add key="Schedul er Servi cePort” val ue=*7000"/>

<add key="Agent Servi cePort” val ue=*6543"/>

<add key="Event Logs” val ue=""/>

<add key="Profil eUser Name” val ue=*adm nistrator”/>
<add key="Profil ePassword” val ue="Your Password”/>
<add key="FSMJser Nane” val ue=“adm ni strator”/>
<add key="FSMPassword” val ue="Your Password”/>

<add key="TGVFTPI P’ val ue="69. 30. 23. 135"/ >

</ appSettings>
</ configuration>
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Change a Profile XP Password
To change the password for a Profile XP device, change the value as shown in this
example:
<confi guration>
<appSettings>
<add key="Schedul er Servi cePort” val ue=*7000"/>

<add key="Agent Servi cePort” val ue=*6543"/>
<add key="Event Logs” val ue=""/>
<add key="Profil eUser Nane” val ue="*adni nistrator”/>
<add key="Profil ePassword” val ue="Your Password”/>
<add key="FSMJser Nane” val ue=“adm nistrator”/>
<add key="FSMPassword” val ue="Your Password”/>
<add key="TGVFTPI P’ val ue="69. 30. 23. 135"/ >
</ appSettings>
</ configuration>

Change an FSM User Name

To change the User Name for an FSM device, change the value shown in this example:
<confi guration>
<appSettings>
<add key="Schedul er Servi cePort” val ue=*7000"/>

<add key="Agent Servi cePort” val ue=*6543"/>

<add key="Event Logs” val ue=""/>

<add key="Profil eUser Name” val ue=*admni nistrator”/>
<add key="Profil ePassword” val ue="Your Password”/>
<add key="FSMJser Nane” val ue=“adm ni strator”/>
<add key="FSMPassword” val ue="Your Password”/>

<add key="TGVFTPI P’ val ue="69. 30. 23. 135"/ >

</ appSettings>
</ configuration>

Change an FSM Password

To change the password for an FSM device, change the value shown in this example:
<confi guration>

<appSettings>
<add key="Schedul er Servi cePort” val ue=*7000"/>
<add key="Agent Servi cePort” val ue="*6543"/>
<add key="EventLogs” val ue=""/>
<add key="Profil eUserNane” val ue="adni nistrator”/>
<add key="Profil ePassword” val ue="Your Password”/ >
<add key="FSMJser Nane” val ue="adm nistrator”/>
<add key="FSMPassword” val ue="Your Password”/>
<add key="TGVFTPI P" val ue="69. 30. 23. 135"/ >

</ appSetti ngs>
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Change the Thomson FTP Server Name

</ configuration>

Change the Thomson FTP Server Name

To change the name of the Thomson FTP Server, change the value as shown here:
<confi guration>
<appSettings>

<add
<add
<add
<add
<add
<add
<add
<add

key="Schedul er Servi cePort” val ue=*7000"/>
key="Agent Servi cePort” val ue="6543"/>
key="Event Logs” val ue=""/>
key="Profil eUser Nane” val ue=“adm ni strator”/>
key="Profil ePassword” val ue="Your Password”/ >
key="FSMJser Nane” val ue=*adm ni strator”/>
key="FSMPasswor d” val ue="Your Password”/>
key="TGVFTPI P’ val ue="t honsongr assval |l ey. conf/ >

</ appSettings>
</configuration>
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Action

A process NetCentral executes (such as beeping) that is directed by the NetCentral
software as aresult of achange in status on a device. Actions are triggered by
notifications.

Action provider

A software module that defines and controls an action (such as sending e-mail) that
can be triggered by the NetCentral system. A new action provider can be plugged in
to an existing NetCentral system.

Active Drawings

A technology developed for usein NetCentral that embeds Active Drawing control in
an HTML page seen in the graphical View. Active Drawing controls alow you to
copy, paste, modify, and arrange devices on an HTML page. In this way, the page
“comes alive” by depicting the current state of monitored devices and immediately
show any changes that occur in status.

Alarm

Signifies abnormal operation in a service, anetwork entity, or a part of a network
entity.

Application logs

Logs of NetCentral software events. These events relate to the software itself, rather
than the devices being monitored by the software.

Authentication

The verification of peer identity using any combination of device authentication, data
origin authentication, extended authentication, and data integrity checking. Also a
method of verifying user ID, including login and password, challenge and response,
messaging support, and—depending on the security protocol that is selected—
encryption.

Auto-discovery

The process used by the NetCentral softwareto check arange of user-configurable |P
addresses, search for NetCentral compatible devices, and add such devicesto the
NetCentral system as they are found.

Community name

A parameter defined by SNMP by which devices can be grouped for the purpose of
controlling the flow of management information.

Critical

The highest level of severity for a NetCentral message. A critical message is sent
when adevice has ceased to operate or is currently operating with severely hampered
functionality.

Device

A piece of hardwarethat is either aphysical node in the network or avirtual node that
is defined by a physical node. In either case, a device must be |P-addressable.
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Device provider

A software module that enables a particular type of device, such asaQLogic Fibre
Channel switch, to be included in the NetCentral system. A new provider can be
plugged in to an existing NetCentral system.

DHCP

Dynamic Host Configuration Protocol, an auto-configuration service that allows a
machine to obtain an address without prior knowledge at boot time.

Discovery process

The process used by the NetCentral software to add devices. This same processis
used when a user adds a device manually and when the software adds a device
automatically via Auto-Discovery.

Dynamic IP address
An |P address assigned dynamically to a machine by a DHCP server.

Event

A notification sent by a managed device or component about a state change. Multiple
events can occur simultaneously on a single monitored device or service module.

Event log
A mechanism by which events are archived and collected for viewing.

Facility View
The Facility View portion of the NetCentral interface that displays subsystem
propertiesand HTML pages associated with folders.

Fibre Channel

A general set of integrated standards developed by ANSI for flexible information
transfer over multiple physical interface types.

Heartbeat polling

Messages sent periodically by the NetCentral software that check the “heartbeat” of
monitored devices. This checksthat the SNM P agent isworking correctly and that the
deviceis capable of communicating its status.

HTTP

HyperText Transfer Protocol, the protocol by which Web (HTML) pages are
communicated.

s
NetCentral uses Internet Information Services (11S) to host trend analysis pages.
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ICMP

Internet Control Message Protocol (ICMP)—a protocol used by the operating system
to send error, control, or informational messages about routing or internet
connections. The “ping” command is used to test an internet connection (such as
obtaining basic heartbeat checks and network latency information from devices that
do not support SNMP).

Informational

The lowest level of severity for a NetCentral message. Sent when a device has
experienced a changein status.

Management information base (MIB)

An hierarchical collection of information about a managed element in aformat
standardized by SNMP. MIBs serve as the “contract” between the agent and the
manager; they define the agreed upon structure, type and values for SNMP
communication between the two.

Message View

The Message View button in the left-panel portion of the NetCentral interface
displays lists of status messages for the currently selected folder, device, or
subsystem.

NetCentral server

The equipment on which the NetCentral server software isinstalled and used to
monitor devices.

NetCentral system

The entirety of the components associated with monitoring devices, including
NetCentral servers, devices, NetCentral Web Client, and the network.

Offline
A device or component neither active nor available for access.

Object identifier (OID)

An Object Identifier (OID) isthe method used to uniquely identify each data class
withinaMIB. Each OID isunique across al MIBs, and consists of a series of
non-negative digits separated by periods. OlDs can have up to 128 components.

Ping
See ICMP.

Port
An access point in adevice where alink attaches.

Program Tracking

A Grass Valley monitoring tool for Windows systems that notifies NetCentral if an
unauthorized or forbidden programisrunning, or if arequired programisnot running.
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Protocol

A convention for data transmission that defines timing, control, format, and data
transmission.

Required program
A program that must be running on a mission-critical system. When arequired

program stops running on a computer, the SNMP agent sends a message to
NetCentral.

Reset

A message sent when adevice returns to normal operating parameters after acritical
or warning level condition is resolved.

Rogue Edit tool

A specialized Grass Valley monitoring tool, used in conjunction with Program
Tracking.

SAN
See Storage Area Network.

Server

The hardware that runs NetCentral Manager and serves as the monitor for the
NetCentral system. Note that the server itself can also be monitored.

Service pack

Softwarethat isintended to add extended functionality and fix problemswith existing
software.

Simple Network Management Protocol (SNMP)

Network management protocol used almost exclusively in TCP/IP networks to
facilitate the exchange of management information between networked devices.
SNMP provides a means to monitor and control network devices, and to manage
configurations, statistics collection, performance, and security. This protocol was
defined by the Internet Engineering Task Force (IETF).

Simple Mail Transfer Protocol (SMTP)
The protocol used to send Internet E-mail.

SNMP
See Simple Network Management Protocol.

SNMP Agent

The software component that resides on amanaged device and provides the required
interface to SNMP.

SNMP Manager

The software component that resides on the NetCentral server and provides the
required interface to SNMP. Also, the NetCentral server.
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Static IP address

An IP addressthat is assigned to a machine on an | P network manually by a System
Administrator.

Status indicator

Anicon, text message, or system action propagated by the NetCentral system for the
purpose of communicating to the user some information about the status of a device.

Storage Area Network (SAN)

A high-speed subnetwork of shared storage devices that provide very high data rates
suitable for real-time access of multiple video/audio channels.

Subsystem

A logical, defined portion of adevice's functionality for which management
information is captured and reported through the NetCentral system.

Syslog

A protocol that provides a mechanism to send event notification messages across | P
networksto event message collectors, also known as syslog servers. Syslog uses User
Datagram Protocol (UDP) asits underlying transport layer mechanism to send
messages to the UDP port 514.

System tray

A portion of the Windows operating system taskbar reserved for icons representing
background processes currently active on the machine.

Threshold condition

A measurable point in the functionality of a device subsystem, beyond which the
subsystem is deemed to have changed status.

Threshold

Vaue (bound on either the upper or lower range) that defines the maximum or
minimum allowable condition before an alarm is sent.

Trap

An unsolicited SNMP message sent by a device when it experiences a changein
status. For example, arouter could send amessageif aredundant power supply fails.

Virtual Web server directory

A mapping of a short name or aliasto the physical directory on aWeb server. The
physical directory contains the hypermedia that a Web browser can access using the
short name.

Warning

The medium level of severity for a NetCentral message. A warning message is sent
when adevice hasareduced ability to function and may fail soon, but currently isstill
operating within specifications as designed.
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Structured Query Language (SQL) see SQL

Symbols
& ampersand 137
* wildcard 114, 115
.BMPfile 194, 202
.GlFfile 57, 194, 202, 215
JPG file 194, 202
.ncel file 183, 184, 185
.ncp file 26
NET
installation 268
not installed 255
WAV file 132
? question mark 137
“and” condition 142
“or” condition 142

Numerics

269367 264
80110414 error message 264

A

access ports 41

access rights 52
logon to NetCentral 52

Acrobat Reader 255

Action Manager 267

action providers 16, 281
device-specific 140
functionality in NetCentral software 15
plugging in 140

Action Wizard 119, 123
rule sentence 143

actions
adding by device 141
adding by folder 141
adding by messages 141
adding by subsystem 141
Beep 133
build 143
configure 117
configure default properties 125
configure properties 123
create notifications 74

September 2008

defined 74
duration 134
event triggers 123
for Critical message 119
frequency 134
interacting with messages 73
Launch URL 136
launch URL 136
log 270
name 123
Play Audio 132
play sound 134
preparation before adding 118
properties 122
record 270
remove babbling device 89
rules 122
Run Program 134
Search string 120
Send Mail 128
Send Mail scheduled 128
Send Mail unscheduled 128
sound card needed 132
summary of rule 122
testing 129
testing Run Program 136
trigger 119
Windows message 138
Wizard 118, 140
Actionslog 270
Actions View 58, 124
Actionswizard 118, 140
Active Drawings 16, 19, 191, 267, 281
device images 205
HTML page 16
LED color 62
removing devices from HTML page 38
active message 78, 100
Ad Helper SQL 267
add
add device manually 29
an action 119
Devicetool 30
devicetype 275
devices 26, 30
e-mail address 126

NetCentral User Guide

287



Index

filter 142

multiple devices 30

Port 262

programs 179

Reset rule 106

Tags 108
AddDevice.exe 30
adding

devices 29, 275

folders 34
Administrative Tools 267
Administrator

logon to NetCentral 52
Adobe Acrobat Reader 255
advanced options 198
Advanced tab 101, 108, 114
agent

diagnostic tests 248

OID 272

SNMP 18, 251

software component 284

testing SNMP 246
alarms 281

allowing time before triggering 36

configure heartbeat polling 36

critical 78

defined 62, 78

false 36

informational 78

remove from service 90

reset 78

resetting state 75

threshold 285

triggering 36

turning off 76

warning 78
alerts, see darms, warnings
alias

LMSTAG 103

localized message 100, 108

text string 114
ALT+E 112
Application Logs 267, 281

Actions 270

Discovery 270

Events 270

Heartbeat 270

Property 270

Trap target 270
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Application Logs Viewer 269
apply rule 98, 106
architecture
client/server 15
NetCentral software 15
ASP script 137
asterisk 114
Audit 78, 100
authentication 281
authorize running programs 179
Auto-Discovery 281
adding devices 26
change settings 26
IP address range 28
restoring defaults 250
starting 23
turning off 28
Wide Area Network 28
automatically manage log messages 97
automatically purge messages 90

B

babbling device

message suppression 88

remove 40, 89
background image 194
Beep action

configure 133

testing 133, 134
bitmap

HTML links 214
bitmaps 215

critica 205, 215

normal 215

warning 205, 215
build actions and filters 143
build rule sentence 143
button

double-arrow 114

Edit 112

Insert 114

Web Client shortcuts 242

C

cannot create a graph 254, 257
cell phone notifications 89, 128
change adomain name 277
change password
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FSM 277, 278
Profile XP device 278
Profile XP Video Server 277
change server name 279
change user name
FSM 277, 278
Profile XP 277
Profile XP Video Server 277
Chart Service 267
Charts
configure trend 152
navigate 152
refresh rate 152
reset 154
start trend 153
stop and start trend 152
clear critical or warning messages 113
clear messages 113
client architecture 15
COM 19
command line arguments 135
community name 18, 281
Component Object Model (COM) 19
components installed
verifying 267
condition for filter 142
configure
alarms for heartbeat polling 36
beep 134
Beeps 133
device type 275
domain name 277
Download Log Tool 275
e-mail address 276
FSM 277, 278
heartbeat polling 36
interval for message suppression 89
Launch URL 136
message suppression 89
notifications 117
Play Audio 132
port requirements 41
Profile XP device 278
Profile XP Video Server 277
Run Program action 135
Send Mail 128
Thomson FTP Server 279
web services 261
configure action properties 123
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configure actions 117
Beeps 133
default properties 125
Launch URL 136
Play Audio 132
Run Program 135
Send Mail 128
configure log messages 100, 115
configure properties 134, 136
configure rules 95, 109, 112, 116
Advanced tab 101, 108
contact information for a device 68
context menu 115
configure log messages 97
Copy Special 198, 199
copying messages 81
create a program 135
create a Reset rule 106
create areset rule 106
create an action 143
create Severity rule 97
creating message rules 106
Critical level of severity 115
critical message 78, 100, 119
Active Drawings 215
bitmaps 215
clear 113
icon 62, 75, 78
csscript.exe synciwam.vbs 264
custom tools 186
customizing rules 95

D

database growth 90
DCOM 19
deactivated message 100, 113
dead or offline message 62
default Web browser 136
Define Event page 119, 142
deletearule 115
delete extra characters 109
detect level of severity 96
device 281
Active Drawings 205
add 29, 30, 275
add multiple devices 30
copying into afolder 34
device-specific logs 69
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does not respond 36

editing type 275

faulty 36

find 63

generates event 233

grouping and arranging 34

hardware 281

heartbeat polling 36

images 205

IP address 281

licensing 209

list 65

logs 69

message offline 216

message suppression 88

messages initiated by 73

MIB 16

offline 30, 40, 89, 90, 148, 152, 215, 216, 283
offlineicon 78

parameters for threshold conditions on 74
remove automatically 40

remove babbling device 40, 89
remove device from service 40
remove from HTML page 38
remove from service 89, 90

remove manualy 39

renaming 35

reset 113

using device-specific applications 68
viewing information 68

device provider 16, 282

.ncp file 26

defined 16
functionality 15

Have Disk 26

installing software 25
registration 251
verifying installation 26

device type

add logs 275

add new 275

create log messages rule 98
downloaded logs 276

Device.config 275
diagnosing problems 246
diagnostic tests 246, 248

SNMP agent 248

Diagnostic tool 246
dialog box
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Add Device 29
Auto-Discovery 27, 28
Folder properties 34
Log Message Rule 98
Mail Schedule List Configuration 131
System Settings 27, 37
disable afilter 145
Discovery Application Log 270
discovery process 270, 282
distinguish filters from actions 145
do not display event 144
domain name
change 277
edit 277
double-arrow button 114
Download Log Tool 159, 275
DownloadL ogsApp.exe.config 275
drawing
active 19
Facility View 191
Generic Device Provider 205, 215
HTML page 38, 205
duplicate messages 121
duration of actions 134
duration of play 134

E
edit
ALT+E 112
device types 275
rule 115
Edit button 112
Edit thresholds see Thresholds
e-mail 276
configure Send Mail 128
see Send Mail action
service address 276
service e-mail address 276
erase chart 154
error
80110414 message 264
at NetCentral start-up 250
at Windows start-up 250
cannot create a graph 257
Cannot create graph 254, 257
database 251
download log from Profile device 268
during .NET installation 268
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enough licenses 239

FTP download 268

HTTP-Internal server error 263

installation stops 255

loading MIBs 213

monitored device 253

Page does not load 253

page not found 261

prerequisites not installed 255

start-up 250

trend analysis 260

trend information 253, 254

Under construction 257
event 121, 277, 282

configure message 233

create afilter 140

Define Event page 119, 142

device-generated 233

do not display 144

Event Definitions 218

Event Viewer 253

example 81

frequency threshold 118

in password file 278

log 253

logs 263

Modify Event 233

NetCentral system event 117

notify 18

purge logs 90

records actions triggered 270

reportable 252, 253

reported via SNMP 252

save to database 144

sender 139

SNMP trap 270, 272

source 118

Syslog message 252

system logs 263

trigger action 118, 121

troubleshooting problems 245

Windows event 96

Windows event log 253
Event Definitions dialog box 218
event log 270, 282
event that triggers action 123
event trigger 123
Event Viewer 253, 263, 264
Event Viewer, 266
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events
GDP definition 218
example
map physical location of devices 207
monitor media devices and systems 20
NetCentral system 20
visual guide to system failures 208
export
.ncel file 184
GDP 225
localized messages 184
messages 86, 144

F
facility
localize messages 181, 183
Facility View 57, 191, 282
.GIF image 57
Active Drawings 16
folders 33
graphical view, see also HTML page
HTML graphical pages 192
HTML pages 198
tutorial 193
faulty device 36
Favorites 216
filter
add 142
adding 140
adding by device 141
adding by folder 141
adding by message 141
adding by subsystem 141
build 143
condition 142
disable 145
icon 62, 145
levels 144
ripple down 145
time frame 145
filtering levels 144
filtering messages 140
find
device 63
folder 63
message 63
Firewall 261, 266
Port 80 261
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292

folders
adding 34
copying devicesinto 34
embedding in HTML page 201
Facility View 33
find 63

frequency of actions 134

FSM
change password 277
change user name 277

FTP 19
message during download 268
on Profile XP and FSM 33

G

GDP 209
export 225
import 225

GDP-NETCEN 210

Generic Device Provider 16, 205
Active Drawing page 205, 215
associate URL 215
bitmap 214
creating 210
critical 215
critical bitmap 205, 215
customizing favorites 216, 217
defining events 218
defining heartbeat 215
defining message severity 218
defining system information 214
deviceimage 214
device offline message 216
display name 217
export 225
HTML link 214
icon 209
import 225
licensing 209
loading MIBs 211
MIBs 209
modifying 224
monitoring 226

monitoring actions and messages 226, 233

monitoring adding devices 226
monitoring viewing devices 227
selecting variables 216

set-up requirements 209
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subsystem name 215
warning bitmap 205, 215
graphical drawing 191

H

hardware
device 281

heartbeat polling 282
configure 36
configure alarms 36
configuring 36
function 36
icon 62
interval between heartbeat checks 36
log 270
re-checking afaulty device 36
record 270
set up 37
settings 36

HTML 19
Active Drawings 16
advanced features 191
editing tool 206
editor 195
removing devices 38
tutoria for Facility View 193
view 191

HTML page
Active Drawings 205
adding devices 196, 198
advanced 198, 206
background images 194, 201, 202
Copy Special 198, 199
creating
creating afacility graphical view 192
custom images 201
customize 198
edit 196
embedding afolder icon 201
examples 206
modify 198
reassigning 205
removing devices 201
requirements 192
resources 201
server and client views 57
statusindicators 199
tips 197
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HTTP 282
Port 80 262
Hypertext Markup Language (HTML) 19

ICMP 18
icon
as status indicators 62
clearing 75
critical 62, 78
dead 62
device offline 78
explained 62
filter 62, 145
GDP 209
Generic Device Provider 209
heartbeat 62
Information 62
information 78
Localization Tool 180
localize messages 180
message severity 78
Message View 62
NetCentral 51
offline 62
Remarks 81
Reset 62
reset 78
system tray 63
warning 62, 78
IETF 17
1S 19, 282
269367 error message 264
images 215
.BMP 194
JPG 194
background 194
Facility View 192
import
.ncdl file 184
GDP 209, 225
localized messages 184
in domain name 277
in user name file 277
Information 100
level of severity 283
refreshing graph 60
Insert button 114
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install

components 267
installation stops

prerequisites not installed 255
installing software

device provider 25
Internet Control Message Protocol (ICMP) 18
Internet Engineering Task Force (IETF) 17
Internet Protocol (1P)

addresses of monitored devices 27

range of addresses for Auto-Discovery 28
interval between heartbest checks 36
IP address 38, 138, 139, 281

monitored devices 27

range for Auto-Discovery 28
IsActive 100, 107

K
Keep Alivelog 270

L
language 100
Launch URL as action 136
LED color 62
level of severity 78, 115
Audit 100
Critical 100, 115
detect 96
Information 100, 283
LED color 62
log messages 95, 100
Reset 100
reset 106, 114
Undefined 100
Warning 100
license
devices 209
error message 239
error message if not enough 239
GDP-NETCEN 210
manager 210
testing NetCentral software 246
violations 251
Web Client 237
License Service
Web Client 267
link
HTML 214
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rules 111
select Reset rule 113
Severity and Reset rules 111
two different rules 115
List 179
device 65
Mail Schedule Configuration 131
SNMP messages 83
list of rules 112
List programs 179
LMSTAG 103, 108
local language 181, 182
Localization Tool 180
icon 180
localize messages 100, 180, 184
.ncel file 183
aias 108
export 184
icon 180
import 184
localizing to facility 181, 183

localizing to local language 181, 182

save 183
translate messages 180
viewing 185
Localized Message Alias 100, 108
Log Filter 78
log message
aias 100
simple text message 101
Log Message Rule 110, 115
dialog box 98, 106
Wizard 98, 106, 109
log messages 96
active 100, 107
Advanced tab 101, 108
apply rule 98, 106
automatically manage 97
clear 113
configure rules 95
context menu 97
create rule 97
creating rules 106
critical or warning 100
customizing rules 95
deactivated 113
detect severity level 96
device type rules 98
edit 115
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Edit button 112

language 100

level of severity 95, 100

link rules 111

list of rules 112

LMSTAG 103

localize 100

Localized Message Alias 100, 108

Message View 95

not displayed 97

reduce number 111

Reset rule 107

rule 115

rule name 104

rule summary 105

rules applied 106

search 97

Severity rule 97

sort 97

String Pattern 99, 103

Subsystem 100

tag 102

tag names 102

timestamp 101

unresolved 100, 107

update 115

user comments 104

warning 96

wildcard search 114
Log Monitoring Service 267
Log RulesWizard 112, 114
logon

Administrator privileges 250
logs

accommodating size increases 90

add logs 275

Application Logs Viewer 269

Application Logs window 270

device-specific 69

downloaded 276

event logging 282

NetCentral 270

NetCentral information 270

M
maintenance

remove device from service 90
Managed
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device 17
network 17
station 17
Management Information Base (MIB) 18
managing growth 90
Managing port access 41
manually purge messages 90
match more message 114
Memory Management 267
message
disconnect from the network 268
during .NET installation 268
FTP download 268
status 79
Under Construction 260
warning 96
Message L og button 243
message suppression 88
automatic 88
babbling device 88
configure 89
configure interval 89
count 88
duration 256
how it works 88
interval 838
remove babbling device 40, 89
remove device from service 40, 89
set interval 88
SNMP trap 88
Message View 55, 95, 119
arranging 82
icons explained 62
message suppression 88
messages
adding comments 81
adding remarks 81
aging time 256
babbling devices 88
configure suppression 89
copying 81
critical 78
critical or warning 100
deactivated 100
dead or offline 62
defined 73
definitions of statuslevels 62
Device offline 215, 216
device-initiated 74
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export 86, 144
filtering 140
find 63
import localized 184
in the NetCentral window 75
informational 78
interacting with actions 73
interval for suppression 88
localize 180
localized 100
message suppression duration 256
MIB event 218
offline 78
printing 87
purge automatically 90
purge manually 90
guerying 86
rearranging message information 82
reduce duplicates 121
reset 75, 78
responding to 75
set view 86
severity levels 78
SNMP trap messages 74
status levels defined 78
suppression settings 88
translate 180
view localized messages 185
viewing all possible 83
warning 78
MIB 16, 18, 283
browser 230
defined 18
described 272
event messages 218
Expression field 220
loading 211
OID 272
variables 215, 216, 231
XML 19
Microsoft
.NET Framework 255
269367 264
Mini WatchDog Service 267
modify event 233
modify String Pattern 114
Monitoring Service 267
multiple tag names 113
Multiple windows 59

NetCentral User Guide

295



Index

296

N

name for action 123
name, see SNMP community
navigate Web Client 242
NET
definition 19
HTML supports objects 206
troubleshooting 254
NetCentral
Action Manager 267
Active Drawings 267
Application Logging 267
Chart Service 267
Log Monitoring Service 267
logs 270
main window 55
Memory Management 267
Mini WatchDog Service 267
Network Usage Helper 267
Protocol Framework 267
RMFO Service 267
Security Framework 267
server 20
Service 267
Syslog Listener 267
Trap Service 267
Web Client License Service 267
window 20
NetCentral at a Glance 244
NetCentral icon 51
NetCentral software
architecture 15
core 16
localize 180
messages 75
troubleshooting 245
NetCentral window
Actions view 58
Facility View 57
Message View 55
multiple windows 59
Trends view 59
netstat 266
network 23
community names 18
defined as managed by SNMP 17
requirements, see requirements
settings that affect performance 37
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usage 60
Network Usage Helper 267
New Action 119
notifications
configure 117
customized sets 74
message suppression 89
multiples of the sametype 117
rules 122
Search string 120
see also actions 128

O

Object identifier 283
offline 90

offline device 30, 40, 148, 152, 215, 216, 283

OID 272, 283
assignment 273
function 273
MIB 272
SNMP 273
omit messages 97
Open SAN
FTP for log downloads 33
open view in new window 59

P

page cannot be found 261
pager notifications 128
pagers

remove from service 90
parameters

threshold condition 74

pause before re-checking a faulty device 36

permissions
Web Client 236
physical layout 21
ping 18
play abeep 134
Play Audio action
configure 132
define WAV 132
sound card 132
poll 148
port
access 41
add 262
managing access 41
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Port 80 261, 262
requirements 41
Port 80 261
HTTP 262
prerequisites
error 255
printing messages 87
problems 249
at Windows NT start-up 250
device offline 78, 215, 216
diagnosing 246
with the NetCentral system 245
Profile XP Video Server 277
add logsto device types 275
add new devicetype 275
add new service e-mail 276
change FSM password 278
change password 277, 278
change Thomson FTP Server 279
change user name 277, 278
device 268
edit domain name 277
edit existing e-mail address 276
Program Tracking 283
properties
actions 122
configure actions 123
Property 270
property pages 270
Protocol Framework 267
public, defined as SNMP community 18

purge messages 90

Q

guerying NetCentral messages 86
question mark (?) 137

R

record actions triggered 270
recurring schedule 145
reduce duplicate messages 121
reduce number of messages 111
registered component, testing for 246
regular expressions 113, 120, 142, 143
reinstalling
Windows NT Service Pack 250
remove device from service 38, 90
automatically 40
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HTML page 38, 201
manually 39
remove programs 179
removing devices 38
renaming a device 35
reports, NetCentral software diagnostic 247
Required program 284
requirements
configuration 235
for device types 26
for monitoring 25
for ports 41
for trend analysis 147
GDP set-up 209
in Search string 119, 142
network 23
security 170
to monitor afacility 192
reset 100, 107
associate with Severity rule 110
chart 154
create reset rule 106
icon 62
link rules 111
message, defined 62, 78
Reset rule 110
Reset State 75
rule using a String Pattern 115
select ruleto link 113
update rule 115
Reset Chart 154
reset level of severity 106, 114
reset rule 106
reset the state 113
restarting NetCentral services 270
RMFO Service 267
Rogue Edit tool 284
rule for log messages 115
Rule Name 109
list of 105
rule summary 122
Rule.config 277
rules
Action Wizard 122, 143
add Severity rule 97
Advanced tab 101, 108
applied 106
apply for log messages 98, 106
build rule 143
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configuration dialog box 99
create Reset rule 106
creating rules 106
customizing 95

deactivate messages 113
deletearule 115

device type 98

edit rules 115

IsActive 100, 107

link Severity and Reset 111
LMSTAG 103

Localized Message Alias 100, 108
Log Message Rule 98

log messages 95, 97

Reset 107

reset level of severity 106
Reset rule 106

rule name 104

Rule Summary 115
Rule.config 275

select Reset rule 113
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Port 80 261
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link 111
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SNMP Trap Service 267
SNMP traps
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software
device provider 25
localize messages 180
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sorting devices alphabetically 35
sound
actions 134
duration 134
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sound card
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Server Agent 267
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HTML 199
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Tree View 33 web service 261
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clear icons 75 Windows Firewall 262
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level of severity 62 W? ndows NT Service Pack, reinstalling 250
log messages 100 W! ndows services 267
message 96 Wi nqusXP
WatchDog Service 267 Frewall 261
WAV file 132 Port 80 261
playing as an action 133 security 261
WBEM 20 WMI'20
Web 19
Web browser X
default 136 XML 19
HTML page 19
web browser 136

configure parameters 136
Under Construction 260
URL for device 137

Web Client
about NetCentral monitoring 235
accessing 236
devicelist 243
Device List button 243
distinctive functions 242
functions 235
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License Service 267
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