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Safety Compliance

This equipment complies with the requirements of CSA/UL/IEC/EN 60950-1,
<s ® 2" Ed. + AM1, Safety of information technology equipment.
C

us The power cords supplied with this equipment meet the appropriate national
standards for the country of destination.

[fr] Conformité aux normes de sécurité

Cet équipement est conforme aux exigences de CSA/UL/IEC/EN 60950-1, 2° éd. + AM1,
Sécurité du matériel informatique.

Les cordons d'alimentation fournis avec I'appareil répondent aux normes nationales
appropriées du pays destinataire.

[es] Conformidad en seguridad eléctrica

Este equipo cumple con las exigencias de la CSA/UL/IEC/EN 60950-1, 22 ed. + AM1,
Seguridad de los equipos de tecnologia de la informacion.

Los cables de alimentacion incluidos con el equipo cumplen con las normas nacionales
apropiadas para el pais de destino.

[pt] Conformidade de segurancga elétrica

Este equipamento esta em conformidade com os requisitos da CSA/UL/IEC/EN 60950-1,
22 ed. + AM1, Seguranca de equipamento de tecnologia da informag&o.

Os cabos de alimentagéo fornecidos com este equipamento encontram as normas
nacionais adequadas para o pais de destino.




Safety of Laser Modules

This equipment incorporates modules containing Class 1 lasers. These
modules are certified by the manufacturer to comply with:

+ |IEC/EN 60825-1 Safety of laser products
+ IEC 60950-1 Safety of information technology equipment

[fr] Sécurité laser

L'appareil comprend des modules laser de classe 1. Ces modules sont certifiés conformes
aux normes suivantes par le fabricant :
* |EC/EN 60825-1 Sécurité des appareils a laser

* |EC 60950-1 Sécurité du matériel informatique

[es] Seguridad por los médulos laser

Este equipo incorpora médulos laser de la Clase 1
Estos médulos estan certificados por el fabricante para cumplir con:
« IEC/EN 60825-1 Seguridad de los productos laser

* |EC 60950-1 Seguridad de los equipos de tecnologia de la informacion

[pt] Seguranga por modulo de laser

Este equipamento incorpora modulos que contém laser da classe 1. Estes modulos séo
certificados pelo fabricante em conformidade com:

» |EC/EN 60825-1 Seguranga de equipamentos laser

« |[EC 60950-1 Seguranga de equipamento de tecnologia da informagéo




Important Safeguards and Notices

This section provides important safety guidelines for operators and service personnel.
Specific warnings and cautions appear throughout the manual where they apply. Please
read and follow this important information, especially those instructions related to the risk
of electric shock or injury to persons.

[fr]1 Mesures de sécurité et avis importants

La présente section fournit des consignes de sécurité importantes pour les opérateurs et le
personnel de service. Des avertissements ou mises en garde spécifiques figurent dans le
manuel, dans les sections ou ils s’appliquent. Prenez le temps de bien lire les consignes et
assurez-vous de les respecter, en particulier celles qui sont destinées a prévenir les
décharges électriques ou les blessures.

[es] Medidas de seguridad y avisos importantes

Esta seccién proporciona pautas de seguridad importantes para los operadores y el
personal de servicio. Advertencias y precauciones especificas aparecen en el manual para
su aplicacion. Por favor, lea y siga esta importante informacion, especialmente aquellas
instrucciones relacionadas con el riesgo de descarga eléctrica o lesiones a las personas.

[pt] Salvaguardas e avisos importantes

Esta secéo fornece diretrizes de seguranga importantes para os operadores e pessoal de
servigo. Avisos e cuidados especificos estdo listados no manual para sua aplicagéo. Por
favor, leia e siga esta informagao importante, especialmente aquelas instrugdes
relacionadas ao risco de choque elétrico ou ferimentos.




Symbols and Their Meanings
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The lightning flash with arrowhead symbol within an equilateral triangle alerts the user
to the presence of dangerous voltages within the product’s enclosure that may be of
sufficient magnitude to constitute a risk of electric shock to persons.

The exclamation point within an equilateral triangle alerts the user to the presence of
important operating and maintenance/service instructions.

The earth ground symbol represents a protective grounding terminal. Such a terminal
must be connected to earth ground prior to making any other connections to the
equipment.

The fuse symbol indicates that the fuse referenced in the text must be replaced with
one having the ratings indicated.

The presence of this symbol in or on Grass Valley, A Belden Brand equipment means
that it has been designed, tested and certified as complying with applicable Canadian
Standard Association (CSA) regulations and recommendations for USA/Canada.

The presence of this symbol in or on Grass Valley, A Belden Brand equipment means
that it has been designed, tested and certified as complying with applicable
Underwriters Laboratory (UL) regulations and recommendations for USA/Canada.

The presence of this symbol in or on Grass Valley, A Belden Brand equipment means
that it has been designed, tested and certified as essentially complying with all
applicable European Union (CE) directives.

The presence of this symbol in or on Grass Valley, A Belden Brand product means that
it complies with safety of laser product applicable standards.




Warnings

death. Observe the following general warnings when using or working on this

f A warning indicates a possible hazard to personnel, which may cause injury or

equipment:

Appropriately listed/certified mains supply power cords must be used for the
connection of the equipment to the mains voltage at either 120 V AC or 240 V AC.

This product relies on the building's installation for short-circuit (over-current)
protection. Ensure that a fuse or circuit breaker for 120 V AC or 240 V AC is used on
the phase conductors.

Any instructions in this manual that require opening the equipment cover or enclosure
are for use by qualified service personnel only.

Heed all warnings on the unit and in the operating instructions.
Do not use this equipment in or near water.

This equipment is grounded through the grounding conductor of the power cords. To
avoid electrical shock, plug the power cords into a properly wired receptacle before
connecting the equipment inputs or outputs.

Route power cords and other cables so they are not likely to be damaged.

Disconnect power before cleaning the equipment. Do not use liquid or aerosol
cleaners; use only a damp cloth.

Dangerous voltages may exist at several points in this equipment. To avoid injury, do
not touch exposed connections and components while power is on.

Do not wear rings or wristwatches when troubleshooting high current circuits such as
the power supplies.

To avoid fire hazard, use only the specified fuses with the correct type number, voltage
and current ratings as referenced in the appropriate locations in the service instructions
or on the equipment. Always refer fuse replacements to qualified service personnel.

To avoid explosion, do not operate this equipment in an explosive atmosphere.

This product includes a backup battery. There is a danger of explosion if the battery is
replaced incorrectly. Replace the battery only with the same or equivalent type
recommended by the manufacturer. Dispose of used batteries according to the
manufacturer’s instructions.

Have qualified service personnel perform safety checks after any service.

[fr] Avertissements

Un cordon d’alimentation ddment homologué doit étre utilisé pour connecter I'appareil
a une tension de secteur de 120 V CA ou 240 V CA.

La protection de ce produit contre les courts-circuits (surintensités) dépend de
l'installation électrique du batiment. Assurez-vous qu'un fusible ou un disjoncteur pour
120 V CA ou 240 V CA est utilisé sur les conducteurs de phase.




Dans le présent manuel, toutes les instructions qui nécessitent d’ouvrir le couvercle de
I'équipement sont destinées exclusivement au personnel technique qualifié.

Respectez tous les avertissements figurant sur I'appareil et dans les instructions
d’utilisation.

Ne pas utiliser cet appareil dans I'eau ou a proximité d’un point d’eau.

Cet équipement est mis a la terre par le conducteur de mise a la terre des cordons
d’alimentation. Pour éviter les chocs électriques, branchez les cordons d’alimentation
sur une prise correctement cablée avant de brancher les entrées et sorties de
I’équipement.

Acheminez les cordons d’alimentation et autres cables de fagon a ce qu’ils ne risquent
pas d’étre endommageés.

Coupez l'alimentation avant de nettoyer I'équipement. Ne pas utiliser de nettoyants
liquides ou en aérosol. Utilisez uniquement un chiffon humide.

Des tensions dangereuses peuvent exister en plusieurs points dans cet équipement.
Pour éviter toute blessure, ne touchez pas aux connexions ou aux composants
exposés lorsque I'appareil est sous tension.

Avant de procéder a toute opération d’entretien ou de dépannage visant des circuits a
courant élevé (e.g., les blocs d’alimentation), enlevez tous vos bijoux (notamment vos
bagues et votre montre).

Pour éviter tout risque d’incendie, utilisez uniquement les fusibles du type et du calibre
indiqués dans la documentation ou sur I'équipement. Confiez le remplacement de
fusibles au personnel technique qualifié.

Ne pas utiliser cet appareil dans une atmosphére explosive.

L'appareil renferme une pile. Pour réduire le risque d’explosion, vérifiez la polarité et
ne remplacez la pile que par une pile du méme type, recommandée par le fabricant.
Mettez les piles usagées au rebut conformément aux directives du fabricant.

Apreés tout travail d’entretien ou de réparation, faites effectuer des controles de sécurité
par le personnel technique qualifié.

[es] Advertencias

Un cable de alimentacién aprobado debera ser utilizado para la conexion del equipo a
la tension de red de 120 V CA 0 240 V CA.

Este producto depende de la instalacién del edificio para la proteccién de cortocircuitos
(sobre-corriente). Asegurese que un fusible o un interruptor térmico de 120 V CA o
240 V CA se utiliza en los conductores de fase.

Todas las instrucciones de este manual que requieren abrir la tapa del equipo se
llevara a cabo por personal técnico calificado.

Respete todas las advertencias en el equipo y las instrucciones de funcionamiento.

No utilice este producto en el agua o cerca de este.




Este equipo esta conectado a tierra a través del conductor de puesta a tierra de los
cables de alimentacién. Para evitar una descarga eléctrica, enchufe el cable de
alimentacion a un tomacorriente debidamente instalado antes de conectar las
entradas y salidas del equipo.

Instale los cables de alimentacion y otros cables de forma de evitar ser dafiados.

Desconecte la alimentacion antes de limpiar el equipo. No use limpiadores liquidos o
aerosoles, utilizar un pafio humedo.

Pueden existir tensiones peligrosas en varios puntos de este equipo. Para evitar
lesiones, no toque las conexiones y componentes expuestos cuando la unidad esta
con alimentacion.

No use anillos o relojes al solucionar problemas de circuitos de alta corriente como
fuentes de alimentacion.

Para evitar el riesgo de incendios, utilice solo el fusible indicado con el nUmero de tipo
correcto, el voltaje y la corriente que se hace referencia en los lugares apropiados en
las instrucciones de los servicios o el equipo. Siempre consulte el reemplazo del
fusible a personal calificado.

Para evitar explosiones, no utilice este equipo en una atmodsfera explosiva.

Este producto incluye una bateria de reserva. Existe el peligro de explosion si la
bateria se instala de forma incorrecta. Reemplace la bateria Unicamente con el mismo
tipo o equivalente recomendada por el fabricante. Deshagase de las baterias usadas
segun las instrucciones del fabricante.

Deje al personal calificado realizar las verificaciones de seguridad después de un
servicio.

[pt] Adverténcias

Um cabo de alimentagéo aprovado deve ser utilizado para ligar o equipamento a
tensdo da rede de 120 V CA ou 240 V CA.

Este produto baseia-se na instalagdo do edificio para prote¢do por curto-circuito
(sobrecarga de corrente). Certifique-se de que um fusivel ou disjuntor para 120 V CA
ou 240 V CA é utilizado nos condutores de fase.

Todas as instru¢des contidas neste manual, que exigem a abertura da tampa do
equipamento sera realizada por pessoal qualificado.

Preste atengéo a todos os avisos no equipamento e instrugdes de operagéo.
N&o use este produto em ou perto da agua.

Este equipamento é aterrado através do condutor de aterramento do cabo de
alimentacdo. Para evitar choque elétrico, conecte o cabo de alimentagcdo a uma
tomada devidamente instalada antes de ligar as entradas e saidas do dispositivo.

Instale os cabos de alimentagao e os outros cabos de modo a evitar danos.

Desligue a alimentacao antes de limpar o equipamento. Nao use detergentes liquidos
ou aerossois, usar um pano umido.




Tensbes perigosas podem existir em varios pontos deste equipamento. Para evitar
ferimentos, ndo toque as conexdes e componentes expostos quando o aparelho esta
ligado.

N&o usar anéis ou reldgios ao solucionar problemas de circuitos de alta tenséo, tais
como fontes de alimentagao.

Para evitar o risco de incéndio, utilize apenas o nimero especificado de fusivel de tipo
correto de tenséo e corrente a que se refere 0 manual de servigo adequado. Referem-
se sempre trocar o fusivel por pessoal qualificado.

Para evitar a explosao, nao utilize este equipamento em uma atmosfera explosiva.

Este produto inclui uma bateria de backup. Existe o perigo de exploséo se a bateria
esta instalada incorretamente. Substitua a bateria somente com o mesmo tipo ou
equivalente recomendado pelo fabricante. Elimine as baterias usadas de acordo com
as instrugdes do fabricante.

Deixe o pessoal qualificado executar verificagdes de seguranga depois de um servigo.




Cautions

damage. Observe the following cautions when operating or working on this

f A caution indicates a possible hazard to equipment that could result in equipment

equipment:
This equipment is meant to be installed in a restricted access location.
When installing this equipment, do not attach the power cord to building surfaces.

To reduce the risk of electric shock, do not perform any servicing other than that

contained in the operating instructions unless you are qualified to do so. Refer all
servicing to qualified service personnel. Servicing should be done in a static-free
environment.

This unit has more than one power supply cord. Disconnect both power supply cords
before servicing to avoid electric shock.

To prevent damage to equipment when replacing fuses, locate and correct the problem
that caused the fuse to blow before re-applying power.

Use only the specified replacement parts.
Follow static precautions at all times when handling this equipment.

Products that have no on/off switch, and use an external power supply must be
installed in proximity to a main power outlet that is easily accessible.

[fr] Mises en garde

L’appareil est congu pour étre installé dans un endroit a accés restreint.

Au moment d’installer 'équipement, ne fixez pas les cordons d’alimentation aux
surfaces intérieures de I'édifice.

Pour réduire le risque de choc électrique, n'effectuez pas de réparations autres que
celles qui sont décrites dans le présent manuel, sauf si vous étes qualifié pour le faire.
Confiez les réparations a un technicien qualifié. La maintenance doit se réaliser dans
un milieu libre d’électricité statique.

L'appareil comporte plus d’'un cordon d'alimentation. Afin de prévenir les chocs
électriques, débrancher les deux cordons d'alimentation avant toute opération
d’entretien.

Pour éviter d'endommager I'équipement lors du remplacement de fusibles, localisez la
source de la panne et corrigez la situation avant de rétablir le courant.

Employez uniquement les piéces de rechange recommandées par le fabricant.

Veillez & toujours prendre les mesures de protection antistatique appropriées quand
vous manipulez I'équipement.

Les produits qui n'ont pas d’interrupteur marche-arrét et qui disposent d’'une source
d’alimentation externe doivent étre installés a proximité d'une prise de courant facile
d’accés.




[es] Precauciones

Este equipo esta destinado a ser instalado en un lugar de acceso restringido.
Al instalar este equipo, no sujete el cable de alimentacién a la superficie del edificio.

No realice reparaciones que no se encuentren en las instrucciones de funcionamiento
a menos que esté calificado para hacerlo. Confie las reparaciones a personal técnico
calificado. El mantenimiento debe realizarse en un ambiente libre de estatica.

Esta unidad incluye dos cables de alimentacion. Desconecte ambas fuentes de
alimentacion antes de dar servicio, para reducir el riesgo de descarga eléctrica.

Para evitar dafos en el equipo al sustituir los fusibles, primero localizar y corregir el
problema que causoé que el fusible se funda antes de aplicar la alimentacién de nuevo.

Utilice unicamente repuestos especificos.
Siga las precauciones DES en todo momento al manipular este equipo.

Los productos que no tienen interruptor de encendido/apagado, y utilizan una fuente
de alimentacion externa deben instalarse cerca de una toma de corriente de facil
acceso.

[pt] Precaugoes

Este material destina-se a ser instalado em um acesso restrito.

Quando instalar o equipamento, nao fixar o cabo de alimentagcdo em superficies do
edificio.

Nao faga reparagdes que ndo estdo no manual de instrugdes, a menos que vocé

estiver qualificado. Solicite a assisténcia de pessoal qualificado. A manutengéo deve
ser realizada em um ambiente livre de estatica.

Esta unidade inclui dois cabos de alimentacéo. Desligue ambas as fontes de
alimentacéo antes de manutengao para reduzir o risco de choque elétrico.

Para evitar danos ao equipamento ao substituir fusiveis, primeiro localizar e corrigir o
problema que causou o fusivel fundir antes de aplicar energia novamente.

Use unicamente partes especificas.
Siga as precaugbes DES em todos os momentos ao manusear este equipamento.

Os produtos que ndo tém um interruptor de ligar/desligar, e usam uma fonte de
alimentacéo externa devem ser instalados perto de uma tomada elétrica de facil
acesso.




Electrostatic Discharge (ESD) Protection

handled and can result in intermittent failure or complete damage adversely

f Electrostatic discharge occurs when electronic components are improperly

affecting an electrical circuit. When you remove and replace any card from a frame

always follow ESD-prevention procedures:

Ensure that the frame is electrically connected to earth ground through the power cord
or any other means if available.

Wear an ESD wrist strap ensuring that it makes good skin contact. Connect the
grounding clip to an unpainted surface of the chassis frame to safely ground unwanted
ESD voltages. If no wrist strap is available, ground yourself by touching the unpainted
metal part of the chassis.

For safety, periodically check the resistance value of the antistatic strap, which should
be between 1 and 10 megohms.

When temporarily storing a card make sure it is placed in an ESD bag.

Cards in an earth grounded metal frame or casing do not require any special ESD
protection.

[fr]1 Protection contre les décharges électrostatiques (DES)

Une décharge électrostatique peut se produire lorsque des composants électroniques ne
sont pas manipulés de maniére adéquate, ce qui peut entrainer des défaillances
intermittentes ou endommager irrémédiablement un circuit électrique. Au moment de
remplacer une carte dans un chassis, prenez toujours les mesures de protection
antistatique appropriées :

.

Assurez-vous que le chassis est relié électriquement a la terre par le cordon
d'alimentation ou tout autre moyen disponible.

Portez un bracelet antistatique et assurez-vous qu'il est bien en contact avec la peau.
Connectez la pince de masse a une surface non peinte du chassis pour détourner a la
terre toute tension électrostatique indésirable. En I'absence de bracelet antistatique,
déchargez I'électricité statique de votre corps en touchant une surface métallique non
peinte du chassis.

Pour plus de sécurité, vérifiez périodiquement la valeur de résistance du bracelet
antistatique. Elle doit se situer entre 1 et 10 mégohms.

Si vous devez mettre une carte de c6té, assurez-vous de la ranger dans un sac
protecteur antistatique.

Les cartes qui sont reliées a un chassis ou boitier métallique mis a la terre ne
nécessitent pas de protection antistatique spéciale.




[es] Proteccidén contra descargas electrostaticas (DES)

La descarga electrostatica se produce cuando los componentes electronicos se manipulan
de forma incorrecta pudiendo causar una falla intermitente o total afectando un circuito
eléctrico. Al quitar y reemplazar una tarjeta de un chasis siempre siga los procedimientos
para prevenir la DES:

*  Asegurese de que el chasis esta conectado eléctricamente a tierra a través del cable
de alimentacion o cualquier otro medio si esta disponible.

*  Use una pulsera de DES asegurando que tiene buen contacto con la piel. Conecte la
pinza de puesta a tierra a una superficie sin pintar del chasis para desviar a tierra
cualquier voltaje de DES indeseable. Si ninguna pulsera esta disponible, conéctese a
tierra tocando la parte metalica sin pintar del chasis.

»  Para su seguridad, verifique periédicamente el valor de la resistencia de la pulsera
antiestatica, que debe estar entre 1 y 10 megaohmios.

»  Alguardar temporalmente una tarjeta electronica asegurese que esta colocado en una
bolsa de DES.

» Lastarjetas que estan conectadas a un chasis de o caja de metal a tierra, no requieren
una proteccion especial para la DES.

[pt] Protegdo contra descargas eletrostaticas (DES)

DES ocorre quando os componentes eletronicos sdo manipulados de forma inadequada e
pode causar falha intermitente ou completa afetando um circuito elétrico. Remover e
substituir um cartéo eletrénico do chassi siga sempre os procedimentos para evitar DES:

»  Certifique-se de que o chassi é eletricamente aterrado através do cabo de alimentagao
ou qualquer outro meio, se disponivel.

»  Utilize uma pulseira DES assegurando que vocé tenha um bom contato com a pele.
Conecte o clipe a terra a uma superficie nao pintada do chassi para desviar qualquer
tensdo indesejavel de DES. Se nenhuma pulseira esta disponivel, faga o aterramento
tocando a parte metalica ndo pintada do chassi.

»  Porseguranga, verificar periodicamente o valor da resisténcia da pulseira antiestatica,
que deve ser entre 1 e 10 megohms.

»  Por temporariamente salvar um cartio eletrénico, certifique-se de que ele é colocado
em um saco de DES.

*  As cartas que estéo ligados a um chassis ou caixa de metal ligada a terra, ndo
necessitam de protecdo especial para o DES.




Cautions for LCD and TFT Displays

If the LCD or TFT glass is broken, handle glass fragments with care when
A disposing of them. If any fluid leaks out of a damaged glass cell, be careful not to

get the liquid crystal fluid in your mouth or skin. If the liquid crystal touches your
skin or clothes, wash it off immediately using soap and water. Never swallow the fluid. The
toxicity is extremely low but caution should be exercised at all times.

[fr] Précautions pour les écrans LCD et TFT

Sil'écran LCD ou TFT est brisé, manipulez les fragments de verre avec précaution au
moment de vous en débarrasser. veillez a ce que le cristal liquide n'entre pas en contact
avec la peau ou la bouche. En cas de contact avec la peau ou les vétements, laver
immédiatement a I'eau savonneuse. Ne jamais ingérer le liquide. La toxicité est
extrémement faible, mais la prudence demeure de mise en tout temps.

[es] Precauciones para las pantallas LCDy TFT

Si la pantalla LCD o TFT se rompe, retire con cuidado los fragmentos de vidrio cuando se
deshaga de ellos. Si hay una fuga de liquido de una celda de vidrio dafiado, tenga cuidado
que el cristal liquido no entre en contacto con su boca o la piel. Si el cristal liquido toca su
piel o su ropa, lavelos inmediatamente con agua y jabon. No ingiera nunca el liquido. La
toxicidad es muy baja, pero se debe tener precaucion en todo momento.

[pt]1 Precaugoes paraos LCD e TFT

Se o ecra LCD ou TFT esta quebrado, retire cuidadosamente os fragmentos de vidro ao
descartar deles. Se o liquido esta vazando de uma célula de vidro danificado tenha cuidado
para nao tirar o fluido de cristal liquido em sua boca ou pele. Se o cristal liquido toca sua
pele ou roupa, lave imediatamente com agua e sab&o. Nunca engula o liquido. A toxicidade
€ muito baixa, mas o cuidado deve ser exercido em todos os momentos.




Electromagnetic Compatibility

This equipment has been tested for verification of compliance with FCC Part 15,
F( : Subpart B requirements for class A digital devices.

 NOTE

This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to Part 15 of the FCC rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate radio frequency
energy, and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the user will be required to correct
the interference at his own expense.

This equipment has been tested and found to comply with the requirements of the
c € EMC directive 2004/108/EC:

« EN 55022 Class A Radiated emissions

»  EN 55022 Class A Conducted emissions

«  EN 61000 -3-2 Harmonic current emission limits

«  EN 61000 -3-3 Voltage fluctuation and flicker limitations

 EN 61000 -4-2 Electrostatic discharge immunity

« EN 61000 -4-3 Radiated EMF immunity-RF

« EN 61000 -4-4 Electrical fast transient immunity

«  EN 61000 -4-5 Surge immunity

« EN 61000 -4-8 Power frequency magnetic field

«  EN 61000 -4-11 Voltage dips, short interruption and voltage variation immunity
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INTRODUCTION

The Xmedia Server (XMS) is the central graphical asset management server for Vertigo
Suite channel branding and playout systems. The Xmedia Server allows all branding assets
to be ingested once, centrally archived, and automatically moved to the desired graphics
device using rule-based publishing.

Figure 1-1. Xmedia Server - a central graphical asset management server

The main purpose of this configuration guide is to provide practical reference and
procedural information on how to use the Xmedia Server Control Panel application to
configure the Xmedia Server.

The following sections of this chapter provide general information about the Xmedia Server
and its optional features:

*  “About the Xmedia Server” on page 1-2

*  “Xmedia Server’s standard and option features” on page 1-3

The next couple of chapters provide specific information about the Xmedia Server’s
hardware, software, and network integration. Further chapters provide instructions for how
to configure the Xmedia Server using the Xmedia Server Control Panel.

XMS Configuration Guide

1-1



Introduction

About the Xmedia Server

The Xmedia Server (XMS) is the central graphical asset management server for Vertigo
Suite channel branding and playout systems. Assets only need to be ingested once for them
to be centrally archived on the Xmedia Server. These assets are then made available to all
of the Vertigo Suite applications on the network, which allow you to create a wide range of
graphics, including advanced, data-driven broadcast applications that link on-air graphics
elements to live data feeds. The resulting graphic pages and their assets can then be
automatically published to a range of graphics playout devices, including Imagestore,
Intuition XG, and Vertigo XG devices.

The Xmedia Server offers benefits to larger broadcast systems that have multiple channels
by sharing assets between channels without having to duplicate the assets. It also allows
for a more dynamic handling of content and a more natural workflow because media
creation, asset management, and asset distribution are conveniently linked by a common
environment.

Besides its main use as a central asset repository and asset management/distribution
system, the Xmedia Server integrates and supports the Vertigo Suite applications and other
playout devices. The following list identifies other ways in which the Xmedia Server is used
to support graphics creation and playout activities:

*  Asset propagation: The Xmedia Server can be used in a hub and spoke distribution
model in which assets can be created and propagated from a central hub to various
spoke servers.

«  Serverreplication: Two Xmedia Servers can be configured to offer full redundancy for
near instant failover with no interruption in services, including on-air playout.

*  Newsroom integration: The Xmedia Server can provide graphics assets to newsroom
environments using the MOS protocol to integrate with the newsroom control system.

* User rights management: Using the Xmedia Server’s user rights management
system, system administrators and workflow managers can restrict access to some of
the system’s functionality and/or asset categories on a per-user basis.

* License management: The Xmedia Server stores and manages the software licenses
that are required to operate each of the Vertigo Suite applications.

*  Work Order Workflow: The Xmedia Server provides an optional work order workflow
module that fully integrates into the Vertigo Suite. The work order workflow is used for
requesting, completing, tracking and approving graphics work orders.

1-2 XMS Configuration Guide
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Xmedia Server’s standard and option features

The Xmedia Server is a 2RU rackmount server with 2TB of RAID-1 storage and is factory
configured to run Windows Server 2003 as its operating system. Additional software
applications and services that are factory installed include:

*  MicrosoFT SQL SERVER 2008: The Xmedia Server uses a Microsoft SQL Server
database to store asset details, categories, work order processing data, publish
processing data, and other relational information and data. See page 5-1 for more
information.

*  XMEDIA SERVER CONTROL PANEL: The Xmedia Server Control Panel is the user interface
for configuring and controlling the Xmedia Server. See page 3-14 for more information.

*  VERTIGOXMEDIA DATA SERVER: The Data Server is a service application that manages
data coming from various feeds, provides live updates of data values when requested and
distributes the data out to the appropriate recipients. See page 3-5 for more information.

* File Ingest Server: The File Ingest Server is a service responsible for automatically
ingesting media into the Xmedia Server from a user-created ingest folder. The File Ingest
Server is also responsible for issuing media conversion requests to the Transcode
Server, which is the service responsible for transcoding media from one format to another.
See page 3-13 for more information.

In addition to the Xmedia Server unit, the following options are also offered to enhance the
capabilities of the Xmedia Server:

*  “Work Order Management Option” on page 1-3

«  “Xplorer - Media Asset Management application” on page 1-4

Work Order Management Option

The Xmedia Server provides an optional work order workflow module (VX-WOM) that fully
integrates into the Vertigo Suite. The work order workflow is used for requesting,
completing, tracking and approving graphics work orders. See “Work Order workflow
configuration” on page 10-1 for more information on how to use the Xmedia Server Control
Panel to create and configure the work order workflow module.

Figure 1-2. An integrated system for creating, completing, and tracking graphics work orders
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Xplorer - Media Asset Management application

The Vertigo Suite features the XPLORER application (VX-Xplorer), which is a graphical
content management system for viewing and managing the asset and file contents of the
Xmedia Server and the devices to which the XMS has published assets. See the XPLORER
USER MANUAL for more information.

Figure 1-3. Xplorer - View and manage the media contents of the Xmedia Server
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XMS HARDWARE OVERVIEW

Physically, the Xmedia Server is a 2RU rackmount server that incorporates redundant fans,
power, and ethernet ports, with 2 TB of RAID-1 storage. The Xmedia Server features easy
frontal access to the storage drives, and a control panel featuring LEDs and buttons for
system monitoring and operation. The rear panel also provides convenient access to two
power supply modules, seven PCI expansion slots (video, audio, and graphics cards), and
various /O ports (USB, COM1, VGA, Ethernet...etc).

The following sections provide additional details regarding the Xmedia Server’s hardware:
*  “Front panel components, LEDs and buttons” on page 2-2

*  “Back panel components and connectors” on page 2-4

*  “Mounting the Xmedia Server chassis in a rack” on page 2-5

! CAUTION

Xmedia Server devices should only be installed by trained personnel in a restricted access
locations only. All health and safety regulations and precautions must be observed.

Chassis ForMm: 2U rackmount chassis
HEIGHT: 3.5” (89mm)

WIDTH: 17.2” (437mm)
DEPTH: 25.5” (648mm)

Power consumption 700W (1 + 1) Redundant AC-DC power supply.

Maximum draw is a total of 700W.

Note that the device’s electrical ratings are located on the
plug-in power supply modules.

Temperature Ambient temperature: 35°C

Note: This shall be the maximum internal temperature within
the rack in which the Xmedia Server unit is installed.

/\ WARNING

To reduce the risk of electric shock, disconnect all power sources before servicing
Xmedia Server devices.
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Front panel components, LEDs and buttons

Figure 2-1 demonstrates that the Xmedia Server’s front panel provides easy access to the
SATA drives, a floppy drive, DVD-ROM, a front port panel (USB & serial) and a control panel
featuring LEDs and buttons for system monitoring and operation.

Floppy drive Front Port Panel DVD-ROM Control Panel

l / (LEDs & buttons)
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Figure 2-1. The Xmedia Server’s front panel components

Figure 2-2 demonstrates that the control panel located on the front of the Xmedia Server
chassis has six LEDs and two buttons. The table on page 2-3 describes the function of each
LED and button, as well any corrective action you may need to take.
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Figure 2-2. Xmedia Server chassis control panel LEDs and buttons
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POWER FAIL

-\ -
1\

Indicates a power supply module has failed. This should be accompanied
by an audible alarm. A backup power supply module will take the load and
keep the system running, but the failed module will need to be replaced.
This LED should be off when the system is operating normally.

OVERHEAT / FAN FAIL

When this flashes, it indicates a fan failure. When it is constantly
illuminated (solid on), it indicates an overheat condition, which may be
caused by cables obstructing the airflow in the system or the ambient room
temperature being too warm. Check the routing of cables and make sure
that all fans are present and operating normally. You should also check to
make sure that the chassis covers are installed properly. Finally, verify that
the heatsinks are installed properly. This LED will remain flashing or on as
long as the above mentioned conditions exist.

NIC2 A flashing NIC2 LED indicates network activity on LAN2.
=
NIC1 A flashing NIC1 LED indicates network activity on LAN2.
==}
HDD Indicates IDE channel activity.
POWER (LED) Indicates that power is being supplied to the system’s power supply units.

N
~
\
\

L
N\ -
- / -

o

This LED should normally be illuminated when the system is in operation.

RESET (BUTTON)

,fii‘\
it )i

H
.\i\- W

The Reset button reboots the system.

POWER (BUTTON)

This is the main power button, which is used to apply or turn off the main
system power. Turning off this button removes the main power, but keeps
standby power supplied to the system.

XMS Configuration Guide



XMS hardware overview

Back panel components and connectors

Figure 2-3 demonstrates that the rear panel of the Xmedia Server provides convenient
access to two power supply modules, seven PCI expansion slots (video, audio, and
graphics cards), and various I/O port connectors (USB, COM1, VGA, Ethernet...etc). When
using the Xmedia Server in a replication setup, you will insert the license dongle in one of
the USB ports (see page 6-8).

Power Supplies PCI Expansion Slots (not used)

l | 2 v

1/0 Ports

Parallel port
+ (not used)

Mouse
connector
Keyboard
connector
USB RS-232 Serial Port VGA Ethernet
(not used)
Figure 2-3. The Xmedia Server’s rear panel components and connectors
I NOTE

The device’s electrical ratings are located on the plug-in power supply modules.
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Mounting the Xmedia Server chassis in a rack
Included in the shipping package is a rack mounting kit, which contains the rails, screws and
washers required to mount the Xmedia Server chassis into an equipment rack.

Note that the rails are designed to fit in racks with a depth of 26” to 33.5”. Due to the heavy
weigh of the unit, the rack in which the Xmedia Server unit will be installed should be
anchored to the building’s structure.

! CAUTION

Xmedia Server devices are intended to be installed in a restricted access location by
qualified personnel. All health and safety regulations and precautions must be observed.

Included in the shipping package are a pair of rail assemblies. Each rail assembly consists
of two sections: an inner fixed chassis rail that secures directly to the server chassis and an
outer fixed rack rail that secures directly to the rack itself.

Figure 2-4 demonstrates that the inner rail assemblies are composed of two sections: inner
rails and inner rail extensions. The inner rails are pre-attached to the chassis, while the
inner rail extensions must be installed manually to the chassis.

Inner Rail Extensions

Inner Rails
Inner rails are pre-installed on the chassis)

Figure 2-4. The Enterprise Server’s inner rail assemblies

Once the inner rails are attached to the chassis, you must assemble and install the outer
rails to the rack. Once both the inner and outer rail assemblies are properly installed, you
can mount the Enterprise Server’s chassis into the rack by sliding the inner rails into the
outer rails.

Both chassis rails have a locking tab, which serves to lock the server in place when installed
and pushed fully in the rack, as well as preventing the server from coming completely out
when it is fully extended from the rack.
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To install chassis rails and mount the Xmedia Server’s chassis into an equipment rack:

1. Remove the Xmedia Server’s faceplate by pulling the faceplate’s handles away from
the chassis.

2. Install the inner rail extensions to the server’s chassis.

a. Place the inner rail extensions on the side of the chassis aligning the hooks of the
chassis with the rail extension holes. Be sure that the extension faces “outward”
just like the pre-attached inner rail.

b. Slide the extension toward the front of the chassis.
c. Secure the chassis with two screws as shown in figure 2-5.
d. Repeat steps 2A - 2C for the other inner rail extension.

Figure 2-5. Installing the inner rail extensions

3. Install the outer rails to the rack (figure 2-6).

a. Attach the shorter outer bracket to the outside of the longer rail. You must align the
pins with the slides. Both bracket ends must face the same direction.

b. Adjust the short and long brackets to the proper distance so that the rail fits snugly
with the rack.

c. Secure the longer bracket to the front of the outer rail with two screws.
Secure the shorter outer bracket to the rear side of the outer rail with three screws.
Repeat steps 3A - 3D for the remaining outer rail.

Secure to the
Front of the Rack

Secure to the

Attach Outer Racks Rear of the Rack
together

Figure 2-6. Installing the outer chassis rails to the equipment rack
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4. Mount the Xmedia Server chassis into the rack (figure 2-7).

a. Align the inner rails on the chassis with the front of the outer rails on the rack.

b. Slide the inner rails into the outer rails, keeping the pressure even on both sides
(it may be necessary to depress the locking tabs when inserting). When the server
has been pushed completely into the rack, you should hear the locking tabs click
into the locked position.
The chassis may not slide into the rack smoothly or easily when installed for the
first time. Adjustments to the slide assemblies might be necessary to achieve a
smooth insertion.

c. (Optional) Insert and tighten the thumbscrews that hold the front of the chassis to

the rack.

! CAUTION

Due to the heavy weight of the Xmedia Server, ensure that the rack is securely anchored onto
a unmovable surface or structure before installing the chassis into the rack.

ﬂ\:

7]

Figure 2-7. Mounting the Enterprise Server’s chassis into a rack

! CAUTION
@ Slide/rail mounted equipment is not to be used as a shelf or a workspace.

[V NOTE
To completely remove the chassis from the rack, you must release the locking tabs on both
sides of the chassis.

5. Re-attach the faceplate by aligning and pushing the faceplate towards the Xmedia
Server’s chassis.
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3 XMS NETWORK INTEGRATION AND SERVICE
APPLICATIONS

It is recommended that the Xmedia Server be installed on a dedicated LAN, using the
existing security infrastructure. A qualified system administrator should verify that the setup
follows the organization’s security standards. Specific recommendations regarding proper
virus strategies, that won’t compromise performance are provided in this chapter.

As the centralized server for the Vertigo Suite of products, you can connect to the Xmedia
Server from any client PC on the network. All of connections used by the Vertigo Suite
applications are over TCP and UDP.

The following sections provide guidelines for integrating the Xmedia Server into your
network and an overview of the Data Server service, File Ingest Server and the Xmedia
Server Control Panel interface:

“Xmedia Server virus protection guidelines” on page 3-2

“Xmedia Server network ports” on page 3-4

“VertigoXmedia Data Server service” on page 3-5

“File Ingest Server and Transcode Server” on page 3-13

“Xmedia Server Control Panel - XmediaServer Properties Window” on page 3-14
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Xmedia Server virus protection guidelines

Proper network setup and anti-virus software are key components of any virus protection
strategy. As such, we highly recommend that you adhere to specific rules outlined in this
section to avoid adversely affecting your production equipment’s on-air performance. Our
virus protection strategy, therefore relies on anti-virus software protection combined with
the following:

*  Network Setup and Configuration — A best case scenario for configuring your network
for maximum protection against infection.

»  Standard Anti-Virus Protection — Standard anti-virus practices for machines and
applications not directly used for putting material on-air.

» Institution of Policies — Policies that all users must follow in order to avoid introducing
infected files into the system.

Network Setup and Configuration

Ideally, the Xmedia Server and other non-critical components should be running anti-virus
software, while the Vertigo XGs reside on a separate network. In such a case, the

Vertigo XGs would not be running anti-virus software, leaving them potentially vulnerable.
Therefore, provide proper protection and minimizing potential performance issues, it is
recommended that restricted access be available by means of switch (see figure 3-1). Itis
also recommended that all other Xmedia equipment would be kept on a separate network
isolated from other machines in the facility.

Restricted
Internet
Switch
Network

Figure 3-1. Recommended network configuration to provide virus protection
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Standard Anti-Virus Protection

While critical for the on-air production process, many of the Vertigo Suite products do not

put material directly on air. We therefore recommend that these products be configured with
the same high level of anti-virus protection used for other machines on the broadcaster’s

network.

The following Vertigo Suite products should be configured with the highest level of anti-virus
protection:

*  Xmedia Server
« Data Server

*  Xstudio

e Xbuilder

Institution of Policies

While the guidelines outlined in the previous sections are critical to your broadcast
network’s protection from infection, end users must accept some responsibility. We
therefore recommend that your IT department enforce the following policies:

*  Any machine that will be attached to the same network as the Xmedia Server must
undergo a complete system scan.

*  Any floppy, zip or other external media to be copied to or run on the Xmedia Server
must undergo a complete scan.

*  Material to be used in 24/7 operation should not be copied to the Xmedia Server.
Instead, it should be transferred only during maintenance periods.

* Do not download Internet files directly onto the Xmedia Server.
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Xmedia Server network ports

Users can connect to the Xmedia Server from any client PC on their network. All of
connections used by the Vertigo Suite applications are over TCP and UDP, using the

configurable range of ports listed below:

Description Port # Protocol
Client application connection (Primary connection) 14050 TCP
Client application connection (Back channel) 14051 TCP
Publish connection (Back channel) 14052 TCP
DataServer primary connection 10460 TCP
XPublish Agent publishing port 15000 TCP
MOS low port 10540 TCP
MOS high port 10541 TCP
Discovery port 15098 UDP
Discovery port 15099 UDP
Device connections (client apps to device) 4000 TCP
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VertigoXmedia Data Server service

The Data Server is a service that runs in the background on the Xmedia Server and is
responsible for managing data coming from various feeds by providing live updates of data
values when requested, and distributing the data to the appropriate recipients (figure 3-2).

Xstudio’s Data Manager

Xmedia Server

T Schemas

v

Data Source updates

(2] [

Data Source

o] _coms | |
Data Server

Figure 3-2. The Data Server manages and distributes data from various data sources

The DATA SERVER CONTROL PANEL (VertigoXmedia Data Server Option window) is the user
interface that is used to configure and control the Data Server service (figure 3-3). You can
open the Data Server Control Panel by selecting:

START > SETTINGS > CONTROL PANEL >VERTIGOXMEDIA DATA SERVER.

VertigoXmedia Data Server Options ]

General | Logging | Serice |

/

Vertigol Xmgdms

10
[@ Uistening por tor coming convectiorsy. [EEE ‘

XUS host/port: | 127.00.1 1 [1a0s0
Backup host/ por; I —

et drectory: | CProgram Fics (08 WertgoXimediaagns

I~ Silence server on main XMS disconnection I™ Use lazy loading

Cancel Aoply
Figure 3-3. The Data Server Control Panel
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The Data Server Control Panel features three (3) tabbed pages that contain parameters for
configuring the connection, metadata, and logging options, as well as stopping and starting
the Data Server service.

The upper portion of the Data Server Control Panel’s GENERAL page identifies the Data
Server’s software version, the directory path where the Data Server’s executable file is
located, and the working directory path.

Executable
‘-' |

The following sections provide information and instructions for how to use the Data Server
Control Panel to configure and manage the Data Server service.

*  “Setting the Data Server’s connection parameters” on page 3-7

*  ‘“Logging Data Server events” on page 3-9

*  “Controlling the Data Server service” on page 3-11
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Setting the Data Server’s connection parameters

The Data Server Control Panel’s GENERAL page features parameters that allow the Data
Server to connect and communicate with the Xmedia Server.

The TCPI/IP section on the GENERAL page allows you to set the communication port number
at which the Data Server listens for incoming data. Figure 3-4 demonstrates that the Data
Server Control Panel’s LISTENING PORT field must always be set to 14060.

VertigoXmedia Data Server Options

General | Logging | Service |

Listening port (for incoming connections): I 14080

v

1 XMS host/port. | 127.001 s [140s0
[E————1 sackuphest/port ’

— Metadata

Wetadata rectory: | CYProgram Files (68 WerigonmedaRDs

» |XMI_ XMS host fport: | 127.0.0.1 1 [ 12050

I~ Uselazy loading

-—== Metadata directory: |C:\Prugram Files (%856 \WertigoXmedia\Apps

== Backup host / port: | 1 |

[~ Silence server on main XMS disconnection [~ Use lazy loading

Figure 3-4. Setting the Data Server’s communication port

The following table describes the parameters in the METADATA section on the GENERAL
page, which determine the Data Server’s settings for connecting and communicating with
the Xmedia Server(s).

XMS HOST / PORT

These settings are used to identify the primary Xmedia Server that the Data

Server will connect to.

+  Specify the IP address or machine name of the Xmedia Server that
hosts the XMS Service.

«  Specify the communication port that allows a service to connect to an
Xmedia Server. Typically, the port number is 14050.

BAcCKuP XMS HOST /
PORT

When operating within a server replication setup, these settings are used to

identify the secondary Xmedia Server that the Data Server will connect to if

the primary XMS server fails to respond.

+  Specify the IP address or machine name of the secondary Xmedia
Server in the BACKUP HosT field.

»  Specify the communication port of the secondary Xmedia Server in the
BACKUP PORT field. Typically, the port number is 14050.
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METADATA DIRECTORY Specify the directory path to the METADATA folder that contains all of the xml
data that the data server needs to retrieve data. The folder is usually stored
in C:\Program Files\VertigoXmedia\Apps\.

This folder is primarily used when the data server can no longer connect to

the XMS.
SILENCE SERVER ON MAIN | This setting has been primarily replaced by the CONTROL THE DATASERVER
XMS CONNECTION setting on the Xmedia Server Control Panel’'s SERVICE CONTROL page (see
page 15-5).

When enabled, this setting causes the Data Server service to cease if the
Xmedia Server connection is lost. In a replication setup, this condition
forces a failover to the secondary Xmedia Server.

USE LAZY LOADING When enabled, the Data Server does not parse the schemas until they are
requested.
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Logging Data Server events

The Data Server Panel’'s LOGGING page (figure 3-5) allows you to set parameters to create
a logging criteria that records the status of Data Server events. The resulting logging
information is recorded and saved to a DataServer*. log file, which can be opened a
basic text editor to determine whether the Data Server is being used correctly or help
diagnose error conditions.

 NOTE

Be aware that logging may adversely affect the product’s performance, especially on air
performance. Therefore, we recommend enabling logging only when you are troubleshooting.

VertigoXmedia Data Server Options x|
Genaral Logging | Service |
LogLevel [info -
~Debug Catenori
O General
O Datshase
O Tep
O metadsta
O Fie
O it
Select None
~Log D
I Logto Console
File Size: [6  MB File Court: |20
ok | canca | apay |

Figure 3-5. Data Server Panel’'s Logging page

The Data Server’s Logging Levels and Debug Categories settings allow you to specify the
type and categories of events that you want to be recorded in the Xmedia Server log files.
Log Level

This sets the default log level used by all logging categories except those that have been
checked in the Debug Categories list. The choices are:

» Error - Only log errors and essential operations.

*  Warn - Log unsuccessful operations that may indicate a problem (in addition to all
messages logged at the Error level).

» Info - (Default) Log important events that occur during normal conditions (in addition to
all messages logged at the Warn level).

It is recommended to set the Log Level to Info in order to provide enough information in
the logs to diagnose common problems without affecting performance.
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Debug Categories

Select the types of debug logging (categories) that you would like to record in the Data
Server log file:

*  GENERAL - General logging that does not fit under any other category.
*  DATABASE - Database connections

e TcP - Network

*«  METADATA - Data source parsing

*  FILE - File handling

« INIT - Startup and process initialization

The SELECT NONE button de-selects all of the Debug categories at once.
Log Destinations

All log files related to Vertigo Suite products are centrally archived in the Xmedia Server

e LOG TO CONSOLE: Currently not available for external use. The events are written to a
console for Grass Valley personnel to use for testing and debugging tasks.

*  FILE SIzE - Sets the maximum memory size for each log file created per run. The default
value is 6 MB.

*  FILE COUNT - Specifies the maximum number of DataServer* . log files that will be
stored. A large enough number should be chosen to store over a day's worth of logs.
This way if a problem happens the relevant log files will be available. Once the
maximum number of files is reached, the oldest log file will be replaced by a new one.
The default value is 20.

To access and view the contents of the most recent or archived DataServer*.log files:
1.  Open Windows Explorer and navigate to the Vertigo Suite’s log folder:

C:\Documents and Settings\All Users\Application Data\VertigoXmedia\Logs
2. Click on the NAME column’s heading to sort the files.

3. Double click the DataServer*.log file that you want to display and it opens in a text
editor (i.e. Notepad).

@ C:\Documents and Settings'll Users\Application Data\¥ertigoXme o [=] 4]
e Edt Wew Favorkes Tooks Help \ » |
= [birets suire 4,8 peta (4.8.165.0
Qback - ) - (B | Psearch (2 Folders | [ 3 X B | E- e 8. Spr ot A% Ver tammedia\ ib\oataservar. exe” -54032 20.14.3.42 -FL4050
= e e e
ddress [ C:\Documents and Settings\al Users|Application DatatvertigoXmediaiLogs B E [P0 - 968 0X0;
Nome__ I S‘ZEI Lpe |Date Modlied = 3; [2768] P ec; 184 Ge ] DEBUG IocheckThread() check tate of I0:
[slbarctallexe 220KE Appl., 41772006227 P11 J 10813413 FaEngineciass. cppi1o8 cencral Depl >35> Iocheckthread(d o oo o 1O%
8 0 PoEndinecisss.ppildd Geners] DEBUG <cxs I0checkThread
s RIS el SR lofherkTireant) Chacking stace of os.
g ) : g enera 555 Tached
5] DakaServer-0003-02022012-025944 Jog 4,057K8 Text.. 2/4i20122:33PM s (;; i A e
%) DataServer-0004-0204701 2- 133814 log 4,097KB Text.. 2/7f2012 1116 AM < cpbidss ceneral ocae ocheckTread(y checking state of 1os
2] DataServer-0005-02072012-00 1644 Jog 4,097K8 Text.. 2/3/20128:08 AM esenginectass. (pp 144 General pEsu  <ccc TocheckTaread() "
2] Fileagert log B9KE Text.. Sziz0iz 159 P EEneineiaz cobats smeral Beme IoShechicran Sl ine sere of xos
|2)FilAgentloa.t 129K6 1Fle /212012 132PM peEnaineia oo %Z 22:2:1 fe iéé;éi$‘ﬂ§:§é?‘féﬁ%mg state of 10s.
B : g Geners] DEBUS 555 loCheckThresd
[£)FileAgertoa.2 129K 2File  5[2i2012 12:52PM £ CEpI1eR General SEsuc ser> LocheckMead(
|#]Filengent.oa.3 120KB 3Fle  5/2i2012 12:08 PM ] e cpp:ist Gemeral ocauG i‘z&?*i;?;sﬁ#% (he%\ng state of Ios.
[#}Filengent.log.4 129KB 4Fle  5[2i2012 11:29 AM B3 3.EhPiI32 Ganeral bEBUG <cer TocheckTnreade)
[Hrieagert og.s 123K6 SR 5/2i2012 10:49 A S Dii%s General teee ‘°°”6<532Fiﬂ‘%r§“§?§‘“ state of ros.
T om o wmeien e PO PSEngineclass. <pP 144 General DEBUG
il i o ESEnGineciiss. chpiles Genera] oesbe Io(heckﬂwread(a EH!(kmg state of 105,
037053013 0 3763] PoEndineclsss. cppi1o8 General DEBUG svsos IocheckThrease)
[Type: Teot Document Date Madified: 5/2/2012 1:30 PM Sice: 4,05 MB 4058 [ My Computer 4 02/09/2012 © [2768] st CPPiLAd General DEBUG <<<< TocheckThread() =

Figure 3-6. Accessing the Data Server log files
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Controlling the Data Server service

By default, the Data Server service is set to automatically start when its host machine
(i.e. Xmedia Server) is started. You can then use the controls on the Data Server Panel’s
SERVICE page to stop and start the service (figure 3-7). The service’s current state (started
or stopped) is always reported on this page as well.

Service state
N The service i running.
’@\ The service starts automatically.
—Service state
The service is stopped.
@ The service starts automatically.

i3 Cancel Apply

Figure 3-7. Manual controls for starting and stopping the Data Server service

In a replication environment, we recommend that authority to start and stop the Data Server
service be given to the Xmedia Server by enabling the CONTROL THE DATASERVER setting
on the Xmedia Server Control Panel (figure 3-8). The CONTROL THE DATASERVER setting
ties the control of the Data Server service to the starting and stopping of the XMS service.
Enabling this setting ensures the Data Server remains paired with the Xmedia Server at all
times in the replication environment (see page 15-5 for more information).

2]
| Posgsion | Pubishiog | Wokdow |

ponsion | 1P |
Lisensng | Logging Sevice Contol

e
Generl | Databse | Repiaton | MOS |

[ Service Options

[¥ Launch service at system startup

1
’ g_ [ Restart service after failure

[¥ Control the DataServer

[~ REST interface

Launch Services Nanagenent Console

Creel |t

Figure 3-8. Configure the Xmedia Server Control Panel to control the Data Server service
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The figures below demonstrate that once the CONTROL THE DATASERVER setting is enabled,
the following changes are applied to the Data Server panel’'s GENERAL and SERVICE pages:

General Page

*  The upper portion of the General page’s software identification banner reads:

CONTROLLED BY THE XMEDIA SERVER.

VertigoXmedia Data Server Options

General | Logaing | Servics |

» Controlled by the XmediaServer «

Listering port (for incoming connections: |

E=—=———"1 Backup host/port

[Goorogram

[ — ] —
| — ) —

I | Sllenice srver on main HME diseenmection I~ Uselazy loacing

Cancel Apply

Service Page

» Controlled by the XmediaServer «

Vertigo/XmediaSuite
Mersion 4.9 GA (4.9.528.0)

Executable
Working directory i

*  The manual start and stop controls become disabled

*  The upper panel displays the following message: XMEDIASERVER IS CONFIGURED TO

CONTROL THE DATASERVER

*  The SERVICE STATE message reports that the service is DISABLED, rather than START

AUTOMATICALLY

VertigoXmedia Data Server Options x|

General | Logging Service |

—Service state

e The service iz running.
A

The =ervice is disabled.

@ The service is running

The service is disabled. 1

—Service state

The =ervice is stopped.

v

The service is disabled.

OK Cancel

Hpply

SHEr == Start the service.

Stap == Stop the service.
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File Ingest Server and Transcode Server

The Vertigo File Ingest Server is a service responsible for automatically ingesting media into
the Xmedia Server from a user-created ingest folder. The File Ingest Server is also
responsible for issuing media conversion requests to the Transcode Server, which is the
service responsible for transcoding media from one format to another.

File Ingest Server can be configured to watch one or more folders by defining one or more
instances of the ingest service in the configuration file. Each instance defines the set of
rules that are mapped to each ingest folder being watched.

Information and instructions for using the File Ingest Server and Transcode Server are
provided in “Ingesting media files using the File Ingest Server” on page 20-1.

€Y File Ingest Server Control Panel

‘Watch folders | Logging |

=Iolx]

Instance Name I Watch folder root

Instancel
Instance2
Instance3

C:\Watchfolder
U:\IngestFolder
Y\10.0.24.159\Users\jszalai\Desktop\Watchfolder

New | Edit | Reload

Connected to the localhost File Ingest Server

Figure 3-9. File Ingest Server Control Panel
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Xmedia Server Control Panel - XmediaServer Properties
Window

The user interface for configuring and controlling the Xmedia Server is the XMEDIA SERVER
CoNTRoL PANEL (figure 3-10). The Xmedia Server Control Panel features fifteen (15)
tabbed pages that contain parameters and settings related to the configuration and
functioning of the Xmedia Server.

xmediaServer Properties 2l

Runtime Statistcs | Propagation | Publishing | Workflow
SystemParameters | Owow | Auomation | XFTP
General | Database | Replication | MOS | Licensing | Logging | Service Cantol

Evecutable is C\P: FilesWertigoXmed XmediaServer exe
Working dire \Program F riigoXmedi

TCPIP G
’V @ Listen for incaming connections on port: ‘

~Directaries Coniguration
Virtual detabase path: [ F:imecialVinusiDB
wiarking folder: | C:Program FilesWertigoXmedis\dpps .
Fitter directory: | CProgram Files iventigoXmediaiapps ..
[~ Authorization Managsr Configuration
I~ Enabled
Policy stare LRL: |
Application ame: I

[ ok | cance | ceon |

Figure 3-10. The Xmedia Server Control Panel

VI NOTE

Although the title bar of this window displays XMEDIASERVER PROPERTIES, it is most
commonly referred to as the XMEDIA SERVER CONTROL PANEL.

Once the Xmedia Server has been installed, you can open the Xmedia Server Control Panel
window by selecting: START > SETTINGS > CONTROL PANEL > VERTIGOXMEDIA XMEDIA SERVER.

Behind the Xmedia Server Control Panel’s user interface runs the XMS SERVICE application.
The XMS service’s main responsibilities are to manage the Xmedia Server’s interaction with
the Vertigo Suite applications and to define the configuration settings for different Xmedia
system setups and uses.
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In most cases, the XMS Service is set to automatically launch when the Xmedia Server is
started and it runs in the background, regardless of whether or not any applications from
the Vertigo Suite have been opened. If the XMS service fails to start, the Xmedia Server
Control Panel’s SERVICE CONTROL page allows you to verify the status of the XMS Service
(figure 3-11) and restart the service if necessary. See “Controlling the XMS service” on page

15-1 for more information.

XmediaServer Properties 2lx

Rurtime Statisics | Propagation |  Publishing |  Wordlow |
System Parameters | Oxsox | Auomaton | XFTP |
General | Database | Replication | MOS | Licensing | Loggng Service Cantrol

[ Service Stats
@ The service is running.
The service starts automatically.

[ Service Control

Start == Start the service.

Stop == Stop the service.

—Service Options.

[¥ Launch service at system startup

[¥ Restart service after faiure
@‘ [~ control the DataServer

[¥ REST Interface

Launch Services Management Console |

Ok | cancel | oy |

Figure 3-11. The Service Control page displays the state of the XMS Service
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Xmedia Server Control Panel’s settings pages

The following table describes the Xmedia Server Control Panel’s fifteen (15) tabbed pages
that contain the parameters and settings that are used to configure the Xmedia Server to
interact with the Vertigo Suite applications and offer extended functionality.

Xmedia Server
Control Panel Tab

Description

GENERAL

The GENERAL tab displays the Xmedia Server Control Panel’'s product
information, as well as parameters for configuring the XMS’s communication
port and directories. This page also features the Authorization Manager
Configuration settings, which are used for enabling user rights management.

See “The XMS’s general configuration settings” on page 4-1 for more
information about setting the parameters on the GENERAL page.

DATABASE

The DATABASE tab allows you to select and configure the Xmedia Server’s
database settings, as well as how to take a backup of the SQL Server database.

See “Verifying the XMS’s database settings” on page 5-1 for more information
about setting the parameters on the DATABASE page.

REPLICATION

The REPLICATION tab allows you to configure the current Xmedia Server to
participate in a replication setup, which offers full redundancy for near instant
failover with no interruption in services including on-air playout.

See “Replication of the XMS Server’s database” on page 6-1 for more
information about setting the parameters on the REPLICATION page.

MOS

The MOS tab allows you to configure the Xmedia Server to integrate with a
newsroom control system. The Xmedia Server can then provide graphics assets
to newsroom environments using the MOS protocol.

See “MOS Server configuration and monitoring” on page 7-1 for more
information about setting the parameters on the MOS page.

LICENSING

The LICENSING tab allows you to view, add, and remove the software licenses
that are required to operate each of the Vertigo Suite applications.

See “License management” on page 8-1 for more information about setting the
parameters on the LICENSING page.

LOGGING

The LOGGING tab allows you to set parameters for creating and viewing a log file
that records the status of events while the Xmedia Server is operating.

See “Logging Xmedia Server events” on page 9-1 for more information about
setting the parameters on the LOGGING page.
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SERVICE CONTROL

The SERVICE CONTROL tab displays the current state of the XMS Service. It also
allows you to manually stop and start the XMS service, and set Service Options
for automatically restarting the XMS Service, linking the XMS to the DataServer
and/or enabling the REST Interface functionality.

See “Controlling the XMS service” on page 15-1 for more information about
setting the parameters on the SERVICE CONTROL page.

RUNTIME STATISTICS

The RUNTIME STATISTICS tab displays a real-time tally of the content of the
Xmedia Server’s database.

See “Displaying XMS runtime statistics” on page 16-1 for more information about
setting the parameters on the RUNTIME STATISTICS page.

PROPAGATION

The PROPAGATION tab allows you to create a hub and spoke asset distribution
model in which assets can be created and propagated from a central hub to
various spoke servers.

See “Propagating assets to other Xmedia Servers” on page 17-1 for more
information about setting the parameters on the PROPAGATION page.

PUBLISHING

The PUBLISHING tab displays a real-time view of the status of media assets that
are currently being published. This view allows you to easily clear/cancel some
or all of the pending publish requests. This tab also allows you to enable the
insta-publish device option.

See “Setting and monitoring the XMS publishing activities” on page 18-1 for
more information about setting the parameters on the PUBLISHING page.

WORKFLOW

The WORKFLOW tab allows you to create a work order workflow that is used for
requesting, completing, tracking and approving graphics work orders.

See “Work Order workflow configuration” on page 10-1 for more information
about setting the parameters on the WORKFLOW page.

SYSTEM PARAMETERS

The SYSTEM PARAMETERS page allows you to set the rate at which media objects
are ingesting into the Xmedia Server, at what time expired published and
archived assets will be purged, and the system'’s field rate.

See “Setting the XMS system parameters” on page 11-1 for more information
about setting the parameters on the SYSTEM PARAMETERS page.

Oxsox

The OxSox tab allows you to configure the Xmedia Server to communicate with
the ImageStore Media Manager (IMM) or/and Xplorer applications, which both
use the Oxsox protocol.

See “OxSox connection settings” on page 12-1 for more information about
setting the parameters on the OxSox page.
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AUTOMATION

The Xmedia Server Control Panel’s AUTOMATION page configures the Xmedia
Server to communicate with a specific automation system for the purposes of
publishing to devices based on the automation system’s schedule.

See “The XMS automation parameters for scheduled-based publishing” on page
13-1 for more information about setting the parameters on the AUTOMATION
page.

*kk Note *kk

Although the Automation page still exists on the Xmedia Serve Control Panel,
the functionality of scheduled-based publishing has been deprecated.

XFTP

Although the XFTP page still exists on the Xmedia Serve Control Panel, the
functionality of importing files using a FTP server running locally on the Xmedia
Server been deprecated.

XMS Configuration Guide



4 THE XMS’S GENERAL CONFIGURATION

SETTINGS

The GENERAL page on the Xmedia Server Control Panel (figure 4-1) allows you to view and
set some of the Xmedia Server’s basic configuration and connection settings. The GENERAL
page is divided into three (3) thematic areas and each is described in the following sections:

*  “Viewing the Xmedia Server’s product information” on page 4-2

*  “Configuring the XMS'’s network connection and directories” on page 4-3

*  “Configuring the Authorization Manager” on page 4-4

Figure 4-1. The General tab on the Xmedia Server Control Panel

xmediaserver Properties

Runfime Statistics | Propagation | Publishing | Workflow
Spstem Parameters | Owax | Aulomation | XFTP
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Viewing the Xmedia Server’s product information

The Xmedia Server Control Panel’s GENERAL page provides a quick view of the Xmedia
Server’s product information (figure 4-2). This page displays the following three (3) pieces
of information regarding the Xmedia Server:

* Version: Identifies the version and build number of the Vertigo Suite that is currently
installed and running on the Xmedia Server.

+ Executable is: Identifies the full directory path of where the Xmedia Server executable
file is located.

*  Working directory: Identifies the full directory path of the VertigoXmedia Apps folder
that contains the Vertigo Suite’s .ini files, license files, some log files, and some MOS-
related XML files.

’

Vertigo XmediaSq_ilt?

Wersion 4.9 GA (: )

Senver.exe

Figure 4-2. Xmedia Server product information on the Xmedia Server Control Panel’'s General page
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Configuring the XMS’s network connection and

directories

The Xmedia Server Control Panel’s GENERAL page (figure 4-2) features two sections that
allow you to specify and view the Xmedia Server’'s communication port and the full directory
paths where the XMS stores or retrieves information from. The following table provides
more details about each field in these sections:

TCP/IP Configuration

Listen for incoming connections on port: The port number at which the
Xmedia Server (XMS) will listen. IP address is the local IP.

Directories Configuration

Virtual database path: The full directory path to the Virtual Database
(VDB). The Virtual Database is a directory structure that contains all the
hard assets that the XMS stores.

Working folder: Identifies the full directory path of the VertigoXmedia
Apps folder that contains the Vertigo Suite’s .ini files, license files, some
log files, and some MOS-related XML files.

Filter directory: The full path to of the directory that contains filters such
a LEAD tools filters. Filters are used to convert data from one format to
another.

Directories Configuration
Yirtual databaze path: I FrimediatvirtualDB _I
wWiorking foldet: I CProgram FilesWertigo¥mediavipps _I
Fitter directory: I CProgram FilesWertigo¥mediavipps _I

Figure 4-3. Xmedia Server connection and directories on the Xmedia Server Control Panel’s General page
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Configuring the Authorization Manager

The Vertigo Suite offers system administrators and workflow managers the possibility of
restricting access to some of the functionality on a per-user basis using the Xmedia Server
and the operations, tasks, and roles defined in Microsoft's Authorization Manager (see
“User rights management” on page 19-1 for more information).

Use of the Vertigo Suite’s User Rights Management is completely optional and it can be
configured, enabled, or disabled using the settings on the Xmedia Server Control Panel's
GENERAL page (figure 4-4).

Authorization Manager Enabled: If checked, it will ensure that next time the XMS runs, it will
Configuration create a shared directory called AzMan in the working directory.
Furthermore, it enables the authorization manager in the Xmedia Server.

Policy store URL: Specifies the path of the policy store, which is a file that
helps the AzMan coordinate user rights management. The file is stored in
either the active directory or on disk as an XML file.

Application name: The name of the object that contains rights for the user
in the application.

Avthaorization Manager Configuration
| Enabled

Palicy store URL: I

Application name: I

Figure 4-4. The Authorization Manager portion of the Xmedia Server Control Panel’s General page
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5 VERIFYING THE XMS’S DATABASE
SETTINGS

The Xmedia Server uses a Microsoft SQL Server database to store asset details,
categories, work order processing data, publish processing data, and other relational
information and data.

The following sections describe how to use the Xmedia Server Control Panel’'s DATABASE
page to verify the Xmedia Server’s database settings, as well as how to take a backup of
the SQL Server database:

*  “Verifying the SQL Server database settings” on page 5-2

»  “Making a backup of the SQL Server database” on page 5-4

V NOTE

The Xmedia Server’s database settings have been factory configured and/or commissioned
by qualified Grass Valley professionals. Although this chapter instructs users on how to
verify the Xmedia Server Control Panel’s database settings, we strongly discourage users
from making changes to database settings without the guidance of the our Technical
Support department (support@miranda.com).
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Verifying the SQL Server database settings

The Vertigo Suite uses a Microsoft SQL Server database to store and manage asset details,
categories, work order processing data, publish processing data, and other relational
information and data. The following instructions describe how to verify the MS SQL SERVER
SETTINGS on the Xmedia Server Control Panel’s Database page (figure 5-1)

XmediaServer Properties 20|
Runtime Statisics | Propagation | Publishing | wiokfiow |
SystemPaametes | Owox | Adomaion | WFTP | [~ Database Settin o
General  Databsse | Repication | MOS | Licensing | Logsing | Senvice Control e R
3 erver e
D
Detabese type: [115 oL Server 7] WS SOL Server Setting:

Server name; I localhostWMS 2008

Server name: localhostiMMS2008
Database ame: | mediaSute

1
|
& Windows Autherticafion ! ¢ Windows Authentication
€ SaL Authentication 1
" 5@L Authentication
User rerme: 1
1
|
1
1

Database niame: I H¥mediaEuits

User name: |

Passward: |

e
’7 [¥ Use aconnestion poolof |10 connections ‘

T Connection Poling
L ) 4 .
[¥ Use a connection pool of |1El connections
D
Vitua| DB root directory:
F:bémediatvirtuaiDB Test Connection |
" Backup Database
oK Cancel Lppl)

Figure 5-1. The MS SQL Server settings

To verify the MS SQL Server settings:

1.
2.
3.

Select the DATABASE tab on the Xmedia Server Control Panel.

Verify that MS SQL SERVER is displayed in the DATABASE TYPE field.

Click the TEST CONNECTION button to verify the connection to the database.

The connection test validates the current MS SQL SETTINGS values. If the TEST
DATABASE CONNECTION pop-up window reports a successful connection (figure 5-2),
this indicates that all of the current settings are valid and you do not need to continue
the verification procedure.

If the TEST DATABASE CONNECTION pop-up window reports a failed connection (figure 5-2),
the current MS SQL SERVER SETTINGS are invalid and you must continue with this
procedure to verify these settings.

Test database conne: x| Test database con x|
.
\l‘) Test connection successful. 1 Test connection Failed.
LY

Figure 5-2. Testing the database connection is a quick way to verify the validity of the SQL Server settings

5-2

XMS Configuration Guide



Verifying the XMS’s database settings

4. \Verify that the SERVER NAME and the DATABASE NAME fields are accurate on the
Xmedia Server Control Panel’'s Database settings page.

The server and database names can be obtained by opening the SQL SERVER
MANAGEMENT STUDIO.

a. Open the SQL SERVER MANAGEMENT STUDIO by selecting START> PROGRAMS>
MICROSOFT SQL SERVER 2008 R2>SQL SERVER MANAGEMENT STUDIO.

b. Click CONNECT in the CONNECT TO SERVER window.

]
Microsoft*
v SQL Server2008r2

Server type: IDalabass Engine ﬂ

Server name:

Authentication: I\N’indnws Authentication

User name:; IEA—\I'XM—XMSF\M\Admimstratnr ﬂ

Password: I

I© Remember password

Connect I Cancel | Help | Options >> I

c. Inthe Object Explorer panel of the Microsoft SQL Server Management Studio
window, expand the DATABASES folder to display the name of the database.

Object Explorer

Connect ~ 24 34 EI ‘3

=] [_d localhostxms2008 (SQL Server 10,50, 1600 - CA-YEM-XMSRD1YAdministrator) 4—— Server name
= [ Databases
1 System Databases

R riedias Database name

Lite

d. Verify that the server name and database name match those specified on the
Xmedia Server Control Panel’s Database settings page.

5. Verify that the USER NAME and PASSWORD fields are accurate.
The USER NAME and PASSWORD provides a security measure to ensure that only the
qualified user (i.e. the system administrator) has permission to connect, write, and read
to the database.
By default these fields are both set to sa. Contact your system administrator if the USER
NAME or PASSWORD appear to be different than the default.

6. Verify that CONNECTION POOLING is enabled and set to 10.
When this setting is enabled, the value specified establishes the number of
connections in the connection pool. Having a connection pool helps the Xmedia Server
service its clients in a timely fashion. When this setting is disabled, it will not use a
connection pool to the database and it will have only a single connection.

7. Click the TEST CONNECTION button to verify the validity of the settings and the
connection to the database.
If the TEST DATABASE CONNECTION pop-up window again reports a failed connection,
contact our Technical Support department for assistance (support@miranda.com).
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Making a backup of the SQL Server database

The DATABASE BACKUP section of the Database page (figure 5-3) allows you to create or
update a backup of the Xmedia Server’s MS SQL Server database.

When the BACKUP DATABASE button is selected, the osq| utility is executed and a backup file
(xmediaSuite.bak) is created/updated and saved within the root folder of the server’s
Virtual Database (as indicated by the directory path in the VIRTUAL DB ROOT DIRECTORY field).

Funtine Statistics | Propagation | Publishing | Workflow |
SystemParameters | Owor | Aulomaton | XFTP |

General Database | Repication | MOS | Licensing | Logging | Service Contrel

-Databaze Setting
Datahase type: [ S0 Server v
MSSGL Server Seftings—————————————————————
Server name: IocalhostUMS2008
Datahase name: | XmediaSuite

& windows Authentication

" sGL Authentication

sz, e
Passworc:

Connection

" ¥ Use a connectionpadl of  [10 Gonnections ‘

Test Comeciion Datak Backup
Modmesebadp n “irtual DB roat directory:
1| virtuel 0B roct directory. 1
M I F-mediatirtuaiDB
| [y :
L a8 | Backup Database 1
oK. Cancel Lppl

Figure 5-3. Create or update a backup of the Xmedia Server's MS SQL Database
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6 REPLICATION OF THE XMS SERVER’S
DATABASE

Replication enables full redundancy of an Xmedia Server that is available for near instant
failover with no interruption in services including on-air playout.

The Xmedia Server implements a simple technique of replicating all events that change the
database and/or virtual database (VDB). Two identically versioned Xmedia Servers
(Primary and Secondary) communicate with each other to ensure database replicas by
queuing all commands that alter the state of the database (and/or VBD) to disk. These
commands are then sequentially executed on the secondary server as if it were a normal
client with a few distinctions.

The primary server’s connection to the secondary server is distinct in that the secondary
server does not send normal replies to the primary server. Instead, it replies with simple
acknowledgements. Most data altering commands consist of user-invoked changes such
as Template saving, whereas other hidden changes, such as publish history and licensing
changes such as soft-key ingestion, are also replicated.

At all times both servers are running and the secondary server is ready to take control when
a failover condition arises at any time. Both servers contain identical licensing information
and each has their own dongle with matching customer IDs. Each server is responsible for
monitoring network conditions and each other’s availability.

The following sections further describe the conditions and behavior of the Xmedia Servers
replication. Instructions are also provided to guide you through the process of setting up and
enabling server replication.

»  “Conditions that trigger a failover” on page 6-2

«  “MOS Enabled Replication” on page 6-3

*  “Replication settings on the Xmedia Server Control Panel” on page 6-4

*  “Setting up and enabling Xmedia Server replication” on page 6-6
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Conditions that trigger a failover

The primary server makes an active TCP connection to the secondary on its main XMS port,
which is typically 14050. When this connection is dropped, there are two perspectives from
which to describe. Firstly, if the secondary server dropped the connection, then the primary
server immediately attempts to reconnect and periodically tries on defined intervals (in
seconds), while it remains running as usual. Secondly, if the primary server dropped the
connection, the secondary server slips into a temporary wait state awaiting the primary
server’s reconnection for a period of time in seconds. If the primary server has not
reconnected within the defined period, the secondary server assumes control and begins
accepting connections from clients.

A failover occurs when one or more of the following conditions are met:
*  The primary Xmedia Server service is stopped.

e The primary server loses network connectivity.

*  The primary Xmedia Server service involuntarily crashes.

»  The primary server tells the secondary server to takeover for otherwise unknown
purposes, see the primary server’s log file.

*  The primary server loses its connection with the SQL server database.
*  The primary server is powered off.

The secondary server assumes control by accepting connections from clients only when the
primary server is inoperable. While the secondary server is accepting connections it queues
the data changing events to disk, exactly like the primary server does when operating
normally. While the secondary server is live, it periodically checks for primary server
availability by attempting to connect to it.

Once the primary server is back online, the secondary server unloads the queue to the
primary server, and when the queue is empty, the primary server resumes control and the
secondary server resumes its role. The primary server is operable whenever it is running
and the backlog queue from the secondary server is emptied.
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MOS Enabled Replication

When MOS is enabled in the Xmedia Server Control Panel (see page 7-1), additional
replication requirements must be met. The Newsroom Control System (NCS), which
requires the Xmedia Server MOS presence, is configured to be aware of the Xmedia Server
using a single IP address, which is often referred to as the Virtual IP address.

Figure 6-1 demonstrates that in MOS enabled environments the primary XMS adds the
virtual IP address to the public network adapter. On failover, the primary server releases the
virtual IP and the secondary server adds the IP address to its public network adapter. Since
the two servers cannot concurrently support the same IP address, the Xmonitor service is
responsible for removing the Virtual IP address from the public network adapter of the
primary computer when the primary XMS tells it to, or when it suddenly stops or crashes. It
functions the same way on the secondary server as well. Without the Xmonitor service,
messages would appear on the network indicating an IP address conflict on the network.

Q Local Area Network (LAN) D

. Static IP Addi Static IP Addi
In MOS enabled environments, atie [ Address atie I Address

the primary XMS adds the

Virtual IP address to the public - X
network adapter. Ay
’ IP Address € |

XMS_1 XMS_2

. Local Area Network (LAN) )

The two servers cannot concurrently Static IP Address Static IP Address
support the same Virtual IP address.
Therefore, when a failover occurs

on the primary server, the Xmonitor

service is responsible for removing | Virtual
the Virtual IP address from the ‘ *{ 1P Address [«
network adapter of the primary server XMS_1 XMS_2

and connecting the secondary server.

Figure 6-1. A Virtual IP Address must be available for replication when MOS is enabled

The Xmonitor.exe is part of the standard install, but it is not automatically configured to
run as a permanent service. Therefore, as part of the replication setup you must manually
install and start the Xmonitor service. See “Verify and/or install the Vertigo Xmonitor service”
on page 6-11 for instructions and further information regarding the Xmonitor service.
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Replication settings on the Xmedia Server Control Panel

Replication is setup and enable using the Xmedia Server Control Panel’s REPLICATION page
on both the primary and secondary servers (figure 6-2). To open the Xmedia Server Control
Panel, select start>Settings>Control Panel>VertigoXmedia XmediaServer
and then select the REPLICATION tab.

While the table below describes each of the settings on the REPLICATION page, instructions
for using these settings to implement server replication are provided on page 6-13.

XmediaServer Properties 2]
Runlime Statistics | Propagation | Publishing | waorkflow

System Parameters | Owsox | Automaton | XFTP
General | Dalabase  Replication | MOS | Licensing | Logging | Service Cantiol

Active nods: [V Enabled
~Server &

My aliss Leatier (% Preferred primary

Budy allas: Follower " Preferred primary

~Buddy Settin

HostrameorP: [101a34s
WS serverport [140s0 |
Reconnect tineout [ secs
PubichostorP:  [101434s

~ Wirtual IP Setting

Wirtual IP adress: 10 14 3 46
Metmask: 255 255 . 2%5 .0
LAN P address: 10 14 . 03 . 42

Registered name:

~Guieue Settings
Gueue folder. | RerLIGUELE

Gueue tag: HMS Open Gueus Folder | DS DB Properties |

oKk | cocel | ey |

Figure 6-2. Replication settings on the Xmedia Server Control Panel

ENABLED Selecting this check box enables the particular server for replication. Deselecting
the check box disables replication. For replication to be activated between the
primary and secondary servers, this setting must be active on each of the
server's Xmedia Server Control Panels.

SERVER ALIAS My ALIAs: Defines the name given to the primary server. We recommend naming
it “Primary”.

BuDDY ALIAS: The name of the secondary server. We recommend naming it
“Secondary”.

PREFERRED PRIMARY: Specifies the name of the chosen primary server.
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BuDDY SETTINGS HosT NAME OR IP: The name or IP address of the peer host. It is specifically the
name as it is known to this server. It is typically the same as “PeerPublicHost”.
However, it can be different if you chose to use a private network between the
two nodes. In this case, you would put the private network IP address of the peer.

XMS SERVER PORT: The port that the peer XMS is listening on. This is typically,
14050.

RECONNECT TIMEOUT: This is the period of time the secondary server waits for the
primary server to reconnect before it switches itself to live mode. We recommend
that this setting’s value be set to 3.

PuBLISH HOST OR IP: The hostname or IP address of the peer XMS server as it
is known to the general network. This value is given to the clients so they know
exactly where the peer XMS node is.

VIRTUAL IP SETTINGS | VIRTUAL IP ADDRESS: This is a third static IP address the two nodes of a
replication setup toggle when live.

NETMASK: This is typically 255.255.255.0

LAN IP ADDRESS: The general IP address of the computer. The XMS monitors
this IP address to detect network failure, and also binds the shared IP address
to the adapter where this IP address is bound. Mandatory for MOS when using
a shared IP address.

REGISTERED NAME: If a shared IP address is added to the DNS of the network and
given a name. You must put the exact fully qualified hosthame bound to the
shared IP address here. Otherwise, the XMS will not add the shared |IP address
to the public adapter.

QUEUE SETTINGS QUEUE FOLDER: The full path of the folder where the XMS stores the queue of the
replicated commands. If the drive letter is missing, it assumes that the folder is
in the working folder of the XMS (see page 4-3). If the folder does not exist, the
XMS creates it.

QUEUE TAG: This is typically “XMS” and can be anything you choose. It is used
as an identifier added to each filename in the queue folder. The queue tag does
not have to match that of the peer’s.

OPEN QUEUE FOLDER: Opens an Explorer window to the Queue folder.

DS DB PROPERTIES: This setting is for the DataServer on each node. If the
DataServer is running centrally, which is recommended and usual practice, it
should be provided with a default database. The default database is accessible
in the Data Manager/Data Source dialog of Xstudio, where one chooses to use
the default database rather than providing unique settings for the data source.
The default database is unique per node, and is usually a separate database in
the same SQL Server instance as the XmediaServer system database. This is
how redundancy is created for DataServers. The Vertigo policy for populating the
default databases is that the customer is fully responsible for providing data to
each default database in the replication environment, and our system ensures
that the DataServer instance stays paired with its relative XmediaServer
instance.
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Setting up and enabling Xmedia Server replication

The procedure below identifies the high-level steps involved in setting up and enabling the
replication service of the Xmedia Server’s database. Subsequent sections (identified by the
links within the procedure) provide step-by-step instructions for performing each step.

 NOTE

Itis recommended that you first read through the conceptual information contained on page
6-1 before you proceed with the following procedure.

1.

Verify that the two servers conform to the necessary replication requirements
* “Verify the servers’ dongles Machine IDs” on page 6-8

«  “Verify the registered licenses on both servers” on page 6-9

* “Verify the SQL Server versions on both servers” on page 6-10

«  “Verify the XmediaServer software versions on both servers” on page 6-10

» “Verify and/or install the Vertigo Xmonitor service” on page 6-11

Specify the Replication settings on the primary server’s Xmedia Server Control
Panel

» “Specify the Queue settings” on page 6-14

» “Specify the Dataserver Database Connection settings” on page 6-15

« “Specify the server’s network settings in the Virtual IP Settings” on page 6-16
* “Specify the Buddy settings” on page 6-17

« “Specify the Server Alias settings” on page 6-18

Specify the Replication settings on the secondary server’s Xmedia Server
Control Panel

» “Specifying the Replication settings on the secondary server” on page 6-19

Make a backup of the primary server’s databases

» “Make a backup of the primary server’s database” on page 6-20

Set the Control the Data Server option

* “Setting the Control Data Server option” on page 6-20

Specify the server settings on all client applications (i.e. Xstudio, Xplay, Xnews)
» “Specifying the server settings on client applications” on page 6-21

Verify proper functioning of the servers and replication

» “Verifying proper functioning of the servers and replication” on page 6-23
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Server replication requirements

Before setting up or using Xmedia Server’s replication, you should ensure that the servers
respect the specific guidelines and requirements that are necessary to support replication.
The following table briefly lists the mandatory requirements for Xmedia Server replication.

Licenses A matching dongle on each machine is an absolute requirement

and the servers’ licenses must also be identical.

Database type SQL Server is required.

Static IP Addresses | Acquire two mandatory static IP addresses from your IT

department. These IP addresses are required to monitor network
connectivity.

Virtual IP Address Acquire an additional static IP address from your IT department.

This IP address is only required for MOS Enabled environments.

Matching Software Both servers (primary & secondary) must be using identical

software versions (OS, SQL-Server, patch levels, MSXML,
Vertigo Suite...etc.)

Xmonitor Service The Xmonitor service must be installed on each server to

maintain virtual IP address in a MOS Enabled environment.

Instructions for verifying that both servers conform to the replication requirements are
provided in the following sections:

“Verify the servers’ dongles Machine IDs” on page 6-8

“Verify the registered licenses on both servers” on page 6-9

“Verify the SQL Server versions on both servers” on page 6-10

“Verify the XmediaServer software versions on both servers” on page 6-10

“Verify and/or install the Vertigo Xmonitor service” on page 6-11
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Verify the servers’ dongles Machine IDs

Each XMS server must have a dongle with a matching Machine ID (also known as
Customer IDs). It is of paramount importance because when failed over, client applications
must be able to connect without licensing issues.

To ensure that the two (2) dongles that are installed on the servers have identical
Machine IDs:

On the primary server, open the Xmedia Server Control Panel.
Select the LICENSING tab (figure 6-3).

Select SOFTKEYS from the LICENSE SERVER OPTIONS drop-down list.
Take note of the Machine ID number.

Repeat steps 1 to 4 on the secondary server.

Confirm that the Machine IDs are an exact match. If they are not, contact one of our
technical services representative.

ok wd==

XmediaServer Properties e
Furtime Stafistics | Propagation | Publishing | Workflow
SystemPaameters | Owsox | Automation | XFTP

General | Database | Replication | .05 Licensing | Logging | Setvice Control

License server option: |3}

~Machine ID
This is the unigus machine ID of the compLter running the XmediaServer
VerigoXmedia wil require this ID for purposes of creating soft keys:

Uc5aaTed-fbag-4341-b0b5-cl70elagdel Copy to Cliphoard

Please keep a note of this key in a secure location.

[ License e

B

o o

Paste Softkey | Walidate: | Open FileBrowse. |

Licanse Keys Detal
Typs | petail | status |

ok | Coeel || i |

Figure 6-3. The dongle’s Machine ID is displayed on the Xmedia Server Control Panel’s Licensing page
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Verify the registered licenses on both servers

Each XMS server must have exact duplicates of the vx1s.bin license file. The XMS

replicates soft-keys to maintain the licensing information at all times. Synchronizing scripts
should take the vx1s.bin file into account. Note that this verification must be done before
replication is enabled, or while replication is disabled and there is no active primary server.

To ensure that the lists of registered licenses on the primary and secondary servers

are identical:

1. On the primary server, open the Xmedia Server Control Panel.

2. Select the REPLICATION tab and ensure that Replication is disabled. Be sure that the
ENABLED check box is cleared.

3. Select the LICENSING tab (figure 6-4).

4. Select LICENSES from the LICENSE SERVER OPTIONS drop-down list.

5. Take note of the licenses displayed on the LICENSE SUMMARY tab.

6. Repeat steps 1 to 4 on the secondary server.

7. Confirm that the licenses are an exact match. If they are not, choose the server that

has the correct license list and copy its vxsl.bin file. Stop the XMS service on the server
that is about to receive the license file, and then paste/replace the license file.

20
Funtime Statistics |  Propagaton |  Publishing |  Workflow

System Parameters | Owox | Auomation | XFTP
General | Database | Replication | MOS  Licensing |Loggmg | Service Control

License server option: | Licenses -

License Summary | License Detai |

Product [ License Type License Count
Xstudiod 1.0 FixedTemp

ac+s FixediPerm
Xbuider 4.8 FixediPerm
XGEncode 4.8 FixediPerm
XGEncodeForPlayout 4.9 | FixediPerm
XGSoftware 4.9 FixediPerm
Xnews 4.3 FixediPerm
Xpanel2 4.3 FixediPerm
XplayPRO 4.9 FixediPerm
Xplorer 4.8 FixediPerm
Xstudio 4.9 Fixed/Perm

oK || Gencel | s |

Figure 6-4. The server’s licenses are displayed on the Xmedia Server Control Panel’s Licensing page
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Verify the SQL Server versions on both servers

Ensure that the SQL Server versions on the primary and secondary servers are identical by
reading SQL-Server’s program group label on the Start menu of both the primary and
secondary server. Select START>PROGRAMS>MICROSOFT SQL SERVER. Figure 6-5

demonstrates that the version number is stated as part of the label.

Figure 6-5. The Start menu provides a quick reference to identify the SQL Server software version

Verify the XmediaServer software versions on both servers

Ensure that both the primary and secondary servers are running the same version of the
VertigoXmedia XmediaServer software. Open the Xmedia Server Control Panel of each
server and compare the software versions displayed on the GENERAL page (figure 6-6).

Runtime Statistics | Propagation | Publishing | ‘workfow

System Paameters | Owsox | Automation | ®FTP
General | Database | Replcation | MDS | Licensing | Logging | Servics Contol

4medic|$uif?

2

Executable \P. a - i XmediaSenver exe
Working di a )

[~ TCPAR Configuration

Listen for incoming connections on port:

[ Directories Configuration

virtual detase path: | F.imediatyiHusiDB
Wiorking folder. | C:iProgram Files iy etigoXmedialapps .
Fiter directary: | coProgram Filestvertigoxmediaiapps

— Authorization Manager Configuration
I~ Enabled

Policy stare URL: |

Application name: I

’TI Cancel | 2ol |

s Software version

Figure 6-6. The version of the Vertigo Suite software is displayed on the General page
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Verify and/or install the Vertigo Xmonitor service

In a newsroom environment, MOS enabled Xmedia servers require an additional IP
address, referred to as the Virtual IP address. In a replication configuration, the two servers
(primary and secondary) cannot concurrently support the Virtual IP address. Therefore, in
the case of a primary server failover, the Xmonitor service is responsible for essentially
transferring connectivity to the Virtual IP address from the primary to the secondary, and
vice versa. See “MOS Enabled Replication” on page 6-3 for more information.

The Xmonitor.exe is part of the standard install, but it is not automatically configured to
run as a permanent service. Therefore, you must manually install and start the Xmonitor
service on both the primary and secondary servers.

V NOTE

The installation and use of the Xmonitor service is only required for Xmedia Servers that are
use in a newsroom environment where MOS is enabled. If this is not the case, then you do
not need to proceed with this procedure.

To verify and/or install the Xmonitor service:

1. Verify if the Xmonitor service is already installed on the server.
a. Open the Xmedia Server Control Panel.
b. Select the SERVICE CONTROL tab.

c. Click the LAUNCH SERVICES MANAGEMENT CONSOLE button.
The SERVICES CONSOLE appears (figure 6-7).

=10l x|

Fle Action Wiew Help

B EE »= 1 mn

Services (Local)
Vertigo Xmonitor Hame / | Description | Status | Startup Type | logonas | |
&g Telephony Provides T...  Started  Marual Local System
Stop the service SaTelnet Enablss ar... Disabled Local Service
m % ?‘;:Z;‘Sie %Term\nal Services Allows user.,, Started Manual Lacal System
- %Term\nal Services 5... Enablesa ... Disabled Lacal System
4 Themes Provides u... Disabled Local System
gf;\:’;ﬁ:i’l‘ljmmg configuratons with - S8 Uninterruptible Pow... Manags a... Manual Local Service
address sharing functionaitty. avertigo Contert Edi... Provides m... Marual Local System
%Vert\go Data Server  Monitors in... Disabled Lacal System
Bavertign Device Server Provides )., Started  Automatic Local System
S vertign Error Repor... Started  Automatic Local System
8 vertigo File Agent Provides a...  Started  Automatic Local System
Savertion GPT Suppor... Provides th... Manual Local System J
ertign “mediaServer Provides a, Aukomatic
manitor i tarted Aubomatic
@ vertign ®publish Ag... Delivers u Started  Automatic Local System
virtual Disk Service  Providess... Manual Local System
Extended A Standard /

[ \
Figure 6-7. Microsoft’s Services Console

d. Navigate down the list of SERVICES (LOCAL).
If the Vertigo Xmonitor service is already installed, it will be included in this list. Be
sure that its STATUS is STARTED. If no status is displayed, continue to step 6 to start
the service.
If the Vertigo Xmonitor service is not listed, then you must install the service.

XMS Configuration Guide
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2. Install the Xmonitor service.

a. Open the server’'s command prompt window (START MENU > RUN and type cmd,

then press ENTER.)
b. Atthe prompt, type: “svxapps%”\..\lib\xmonitor -i
c. Press ENTER.

Microsoft Windows XKP [Uersion 5.1.26881
(C>» Copyright 1985-2881 Microsoft Corp.

U :s>"zexappsx ™. .NlibA\xmonitor —-i
Hmonitor successfully installed

R

Figure 6-8. Launch the Vertigo Xmonitor installation from the command prompt

3. Start the Vertigo Xmonitor service.

a. Return to the Services Management Console and right-click the Vertigo Xmonitor

listing.
b. Select the Start command from the context menu.

=10l x|

Fle Action Yew Help

o |mEEFER 2@ > e
4 l)

Services (Local)

Vertigo Xmonitor Mame _/ | Description | Status | Startup Type [ Logonas | |
“yvertigo File Agent Provides a..  Started  Automatic Local System
Start the service yvertion GPI Suppor...  Provides th... Manual Local System
Syvertigo XmediaServer Provides a...  Started  Automatic Local System
Description: S futomatic I m
Provides clustering configurations with 1P- & ertigo Xpublish Ag Mtarted futomatic Local System
address sharing functionality. Shavirtusl Disk Service 2 Manual Local System
WINC Server Paes tarted  Automatic Local System
Savolume Shadow Co 01> Manual Local System
B webClient Rastart Disabled Local Service
“ywindows Audio all Tasks b prarted  Automatic Lacal System
Sywindows Cardspac ————————— Marual Local System
S windows Evert col_ Refresh tartsd  Automatic Metwark 5.,

Spwindows Frewalil.  properties  prarted  Automatic Local System J
Bywindows Imsgs e ————————— Disabled Local Servics
Sawindows Installer __ HelP Marual Local System
@ywindows Managem... Providess .. Started  Automatic Local System

\ Extended A Standard /

Start service Yertigo Xmanitor on Local Computer [

Figure 6-9. Start the Xmonitor service

4. Repeat the same procedure on the peer server (primary or secondary server).
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Specifying the Replication settings on the primary server

The Xmedia Server Control Panel’s REPLICATION page on the primary Xmedia Server
contains all of the settings required to enable and configure the primary server for
replication (figure 6-10). The Xmedia Server Control Panel is opened by selecting:

Start>Settings>Control Panel>VertigoXmedia XmediaServer

Then, select the REPLICATION tab.

A quick-reference of each of the Replication page’s fields and settings is available on page
6-4. Meanwhile, the following topics provide instructions for specifying the necessary

XmediaServer Properties 2 xl
Runlime Statistics | Propagation | Publishing | waorkflow
System Parameters | Owsox | Automaton | XFTP

General | Dalabase  Replication | MOS | Licensing | Logging | Service Cantiol
Active nods: [v  Enabled
[ Server Al
My alias: Leader & Preferred primary.
Bucldy alias Follower " Preferred primary.
- Buddy Setting

HostrameorP: 1074348
s serverport, [140s0 |
Reconnecttineaut: [3  secs

Public host o IP: 10143 .44

- Wirtual IP Sefting

wirtual IP adress: 10 14 3 46
Metmask: 255 255 . 2%5 .0
LAN P address: 10 14 . 03 . 42

Registered name:

~Guieue Settings

Queue folder: | REPLIQUELIE

Queue tag HME Open Queus Folder | DS DB Properties |

T e |

Figure 6-10. The Xmedia Server Control Panel’s Replication page on the primary server

settings for server replication.

“Specify the Queue settings” on page 6-14

“Specify the Dataserver Database Connection settings” on page 6-15

“Specify the server’s network settings in the Virtual IP Settings” on page 6-16

“Specify the Buddy settings” on page 6-17

“Specify the Server Alias settings” on page 6-18

XMS Configuration Guide
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Specify the Queue settings

When a failover occurs on the primary server, the secondary server assumes control and
queues the data changing events to disk in a queue folder, exactly like the primary server
does when operating normally. Once the primary server is back online, the secondary
server unloads the queue to the primary server, and when the queue is empty, the primary
server resumes control and the secondary server resumes its role. The primary server is
operable whenever it is running and the backlog queue from the secondary server is
emptied.

In the QUEUE SETTINGS section of the Xmedia Server Control Panel’'s REPLICATION page,
you must specify the full path (drive letter and the location) for the replication queue folder.
Typically, the replication queue folder should be stored on the F DRIVE. If you do not specify
a drive letter, the folder location defaults to the working folder specified on the Xmedia
Server Control Panel's GENERAL page. Note that the folder is only created once the XMS
service is restarted.

Also set the QUEUE TAG, which is an identifier added to each file name in the queue folder.

XmediaServer Propertias 2lx
Funiime Statistics | Propagation | Publishing | Workflow
System Parameters | Owsox | Automaton | XFTP
Gieneral | Database  Replication |MDE | Licensing | Logaing | Service Control
v B Enabled
Active node: v Enabled
: check box
[ Server Alis:
My alias: Leader @+ Preferred primary.
Bucldy alias: Follower " Preferred primary

~Buddy Setting

Hostremeor P [101asas
s serverport 14050
Reconnecttimenut: [ sees
Pubichostor:  [t01a3d4s

[ Wirtual IP Seting:

Wirtual P adress: 10 14 . 3 . 46
Netmask: 255 . 255 . 255 0
LAN P address, 10 14 3 42

Registered name:

~Gueue Settings

Queue Settings _> Gueue folder. [ReEpLIGUELE

Queue tac HME Open Gueus Folder | DS DB Properties |

0K | Cacd | sl |

To set the Queue settings:
1. Open the Xmedia Server Control Panel and select the REPLICATION tab.
Select the ENABLED check box.

Type an identifier in the QUEUE TAG field (i.e. XMS).
Click APPLY.

ok w0Dd
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Specify the Dataserver Database Connection settings

Set the DATASERVER DATABASE CONNECTION settings. It is recommended to set the DataServer
Database connection while the two servers are still fully independent of each other.

To set the DataServer Database connection settings:
1. Open the Xmedia Server Control Panel and select the REPLICATION tab.
2. Ensure that the ENABLED check box is selected.

[imedtaserver properties 08 2]

Cael | 55

4— Enabled check box

DataServer Database Properties

< (DS DB properties)

3. Click the DS DB PROPERTIES button.
The DATASERVER DATABASE CONNECTION SETTINGS dialog box appears (figure 6-11).

Datahase name:

© pindows Autherication
1501 Authertication

User name:
Passwaord

oK Cancel

Figure 6-11. DataServer Database Connection Settings dialog box

Type LOCALHOST as the

© ©® N O

Verify that the Enable dataserver database connection SETTINGS check box is selected.
Select MS SQL SERVER from the DATABASE type drop-down list.

SERVER NAME field.

Type a user-defined database name (i.e. Datafeeds) in the DATABASE NAME field.
Enable the WINDOWS AUTHENTICATION option.
Type a user name and password in the appropriate fields.

Typically, we recommend using the same user name and password as specified on the
Xmedia Server Control Panel’s DATABASE tab.

10. Click OK.
11. Click APPLY.

XMS Configuration Guide
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Specify the server’s network settings in the Virtual IP Settings

The VIRTUAL IP SETTINGS section on the Xmedia Server Control Panel’'s Replication page
identifies the server’s IP address (LAN IP Address), as well as information required to
support the Virtual IP address used in newsroom environments (Virtual IP Address,
Netmask, and Registered name fields).

If you are configuring replication for a MOS enabled newsroom environment, then you must
specify a value for all of the settings in this section (see the first procedure below).
Otherwise, if your replication configuration does not require MOS, you only have to specify
the server’s IP Address in the LAN IP ADDRESS field (see the second procedure below).

To set the server’s network settings for a MOS enabled newsroom environment:

1. Acquire an IP address that is not DHCP from your IT department. This IP address will
be used as the Virtual IP address.

2. Open the command prompt and type: ipconfig

& Command Prompt
1

Microsoft Windows [Uersion
<C> Copyright 1985-2083 Mic

C:\Documents and Settings\Adninistrator>ipconfig

Mindows [P Configuration

Ethernet adapter Local Area Connection 2:
Media State : Media disconnected

Ethernet adapter Local Area Connection:

Connection-specific DN§ Suffix : miranda.com
IP Addre 14.3.

C:\Documents and Settings\Administrator>.

Figure 6-12. The server’s IP Configuration values

Take note of the server’s IP ADDRESS and SUBNET MASK.

Open the Xmedia Server Control Panel and select the REPLICATION tab.
Ensure that the ENABLED check box is selected.

Type the Virtual IP address in the VIRTUAL IP ADDRESS field.

Type the Subnet Mask value in the NETMASK field.

Type the server’s static IP address in the LAN IP ADDRESS field.

If the Virtual IP address is registered in a Domain Name Server (DNS), then type the
full qualified domain name in the REGISTERED NAME field (i.e. replic1.miranda.com).

10. Click APPLY.

© ® N Ok W

To set the server’s LAN IP address (non-MOS enabled configuration):
Open the command prompt and type: ipconfig

Take note of the server’s IP ADDRESS.

Open the Xmedia Server Control Panel and select the REPLICATION tab.
Ensure that the ENABLED check box is selected.

Type the server’s static IP address in the LAN IP ADDRESS field.

Click APPLY.

o gk wN -~
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Specify the Buddy settings

When configuring the primary server for replication, the buddy server (also known as a peer
or backup server) refers to the secondary Xmedia Server. When configuring the secondary
server, the buddy server refers to the primary Xmedia Server.

Therefore, specifying the Buddy settings is relative to which server you are currently on.

Buddy Settings ——p | | s [l

XmediaServer Properties I
Furiime Statistics | Propagation | Publishing | Workflow
SystemPaameters | Owsox | Adomalon | XFTP
General | Database  Replcation | 105 | Licensing | Logaing | Service Contol
v B Enabled
Active node: ¥ Enabled
: check box
[ Server Alis:
My alias. Leader @+ Preferred primary
Bucldy alias: Follower " Preferred primary.

~Buddy Seting

Hast name or P 1014 344

Reconnect timeout: lﬁ— TECS

Pubichostor B [101434s
- Virtusl IF Setting

Vitusl P adress: | 10 . 14 . 3 . 48

Netmask 255 255 25 D

LA P acress w14 3 @2

Registered name:

~Gueue Settings

Queue folder I REPLIGLIELIE

Queue tac HME Open Gueus Folder | DS DB Properties |

0K | Cacd | sl |

Figure 6-13. Identify the buddy server’s IP address, communication port, and timeout settings

To specify the Buddy settings:

1.

Take note of the buddy server’s IP address by performing an IP Configuration on the
buddy server.

a. On the buddy server, open the command prompt and type: ipconfig
b. Take note of the server’s IP ADDRESS.

Go back to the server that you are configuring. Open the Xmedia Server Control Panel
and select the REPLICATION tab.

Ensure that the ENABLED check box is selected.
In the HOST NAME OR IP field, type the buddy server’s IP address (or hostname).

in the XMS SERVER PORT field, type the port number that the buddy server’s
communication port. Typically, this would be 14050.

Edit the RECONNECT TIMEOUT value from 0 to 3.
Leave the PuBLIC HOST OR IP field blank.
Click APPLY.

XMS Configuration Guide
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Specify the Server Alias settings

Like the Buddy Settings, the Server Alias settings are relative to which server is currently
being configured. The SERVER ALIAS settings are used to designate whether the current
server is the primary or the secondary server in the replication model.

Figure 6-14 demonstrates that if the current server is the primary server, you must provide
it with an alias and then assign as the primary using the PREFERRED PRIMARY radio button.
Next, you must identify the buddy server by also providing it a name. Then click APPLY.

The same procedure must be performed on the secondary server’'s Xmedia Server Control
Panel’s Replication page, but the settings should be inverted (see figure 6-14).

- Server Alias - Server Alias
Mty aligs: I Primary * Preferred primary My alias: | Secandary = Preferred primary
Budldy alias: I Secondary| " Preferred primary Buddy alias: I Primary| + Preferred primary
Settings on the primary server Settings on the secondary server

Figure 6-14. The Server Alias settings are relative to which server is being configured
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Once you have specify all of the replication settings on the primary servers Xmedia Server
Control Panel’'s Replication page, you must also specify the complimentary replication
settings on the secondary server’'s Xmedia Server Control Panel’s Replication page.

Specifying the Replication settings on the secondary server

¥mediaServer Properties

Fiuntime Statisics
Syslem Paramete
General | Database

Active node: [ Enablect

| Fropagstion | Publishing | workilow
s | Owox | Auwomaton | TP
Replication | MOS | Licensing | Loagina | Sevice Contol

[ Server Aliaz

My alias:

Buddy aliss:

Leader 5 Preferred primary
Follower © Preferred primary

[~ Buddly Settings

Hust name or [P

HMS server port

Public: host or IP:

Reconnect timsout: | 3 secs

1014344
14030

1014344

~Wirtual IP Settings

Wirtual IP adress:
Hetmas
LANIP address:

Registered name;

10 . 14 3 46
255 255 255 a

10 14 3 42

——

~CGueus Sefting

Queue folder:

Queus tag

| REPLIGLEUE

HMS Open Queue Folder | DS DB Properties |

21|

[ ox | cemcel | o |

Open the Xmedia Server Control Panel on the secondary server by selecting:

Start>Settings>Control Panel>VertigoXmedia XmediaServer

Then, select the REPLICATION tab.

The procedures for configuring the secondary server are identical to the ones described for
the primary server. There are some settings and values that are relative to which server is
being configured, however. This mainly applies to the SERVER ALIAS settings and the BubDY
SETTINGS sections and is thoroughly indicated in the instructions.

Therefore, complete each of the following procedures to configure the secondary server for

replication:

»  “Specify the Queue settings” on page 6-14

*  “Specify the Dataserver Database Connection settings” on page 6-15

*  “Specify the server’s network settings in the Virtual IP Settings” on page 6-16

*  “Specify the Buddy settings” on page 6-17

»  “Specify the Server Alias settings” on page 6-18
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Make a backup of the primary server’s database

Itis strongly recommended that you make a backup of the primary server’'s MS SQL Server
database in case you experience any situations in the future that requires you to restore the
server’s database.

A convenient method for creating a backup of the server’s database is to use Backup
Database button on the primary server’'s XMS Control Panel's Database page (page 5-4).
The backup file will be saved to the primary server’s Virtual Database path.

Contact one of our Technical Support representatives for further information or assistance.

Setting the Control Data Server option

When replication is enabled, the CONTROL THE DATASERVER setting must be selected to
ensure that the DataServer remains paired with the Xmedia Server at all times in a
replication environment. An essential objective in the replication environment is to keep the
server (which in reality has two components: the XMS and the Data Server) together.

To set the Control the DataServer setting on the primary replication server:
1.  Open the Xmedia Server Control Panel's SERVICE CONTROL page.
2. Enable the CONTROL THE DATASERVER check box.
3. Select the LAUNCH SERVICES MANAGEMENT CONSOLE button.
The SERVICES window appears.
4. Navigate to the VERTIGO DATA SERVER service listed in the SERVICES(LOCAL) column.

5. Right-click on the VERTIGO DATA SERVER heading and select the STOP command (figure
6-15).

]
Ele Action Miew Help | —l

= |[EEF B B[R] > & I ® feovey| Dependencies|
= m

% « Services (Local)

| Startup Type | Logonas | |
Manual Local System
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Started

| Description
Allows user.

Hame /

Vertigo Data Server
By Terminal Services
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Description:
Monitors information sources and notifies
the XmediaSuite of updates to datasets

% Extended 4 Stz

g Terminal Services 5..
s Themes

s Unirterruptible Por
Sy viertigo Content E

iy viertigo Device Server
B vertigo Error Repor...
Havertigo Fils Agent
avertigo GP1 Suppor. .,
i viertigo ¥mediaServer
iy viertigo ¥monitor

iy vertigo mpublish Ag...
B virtual Disk Service
S W Server

s volume Shadow Copy
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All Tasks
Refresh
Properties
Manages a.

Enables Wi Help
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Manages a...
Securely e
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Manual
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Local System
Local System

Local System
Lacal System
Local System

Local Service
Local System
Local System =

[Stop service Vertign Data Server on Lacal Computer

Figure 6-15. Stop the VXDataServer service

6. Return to the Xmedia Server Control Panel and click APPLY.
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Specifying the server settings on client applications

Vertigo Suite applications (Xstudio, Xbuilder, Xnews, and Xplay) that run on the client
machines must be configured to connect and communicate with both the primary and the
secondary Xmedia Servers. Therefore, you must open each of the client applications and
specify the appropriate Server settings for the primary and the secondary Xmedia Servers
(also referred to as the backup Xmedia Server).

To specify the server settings on a client application:

1. Open the XMEDIA SERVER CONTROL PANEL on the primary and secondary XMS servers
and take note of the following information:

* GENERAL page >TCP/IP CONFIGURATION PORT (typically, 14050)
* REPLICATION page > VIRTUAL IP SETTINGS > LAN IP ADDRESS

2. Open the DATA SERVER PANEL on the primary and secondary XMS servers
(START>SETTINGS>CONTROL PANEL>VERTIGOXMEDIA DATA SERVER).

Take note of the TCP/IP>LISTENING PORT value (typically, 14060).

3. Launch an Vertigo Suite application by selecting START>PROGRAMS>VERTIGO and then
one of the following applications:

e XSTUDIO
¢ XBUILDER
e XPLAY
e XPLORER
4. Select TOOLS>SETTINGS from the application’s menu bar.
The SETTINGS window appears.

5. Select the SERVERS heading from the tree structure to display the server settings
(figure 6-16).

setings X Bettings X
Settings XMedis Server P Address 102438 —

B Suite 51 — whui i L0
f MMedis Server Port 12050 uilder ¥Media Server IP Address 127.0.0.1
: Se - General

El-~Pragram S Backup XMedia Server P Address [ 10.14.53 - Display HMedia Server Part 14050
[ tsgi:sace Backup XMedia Server Port 14050 Template Favorites Backup KMedia Server P Addiess l—

PPy EEEE— - Automation
Deta Server IP Adch 102438 )
a1 aemver raes et PlaList Ingest Backup XMedia Servar Fort 14550
. Device Dsta Server Port 14080 - Place Holders
; Brawsers FTrTYTEm— ) Data Server P Addhess 127.0.01
- Playlist Settings Backup Data Server IP Address [ 10.14.53 - Merge List
- Basic Baclup Data Server Port 14060 Logding Data Server Part 14060
- Highlightt ) —— - Render To File
Data Server Evert Port Min Value [ 14070 - Timelines Backup Data Server P Addiess
Data Server Evert Port Max Value | 15000 WkOrdErs Backup Data Server Port 14050
Data Server Path i
Playlist
- Basic
- Highlight
ok | Apply | cancer
Xstudio Server Settings Xbuilder Server Settings

Figure 6-16. Both the primary and secondary XMS servers must specified in the Server settings
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6. Specify the appropriate value in the following server setting fields:

XMEDIA SERVER IP ADDRESS

The IP address of the primary Xmedia Server, which should match
the value in the LAN IP ADDRESS field on the primary server’s
Xmedia Server Control Panel.

XMEDIA SERVER PORT

The communications port of the primary Xmedia Server, which
should match the value in the XMS SERVER PORT field on the
primary server’s Xmedia Server Control Panel. This is typically,
14050.

BACKUP XMEDIA SERVER IP
ADDRESS

The IP address of the secondary Xmedia Server, which should
match the value in the LAN IP ADDRESS field on the secondary
server’'s Xmedia Server Control Panel.

BAckuP XMEDIA SERVER PORT

The communications port of the secondary Xmedia Server, which
should match the value in the XMS SERVER PORT field on the
secondary server’s Xmedia Server Control Panel. This is typically,
14050.

DATA SERVER IP ADDRESS

The IP address of the primary Xmedia Server that is running the
Data Server. Thus, this value should be identical to the value set
for the XMEDIA SERVER IP ADDRESS listed above.

DATA SERVER PORT

The communications port of the primary Xmedia Server that is
running the Data Server. Thus, this value should be identical to the
value set for the XMEDIA SERVER PORT listed above.

BACKUP DATA SERVER IP ADDRESS

The IP address of the secondary Xmedia Server that is running the
Data Server. Thus, this value should be identical to the value set
for the BACKUP XMEDIA SERVER IP ADDRESS listed above.

BACKUP DATA SERVER PORT

The communications port of the secondary Xmedia Server that is
running the Data Server. Thus, this value should be identical to the
value set for the BACKUP XMEDIA SERVER PORT listed above.

7. Click either OK or APPLY on the SETTINGS window.
8. Repeat steps 3 to 6 for each of the remaining Vertigo Suite applications.

6-22

XMS Configuration Guide



Replication of the XMS Server’s database

Verifying proper functioning of the servers and replication

When starting the Xmedia servers with replication enabled, it is recommended to first start
the primary server followed by the secondary server. This ordering ensures that the primary
server immediately becomes the live mode server. If the secondary server is started first, it
will takeover live mode operation if the primary server does not start within the RECONNECT
TIMEOUT value seconds. When the primary server finally does start up, it will force a failback
operation.

Perform the following failover and failback tests to verify the proper functioning of the
Xmedia Server replication:

Type of test | Instructions

1 Failover Disconnect the network cable to the primary server.

2 Failback Reattach the network cable of the primary server.

3 Failover Stop the primary Xmedia Server’'s XMS service control.

4 Failback Start the primary Xmedia Server's XMS service control.

5 Failover Terminate the primary Xmedia Server’s service control using a kill
utility like PsKill (or similar).

6 Failback The service control manager should auto-start the primary XMS.

7 Failover Repeat all failover tests while saving assets between tests and
verify integrity.

8 Failover Repeat all failover test while working a MOS enabled rundown and

verify the playlist’s integrity.

XMS Configuration Guide
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7 MOS SERVER CONFIGURATION AND
MONITORING

The Xmedia Server Control Panel’'s MOS Server settings enable the Xmedia Server as a
Media Object Server, which allows it to integrate into newsroom environments. As a MOS
server, the Xmedia Server uses the MOS protocol to send metadata and pointer information
about its MOS objects (i.e. graphics pages) to the Newsroom Control System (NCS). The
NCS is responsible for managing all of the elements that contribute to the newscast’s
rundown. Also using the MOS Protocol, the NCS can request the transmission of the MOS
objects from the MOS server for its rundowns. The Xmedia Server Control Panel's MOS
Monitoring page allows you to monitor the inbound and outbound MOS messages between
the Xmedia Server (MOS Server) and the Newsroom Computer System (NCS).

The following sections provide information and instructions for using the Xmedia Server
Control Panel’'s MOS page to enable and use the Xmedia Server's MOS Server component
for newsroom integration:

e “Configuring the Xmedia Server’'s MOS settings” on page 7-2

*  ‘“Logging MOS Server activities” on page 7-8

*  “Monitoring inbound/outbound MOS messages” on page 7-10

*  “Mapping MOS channels” on page 7-11

«  “Private Page settings” on page 7-16

*  “Using MOS Redirection to transfer media between Xmedia Servers” on page 7-17

SMOS

PROTOCOL

Newsroom Control System (NCS) MOS Server

Figure 7-1. The Xmedia Server's MOS component allows it to integrate into newsroom environments
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Configuring the Xmedia Server’s MOS settings
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[ Trace MOS command names (not entire messages) TR | = | FEITIE |
[ Output Iog messages to console window
| CDocuments and Sefings\All Users\applcaton Datalerigon
Explore Log Fokder | View Log

Selecting the MOS tab on the Xmedia Server Control Panel displays the MOS component
settings for the Xmedia Server. The MOS page has three (3) views, which are controlled
using the MOS OPTION drop-down list at the top of the MOS page. Figure 7-2 shows that
selecting the CONFIGURATION option from the MOS oPTION drop-down list displays the
GENERAL and NEWSROOM CONTROL SYSTEM (NCS) settings, which are used to:

*  Enable the Xmedia Server’s MOS component and specify details about the Xmedia
Server that allows it to become a MOS Server

* Identify the Newsroom Control System and configure its protocol options in preparation
for communication with the MOS Server (i.e. Xmedia Server)

Figure 7-2. The Xmedia Server Control Panel's MOS configuration settings

The following sections provide instructions for enabling, configuring, and editing the settings
that are responsible for establishing communication between the MOS server and the

Newsroom Control System:
*  ‘“Instructions for configuring the Xmedia Server as a MOS server” on page 7-3

»  “Editing the Newsroom Control System’s properties” on page 7-6

*  “Deleting the Newsroom Control System” on page 7-7
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Instructions for configuring the Xmedia Server as a MOS server

To integrate the Xmedia Server (XMS) into a newsroom environment, the Xmedia Server
must be configured as a MOS Server and then associated with a Newsroom Control
System like ENPS or iNews. The following procedure provides you with detailed
instructions for accomplishing these tasks.

—General

[V Enabled

MOS ID: VERTIGO Buddy XMS host:
Frame rate: |60

[¥ Convert MOS running order stories into playlist segments.
[¥ Send roltemStatus message on affected items only

[ Send rotemStatus message

[ Delete Xplay playiists on MOS roDelete commands

- Newsroom Control Systems (NCS)

NCS D [ Hostname [ [ out [xme T me

ENPS UCS2-BE  UCS2-BE  True

kil | ™|

Froperties. | New. | Remove |

Figure 7-3. Xmedia Server Control Panel's MOS server configuration settings

To configure the Xmedia Server’s MOS server component:

1. Open the Xmedia Server Control Panel and select CONFIGURATION from the MOS
OPTION drop-down list.

2. Select the ENABLED check box to activate the MOS Server component.
3. Specify and/or verify the following options:

a. Type VERTIGO (all capital letters) in the MOS ID field.
All MOS messages to and from the Xmedia Server will be identified by this MOS ID.

b. Ifthe Xmedia Server has been configured for a replication environment (see page
6-1), verify that the hostname or IP address of the buddy server is accurate in the
Bubppy XMS HoOsT field.

c. Type 60 in the FRAME RATE field.

This field specifies the number of frames-per-second in the video format that is
being used by the Xmedia Server. Valid values are 60 for NTSC, and 50 for PAL.

4. Enable or disable the check boxes for the following settings:

* CONVERT MOS RUNNING ORDER STORIES INTO PLAYLIST SEGMENTS
When enabled, the MOS running order stories will be organized in the playlist
within segments. When disabled, the they are placed in the playlist as
consecutive items in one list.

* SEND ROITEMSTATUS MESSAGE ON AFFECTED ITEMS ONLY
When enabled, roltemStatus messages will be sent for each item affected by
each running order operation processed by the MOS server. A running order
operation is defined as an independent transaction enclosed in a MOS
running order message.

* SEND ROITEMSTATUS MESSAGE
When enabled (default), the roltemStatus message is sent to the MOS server
with the status of the items in the rundown. When disabled, the roltemStatus
message is suppressed and the status of items in the rundown are not reported.
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7.

.

DELETE XPLAY PLAYLISTS ON MOS RODELETE COMMANDS

When enabled, the Xplay playlists that corresponds to the NCS’s rundown will be
automatically deleted when the rundown is deleted by the NCS client. When disabled,
the Xplay playlists will not be deleted when the NCS’s rundowns are deleted.

Identify the Newsroom Control System (NCS) that the Xmedia Server will communicate
with by selecting the NEw button in the Newsroom Control System (NCS) section.

The NEWSROOM CONTROL SYSTEM (NCS) dialog box appears.

Specify the NCS settings for the ENPS or iNews server on the Newsroom Control
System dialog box (figure 7-4).

a.

Type the ID for the ENPS server or the iNews server in the NCS ID field.
The ENPS’s ID can be found at ENPS>SYSTEM MAINTENANCE>SERVERS.

Type ENPS or iNews server’s host name or IP address in the HOST field.
This value is often the same as the NCS ID.

In the RUNDOWN CATEGORY field, type the name of the Rundown subcategory
where the rundowns will be stored by default.

Specify the INBOUND ENCODING and OUTBOUND ENCODING setting:
Select UCS2-BE (2-byte Universal Character Set - Big-Endian format) from the
drop-down lists for an ENPS server or iNews server configuration.

If using iNews, enable the SUPPORTS XML VERSION TAG option by selecting the
check box. Enabling the MOS version tag, means the MOS server will ensure each
MOS message sent to the NCS is headed with the <?xml ... /> tag. ENPS does
not expect it, but iNews does.

Enable or disable the NOTIFY NCS ON PAGE CREATION option.

Enabling NOTIFY NCS ON PAGE CREATION means that the MOS server will send
mosObj messages to the NCS when graphics are created, modified or deleted in
our system. As a result, you are able to see shared pages in the lists displayed on
the NCS client user-interface.

Click OK to accept settings and close the NEWSROOM CONTROL SYSTEM dialog box.

Newsroom Control System (NCS x|

~General

MCS ID: 24 KI-ENPS-5

Host: | CA-VAM-ENPS-5

Rundown category: | Demo

—Protocol Options

Inkound encoding: Iucsz.BE -l
Cuthound encocing: IUCS2-EIE vI

|7 Supports AML version tag (=7=ml...)

[~ Motity NCS on page creation

Figure 7-4. Newsroom Control System'’s properties

Click APPLY.
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8. You must restart XMS Service before the new settings can properly take effect.

a.
b.
c.

On the Xmedia Server Control Panel and select the SERVICE CONTROL tab (figure 7-5).
Click the STOP SERVER button and wait a couple of seconds.

Click the START SERVER button and verify that the SERVICE STATE reports:

“The service is running.”

Click APPLY and then return to the MOS configuration page by selecting the MOS

tab at the top of the Xmedia Server Control Panel. Or, click OK to close the Xmedia
Server Control Panel.

XmediaServer Properties 2
Runtime Statistics | Propagation |  Publishing |  Wordlow |
System Parameters | Owsox | Automaton | XFTP I

General | Database | Replication | MOS | Licensing | Logging ~ Service Cortirol
[~ Service Stats
@ The service is running.
The service starts automatically
[~ Service Control
Start== | Start the service.
Stop>» | Stopthe servics
~Service Opf
¥ Launch service at system startup
%_ [V Restart service after faiure
[~ Control the DataServer
[¥ REST interface
Launch Services Management Console |

OK | Cacel | oy |

Figure 7-5. Stop and restart the XMS Service to apply the MOS server settings to the Xmedia Server
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Editing the Newsroom Control System’s properties

To edit the Newsroom Control System’s properties:

1.

Open the Xmedia Server Control Panel and select CONFIGURATION from the MOS
OPTION drop-down list.

Verify that the ENABLED check box is selected.

In the NEWSROOM CONTROL SYSTEM table, select the Newsroom Control System that
is to be edited.

Click the PROPERTIES button that is now enabled.

The NEwWsSROOM CONTROL SYSTEM (NCS) dialog box appears (figure 7-6) and displays
the NCS'’s current settings.

Newsroom Control System (NCS) ]

[ enersl

MNCS ID:

Host: | CA-VAM-ENPS6

Fundown category:

 Protocol Options

Inbound encoding: UCE2-BE e
Cuthound encoding:  |UCE2-BE -

¥ Supports XML version tag (=7xml...)

[~ Matity NCS on page creation

Figure 7-6. Newsroom Control System properties

Make the necessary edits to the setting values. See page 7-4 for a description of each
of the settings on the NCS properties dialog box.

Click OK to confirm the edits and close the dialog box.

The new settings immediately appear in the NEWSROOM CONTROL SYSTEM table.

Click APPLY.

You must restart XMS Service before the new settings can properly take effect.

a. On the Xmedia Server Control Panel and select the SERVICE CONTROL tab.

b. Click the STOP SERVER button and wait a couple of seconds.

c. Click the START SERVER button and verify that the SERVICE STATE reports:
“The service is running.”

d. Click AppLY and then return to the MOS configuration page by selecting the MOS
tab at the top of the Xmedia Server Control Panel. Or, click OK to close the Xmedia
Server Control Panel.
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Deleting the Newsroom Control System

To delete the Newsroom Control System’s properties:

1. Open the Xmedia Server Control Panel and select CONFIGURATION from the MOS
OPTION drop-down list.

2. Verify that the ENABLED check box is selected.

3. Select the Newsroom Control System that is to be deleted from the NEWSROOM
CONTROL SYSTEM table.

4. Click the REMOVE button that is now enabled.
The REMOVE NCS dialog box appears (figure 7-7).

Remove NCS ll

*fou are about o remove NCS 'ENPS'

x4

Do vou wish ko continue?

es I Mo |

Figure 7-7. Select Yes to delete the Newsroom Control System from the MOS Server configuration

5. Select YES to confirm that you want to permanently delete the specified NCS.
The NCS is immediately removed from the NEWSROOM CONTROL SYSTEM table.
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Logging MOS Server activities

Selecting the CONFIGURATION option from the MOS OPTION drop-down list displays the MOS
LOGGING OPTIONS settings (figure 7-8) These settings allow you to set the MOS log file’s
criteria, as well as providing you access to locate and view the MOS log file.

The following sections provide instructions for setting the log file options and viewing the
contents of the MOS log file:

«  “Specifying MOS logging options” on page 7-8
*  “Viewing the MOS log file” on page 7-9

Runtme Statstics | Propagatin |  Publshing |  Woddow |
Systom Parametrs Ousox Atonaton x|
General | Datsbase | Repkcation. MOS | Licensig | Loggng | Servis Cortol

O voson [

¥ Enabled

wosp:  [VeRTio Buddy XIS host:

Frame ate: [50

playist segents

—MOS Logging Options

= e = o = Ir Trace TCP everts
Bies uczeE ucszee Te y
. 5l Trace all MOS server activity
propertes.. | hew Remove Trace all MOS messages
T UGS LoggigOptons——— — — — — — = Trace MOS command names (not entire messages)

I D Output log messages to conzole window

Path : I CiDocuments and Settingsiall Users\bpplication Datalvertiga |, |

Explore Log Folder | Wiewy Log |

Figure 7-8. MOS Logging Options and log file access buttons

VI NOTE

Additional MOS logging can be enabled on the Xmedia Server’s Logging tab, which records
the MOS Redirection activities of the Xmedia Server. See page 7-20 for more information.

Specifying MOS logging options

The Xmedia Server Control Panel’'s MOS Configuration page provides you with a set of MOS

LOGGING OPTIONS, which determine the criteria for what type of information populates the

MOS log file.

You can enable or disable the following MOS Logging options:

»  TRACE TCP EVENTS: As the most verbose setting, it traces all activity related to network
transmissions.

*  TRACE ALL MOS SERVER ACTIVITY: Logs the MOS server engine messages.

*  TRACE ALL MOS MESSAGES: Logs the content of the MOS messages.

*  TRACE MOS COMMAND NAMES: Logs the MOS command names.

*  OUTPUT LOG MESSAGES TO CONSOLE WINDOW: This is an advanced setting for
debugging. It should be disabled at all times.
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Viewing the MOS log file

During operation, the Xmedia Server’s MOS activities are recorded in a log file. The logging
criteria is determined by the settings specified in the MOS LOGGING OPTIONS (see page 7-8).

The contents of the log file are valuable for troubleshooting if for some reason the Xmedia
Server's MOS server component is not behaving properly.

To view the MOS log file:

1. Open the Xmedia Server Control Panel’s MOS page and select CONFIGURATION from
the MOS OPTION drop-down list.

2. Verify that the ENABLED check box is selected.

3. Verify that the Path field displays the full directory path to the MOS log file, which is
named vxmos . log.
If the log file path is not displayed, click the path field’s BROWSE button [ -] and use the
BROWSE FOR COMPUTER dialog box (figure 7-9) to navigate your way to the log file.
For example:
C:\Documents and Settings\All Users\Application Data\VertigoXmedia\Logs\vxmos.log

Browse for Computer 2 x|

Brows for MOS Lagaing dirsctary.

©EHE) Vertigekmedia = |
[R=] oo |

Li) Settings

1) Temp

{3 ¥MSCACHE

{3 Wave Systems Corp J
| ) Windows Genuine Advar

H {3 Winzip

() Desktop

() Favorites

{5 Shared Dacumerks

#1072 Shart Menn hd
< D

Figure 7-9. Browse for the MOS log file (vxmos . 1og)

4. There are two (2) ways of opening the MOS log file:
» Click the VIEW LoG button, and the vxmos. 1og file opens immediately in a
Notepad window.
Or,
» Click the ExPLORE LoG FOLDER button. Windows Explorer opens to the LoGs folder
that was specified in the PATH field (figure 7-10). Find and double-click the
vxmos . log file. The vxmos. log file opens immediately in a Notepad window.

A
Fle Edt View Favorites Tools Help ‘ o
Dt - ) - (T | D) search [ rores | 3 3 X @) | @~
Address [ CiDocuments and Settingstall Users|Application DatalvertigosmediaiLogs RIS E
Folders x| Name ~ »

B ) vertigokmedia <[ | ] vasimc--8s52-0001-01222009- 143349, log

3 Logs [Z] ¥XASYNC--13336-0001-02022003-151 606.log

() settings = -

(2 Temp
12 XMSCACHE L ams. ha
1) wiave Systems Corp 54 | K — | nn

Type: Text Document Date Modified: 2008-02-10 16:45 Size: 72.4 KB [rz4k8 [ My Computer

Figure 7-10. You can open the vxmos.log file from within the Windows Explorer window
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Monitoring inbound/outbound MOS messages

Selecting MONITOR from the MOS OPTION drop-down list displays the MOS Monitor page
(figure 7-11), which allows you to view the real-time inbound and outbound MOS messages
that are being communicated between the Xmedia Server (MOS Server) and the
Newsroom Control System (NCS).

The INBOUND MOS MESSAGES column displays messages that originate from the NCS. The
messages communicate back to the MOS server any changes that were made to the NCS'’s
running order (i.e. rundown). The MOS server can also initiate communication with the NCS
and its messages are displayed in the OUTBOUND MOS MESSAGES section of the MOS
Monitor page. Note that although these communications are in real-time, the originating
system must wait for a response after sending each message.

Runtime Statitics | Propagation | Publishing | Workilow

System Parameters | Owsax | Automaston | XFTP
General | Database | Replcation MOS | Licensing | Logging | Service Control

@ MOS option: A
Quthound MOS messages:

« Only the MOS message headings
appear in the upper pane.

Bl =
=mos|D=YuitABC=mosiD=
=neslD=CA-YHEM-ENPS-S<incs iD=
=roCreste=
=rolD=CA-YXM-ENPS-5,P_SYSTE
=roSiug=Jeffirosiig=
=roEdStart=2009-02-18T21.00.00« . .
<rOEHDLI=00 30 00=TOEGDLI- The lower pane displays the details of
=mosExternaletadsta= .
«mosScope=PLAYLIST<inosScop « the MOS message that is currently
=mosSchema=hitp: CA-HM-ENP: .
<mosPayioaet> selected in the upper pane.

<EncTime=2005-02-16T21:30:00<1
<RundownDurstion=30:00<Rundc
<StartTime=2009-02-1 87210000«
<ENPSHtemType=2<ENPSitemType

<| |=rolayoutsRowStatus|SlugiSegSt:
K| I R ;I_I

[ ok | cancel | ey |

Figure 7-11. Monitor the inbound/outbound MOS messages between the MOS server and NCS

V[ NOTE

We recommend that you familiarize yourself with the MOS Protocol's MOS messages by
referring to the MOS message definitions at http://www.mosprotocol . com/.

7-10 XMS Configuration Guide


http://www.mosprotocol.com

MOS Server configuration and monitoring

Mapping MOS channels

The MOS CHANNEL MAPPINGS option on the Xmedia Server Control Panel’'s MOS page
allows you to create associations between the Newsroom Control System’s MOS channel
name and the asset’s publish location. These associations are used by the MOS Server to
communicate to the NCS whether or not the story (template and all its linked assets) has
been published to the appropriate location. If the story has not been published, the Xmedia
Server triggers the necessary publish requests until the story in the rundown is published
(i.e published to all locations inferred by the MOS channel name).

A MOS channel map is created on the Xmedia Server Control Panel by adding a MOS

CHANNEL AssoOCIATION for each of the MOS channel names listed in the NCS’s rundown. The

MOS CHANNEL ASSOCIATION links the MOS channel name with an ASSET TYPE, which

determines where the assets will be published to. The following ASSET TYPES can be selected:

*  CHANNEL: A channel is an object (asset) that is made up of a number of devices each
associated to a publoc2 asset.

» DEvice2: A Device2 is a logical representation of a Vertigo XG or another driver
(i.e. Lyric, Deko, etc.) to which Xplay will send Cue/Take, Set text, and Set image
commands.

« PuBLOC2: A Publoc? is a logical representation of a location (i.e. hostname, drive,
directory) to which clips, audio, scenes and other files are to be published.

You can also set a default channel mapping so that if no MOS channel name specified in
the NCS application (e.g. an empty cell in the MOS Channel Name column), the assets will
be published to the location specified in the DEFAULT CHANNEL MAPPING fields on the
Xmedia Server Control Panel (figure 7-12).

@ oS option e B Default channel mapping :
" Defautt channel mapping ' i
1 = j@ > IChanneI 1 jl Channel j
____________
oring; N
VoS Crameitems | Assetrams = |
Default channel mapping :
ICG j| Device2 |
Default channel mapping :
I ca-ros-szalai_15000 jl PublLoc2 j
Propertes: agd | Feron

Figure 7-12. Default MOS channel mapping values

The following sections provides instructions for adding, editing, and deleting MOS Channel
Associations:

*  “Adding a MOS Channel Association” on page 7-12
«  “Editing a MOS Channel Association” on page 7-14
*  “Deleting a MOS Channel Association” on page 7-15
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Adding a MOS Channel Association

A MOS channel map is created on the Xmedia Server Control Panel by adding a MOS
CHANNEL ASSOCIATION for each of the MOS channel names listed in the NCS’s rundown.

To map a MOS channel name to a publish location:

1.  Open the Newsroom Control System (NCS) client application (i.e. ENPS or iNews) and
open the rundown so that the MOS channel column is displayed. Take note of the MOS
channel names.

2. Open the XMEDIA SERVER CONTROL PANEL and select MOS CHANNEL MAPPINGS from
the MOS oPTION drop-down list (figure 7-13).

Defaut channel mapping
I =l |

Mo

Vo< Crasveimams | ssatname [ meweiiye I

Eoredl Tl

Figure 7-13. Select MOS CHANNEL MAPPINGS from the MOS OPTION drop-down list

3. Click App.
The AbD A MOS CHANNEL ASSOCIATION dialog box appears (figure 7-14).

Add a MDS Channel Association x|
MOS Channel Asset &ssociation————————
MOS channel : I
Azset name : I Channel 1 vl
Azzet type I Channel -l
Add cancel

Figure 7-14. The MOS Channel Association dialog box

4. Type the MOS channel name from the NCS in the MOS CHANNEL field.
5. Select either CHANNEL, DEVICE2, or PuBLOC2 from the ASSET TYPE drop-down list.
6. Select the asset’s name from the ASSET NAME drop-down list.

7-12 XMS Configuration Guide



MOS Server configuration and monitoring

7. Click App.
The AbD A MOS CHANNEL ASSOCIATION dialog box closes and the MOS channel
name’s channel map is immediately displayed in the MOS CHANNEL MAPPINGS list.

8. Optional: Click REFRESH to refresh the MOS channel mappings list to verify if any other
additions, deletions, or modifications of channels, devices and publoc2 assets have
taken place.
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Editing a MOS Channel Association

To edit an existing MOS Channel Association:
1. Open the XMEDIA SERVER CONTROL PANEL and select MOS CHANNEL MAPPINGS from

the MOS oPTION drop-down list.
2. Select the MOS Channel Name of the MOS Channel association that is to be edited

(figure 7-15).

21X

| Publishing |

Defaut channe! mapping

o B

[-MOS Charnel Mapping:

WOS. Chianne! Name
051
MOS2
Mos3

Pragerties Add Remove

Figure 7-15. Select MOS channel association’s MOS Channel Name

3. Click the PROPERTIES button, or double-click the MOS Channel association’s name.
The EDIT MOS CHANNEL ASSOCIATION dialog box appears (figure 7-16).

Edit MOS Channel Association x|

MOS Channel Aszet Association

MOS channel MO
Azzel name Channel 1 -
Assettype Channe| -

Figure 7-16. The MOS Channel Map’s properties

4. Make the necessary edits to the MOS CHANNEL, ASSET NAME, and/or ASSET TYPE fields.
5. Click SAVE and the EDIT MOS CHANNEL ASSOCIATION dialog box closes.
The edits made to the MOS channel association are immediately displayed in the MOS
Channel Mappings list on the Xmedia Server Control Panel.
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Deleting a MOS Channel Association
To delete an existing MOS Channel Association:
1. Open the XMEDIA SERVER CONTROL PANEL and select MOS CHANNEL MAPPINGS from
the MOS oOPTION drop-down list.
Select the MOS Channel Name of the MOS channel association that is to be deleted

(figure 7-17).

21|

| Pubisting |
Automation
| Logging

| Propagation

Contrel | Fiuniime Statistics

Workllow

wannel Mappings
Default channel mapping
Retresh

[-MOS Charnel Mapping;
MOS Channel hame

Figure 7-17. Select the MOS Channel Name of the MOS channel association

3. Click REMOVE.
The CONFIRM DELETE dialog box appears (figure 7-18).

S|

Confirm delete

‘fou are about to delete a mos channel associations.

9
\-‘/ Do you wish to continue?®

= 1_w |

Figure 7-18. Select Yes to delete the select MOS channel association

Click YEs to confirm your intention to delete the selected MOS channel association.
The MOS channel association is immediately removed from the MOS Channel

Mappings list on the Xmedia Server Control Panel.
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Private Page settings

To create Private pages in Xnews, you must first enable the Private Pages setting in the
xnews . ini file. You must also set the Expiry settings for Private Pages in the MOS options
on the Xmedia Server Properties window.

Runtime Statistics | Propagation | Publishing I Workflow
System Parameters | Qs | Automation I XFTP

" Generl | Datahase I Replication  MOS | Licensing I Logging I Service Control

Private Page Settings

Unreferenced Private Page Expiry: I 30 days

Temporary Private Page Expiry: I 1 days

 NOTE

See the Xnews User Manual for more information about Private Pages.

To set the Private Page Expiry settings:

1. Open the Xmedia Server Properties window (XMS Panel).
2. Select the MOS tab.

3. Inthe MOS OPTIONS, drop-down list, select PRIVATE PAGES.
4.

In the UNREFERENCED PRIVATE PAGE EXPIRY setting, enter a value to represent the
number of days after which an unused private page is to be removed from the Xmedia
Server. The default value is 30 days.

A private page is considered to be no longer in use if it is not referenced by any
rundown in the Xmedia Server. This can occur when a page is deleted from a rundown,
floated or its rundown is made MOS Control Inactive. If the Private page is restored
before the expiry deadline, then it will not be removed from the Xmedia Server.

Each time a private page is edited in Xnews, a new private page is created. If the old
private page is not bound to any other segments when the story is saved to the Xmedia
Server, then the old private page will have its expiry date set to the current time plus
the value of UNREFERENCED PRIVATE PAGE EXPIRY.

5. Inthe TEMPORARY PRIVATE PAGE EXPIRY setting, enter a value to represent the number
of days after which an unsaved Private page is to be removed from the Xmedia Server.
The default value is 1 day.

Temporary Private pages refer to Private pages that were created in Xnews, but never
saved to a rundown on the Xmedia Server. For example, if a page is added to a story,
but the story is never added to a rundown, then the contained page is considered
temporary and it will be removed as specified by this setting.

6. Click OK.
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Using MOS Redirection to transfer media between
Xmedia Servers

Using a MOS Protocol based technique called MOS Redirection, Xmedia Servers work
with the ENPS Newsroom Computer System (NCS) to transfer stories and their associated
media between Xmedia Servers within a single newsroom, or between multiple newsrooms
and Xmedia Servers in different locations.

The following sections provide more information about how the Xmedia Server works with
ENPS to transfer media between servers:

*  “Prerequisites for using MOS Redirection” on page 7-17

*  “Overview of the MOS Redirection workflow” on page 7-17

*  ‘“Limitations when using MOS Redirection with Xmedia Servers” on page 7-18

*  “Logging MOS Redirection events” on page 7-20

Prerequisites for using MOS Redirection

It is a prerequisite that your ENPS Newsroom Computer System (NCS) be properly
configured for MOS Redirection. We strongly recommend that you consult the AP ENPS
Integration Guide for more information about MOS Redirection and instructions for setting
up MOS Redirection within ENPS.

To use MOS Redirection with the Xmedia Servers, stories and their items must be created
with Vertigo Suite’s Xnews v.4.9 or greater. The MOS items that are created in Xnews v.4.9
will contain the objPath MOS protocol field that allows the local Xmedia Server to resolve
the IP of the remote Xmedia Server from which the underlying media of stories/items are
obtained.

V NOTE

At least one item in the story must have the objPath field for MOS Redirection to function
properly. If a MOS item was created in a version previous to v.4.9, reopening an item in
Xnews and saving the item inserts the required objPath.

Overview of the MOS Redirection workflow

When a story is dragged and dropped from foreign rundown to a local rundown inside
ENPS, the Xmedia Server’'s MOS Server recognizes this event by the fact that the MOS ID
of the items do not match the Xmedia Server’'s MOS ID. As a result, the redirection process
is triggered.

During the MOS redirection of an item, the Xmedia Server only tries to fetch assets that do
not already exist locally. Note that there is no checking to see if the asset on the remote
server is newer than the local asset. If the asset is already on the local server, the Xmedia
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Server does not attempt to fetch it from the remote Xmedia Server. When an item has been
MOS redirected inside of ENPS, Xplay displays the Mos REDIRECTION IN PROGRESS
message in the playlist's Status column and the Xmedia Server begins to receive items
from the remote server.

VERTIGO (X) MEDIA

Name Status Offset |Duratior
PH_F Ready J0:10.0010:00.00
PH_F|Ready J0:20.0010:00.00
PH_T|Ready J0:30.0010:00.00

When all of the items have been received, the Xmedia Server requests that ENPS replace
themos id, ncs id and objPath of the item with the local Xmedia Server values. Once
the NCS confirms that it has replaced these values, the MOS redirection is considered
complete and the element will be validated like any other playlist element and the resulting
status indicated.

Limitations when using MOS Redirection with Xmedia Servers

The following topics identify and discuss current limitations that users should be aware of
before attempting to use MOS Redirection with Xmedia Servers:

*  “Placeholders are not permitted” on page 7-18

*  “Category and/or asset conflicts are not resolved” on page 7-18

»  “System templates are required for clip playout” on page 7-19

¢ “No attempts to repair damaged media” on page 7-19

Placeholders are not permitted

Items with placeholders cannot be MOS redirected by the Xmedia Server. An attempt to
MOS redirect an item with placeholders inside ENPS causes the item’s Status in the playlist
(Xplay) to display “CAN’T MOS REDIRECT DUE TO PLACEHOLDERS” and the media is not
copied from the remote server. However, once the job is completed and the item contains
no placeholders, the item may be MOS redirected.

Category and/or asset conflicts are not resolved

In the Xmedia Server, a category conflict is when two categories have the same name but
different internal ids. For example, if the category “Headshots” was manually created on
Xmedia Server 1 and also manually created on Xmedia Server 2, the categories will have
the same name but different internal ids.
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If an asset in category Headshots is redirected, a new category called Headshots_Propag
is created on the local Xmedia Server and the redirected asset is put into this category.
Redirection will succeed, but the item in question may not play out properly on air due to
this category conflict.

The same type of conflict may occur if assets with the identical names but different internal
ids exist in the same category on the remote and local Xmedia Server.

MOS Redirection users should be aware of this limitation and try to ensure category and
asset names will not conflict with the remote server. See “Resolving Propagation
Exceptions” on page 17-10 for more information.

 NOTE

In a hub & spoke model, assets and categories are propagated from the hub to the spoke.
Therefore, the assets and categories on the hub and the spoke have the name same, but
since the assets and categories were propagated (not created manually), they will have the
same category id and asset id respectively and no conflict occurs.

System templates are required for clip playout

Although Xnews can be used to insert clips directly into a NCS item, proper playout of the
clip on the XG device requires the use and proper configuration of System Templates. See
“Creating a clip template in Xstudio for clip playout” on page 4-6 in the Xnews User Manual
for more information.

V NOTE

MOS Redirection will not copy, nor configure the system templates from the remote server.
The system templates must be imported and pre-configured by the local Xmedia Server.

No attempts to repair damaged media

If an item is damaged and unplayable on the remote server due to media expiration, media
re-categorization, or for any other reason; no attempts will be made to correct or fix
problems when the item is redirected to the local server. If the item was unplayable on the
remote server, it will remain unplayable when MOS redirected to the local server.
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Logging MOS Redirection events

Loglevet [info -]

EIE
Rurtime Statistics | Propagation |  Publishing |  Workfow |

SysiemParameters | Owax | Adematon | XFTP |
General | Database | Repication | MOS | Licensing Logging | Service Control

- Debug Cateat

[ Database
O Pubisn

O Replicate
OFie

OTep

O oxsox

Onit

[ Licensing

[ sessionlianager
[ validation

O validationTiming

\xmsTcpLayer
c Mos

Select None

~Log
I~ Log to Console

Fie size: [20 M8

File Count: [ 10

Expiore Log Folder View Log

ot |y

The Xmedia Server Control Panel’s Logging page features the MOS Debug Category which
records the MOS Redirection activities inside the Xmedia Server and saves them to the

Xmedia Server’s log text file (XmediaServer*.log).

This setting provides additional logging to the MOS logging activities already recorded in
the vxmos.log file, which is enabled using the MOS LOGGING OPTIONS on the MOS tab.
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The Xmedia Server stores and manages the licenses that are required to operate the
Vertigo Suite applications and devices. As such, the Xmedia Server Control Panel’'s
Licensing page provides you with an interface where you can:

View the list of the existing application and device licenses stored on the Xmedia Server.

View the details of a particular license, such as which computer or IP address is using the
license, the license type, the allocation count...etc.

Add new licenses to the Xmedia Server.

Deallocate a fixed license from one client computer, so that it is free to be used by another
computer.

The following sections describe how to use the Xmedia Server Control Panel’s Licensing
page to view and manage the licenses stored on the Xmedia Server:

“An overview of Vertigo Suite licenses” on page 8-2

“Orientation to Xmedia Server Control Panel’s Licensing page” on page 8-8

“Viewing the existing device and application licenses” on page 8-14

“Viewing the details of a particular license” on page 8-15

“Resolving license errors and adding licenses to the Xmedia Server” on page 8-16

“Deallocating a fixed license” on page 8-22
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An overview of Vertigo Suite licenses

All Vertigo Suite applications and devices require a valid license to operate. These licenses
are added to and stored on the central Xmedia Server (or in some cases on the

Intuition XG’s EXMS). Factory configured XGs and Grass Valley commissioned Xmedia
Servers will already have licenses installed according to the sales agreement.

The following sections provide further information about the Vertigo Suite licenses:

“Vertigo Suite application and device licenses” on page 8-3

“Types of Vertigo Suite licenses” on page 8-4

“The vxls.bin license file” on page 8-5

“Xmedia Server Control Panel Licensing page versus License Manager” on page 8-6

“Licensing in a server replication environment” on page 8-7
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Vertigo Suite application and device licenses

All Vertigo Suite applications and devices are required to have a valid license. Without a
license the application or device will not be able to launch, or it will not operate to full
functionality. All licenses must be purchased and they are distributed in the form of soft keys.

The following licenses are currently available for the Vertigo Suite applications:

QC 4.9
XBUILDER 4.9
XNEWs 4.9
XPANEL2 4.9
XPLAYPRO 4.9
XPLORER 4.9
XsTuDIO 4.9
XsTupioD 1.0

Vertigo Suite render and playout devices also require specific licenses to operate at full
functionality, or to enable specific features. The following table identifies and describes the
licenses that are available or related to the XMEDIA SERVER, VERTIGO XG and VX PREVIEW
(Software CG) devices.

XGENCODE 4.9 The XG Encode license is required to use Xbuilder's Render to File feature, which

renders and saves the playout of a template, page, and/or scene to a file in various
clip formats. See the Xbuilder User Manual for more information.

XGENCODE FOR The XG Encode for Playout license is required to render pages and/or scenes to
PLAYOUT 4.9 playout server compatible formats (XDCAM and IMX compatible MXF files). See the

Xbuilder User Manual for more information.

XGSOFTWARE 4.9 | The VX Preview (Software CG) requires a software application license to function

properly. If the SoftwareCG does not have a valid application license, then the
LiveWindow will show the message "Unlicensed Application" and the SoftwareCG
will be internally disabled. It will only accept Dashboard connections at this point.
See the Vertigo XG Configuration Guide for more information.
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Types of Vertigo Suite licenses

Alicense’s transference and lifespan are determined by its license type. The Xmedia Server
supports four (4) different license types, which are reported in the Type column of the
License Summary table on the Licensing page:

*  FIXED/PERM
*  FIXED/TEMP
*  FLOAT/PERM
*  FLOAT/TEmMP

The following sections describe the difference between the license types and under which
circumstances it would be more appropriate to choose one type rather than the other.

«  Fixed versus Floating license types

*  Permanent versus Temporary license types

Fixed versus Floating license types

Fixed licenses restrict the use of an application to one specific computer or device. Fixed
licenses are recommended for a single-user or a devoted machine environment. The
Xmedia Server allows you to deallocate (free up the license so that it can be used by
another machine) up to four (4) times. The DEALLOC COUNT column on the LICENSE DETAIL
tab keeps track of the amount of times the license has been deallocated. Deallocation of a
fixed licenses is performed manually as described on page 8-22. If you need to deallocate
a fixed license more than four times, you must contact our Technical Support department to
renew the license.

Floating licenses allow an application to be run on any computer/device that is connected
to the Xmedia Server and which has the application’s software installed on it. Therefore,
floating licenses are recommended for sites that have multiple users, but do not need or
want to purchase a license for each user. Floating license imply that multiple users share a
fixed number of licenses since the number of computers permitted to run the application at
the same time is limited to the number of floating licenses granted for the application. When
a computer needs an application program, it sends to a request to the Xmedia Server for a
floating license. If a license is available, the Xmedia Server assigns the license to that
computer. If no floating license is available, the request is rejected. Once the application is
closed on a computer, the license is automatically deallocated back to the Xmedia Server,
which is ready to reassign it to the next client.

Permanent versus Temporary license types

A permanent license type has no expiry date and it is valid for the lifetime of the software
version indicated in the license’s name. Temporary license types however, are associated
with an expiry date upon which the validity of the license terminates and the application is
no longer operational. A temporary license’s expiry date is indicated in the EXPIRATION
column on the LICENSE DETAIL tab. Contact our Technical Support department to extend or
renew a temporary license.
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The vxIs.bin license file

The file that contains the required licensing information is named vx1s.bin and itis stored
on the Xmedia Server in the following directory location:
C:\Program Files\VertigoXmedia\Apps

You will also notice that the Apps folder (figure 8-1) also contains a series of ten similarly
named files that use the following format:

e 4 9 vxls_1.bin

e 4 9 vxls 2.bin

e 4 9 vxls 3.bin
These files are backups of the license file that get updated and archived every time the XMS

service is restarted. In the case where the primary license file (vx1s.bin) gets corrupted,
then you can always revert to a functioning version of the license file.

& C:'Program Files'YertigoXmedia' Apps I =]
Fle Edt view Favortes Took Help ‘ I
(QBack - ) - T | seach [ Foders | o 0 3¢ ¥) | [T
Address [[=) C/\program Files|vertigosmedialapps B
Name I Size | Type = | Date Modified -
(54_5_wxls_L bin 1ZKB BINFile 2(27/2014 Z:05 PM
i 4_5vxls 2 bin 12KB EINFile 2027/2014 1:17 PM
= 49 vxls_2.bn 12KB  EINFil 2127/2014 114 PM
[E4 3 vxls_4.bin 1ZKB BINFis (272014 114 BM
[E4_3_vxls 5.6 12KB BINFis 2 j27i2014 114 FM J
=4 _5_vsis b 12KB  BIN File 2i27/2014 1113 FM
=4 _9_xls 7 bin 12KB EINFile 2(26/2014 350 PM
=45 _vxls_s.bin 12KB  EINFil 2/26/2014 359 PM
[ 4_5_vxls_3.bin 1ZKB BINFis 2/76/2014 341 PM
[=4_3_xis_10.6in 12KB BINFis 2128j2014 312 FM
& vxls.bin 1KB EINFis 2/10/2014 307 AWM ¥
< ] ’
|82 abjects 236 | 4 My Computer 4

Figure 8-1. The license file (vxIs.bin) and its backups are stored in the Apps folder on the XMS

The following instructions explain how to revert to a valid license file using a backup. The
same procedure can be followed to install a license file sent by our Technical Support team.

1. Open the Xmedia Server Control Panel and select the SERVICE CONTROL tab.
2. Select the STOP button to stop the XMS Service.

3. Navigate to the Apps folder: C: \Program Files\VertigoXmedia\Apps
4

Rename the old bin file (i.e. change vx1ls.binto vxls_old.bin), or remove the file
from the Apps folder.

5. Rename the backup license file (i.e. vx1s_1.bin) that you deem to be valid to
vxls.bin.

or,

Add the new vx1s.bin that was provided by the Technical Support team to the Apps
folder.

6. Return to the Xmedia Server Control Panel’'s SERVICE CONTROL page and press the
Start button to restart the XMS Service.
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Xmedia Server Control Panel Licensing page versus License
Manager

Although the Xmedia Server Control Panel’s Licensing page is the main interface for
viewing and managing the Vertigo Suite licenses, it is only accessible from the Xmedia
Server. Vertigo Suite applications, like Xstudio, are installed on client computers and the
Xmedia Server is likely only accessible to the IT technicians. As such, the Vertigo Suite
applications (i.e. Xplorer, Xstudio, Xbuilder, and Xplay) are equipped with a LICENSE
MANAGER (figure 8-2) that allows you to view and manage licensing from the application.
The License Manager provides you with almost the exact same functionality as the Xmedia
Server Control Panel Licensing’s SOFT KEYS view, and all edits are immediately shared
between the two once you select the APPLY button (see page 8-12 and page 8-21 for more

information).
License Manager x|
- Customer ID
This is your Custorner [D. This |D is required in order to create licenss keys
[ 2q0oc-bazt00t
Copy To Clipboard
~ License Keys
Paste fom Clpboard | Yalidate | HideDetals |
License Key Details T iLicensed Applications and Devices;
Product License Type License Count -
Xstudiod 1.0 Fixed Temporary 1
acs4g Fixed Permanent 1
Xbuilder 4.9 Fixed Permanent 1
XGEncode 4.9 Fixed Permanent 1
XGEncodeForPlayout 4.9 Fixed Permanent 1
XGSoftware 4.9 Fixed Permanent 1
Xnews 48 Fixed Permanent 1
Xpanel2 48 Fixed Permanent 1
vamEDn 4 Fovot Barmanan . . =l
0K | Lpnly | Cancel |

Figure 8-2. The License Manager allows you to view and manage licenses from within an application

There are two (2) ways to launch the License Manager:

*  When a Vertigo Suite application is launched without a proper license, a license error
appears and you can press the ENTER LICENSE button to launch the License Manager
to remedy the problem.

Or,

«  With the application open, you can select the HELP>LICENSE command from the
application’s menu bar.

V NOTE

Further information and instructions for using the License Manager are provided in the user
manual’s for each of the Vertigo Suite applications and in the Release Notes for Vertigo
Suite v.4.9.
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Licensing in a server replication environment

In an Xmedia Server replication setup, the Vertigo Suite application and device licenses are
also replicated from the primary server to the secondary server to ensure that both servers
contain identical licensing information for a seamless transition in case of failover.

Since a critical part of the licensing mechanism is that machine ID matches exactly with the
license, each Xmedia Server must have a dongle with matching Machine IDs. If the dongles
do not have the same Machine IDs, then a licensing error will occur and client applications
will not be able to connect to the secondary server when a failover occurs. See “Replication
of the XMS Server’s database” on page 6-1 for more information about these server
replication services.
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Orientation to Xmedia Server Control Panel’s Licensing
page

The Xmedia Server Control Panel’s Licensing page provides you with an interface and
settings for viewing and managing the licenses that are required to operate the Vertigo Suite
applications and devices.

Selecting the LICENSING tab on the Xmedia Server Control Panel displays the Licensing page,
which has two views: LICENSES and SOFTKEYS. You can switch between the two views by
selecting from the LICENSE SERVER OPTION drop-down list at the top of the Licensing page (figure
8-3).

XmediaServer Properties 2x| XmediaServer Properties 2x|
Runiime Statistics | Propagation | Publishing | Woridlow Runtime Statistics | Propagation | Publshing | Workflow
System Parameters | Owox | Automation | XFTP SpstemParameters | Owsox | Automaton | XFTP
Genersl | Database | Repication | MOS  Licensing | Logging | Service Cortrol T itch vi General | Database | Risplication | 1105 | Licensing | Loaging | Service Contrl
License server option - 4 ’ License server option: [
[~ Machine [0
This is the unigue machine ID of the computer running the XmediaServer
wertigaXmedia will require this ID for purposes of creating soft keys.
0cSaa7ed-fha6-4341-b0bS-cl70e0addel  Copyio Clipsoard
Please keep @ note of this key in & secure losation.
License Summary | License Detai | e
Product [ License Type License Count =]
Xstudiod 1.0 FixedTemp 1
acs9 FixediPerm 1
Xpuider 4.9 FixediPerm 1 | Ll_l
XGEncode 4.9 FixediPerm 1
XGEncodeforPlayout49 | Fixed/Perm 1 Paste Softhey | waliclate | Open FieBrowse: |
XGSoftware 49 Fixed/Perm 1
Xnews 4.9 FixediPerm 1 License Keys D
Mpanel2 4.9 Fixed/Perm 1 Type [ Detail [ stetus
XplayPRO 4.9 Fixed/Perm 1
Xplorer 4.9 Fixed/Perm 1
Xstudio 4.9 FixediPerm 1
oK | Canced | e | 0K || Cencel || sl

Figure 8-3. Switching between the Licensing page’s Licenses and Softkeys views

The following sections provide a quick reference of the field and settings on each of the
views on the Xmedia Server Control Panel’s Licensing page, including a brief description of
what the view allows you to accomplish.

*  ‘“Licences view - License Summary tab” on page 8-9

*  ‘“Licenses view - License Detail tab” on page 8-10

*  “Soft Keys view” on page 8-12
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Licences view - License Summary tab

Figure 8-4 demonstrates the License Summary table which lists all of the licenses that are
currently installed on the Xmedia Server. Each row in the table represents a license
category and provides the license’s name, type, and the number of licenses installed
(PRoODUCT, LICENSE TYPE, and LICENSE COUNT). See “Viewing the existing device and
application licenses” on page 8-14 for more information.

License server option: [{R=-y v

— Status.

License Summary | License Detal |

Product [ License Type License Count
Xstudiod 1.0 Fixed/Temp
Qac 48 Fixed/Perm
Xbuilder 4.8 Fixed/Perm
XGEncode 4.9 Fixed/Perm
XGEncodeForPlayout 4.9  Fixed/Perm
XGSoftware 4.9 Fixed/Perm
Xnews 4.9 Fixed/Perm
Kpanelz 4.9 Fixed/Perm
XplayPRO 4.9 Fixed/Perm
Xplorer 4.9 Fixed/Perm
Xstudio 4.9 Fixed/Perm

Figure 8-4. The Licenses view with the License Summary tab selected
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Licenses view - License Detail tab

Figure 8-4 and the following descriptions provide an overview of the LICENSE DETAIL table
that is displayed when the License Detail tab is selected, or when a row in the License
Summary table is double-clicked. The License Detail table is a one-row listing of properties
related to the particular license that was last selected in the License Summary table. You
can also deallocate and reallocate a license using this page. See “Viewing the details of a
particular license” on page 8-15 and “Deallocating a fixed license” on page 8-22 for more
information.

2l

s | Propagation | Publshing | Werdow |
System Parameters O Mutomaton | XFTP |
General | Database | Replication | MOS  Licensing | Logging | Service Cortrol

License server option: | Licenses. -

XmediaServer Properties

Rurtime

Cancel Appl

Figure 8-5. The License Detail table allows you to view properties related to the particular license

*  Product: The name of the application or device license.

« Type: Categorizes the license by its transference (FIXED or FLOAT) and the lifespan of
its validity (PERMANENT or TEMPORARY). See “Types of Vertigo Suite licenses” on page
8-4 for more information.

+  Expiration: If the license type is listed as TEMPORARY, then this field displays the date
upon which the license will no longer be valid. If the license type is Permanent, then
this field is blank. See “Types of Vertigo Suite licenses” on page 8-4 for more
information.

* Dealloc Count: The number of times that you can still deallocate a fixed license to
another machine before losing this privilege. See “Deallocating a fixed license” on page
8-22 for more information.

*  Checked Out: Indicates whether or not a license is currently in use and allocated to a
user. Conversely when a license is checked in, it means the user is no longer running
the application associated with the license. If the license is a floating license and
checked in, it is freely available for another user. Where a fixed license is always
reserved for a particular computer and cannot be used by another computer even when
it is checked in.
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*  Computer: The name of the machine that is currently using the floating license.
« IP Address: The IP address of the machine that is currently using the floating license.
* Machine ID: The Machine ID of the computer that is currently using the floating license.

« Time stamp: The time stamp is the time the license was last altered, either by a check-
in or a check-out.

XMS Configuration Guide 8-11



License management

Soft Keys view

When SofT KEYS is selected from the LICENSE SERVER OPTION drop-down list, the Xmedia
Server Control Panel’s Licensing page features fields and settings that allow you to add
application and device licenses to the Xmedia Server. Figure 8-6 and the following
descriptions provide an overview of each of the fields and settings. See “Resolving license

errors and adding licenses to the Xmedia Server” on page 8-16 for detailed instruction for
using the Soft Keys page.

xmediaServer Properties x|
Fiuntime Statistics I Propagation I Publishing | “workflow
System Parameters I Oxsox | Automation I ®FTP
General | Database | Replication | 295 Licensing | Logging | Service Cantrol
License server option: 2
—hdachine 1D
This is the unigue maching 0 of the computer running the XmediaServer.
WertigoXmedia wil require this ID for purposes of cresting soft keys
1 lOcSaaTed—fb56—4341—b0b5—c170e0384el Copy to Cliphoard
Plesse keep & note of this key in & secure location.
License Keys
|
t 5
kil | o
4 Paste Softkey | Validste | Open FileBrovwse... I 6
License Keys Details
Type | Detail | status |

Ok I Cancel | Spply |

Figure 8-6. The Soft Keys page helps you to acquire and add new licenses to the Xmedia Server

1. Machine ID: This is a unique machine ID of the computer running the Xmedia Server.
The Technical Support representative will require this ID for the purposes of creating
the soft keys for license creation. Therefore, it is recommended that you take note of
this ID and keep it is a secure location.

2. Copy to Clipboard: Since the Machine ID must be exact and error free when reported
to our Technical Support team, this button allows you to copy the machine ID to your

machine’s clipboard. You can then paste it into an email and send it without worrying
about errors.
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3. License Keys: A license key is a long alpha-numeric code that our Technical Support
team sends to you in response to a license request. The license key is used to add and
engage licenses on the Xmedia Server.

4. Paste Softkey: Since the license keys are long alpha-numeric codes, it is
recommended that you copy (CTRL+C) the license key(s) from the email onto your
clipboard. Then you can press the PASTE SOFTKEY button to paste the license keys,
(error free) into the LICENSE KEYS text box.

5. Validate: Once the license keys are pasted into the LICENSE KEYS text box, it is highly
recommended that you press the VALIDATE button before applying the licenses. The
VALIDATE button checks the validity of the license key, but does not apply the license.
This check step helps to avoid unnecessary licensing errors.

6. Open File/Browse: Opens a window that allows you to browse your computer for the
a license file containing a list of license soft keys. Selecting and opening the file using
this window automatically populates the LICENSE KEYS text box with all of the soft keys
contained in the file.

7. License Key Details: When the license keys are validated, you can preview the
resulting licenses in the License Keys Details table.
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Viewing the existing device and application licenses

The Xmedia Server Control Panel’s Licensing page provides you with a complete inventory
of the Vertigo Suite application and device licenses that are installed on the Xmedia Server.
The list of licenses is often useful when troubleshooting licensing errors or to get a quick

view of the system components.
To view the Xmedia Server’s existing application and device licences:

*  Open the Xmedia Server Control Panel and select the LICENSING tab.
The LICENSE SUMMARY table displays all of the licenses currently installed (figure8-7).

N o T
0]
Funtime Statistics |  Propagaton |  Publishing |  Workflow
System Parameters | Owox | Auomation | XFTP

General | Database | Replication | MOS  Licensing | Logging | Service Control

License server option: |{EgiEEc] B

License Summary | License Detai |

Product [ License Type License Count
Xstudiod 1.0 FixedTemp 1
ac 49 FixediPerm 1
: Xbuilder 4.9 FixediPerm 1
All of the licenses currently r——l oot ts Freeon '
installed on the Xmedia Server XGEncodeForPlayout 4.9 | FixediPerm 1
XGSoftware 49 Fixed/Perm 1
Xnews 4.9 Fixed/Perm 1
Xpanel2 4.9 Fixed/Perm 1
XplayPRO 4.9 Fixed/Perm 1
Xplorer 4.9 Fixed/Perm 1
Xstudio 4.9 Fixed/Perm 1

oK | Cancel | i |

Figure 8-7. The License Summary table provides a list of the licenses installed on the Xmedia Server

If the Xmedia Server Control Panel’s Licensing page does not display the License Summary

table:

*  Be sure that the LICENSE SERVER OPTION in the upper portion of the Licensing page is
set to LICENSES.

*  Be sure that the LICENSE SUMMARY tab is selected in the bottom portion of the
Licensing page.

V NOTE

Contact your Grass Valley Sales representative if the License Summary table does not
contain an expected license, or if you suspect an error in the type or number of licenses.
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Viewing the details of a particular license

While the License Summary tab provides you with a high-level listing of the licenses
installed on the Xmedia Server (see page 8-7), the License Detail tab displays a one-row
listing of the properties related to the particular license that was last selected in the License
Summary table. See “Licenses view - License Detail tab” on page 8-10 for a list of the
license details and a description of each property.

To view the details of a particular license:

1. Open the Xmedia Server Control Panel and select the LICENSING tab.
The LICENSE SUMMARY table displays all of the licenses currently installed on the
Xmedia Server.

2. Select the license in the License Summary table that you want to view its properties.

3. Select the LICENSE DETAIL tab, or double-click the selected license in the License
Summary table.
The Licensing page now displays the License Detail table with the selected license’s
details displayed in a single row (figure 8-8).

Rurtime Stats | Propagaton | Publshng | Woddlow |
System Parameters Orsax Adomaion | XFTP |
General | Database | Repication | MOS  Licensing | Logaing | Senvice Control

License server option: | Licenses |

Expration | Dealoc Count| Checked 01
4[no

The selected license’s properties —}

Cancel Ay

Figure 8-8. The license’s properties are displayed in a single row on the License Detail tab’s page

4. To view the various properties associated with the selected license, move the bottom
scroll bar across the License Detail left-to-right.

IV NOTE

These properties cannot be edited, except for deallocating a license (see page 8-22).
Therefore, we recommend that you contact your Grass Valley Sales representative if the
License Details does not contain the expected license settings.
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Resolving license errors and adding licenses to the
Xmedia Server

Your system’s license requirements may have already been installed on the Xmedia Server
when the system was factory configured or commissioned. Nevertheless, there are

circumstance in which you may be required to resolve a license error that is preventing an
application from opening, or features from being functional.

When an Vertigo Suite application does not find a valid license on start up, it produces a
licensing error (figure 8-11), which prevents the application from launching until the error is

resolved.

[ Xmedia Server '127.0.0.1' License Error

There are n more availabla licenses for Xbuilder 4
How do youwish 1o procesd?

Enter a License I Change Server Setings | Exit

Figure 8-9. License error dialog box

Meanwhile, when devices like the Vertigo XG, Intuition XG, and VxPreview (Software CG)
detect that the user is trying to operate a feature that is not licensed, it enables a watermark
feature (figure 8-13) that disappears once a valid license is applied. Also, the title bar of the
renderer’s control panel states that there is no application license. See the VERTIGO XG
CONFIGURATION GUIDE for more information about the watermark’s behavior.

!- - Vertigo Softwa

File View Tools

Machine name:
IP address:
Port:
WatchDog:

General Information

re Ot (Mo Applic =10l x|

Help

CA-RD-JSZALAIZ
10.0.24.106
4000 Discanect |

D) Feature not available

Figure 8-10. A watermark message appears if the Vertigo XG is not properly licensed

To investigate the cause and resolve an application’s or device’s license error, we
recommend that you perform the procedures described in the following sections:

1.
2.
3.

“Verifying the application’s or device’s server settings” on page 8-17

“Verifying the License Summary and License Details” on page 8-20

“Acquiring and adding licenses to the Xmedia Server” on page 8-21
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Verifying the application’s or device’s server settings

The source of a license error may be as simple as incorrect server settings on the
application or the device. The server settings specify the Xmedia Server’s IP address and
port, which allow the Xmedia Server to communicate licensing information to the
applications and devices. For this reason, we recommend that you verify the server settings
associated with the application or device before investigating the licenses themselves.

The following sections provide instructions for how to verify the server settings when a
license error is raised for an application or a device:

*  “Verifying an application’s server settings” on page 8-18

*  “Verifying a device’s server settings” on page 8-19
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Verifying an application’s server settings

When an Vertigo Suite application does not find a valid license on start up, it produces a
licensing error (figure 8-11). The source of the error may be as simple as incorrect server
settings. These settings allow the Xmedia Server to communicate licensing information to
the application.Therefore, we recommend that you verify the server settings associated with
the application using the application’s SETTINGS dialog box.

Xmedia Server *127.0.0.1' License Error

There are no more avallable licenses far oullder 4
How do you wish to proceed?

Enter a License | Change Server Sefings | Exit |

Figure 8-11. License error dialog box

V NOTE

Additional information about application specific licensing is provided in each of the Vertigo
Suite application’s user manuals (i.e. Xstudio User Manual, Xbuilder User Manual...etc)

To verify that the application’s server settings are properly set:

1. Select the CHANGE SERVER SETTINGS button on the XMEDIA SERVER LICENSE ERROR
window (figure 8-11).
The application’s SETTINGS dialog box appears (figure 8-12).

fsetinas
[ulder | MMedia Server [P Addess
o Hitedda Server Port

BackupRMedia Server IPAddriess |
Backup Redis Server Port [as
Data Server [P Addiess [lozas
Data Server Port [
Backup Data Server IP Address 1

e Backup Data Server Port faoe

Highlcht

Cancel

Figure 8-12. The application’s Setting dialog box

2. Verify that all of the settings are correct, especially the Xmedia Server’s IP address and

port. If necessary, make the appropriate changes to the settings.

3. Click OK to close the SETTINGS dialog box.

If it was the server settings that were causing the license error, then the application will
launch correctly now. However, if the XMEDIA SERVER LICENSE ERROR window
immediately appears again, proceed to page 8-21 and follow the instructions for
acquiring and adding a valid application license to the Xmedia Server.

8-18
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Verifying a device’s server settings

When a device (Vertigo XG, Intuition XG, or Software CG) detects that the user is trying to
use a feature that is not licensed, it displays a message on the device’s panel and a
watermark on the output (figure 8-13).

Vertigo Software CG Renderer: 192011080

Evertgosotwareco (o Appcarenticense) JATBIES

File View Tools Help

General Information
Machine name:  CA-RD-JSZALAI2
IP address: 10024106

Port 4000 Disonnest

WatchDog: © Feature not avalable

Figure 8-13. A watermark and message appears if the Vertigo XG is not properly licensed

The source of the license error may be as simple as incorrect server settings that allow the
Xmedia Server to communicate licensing information to the device. Therefore, we
recommend that you verify the server settings associated with the device using the device’s
panel and Dashboard.

To verify that the device’s server settings are properly set:

1. Launch the XG Dashboard by selecting TooLS>LAUNCH DASHBOARD from the device’s
panel.

Select the device from the Devices list in the upper portion of the Dashboard window.
Select the DEVICE SETTINGS tab.

Select the LICENSING page.

Verify the XMS IP ADDRESS and XMS PORT settings.

If the settings are incorrect, edit the settings and press the APPLY CHANGES button.
Close the XG/CG window and then launch it again.

If the settings are correct but the licensing messages still appears, then verify the
License Summary table and License Details on the Xmedia Server Control Panel’'s
Licensing page (see page 8-20).

o ke
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Verifying the License Summary and License Details

An application or a device might produce a licensing error if the required license has not
been installed on the server, or if one or more of the license’s properties has rendered it
invalid. As such, we recommend that you verify the License Summary table to ensure that
the appropriate license is indeed installed on the Xmedia Server. If so, then we also
recommend that you verify the License Details to ensure that all of the license’s properties
are valid.

To verify that the appropriate license is installed and that its properties are valid:

1.  On the Xmedia Server, open the XMEDIA SERVER CONTROL PANEL by selecting
VERTIGOXMEDIA XMEDIASERVER from within the Windows Control Panel.

2. Select the LICENSING tab.

3. Ensure that the LICENSE SERVER OPTION drop-down list is set to LICENSES and that the
LICENSE SUMMARY TAB is selected.

4. Examine the contents of the License Summary table and verify if the required
application or device license is listed (see page 8-3 for a complete list of the available
Vertigo Suite licenses).

» If the required license is not listed in the PRODUCT column, or the license is
listed but the value in the LICENSE COUNT column is 0, then proceed to page
8-21 and follow the instructions for acquiring and adding a license to the
Xmedia Server.

» If the required license is listed and the LICENSE COUNT value is greater than
0, then proceed to the next step to verify the license details.

5. Select the license in the License Summary table.

6. Select the LICENSE DETAIL tab, or double-click the selected license in the License
Summary table.

The Licensing page now displays the License Detail table with the selected license’s

details displayed in a single row (see figure 8-8 on page 8-15).

7. Note the values in the TYPE column.

» If the License type is TEMPORARY, then verify the expiry date in the Expiration
column. If the license has expired, contact Grass Valley to renew the license.

» |If the License type is FLOATING, then another application/device might be
using the license, thus making it unavailable. If this is the case, either change
the application/device’s server settings to get a license from another server,
or free up a license by closing the application on another client computer and
then try to launch the application again on the desired computer.

8. Use the scroll bar to move along the row in the License Detail, and note the values for
the remaining properties.

» If any of the values are incorrect, proceed to page 8-21 and follow the
instructions for acquiring and adding a license to the Xmedia Server.

« Ifthe values all appear to be correct, then contact our Technical Support team
(supportemiranda . com) for further investigation.
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Acquiring and adding licenses to the Xmedia Server

When the cause of a license error is because a required license has not been installed, or
because the license contains erroneous data, you will be required to acquire and apply a
new license key to the Xmedia Server Control Panel’s Licensing SOFT KEYS page.

To acquire and apply a valid license to the Xmedia Server:

1.

w

©

10.

1.
12.

Open the XMEDIA SERVER CONTROL PANEL, by selecting VERTIGOXMEDIA
XMEDIASERVER from within the Windows Control Panel.

Select the LICENSING tab.

Select SOFT KEYS from the LICENSE SERVER OPTION field’s drop-down list.

Press the CoPY To CLIPBOARD button in the MACHINE ID section to copy your machine’s
unique identification number.

Paste the MACHINE ID NUMBER into an email and send the email to our Technical Support
department (support@miranda.com) and describe your need for valid licenses.

Upon receipt of the email, a Grass Valley representative will verify the licensing
agreement that you purchased and an email will be returned to you with the appropriate
license code (soft key).

Copy and paste the license code from the email into the LICENSE KEYS text box on the
Licensing tab.

Click VALIDATE.

Click APPLY.

Select LICENSES from the LICENSE SERVER OPTION field’s drop-down list, and verify that
the required licenses appear in the LICENSE SUMMARY table.

If the proper license is not listed, or if you require further licenses, please contact our
Technical Support department (support@miranda.com).

To view the details of the license, select the license from the list and then select the
LICENSE DETAIL tab.

Click OK to close the Xmedia Server Control Panel window.

Restart the device’s panel or the application to verify that the licensing messages are
no longer displayed.
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Deallocating a fixed license

Fixed licenses are appropriate when a particular computer is dedicated to running the
Vertigo Suite applications, or when a particular device is dedicated as the main playout
machine. Licenses rarely need to be transferred or shared in these circumstances, but in
case they do, the Xmedia Server allows you to manually deallocate a fixed license up to
four (4) times. If you wish to deallocate a fixed license more than four times, you must
contact our Technical Support department.

To deallocate a fixed license from one computer and reassign it to another:

1. Open the XMEDIA SERVER CONTROL PANEL, by selecting VERTIGOXMEDIA
XMEDIASERVER from within the Windows Control Panel.

Select the LICENSING tab.

Select LICENSES from the LICENSE SERVER OPTION’s drop-down list.

On the LICENSE SUMMARY tab, select the license that is to be deallocated.
Select the LICENSE DETAIL tab.

Verify that the DEALLOC COUNT column value is greater than 0.

« If the value is greater than 0, then you may proceed to deallocate the license.

» If the value is 0, then you are not be permitted to deallocate the license and you
must contact our Technical Support team (supportemiranda . com) before you
can proceed any further.

7. Move the License Detail tab’s scroll bar to the right to display the COMPUTER, IP

ADDRESS, and MACHINE ID COLUMNS.

8. Right-click on the license detail row and select the DEALLOCATE command.

o ok whN

Checked Out| Computer

IP &ddress  [Machine I | Titne Stamp)
no Yy 7

10.2.43 5Ly

Deallocate

9. Confirm your intention to deallocate the license by clicking YES when the DEALLOCATE
dialog box appears.

! E Are you sure of Deallocating the license
L

Es {[u] |

The DEALLOC COUNT column value is reduced by one and the remaining columns will
remain empty until an application or device is launched and requests this license from
the Xmedia Server. At that point, the Xmedia Server will allocate the license to the
machine or device hosting the application.

Dealloc Count [ Checked Out| Computer IP Address | Machine I0
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9 LOGGING XMEDIA SERVER EVENTS

The Xmedia Server Control Panel’s LOGGING page (figure 9-1) allows you to set parameters
to create a logging criteria that records the status of Xmedia Server events while the XMS
Service is operating. The Xmedia Server events are recorded to a log text file
(XmediaServer*.1log), which allows you to determine whether the Xmedia Server is
being used correctly and it helps you to diagnose error conditions. In fact, our Technical
Support team will often ask its customers to send them the Xmedia Server’s log file to help
them troubleshoot any unexpected behavior that they may be experiencing with an Xmedia

Server.

Figure 9-1. The Xmedia Server Control Panel's Logging page

V[ NOTE

Xmediaserver Properties x|

Rutime Statistics | Propagaton | Pubishing | Workdiow |
. SptemPasmeles | Owos | Adomdn | XFTP |
General | Database | Repication | MOS | Licensing Logging | Service Corirol

Loglevel: [info -]

ng
[ vxmsTopLayer
wos

Selectlone
rLog
I Logto Console
Fiesize: [20 B Fiecourt [10
Explors Log Folder View Log
Cancel Apply

Be aware that logging may adversely affect your product’s performance, especially on air

performance. Therefore, we recommend enabling logging only when you are troubleshooting.
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Logging Xmedia Server events

The Xmedia Server’s Logging Levels and Debug Categories settings allow you to specify
the type and categories of events that you want to be recorded in the Xmedia Server log files.

LoG LEVEL

This sets the default log level used by all logging categories except those that have been
checked in the Debug Categories list. The choices are:

«  Error - Only log errors and essential operations.

*  Warn - Log unsuccessful operations that may indicate a problem (in addition to all
messages logged at the Error level).

* Info - (Default) Log important events that occur during normal conditions (in addition to
all messages logged at the Warn level).

It is recommended to set the Log Level to Info in order to provide enough information in
the logs to diagnose common problems without affecting performance.

Debug Categories

Select the types of debug logging (categories) that you would like to record in the Xmedia
Server log file:

*  GENERAL - General logging that does not fit under any other category.
*  DATABASE - Database connections

e PUBLISH - Publishing subsystem

*  REPLICATE - Replication subsystem

*  FILE - File handling

*  TcP - Network activities

*  Oxsox - Oxsox protocol communication

« INIT - Startup and process initialization

»  LICENSING - Vertigo Suite application licensing

*  SESSIONMANAGER - All connections to the Xmedia Server

» Validation - Logging records how the validation status was obtained for each of the
following events:
» ‘“verify playlist” elements in Xplay
« the R3 oxtel command
*  MOS rundown validation
* ValidationTiming - Records in the logs how long the validation of an asset takes to

execute, as well as detailing the duration of the different steps of the validation process.
The VALIDATIONTIMING setting must be selected in conjunction with the VALIDATION setting.

*  VxmsTcpLayer - Socket communication used by propagation and publishing is
logged.

*  Mos - Records MOS Redirection activity inside the Xmedia Server. This setting
provides additional logging to the MOS logging activities already recorded in the
vxmos.log file, which is enabled using the MOS LOGGING OPTIONS on the MOS tab (see
page 7-8).
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Log Destinations

The following settings allow you to manage and access the Xmedia Server log files on your
system.

Log D
[~ Logto Console

File Size: | 20 WB File Count: I 10

Explore Log Folder I View Log I

* LoG To coNsoLE: Currently not available for external use. The events are written to a
console for Grass Valley personnel to use for testing and debugging tasks.

*  FILE SIZE - Sets the maximum memory size for each log file created per run. The default
value is 20 MB.

*  FILE COUNT - Specifies the maximum number of XmediaServer* . log files that will
be stored. A large enough number should be chosen to store over a day's worth of logs.
This way if a problem happens the relevant log files will be available. Once the
maximum number of files is reached, the oldest log file will be replaced by a new one.
The default value is 10.

*  EXPLORE LOG FOLDER - Click this button to immediately open the folder that contains
all of the Vertigo Suite’s log files, including all of the existing Xmedia Server log files.
This is a quick way to access previous log files as well as the current log file. The path
to the Vertigo Suite’s Log folder is:

C:\Documents and Settings\All Users\Application Data\VertigoXmedia\Logs

*  VIEW LoG - Click this button to immediately open the current Xmedia Server log file in
Notepad.

P xmediaServer-0001-04292012-235339.log - Notepad =] |
Fie Edit Formab biew Help

04,/29/20012 23:53:33.889 [5636] FTPClient.cpp:l533 General DEBUG FTP HEADER IN — 227 Entering Passive Mode i’
(10,14,8,1,73, 54)

04,/20/2012 23:53:35.889 [5636] FTPClient.cpp:1623 General DEBUG FTP INFO — Trying 10.14.8.1...

04,29/2012 23:53:39.889 [5636] FTRClient.cpp:1623 General DEBUG FTP IMFO - connected

04,/29/2012 23:53:39.889 [5636] FTPClient.cpp:1623 General DEBUS FTP INFC - Connecting to 10.14.8.1

[5636] FTPClient.cpp:158% General DEBUG FTP HEADER OUT - TYPE A

[5636] FTPClient.cpp:1533 General DEBUS FTP HEADER IN — 200 Type Set 1o A.
[5836] FTPClient.cpp:158% General DEBUG FTP HEADER OUT - MOOP

[5636] FTPClient.cpp:1533 General DEBUG FTP HEADER IN — 200 NOOP command

3
0442072002 23:
successful,
04,/29/2012 23:53:39.889 [5636] FTPClient.cpp:1623 General DEBUS FTP INFC - RETR response: 200
04,/29,/20012 23:53:33.889 [5636] FTPClient.cpp:1623 General DEBUG FTP IMFO — Remembermg we are in dir
04,/29,/2002 23:53:30,889 [5636] FTPClient.cpp:1623 General DEBUG FTP INFO - Connection #0 to host 10.14.8.1

04,/29,/2012 23:53:30,889 [59636] FTPClient.cpp:278 General DEBUG FTPClient::retrieveRequestInfo - Primary IP
address := 10.14.8.1
04/29/2012 23:53:39.88% [35636] FTPClient.cpp:286 General DEBUG FTPClient::retrieveRequestInfo - FTP entry

path : media

OA/ZB/ZOlZ 23:53:3 [5636] FTPClient.cpp:284 General DEBUs FTPCTient::retrieverequestinfo - effective
tp:/10.10, 8 :L

04529/2012 23:53:39.880 [5636] FTPClient.cpp:299 General DEBUG FTPClient::retrieverequestInfo - Response

Code 1= 200

04/29/2012 23:53:39.889 [5636] FTPClient.cpp:303 General DEBUG FTRCIient::retrieverequestinfo - connection
error’ :=
04/29/2012 23:53:30.889 [5636] FTPClient.cpp:1585 General DEBUG FTP HEADER OUT - QUIT

04,/29/2012 [5636] FTPClient.cpp:1533 General DEBUG FTP HEADER IN — 221-vou have transferred o
s 1

04,/29,/2012 [4548] FTPClient.cpp:1533 eneral DEBUG FTP HEADER IM - 230 user media Togged in.

04,/29/2012 [4548] FTPClient.cpp:1589 General DEBUG FTP HEADER OUT - PWD

04,/29/2012 .88 [5636] FTPClient.cpp:1533 General DEBUG FTP HEADER IN - 221-Total traffic for this
session was 436 by‘tes in 0 transfers. |
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10 WORK ORDER WORKFLOW CONFIGURATION

The Vertigo Suite provides a fully integrated module for requesting, completing, tracking
and approving graphics work orders. The work order management system is based on a
standardized workflow that is configured using the Xmedia Server Control Panel’s
WORKFLOW page.

Although the Xmedia Server provides a default workflow (see page 10-3), we recommend
that you modify this workflow so that it represents the exact procedure by which work order
requests are created, completed, and approved within your organization. The customization
of the workflow is performed by adding, removing, and/or editing the WORKFLOW OPTIONS
that appear on the Xmedia Server Control Panel’'s Workflow page.

Another feature of the Xmedia Server Control Panel's Workflow page is the E-NOTIFICATION
workflow option, which allows the work order module to automatically send email alerts to
users when a job’s assignee is specified, or when a work order’s has transitioned to a new
state (see “Setting up E-Notifications” on page 10-35 more information).

The following sections describe work order workflow models and how to use the Xmedia
Server Control Panel’s Workflow page to configure a workflow that best meets your
organization’s needs:

*  “Xmedia Server Control Panel’'s Workflow options” on page 10-2
*  “Workflow models” on page 10-3

*  “Workflow option: States” on page 10-5

e “Workflow option: Permissions” on page 10-9

*  “Workflow option: Transitions” on page 10-13

*  “Workflow option: Priorities” on page 10-22

*  “Workflow option: Roles” on page 10-25

*  “Workflow option: Users” on page 10-30

V NOTE

This document’s coverage of work order management is limited to using Xmedia Server
Control Panel to configure a work order workflow. Information and instructions regarding
creating, completing, and approving work order requests are provided in the XPLORER USER
MANUAL and the XBUILDER USER MANUAL.
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Work Order workflow configuration

Xmedia Server Control Panel’s Workflow options

Selecting the WORKFLOW tab on the Xmedia Server Control Panel displays the WORKFLOW page.
The WORKFLOW page is a multi-view interface that allows you to configure the WORKFLOW
OPTIONS that are responsible for building the workflow that manages work order requests.

Selecting a Workflow option from the drop-down list changes the page’s view to display the
elements that belong to the option in the page’s main pane (figure 10-1).

Osox | Atomaton | x|
General | Dat n | MOS | Licensing | Loaging | Service Control |
pagation || Publsting Wordiow

Permizzions

E-Motifications

s | cosy

Figure 10-1. The Workflow option drop-down list controls the views of the Workflow page

The following table briefly describes each of the workflow options, while the remaining sections
of this chapter describe how to use the options to customize your work order workflow.

STATES States are the milestones during a workflow that indicate the work order’s
current stage of completion.

TRANSITIONS Transitions are the specific actions that are executed by users to advance the
work order from one state to the next.

ROLES Roles are groupings of permissions that allow users to perform the tasks
applicable to their job function.

USERS Each participant in the workflow has a user profile. Adding roles to a user’s
profile determines what functions the user is allowed to perform in the
workflow process.

PERMISSIONS Permissions grant users the authority to perform certain tasks or actions
within the workflow, like create or approve a job.

PRIORITIES Work orders can be assigned a priority classification to indicate the urgency
of the request.

E-NOTIFICATION | E-notifications automatically send email alerts to users when a job’s assignee
is specified or when a work order’s has transitioned to a new state.
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Work Order workflow configuration

Workflow models

The Xmedia Server Control Panel’s WORKFLOW page contains a default workflow model
that represents a realistic work order workflow. In some cases, the default workflow may

only require minor adjustments (i.e. add new users, or edit roles or permissions) to meet
your organization’s work order needs. The following diagram and descriptions identify the
states and transitions in the Xmedia Server’s default work order workflow.

1.

START: Work orders and jobs are requests made
to the graphics department from a journalist or a

producer for a new image or clip to be added to the
system. A placeholder is set on the page(s) where
the requested image or clip will eventually appear.

9

START

2. Pending Assignment: A journalist or producer Create job (without an Assignee)
can assign the job request immediately to a
specific person when the job is created (step1), or @
the person responsible for workload assignment —p Pending Create with
for the graphics department can assign the jobto a Assignment an Assignee
specific graphic artist.

3. In progress: The graphic artist who is assigned Reassign Assign
the job, either creates or locates the requested
image or clip and ingests it into the Xmedia Server.
They then submit the job for approval. @
If for some reason a reassignment of the job is > <
necessary, the job can be reassigned to another —p In Progress
assignee.

4. Pending Approval: The job that is submitted by Reject Submit
the graphic artist must be approved by the Art
Director to ensure that it meets all of the standards @
and requirements. Pendin
If the Art Director approves the job, then it is sent Approvgl
back to the journalist or producer to be sure thatit Reject
meets their requirements. App|rove
If the Art Director rejects the job, then the job is
resubmitted to the graphic artist for editing.

5. Complete: The journalist or producer who @
originally created the job must provide the final Complete
approval before the job is considered complete. If
the submitted job does not meet the requirements,
then it is rejected and sent back to the graphic Release
artist for editing.

6. Final: When the job is released by the journalist or @
producer who requested the job, the image or clip
automatically replaces all of the placeholders on FINAL
the pages that the job was linked to. The job is now
final and cannot be edited.
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Work Order workflow configuration

Simplifying the workflow model

While the default workflow described on page 10-3 represents a realistic work order

workflow, it may be too complex for a small or informal organization and a simpler workflow
may be required. In such a case, the default workflow’s options can be edited to any degree
to accommodate your organization’s needs.

Figure 10-2 demonstrates that the Xmedia Server’'s WORKFLOW OPTIONS can be simplified
to reflect work order workflow models that are as simple as a three-state (2 transitions)

workflow.

START

@

Create: When a journalist or a producer requires a new image or clip to be added
to the system, they create a work order and job request. A placeholder is set on
the page(s) where the requested image or clip will eventually appear.

The job is assigned job to a graphic artist who works on fulfilling the request.

The work order and job’s status goes from START to PENDING during this step.

Submit: Once the graphic artist has located/created and ingested the requested
image or clip into the system, they submit and complete the work order and job.
The work order and job’s status goes from PENDING to FINAL during this step.

Create

Pending

_} FINAL

©)

Submit
®

Figure 10-2. An example of a simplified work order workflow (3 states and 2 transitions)
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Workflow option: States

The workflow that is responsible for creating and filling work orders is broken-down into various
stages of completion called STATES. Each state is associated with TRANSITIONS (actions) that
advance the work order to the next state (stage of completion).

When STATES is selected from the WORKFLOW OPTION drop-down list, the Workflow page
displays the available states that have been defined for the current work order workflow.

I EE————
%]

System Parameters |  Oxsax |  Automaton | XFTP |
General | Database | Replication | MOS | Licensing | Logging | Service Control |
Runtime Statistics | Propagaon |  Publishing Worlflow

Workflow option: | States -

Name Description

Done

FINAL Ready for use.
In Progress Being processed.

Pending Created, in need of assignment
Pending Approval Awaiting artistic reviev.
START Just created

Properties Add Remove

O e

Figure 10-3. The States option displays a list of the current workflow’s states

Figure 10-3 and the following list identifies the workflow states that are present in the
Xmedia Server’s default workflow. Further details are also available on page 10-3.

START - The work order/job is created.

PENDING - The work order/job has been created, but has not yet been assigned to a user.
IN PROGRESS - The work order/job is currently being worked on.

PENDING APPROVAL - The work order/job has been submitted and is awaiting approval.
COMPLETE - The work order/job has been approved and is about to be released.

FINAL - The work order/job is ready to be used.

The following sections provide instructions for tasks for defining the workflow states,
including how to add, remove and edit states:

* “Adding a new state to the workflow” on page 10-6

«  “Editing a state’s properties” on page 10-7

*  “Removing a state from the workflow” on page 10-8
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Adding a new state to the workflow

To add a new state to the workflow:

1. Open the Xmedia Server Control Panel and select STATES from the WORKFLOW OPTION
drop-down list.

2. Click Abpp in the lower-right corner of the Workflow page.
The ADD A STATE dialog box appears (figure 10-4).

Add a State x|

State Details
Mame:

Description:

Add Carcel |

Figure 10-4. Add a state to the current workflow by assigning it a name and description

3. Type a name for the State in the NAME text box.

4. Type a brief description that identifies the purpose of the state in the DESCRIPTION text
box.

5. Click ApD.
The state isimmediately added to the AVAILABLE STATES list on the Workflow page, and
it can now be used to define a transition in the workflow (see page 10-13).
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Editing a state’s properties

To view and edit the properties of a state that already exists in the workflow:

1.

Open the Xmedia Server Control Panel and select STATES from the WORKFLOW OPTION
drop-down list.
Select the state that is to be edited from the AVAILABLE STATES list.

Click PROPERTIES in the lower-left corner of the Workflow page, or double click on the
state in the AVAILABLE STATES list.

The EDIT STATE dialog box appears (figure 10-5).

Editstate x|
State Details
Mame:

IIn Progress

[Drezcription:

|Being proceszed,

Save I Cancel |

Figure 10-5. The state properties that can be edited are Name and Description

Edit the state’s name and/or description by typing in the appropriate text boxes.
Click SAVE to apply the new properties to the state.

The edits to the state are immediately applied to the AVAILABLE STATES list on the
Workflow page, as well as to any use of that state in the workflow’s Transitions (see

page 10-13).
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Removing a state from the workflow

With the exception of the START and FINAL states which cannot be deleted, all other states
can be deleted from the workflow.

As the instructions below describe, deleting a state involves clicking the REMOVE button in
the lower-right corner of the Workflow page. Note that the REMOVE button is only enabled if
the state that is selected is not currently being used by a transition. In other words, a state
can only be deleted from the workflow if it is not actively assigned to a transition.

To remove and delete a state from the current workflow:

1. Open the Xmedia Server Control Panel and select STATES from the WORKFLOW OPTION
drop-down list.

2. Select the state that is to be deleted from the AVAILABLE STATES list.
3. Click REMOVE in the lower-right corner of the Workflow page.
The CoNFIRM DELETE dialog box appears (figure 10-6).

Confirm delete |

?/ ‘fou are about to delste a state,
\._

Do you wish to continue?

Figure 10-6. Select Yes to permanently delete the state from the workflow

4. Click YEs to permanently delete the state from the current workflow.

The state is immediately removed from the Available States list on the Workflow page.
As well, it is no longer available to be used to define a transition in the workflow (see

page 10-13).
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Workflow option: Permissions

Permissions grant the authority to perform specific tasks or actions within the workflow. Users
are assigned roles, and the roles are associated with permissions that grant the user the

authority to perform the tasks associated with the role.

When PERMISSIONS is selected from the WORKFLOW OPTION drop-down list, the Workflow page
displays the available permissions that have been defined for the current work order workflow.
Figure 10-7 and the following lists identifies the workflow permissions that are present in the

Xmedia Server’s default workflow.

*  ARTISTICAPPROVAL - Grants permission to approve/reject a completed job

»  ASSIGN - Grants permission to assign a pending job

*  COMPLETION - Grants permission to indicate job completion

*  WOCREATION -Grants permission to create a work order
*  WODELETION - Grants permission to delete a work order

*  WOJOBCREATION - Grants permission to create a work order job
«  WOUJOBDELETION - Grants permission to delete a work order job

Funtime Statistics | Propagston |  Publishing Wordlow

Workflow option: | Permissions. -

Hame Description

icApprov owed to approvelreject a complete
Assign Allovied to assign a pending job
JobCompletion Allowied to indicate job completion
WOCreation Allowied to create a work order
WODeletion Allowied to delete a workorder
WOJobCreation Allovied to create a workorder job
WOJobDeletion Allovied to delete a workorder job

Froperties Add Remove

1]
System Farameters | Owsox | Auomaton | XFTP |

General | Database | Replication | MOS | Licensing | Logging | Service Control |

’TI Cancel | Apply.

Figure 10-7. The Permissions option displays a list of the current workflow’s permissions

The following sections provide instructions for tasks that help you to define the permissions
for your workflow, including how to add, remove and edit permissions:

*  “Adding a new permission to the workflow” on page 10-10

»  “Editing a permission’s properties” on page 10-11

*  “Removing a permission from the workflow” on page 10-12

XMS Configuration Guide
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Adding a new permission to the workflow

To add a new permission to the workflow:

1. Open the Xmedia Server Control Panel and select PERMISSIONS from the WORKFLOW
OPTION drop-down list.

2. Click Abpp in the lower-right corner of the Workflow page.
The ADD A PERMISSION dialog box appears (figure 10-8).

E

Permizsion Details

hlame:

Description:

Al Cancel |

Figure 10-8. Add a permission to the current workflow by assigning it a name and description

3. Type a name for the permission in the NAME text box.

4. Type a brief description that identifies the purpose of the permission in the DESCRIPTION
text box.

5. Click ADD.
The permission is immediately added to the AVAILABLE PERMISSIONS list on the
Workflow page, and it can now be used to define roles and transitions in the workflow
(see page 10-25 and page 10-13).
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Editing a permission’s properties

To view and edit the properties of a permission that already exists in the workflow:

1. Open the Xmedia Server Control Panel and select PERMISSIONS from the WORKFLOW
OPTION drop-down list.

2. Select the permission that is to be edited from the AVAILABLE PERMISSIONS list.

3. Click PROPERTIES in the lower-left corner of the Workflow page, or double click on the
permission in the AVAILABLE PERMISSIONS list.

The EDIT PERMISSION dialog box appears (figure 10-9).

Edit permission x|

Permizsion Details

Iame:

| Azsigndob

Description:

| Allovwed to aszign a pending job

Save I Cancel

Figure 10-9. The permission’s properties that can be edited are Name and Description

4. Edit the permission’s name and/or description by typing in the appropriate text boxes.
5. Click SAVE to apply the new properties to the permission.
The edits to the permission are immediately applied to the AVAILABLE PERMISSIONS list
on the Workflow page, as well as to any transitions or role definitions that use the
permission (see page 10-25 and page 10-13).
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Removing a permission from the workflow

Note that the following system permissions cannot be deleted: WOCreation, WODeletion,
WOJobCreation, WOJobDeletion. However, all other permissions can be deleted from the
workflow if they are no longer desired.

Deleting a permission involves using the REMOVE button in the lower-right corner of the
Workflow page. Note that the REMOVE button is only enabled if the permission that is
selected is not currently assigned to a role or transition. In other words, a permission can
only be deleted from the workflow if it is not actively assigned to a role or transition.

To remove and delete a permission from the current workflow:

1. Open the Xmedia Server Control Panel and select PERMISSIONS from the WORKFLOW
OPTION drop-down list.

2. Select the permission that is to be deleted from the AVAILABLE PERMISSIONS list.
3. Click REMOVE in the lower-right corner of the Workflow page.
The CONFIRM DELETE dialog box appears (figure 10-10).

Confirm delete |

9 | Youare about to delete a permission.
‘-—‘/ Do you wish bo continue?

Yes Mo |

Figure 10-10. Select Yes to permanently delete the permission from the workflow

4. Click YEs to permanently delete the permission from the current workflow.
The permission is immediately removed from the AVAILABLE PERMISSIONS list on the
Workflow page. As well, it is no longer available to be used to assigned to transitions
or role definitions (see page 10-25 and page 10-13).
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Workflow option: Transitions

Transitions are the specific actions, like assign or approve, that are executed by users to
advance the work order from one state to the next. Transitions are made available only to
users who are assigned a specific role and permissions. They are created and configured
in the TRANSITIONS workflow option section of the XMEDIA SERVER CONTROL PANEL.

Figure 10-11 and the following list identifies the transitions that belong to the Xmedia
Server’s default workflow.

*  APPROVE - Advances the work order/job from PENDING APPROVAL to COMPLETE

*  ASSIGN - Advances the work order/job from PENDING to IN PROGRESS

*  CREATE - Automatic transition that advances the work order/job from START to PENDING
* REASSIGN - Reassigns a job to another qualified user during IN PROGRESS

*  REJECT - Returns the work order/job from COMPLETE back to IN PROGRESS

*  REJECT - Returns the work order/job from PENDING APPROVAL back to IN PROGRESS

*  RELEASE - Advances the work order/job from COMPLETE to FINAL

*  SuBMIT - Advances the work order/job from IN PROGRESS to PENDING APPROVAL

System Parameters

Runtime Statistics

ilable transitions.

XmediaServer Properties

Oxsox |

Propagation |

Automation |
General | Database | Replication | MOS | Licensing | Logging | Service Control |
Publishing

21|

XFTP

Wordlow

Workflow option: | Transtions -

[pprove
Assign
Creste
Reassign
Reject
Reject
Release
Submit

Froperties

Description
Approve job

‘Assign job for execution

Automatic transition
Reassign job to someons else

Reject job
Reject job
Final approval

Submit for approval

Add Remove

o]

Cancel |

Apply

Figure 10-11. The default workflow’s transitions

The following sections describe how to add and remove transitions from a workflow, as well
as how to define the properties associated with a transition:

*  “Transition properties and permissions” on page 10-14

¢ “Adding a new transition to the workflow” on page 10-18

«  “Editing a transition’s properties and permissions” on page 10-20

*  “Deleting a transition from the workflow” on page 10-21
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Transition properties and permissions

A transition’s properties are initially defined when the transition is created using the NEw
TRANSITION dialog box (see “Adding a new transition to the workflow” on page 10-18). Once
the transition has been created you can view or edit the transition’s properties and
permission assignment in the TRANSITION PROPERTIES dialog box (see “Editing a transition’s
properties and permissions” on page 10-20).

The TRANSITION PROPERTIES dialog box is accessed by:
*  Double-clicking the transition’s name in the AVAILABLE TRANSITIONS list
Or,

*  Selecting the transition’s name and then clicking the PROPERTIES button in the lower-
left corner of the Workflow page’s Transition view.

Transition Properties 2|

Transition | Pemissions |

i~ Tranzition Detailz

hame:

De=zcription: I Reaszsign job to someons else

Transition States
’V From: I\n Progress j Ta: Iln Progress j
i~ Options
Transition type: IAsswgn j
Target role [ arapicartist |
Assignee hint type: |Reqwred |
Detault assignee: I j

Dizplay order: 1 -
oK I Cancel | Spply |

Figure 10-12. The Transition Properties dialog box

A transition is defined by the properties values set on the TRANSITION tab. These properties
not only affect the transition’s behavior, but they also determine the features and behavior
of the Work Order window in the Vertigo Suite applications. Meanwhile, the PERMISSIONS
tab allows you to add permissions to the transition to determine who can execute the
transition.

The following sections provide more information about the settings and use of these two
Transition Properties tabs:

*  “Transition tab settings” on page 10-15

*  “Permissions tab” on page 10-17
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Transition tab settings

The following table describes each of the settings that are found on the TRANSITION tab of
the TRANSITION PROPERTIES dialog box. These descriptions also explain the affect that the
settings have on the appearance and behavior of the transition buttons that appear on the
Work Order and jobs windows in the Vertigo Suite applications.

Name The name of the transition. The name should clearly identify the function of the
transition, like ASSIGN, APPROVE, or REJECT. The exact name is used to label the
TRANSITION button on the Work Order and Jobs windows in the Vertigo Suite
applications.

Description A brief description of the function or purpose of the transition. For example, the

description of the SUBMIT transition is SUBMIT FOR APPROVAL. This text is
displayed when you hover your mouse’s pointer over a TRANSITION button in the
JoB window.

Transition States

Specifies between which two states the transition can be executed. For
example, in the default workflow the APPROVE transition can only be launched
between the APPROVAL PENDING state (FROM) and the COMPLETE state (TO).

The FROM setting also determines during which state the transition button will
be displayed on the Work Order or Jobs windows in the application. For
example, the APPROVE transition button will only be displayed when the job’s
state is APPROVAL PENDING. Note that the button is displayed, but it will only be
enabled if the currently logged in user has the proper permissions for approving
jobs, otherwise it is greyed out.

Note: Each state can only be assigned to a maximum of three (3) transitions.

Transition type

The transition type settings determine the button format (icon) that will represent
the transition at the top of the Work Order or Jobs windows in the application.

Select one of the following predefined button formats and the button will consist
of the given name and the icon associated with the TRANSITION TYPE setting:

*  ACCEPT =
e ASSIGN =
* OTHER =

* REJECT = E
*  SuBMIT =

XMS Configuration Guide
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Target role

Identifies the role that will be assigned to the job after the transition is executed.
If the assignee is specified during the transition, the assignee must have this
role to be able to proceed. See “Permissions tab” on page 10-17 for related
information.

Assignee hint type

This property provides you with the option to have a dialog box appear in the
application’s Work Order or Jobs windows that allows you to specify which user
the work order or job will be assigned to after the transition has been executed.

CREATOR: The ASSIGNEE field already displays in the dialog box the name
of the user who originally created the job. You can leave the assignee as is,
or select another user’s name from the drop-down list. Note that only the
name of the people that were assigned the same role as the one specified
in the TARGET ROLE property appear in the list.

DErFAULT: Not implemented yet. No dialog box appears and the job
continues immediately to the next state with the assignee specified as the
user set in the DEFAULT ASSIGNEE property.

NoT REQUIRED: No dialog box appears and the job continues immediately
to the next state without an assignee specified (i.e. NONE).

REQUIRED: A dialog box appears in the application, but the ASSIGNEE field
is empty. You must select a user’s name from the drop-down list. Note that
only the name of the people that were assigned the same role as the one
specified in the TARGET ROLE property appear in the list.

SUBMITTER: A dialog box appears in the application and the ASSIGNEE field
is already displays the name of the logged in user who is submitting the job.
You can leave the ASSIGNEE as is, or select another user’s name from the
drop-down list. Note that only the name of the people that were assigned

the same role as the one specified in the TARGET ROLE property appear in
the list.

Default assignee

Not implemented yet. Displays a list of users. If the ASSIGNEE HINT TYPE property
is set to DEFAULT, then the user selected in this property will automatically be
assigned the job when the transition is executed.

Display order Determines the displayed order of the transition buttons at the top of the Work
Order or Jobs windows. 1 positions the button as the first button (left) and 2
positions the button as the second button (right).
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Permissions tab

The PERMISSION tab on the TRANSITION PROPERTIES dialog box displays the permissions
that have been assigned to the transition (figure 10-13). The permissions ensure that only
certain users are able to use the transition to move the work order or job from one state to

another.

Transition Properties 2] x|

Transiion  Permissions |

Paime | Description
Assignioh ‘Allowed 1o assign = pending ok

Ardl... Remove
0K | Ceneel || s |

Figure 10-13. The Transition’s permissions determine which users have access to the transaction

Before you can add permissions to the Transition, the permissions must be created and
defined on the Workflow page’s PERMISSIONS view (see “Workflow option: Permissions” on
page 10-9). Once the necessary permissions have been created, you can add them to the
Transition by following the directions on page 10-19.
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Adding a new transition to the workflow

To add a new transition to the workflow:

1.  Open the Xmedia Server Control Panel and select TRANSITIONS from the WORKFLOW
OPTION drop-down list.

2. Click Abpp in the lower-right corner of the Workflow page.
The NEW TRANSITION dialog box appears (figure 10-14).

T
~Transtion Detait
Neme: |
Description: |
Transition States
’7 From: | = o= =l

~Optiars

Transtion type: -
Target role -
Assignee hint type: =
Detautt assignse: -
Display order: 1 -

Figure 10-14. Specify the properties of a new transition in the New Transition dialog box

3. Define the transition by completing the new transition’s properties. See page 10-20 for
a description of each of the transition property fields.

4. Click AppD.

The transition is immediately added to the AVAILABLE TRANSITIONS list on the Workflow page.
5. Double-click on the new transition’s name in the AVAILABLE TRANSITIONS list.

The TRANSITION PROPERTIES dialog box appears (figure 10-15).

Transition Properties | 5‘

Transkion | Permissions |
[~ Transition Details

Mame:

Description: | Reassian job to someone else

Transtion Stat
[Frnm I e e | |
~Options
Transition type: aasign -
Target role Graphicarist =
Assignee hint type: |Reciredt -
Defastassgne | =]
Display order: 1 ~

ok | codl | eomb |

Figure 10-15. The Permissions tab allows you to add permissions to the new transition
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6. Select the PERMISSIONS tab and add permissions to the transition. These permissions
ensure that only users that have been granted specific permissions are able to use the
transition to move the work order or job from one state to the other.

7. Click Apb.
The ADD PERMISSIONS TO TRANSITION dialog box appears (figure 10-16).

Add permission to transition x|

~ Available permissions

ame [ Descrigtion |
ArtisticApproval Allowed o aporaveldisanar
Crestedah Allowed to ereste @ wark o
JohCompletion Allowed to indicete job com
WOCregtion Allowed to creste @ work o
AODeletion Allowed to delete @ workore
WOohCreetion Allowed o creste a workon
WO oDeletion Allowed to delete @ workors

Figure 10-16. Select the permissions that are to be added to the transition

8. Select the permission(s) that will restrict the use of this transition to specific roles/users.
To select multiple permissions, press the SHIFT key as you click on each item for
consecutive selections, or press the CTRL key to select a grouping of non-consecutive

permissions.

9. Click Abb and the selected permissions are added immediately to the transition’s
properties.

10. Click OK.
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Editing a transition’s properties and permissions

To edit an existing transition’s properties and/or permissions:

1.  Open the Xmedia Server Control Panel and select TRANSITIONS from the WORKFLOW
OPTION drop-down list.

2. Select the transition that is to be edited from the AVAILABLE TRANSITIONS list.

3. Click PROPERTIES in the lower-left corner of the Workflow page, or double click on the
transition in the AVAILABLE TRANSITIONS list.
The TRANSITION PROPERTIES dialog box appears (figure 10-17), which displays the
transition’s settings and permissions on the two tabs: TRANSITION and PERMISSION.

Transition Properties 2 x|

Transition | Permissions |

-~ Transition Details

Mame:

Description: | Reassian ok to someone else

Transition Stat ‘

’7Fr0m [nProgress =] To [nProgress x|

~Option
Transtentiype  |Assn <]
Target role: = |
Assignee hirt type: |Resired -
Defalt assignes: l—;[
Displayorder: |1 7]

0K | Concel || imi |

Figure 10-17. The Transition Properties dialog box

4. If necessary, edit the settings on the TRANSITION tab (see “Transition tab settings” on
page 10-15 for a description of each setting).

5. If any edits were made on the TRANSITION tab, click the APPLY button.
If necessary, add or remove permissions from the PERMISSIONS tab.
7. Click OK to apply the edits and close the TRANSITION PROPERTIES dialog box.

o
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Deleting a transition from the workflow

Any transition can be deleted from the workflow, except those that use the START state. As
described below, deleting a transition involves using the REMOVE button in the lower-right
corner of the Workflow page.

To remove and delete a permission from the current workflow:

1. Open the Xmedia Server Control Panel and select TRANSITIONS from the WORKFLOW OPTION
drop-down list.

2. Select the transition that is to be deleted from the AVAILABLE TRANSITIONS list.
3. Click REMOVE in the lower-right corner of the Workflow page.
The CoNFIRM DELETE dialog box appears (figure 10-10).

Confirm delete |

? ¥ou are about bo delete a transition,
*-“/ Do you wish ko continue?

Yes o

Figure 10-18. Select Yes to permanently delete the transition from the workflow

4. Click YEs to permanently delete the transition from the current workflow.

The transition is immediately removed from the AVAILABLE TRANSITIONS list on the
Workflow page.
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Workflow option: Priorities

Work orders can be assigned a priority classification to indicate the urgency of the request.
In situations where several orders are pending completion, the work order’s priority will
suggest which should be completed immediately and which can wait.

Figure 10-19 identifies the priorities that are present in the Xmedia Server’s default
workflow. Although these default priorities suggest degrees of urgency, it is completely up
to your organization to define the meaning and assignment of these priorities to work

orders.
Sysiem Parameters | Owsox | Auomaon | XFTP |
General | Database | Replication | MOS | Licensing | Loaging | Service Control |
Runiime Statisics | Propagation | Publishing Workdlow
Worktow opor: | ~
~ Available pr =
= = [iom 1 Mame I Drescription I Defauft
ame escription efau -
— i 1 HIGH higgh
Low low Ly lovwy
MORMAL normal - 1 MORMAL normal -
JJHGENT urgent a
el T URGENT urgent
FProperties Add Remaye:

O e

Figure 10-19. The default workflow’s work order priorities

You can set a default priority for all new work order by clicking within the DEFAULT column
of the priority that you want to become the default. This places a check-mark in the row to
identify it as the default priority. A work order’s priority can always be changed later in the
application’s Work Order window.

The following sections provide instructions for creating additional priorities or remove
existing priority categories to meet your organization’s needs:

¢ “Adding a new priority to the workflow” on page 10-23

»  “Deleting an existing priority from the workflow” on page 10-24
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Adding a new priority to the workflow

To add a new priority category to the existing workflow:

1. Open the Xmedia Server Control Panel and select PRIORITIES from the WORKFLOW
OPTION drop-down list.

2. Click Abpp in the lower-right corner of the Workflow page.
The ADD A PRIORITY dialog box appears (figure 10-20).

X

Priority Details

Mame:

Description;

Al Cancel

Figure 10-20. Use the Add a Priority dialog box to define a new work order priority

3. Type a name for the priority in the NAME text box.

Type a brief description that identifies the purpose of the priority in the DESCRIPTION text box.
5. Click App.

The new priority is immediately added to the AVAILABLE PRIORITIES list. The new priority
will also be available in the application’s Work Order window’s PRIORITY drop-down list.

»
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Deleting an existing priority from the workflow

A priority cannot be deleted from the workflow if:

»  the priority is the default priority (as indicated by the check mark in the AVAILABLE
PRIORITIES list).

«  the priority is currently being used by an existing work order

If either of these conditions is true, then the REMOVE button on the Workflow page’s
Priorities view is disabled (greyed out). However, if neither of the two conditions is true, then
you can use the procedure below to delete the priority from the workflow.

To remove and delete a priority from the current workflow:

1. Open the Xmedia Server Control Panel and select PRIORITIES from the WORKFLOW OPTION
drop-down list.

2. Select the priority that is to be deleted from the AVAILABLE PRIORITIES list.
3. Click REMOVE in the lower-right corner of the Workflow page.
The CoNFIRM DELETE dialog box appears (figure 10-21).

Confirm delete x|

P | You are about to delete a priority.
2 Do you wish to continue?®

[=1_»

Figure 10-21. Select Yes to permanently delete the priority from the workflow

4. Click YEs to permanently delete the priority from the current workflow.
The priority is immediately removed from the AVAILABLE PRIORITIES list on the Workflow
page and it is no longer be available in the application’s Work Order window’s PRIORITY
drop-down list.
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Workflow option: Roles

There are some actions within the work order workflow, like approving a job, that you will
want to restrict to a certain group of people. Rather than assigning individual permissions
to each user, you can create groupings of permissions, called roles. Roles allow users to
perform the tasks applicable to their job function.

For example, the two roles listed below contain permissions that are relevant to the job
functions within a graphics department.

Role: Graphic Artist Role: Art Supervisor
P1 - Create work order P1 - Assign staff
P2 - Ingest graphics P2 - Delete work order

P3 - Approve work order
P4 - Finalize work order

These roles can then be assigned to individual users who require specific permissions to
perform their job functions (John and Jill). Note that roles also allow you to easily expand a
user’s permissions by assigning them additional roles (Jim), rather than additional
permissions.

* John is a graphic artist who has been assigned the Graphic Artist role.

« Jimis ateam leader who needs the permissions associated with both the Graphic Artist
and Supervisor roles.

« Jillis the Art Director and she only needs the permissions associated with the
Supervisor role.

The following sections provide instructions for creating new roles, removing existing roles,
and editing an existing role’s properties and permissions:

*  “Adding a new role to the workflow” on page 10-26

«  “Editing an existing role’s properties and permissions” on page 10-28

*  “Deleting a role from the workflow” on page 10-29
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Adding a new role to the workflow

Prior to adding a new role to the workflow, we recommend that you verify that the required
permissions have been added to the workflow. These permissions should grant users
access to the components of the workflow that will allow them to perform their job function
(see “Workflow option: Permissions” on page 10-9).

Since users can be assigned multiple roles, it may be unnecessary to add a new role to the
workflow when editing an existing role might be sufficient. Therefore, we also recommend
that you review the roles that already exist in the workflow before adding a new role.

To add a new role to the workflow:
1. Open the Xmedia Server Control Panel and select ROLEs from the WORKFLOW OPTION
drop-down list.
2. Click App in the lower-right corner of the Workflow page.
The ADD A ROLE dialog box appears (figure 10-22).
X

Rale name:

Role description

Creste
Figure 10-22. Provide a name and description for the new role

3. Type a name for the Role in the ROLE NAME text box. Note that roles are generally
named after departments or staff positions within the organization that contribute or
oversee the creation and completion of graphics requests (i.e. producer, graphic
artists, art director...etc).

4. Type a brief description of the role in the ROLE DESCRIPTION text box.
5. Click CREATE.

The role is immediately added to the AVAILABLE ROLES list on the Workflow page.
6. Double-click on the new role’s name in the AVAILABLE ROLES list.

The RoLE PROPERTIES dialog box appears (figure 10-23).

Cancel Al
Figure 10-23. Add permissions assignment to the role using the Role Properties dialog box
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7. Select the PERMISSIONS tab and add permissions to the role. Users with this role are
granted these permissions, which allow them to perform their job functions within the
workflow.

8. Click Apb.
The ADD PERMISSIONS TO ROLE dialog box appears (figure 10-24).

Add permissions to role |

~ Aullable permissions

Pame | pescription

Crestedon Allewed o crete @ work or
JobCompletion Allewed to indicete job com;
WOCreation Allowed to create @ wark or
WODeletion Allowed to delete @ workore
WOakCreation Allowed to creste a workor
WOJakDeletion Allowed to delste & workore

Figure 10-24. Select the permissions that are to be added to the role

9. Select the permission(s) that are to be added to the role. To select multiple
permissions, press the SHIFT key as you click on each item for consecutive selections,
or press the CTRL key to select a grouping of non-consecutive permissions.

V NOTE

Users can be assigned one or more roles. Therefore, it is unnecessary to duplicate a
specific set of permissions in one role if another role already contains the exact set of
permissions.

10. Click ApD and the selected permissions are added immediately to the role’s properties.
11. Click OK.
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Editing an existing role’s properties and permissions

To edit an existing role’s properties and/or permissions:

1. Open the Xmedia Server Control Panel and select ROLES from the WORKFLOW OPTION
drop-down list.

2. Select the role that is to be edited from the AVAILABLE ROLES list.

3. Click the PROPERTIES button in the lower-left corner of the Workflow page, or double
click on the role in the AVAILABLE ROLES list.

The ROLE PROPERTIES dialog box appears (figure 10-25), which displays the role’s
settings and permissions on the two tabs: ROLE and PERMISSIONS.

Fiole | Permissians |

- Role Details

Role name:

FRole description.

Owersses graphic artists

ok | cencel | i |

Figure 10-25. The Role Properties dialog box

4. Optional: Edit the ROLE NAME and/or ROLE DESCRIPTION settings on the ROLE tab and
then click APPLY.
5. Optional: Add additional permissions to the role.
a. Select the PERMISSIONS tab.
b. Click App.
The ADD PERMISSIONS TO ROLE dialog box appears

c. Select the permission(s) that are to be added to the role. To select multiple
permissions, press the SHIFT key as you click on each item for consecutive
selections, or press the CTRL key to select a grouping of non-consecutive
permissions.

d. Click Abpbp and the selected permissions are added immediately to the role’s
properties.

6. Optional: Remove permissions from the role.

a. Select the permission(s) that are to be removed from the role. To select multiple
permissions, press the SHIFT key as you click on each item for consecutive
selections, or press the CTRL key to select a grouping of non-consecutive
permissions.

b. Click REMOVE.

The permissions are removed immediately from the role’s Permissions tab.
7. Click OK to apply the edits and close the ROLE PROPERTIES dialog box.
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Deleting a role from the workflow

A role cannot be deleted from the workflow if the role is still assigned to a user or it is
currently associated with a transition in the workflow. If either of these conditions is true,
then the REMOVE button on the Workflow page’s Roles view is disabled (greyed out).
However, if neither of the two conditions is true, then you can use the procedure below to
delete the priority from the workflow.

To remove and delete a role from the current workflow:

1. Open the Xmedia Server Control Panel and select ROLES from the Workflow option drop-
down list.

2. Select the role that is to be deleted from the AVAILABLE ROLES list.
3. Click REMOVE in the lower-right corner of the Workflow page.
The CONFIRM DELETE dialog box appears (figure 10-26).

Confirm delete x|

P You are about to delete a role,
‘*'./ Do you wish bo conbinue?

[=1_»

Figure 10-26. Select Yes to permanently delete the role from the workflow

4. Click YEs to permanently delete the role from the current workflow.

The role is immediately removed from the AVAILABLE ROLES list on the Workflow page
and it is no longer be available to be assigned to users or transitions.
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Workflow option: Users

Only people with a registered user profile can participate in the work order workflow. User
profiles consist of a user name and password. Each user is assigned a role (or many roles),
which determines what functions the user is allowed to perform in the workflow process.

For example, figure 10-27 demonstrates the need for user profiles to be created to allow
John, Jim, and Jill to participate in the work order workflow.

» Johnis a graphic artist whose user profile will be associated with the Graphic Artist role.
The permissions associated with this role only grant John access to the workflow tasks
and components that are relevant to his job functions.

« Jimis ateam leader who needs the permissions associated with both the Graphic Artist
and Supervisor roles. Therefore, both roles will be added to Jim’s user profile.

« Jillis the Art Director and she only needs the permissions associated with the
Supervisor role.

Role: Graphic Artist

User: John (Graphic Artist) < P1 - Create work order
P2 - Ingest graphics

User: Jim (Team Leader)

Role: Art Supervisor
P1 - Assign staff

User: Jill (Art Director) «¢ P2 - Delete work order
P3 - Approve work order
P4 - Finalize work order

Figure 10-27. Assign roles to users so that they can perform their job functions within the workflow

The following sections provide instructions for creating new user profiles, removing existing
users, and editing an existing user’s properties and roles:

*  “Add a new user to the workflow” on page 10-31

«  “Edit a user’s workflow properties and/or roles” on page 10-33

*  “Deleting a user from the workflow” on page 10-34
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Add a new user to the workflow

To add a new user to the workflow:

1. Open the Xmedia Server Control Panel and select USERS from the WORKFLOW OPTION
drop-down list.

2. Click Abpp in the lower-right corner of the Workflow page.
The ADD A NEW USER dialog box appears (figure 10-28).

£

~User Detailz

User name: I |

Full name: I

Email address: I—
~Passward

Mew passwiord: I

Confirm password, I

Figure 10-28. Add a new user to the workflow by creating a user profile

3. Complete the USER DETAILS fields by typing a user name, full name, and email address
for the new user.

4. Optional: Type and confirm a password for the user profile. The password adds an level
of security to assure that the person using the user profile is authentic.

5. Click CREATE.
The User profile is immediately added to the AVAILABLE USERS list on the Workflow page.
6. Double-click on the new user’s name in the AVAILABLE USERS list.

The USER PROPERTIES dialog box appears (figure 10-29), which features two tabs: GENERAL
and ROLES. The GENERAL tab displays the USER DETAILS that you specified earlier.

[oser Proveries T

General | Rales |

® JDOE
r~User Details
Full name: John Doe
Email address: Idoed@miranda.com

Change Passward

0k | Comcel | Aepy |

Figure 10-29. The User Properties dialog box’s General tab displays the User Details
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7. Select the ROLES tab. The Roles tab displays the roles that have been assigned to the user.
8. Click App.
The ADD ROLES TO USER dialog box appears (figure 10-30).

Add roles to user x|
[ Available rol

Hame | Deserigtian |
Admiristrator Administrator
AlcrestesndDelsts WoDsletion, WOCrestion, Vi
AnDirsctor Oversses oraphic artists
GraphicArist Graphical creation talent
Journalist Author, requsstor of orders
testt biaft-blah

Figure 10-30. Select the roles that you want to add to the user’s profile

9. Select the role(s) that are to be added to the user profile. To select multiple roles, press
the SHIFT key as you click on each item for consecutive selections, or press the CTRL
key to select a grouping of non-consecutive roles.

10. Click Abp and the selected roles are added immediately to the user’s roles list.
11. Click OK and the USER PROPERTIES dialog box closes.
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Edit a user’s workflow properties and/or roles

To edit an existing user’s properties and/or roles:

1. Open the Xmedia Server Control Panel and select USERS from the WORKFLOW OPTION
drop-down list.

2. Select the user profile that is to be edited from the AVAILABLE USERS list.

3. Click PROPERTIES in the lower-left corner of the Workflow page, or double click on the
user’s login name in the AVAILABLE USERS list.
The USER PROPERTIES dialog box appears (figure 10-25), which displays the user’s
details and roles on the two tabs: GENERAL and ROLES.

User Properties 21

General | Fokes |

® JDCE
Liser Detail
Full name: John Doe:
Emal adtiress: jdos@miranda com

~Change Pa

Newpsssword | ewewwses
Contirm passwartt | wewesees| |

[ o6 | cool | oo |

Figure 10-31. The User Properties dialog box

4. Optional: Edit the USER DETAILS or change the password on the GENERAL tab and then
click APPLY.
5. Optional: Add additional permissions to the role.
a. Select the ROLES tab.
b. Click App.
The ADD ROLES TO USER dialog box appears.

c. Select the role(s) that are to be added to the user profile. To select multiple roles,
press the SHIFT key as you click on each item for consecutive selections, or press
the CTRL key to select a grouping of non-consecutive roles.

d. Click Abbp and the selected roles are added immediately to the user’s role list.

6. Optional: Remove roles from the user profile.

a. Select the role(s) that are to be removed from the user profile’s ROLES tab. To
select multiple roles, press the SHIFT key as you click on each item for
consecutive selections, or press the CTRL key to select a grouping of non-
consecutive roles.

b. Click REMOVE.

The roles are removed immediately from the user’s ROLES tab.
7. Click OK to apply the edits and close the USER PROPERTIES dialog box.
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Deleting a user from the workflow

A user profile can only be deleted from the workflow if the user is not currently assigned to
a job. As well, the workflow’s AVAILABLE USERS list must always contain at least one user
profile. The REMOVE button on the Workflow page’s Users view is disabled (greyed out)
when you are unable to delete a user because of the above two conditions.

To delete a user profile from the current workflow:

1. Open the Xmedia Server Control Panel and select USERS from the WORKFLOW OPTION drop-
down list.

2. Select the user that is to be deleted from the AVAILABLE USERS list.
3. Click REMOVE in the lower-right corner of the Workflow page.
The CONFIRM DELETE dialog box appears (figure 10-32).

Confirm delete x|

? You are about bo delete a user,
‘-—‘./ Da you wish ko continue?

= ]_w

Figure 10-32. Select Yes to permanently delete the user profile from the workflow

4. Click YEs to permanently delete the user profile from the current workflow.

The user profile is immediately removed from the AVAILABLE USERS list on the Workflow
page and it is no longer be available to be used in the DEFAULT ASSIGNEE field of the
Transitions page.
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Setting up E-Notifications

The Workflow page’s E-NOTIFICATIONS workflow option (figure 10-33) allows you to
configure the Xmedia Server to automatically send an email to alert specific workflow users
when a job’s assignee is specified, or when a work order’s state has changed.

XmediaServer Properties
System Parameters | Owsmx | Adomaon | XFTP

General | Database | Replication | MOS | Licensing | Loaging | Service Control |

Runtime Statistics | Propagaon |  Publishing Warldlow

Workflow option: | EXIOT Y

21%]

ion Par

SNTPserver: |

“From” field: [

State change template e-mait .
Job assignment template e-mail:

- User Per Stats

State [ user |

Complete
FINAL

Pending Approval
In Progress
Pending

Eclft E-List Glear E-List

’TI Cancel | Apply

Figure 10-33. The Workflow page’s E-Notifications workflow option

To configure the E-NOTIFICATIONS workflow option:

1. Create the email template files for the state change and/or job assignment notifications.
See “Setting the Notification Parameters” on page 10-37 for detailed instructions.

2. Set the NOTIFICATION PARAMETERS on the workflow’s E-NOTIFICATION page. See
“Setting the Notification Parameters” on page 10-37 for detailed instructions.

3. Create an email recipient list to establish which workflow users will receive an email
alert when a work order’s state is changed. See “Creating an E-List for each state
change notification” on page 10-38 for detailed instructions.

V NOTE

Additional instructions for editing a state’s email list (i.e. adding or removing users from the
list) are provided in “Editing a state change notification’s E-List” on page 10-40.

XMS Configuration Guide
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Creating the email template files for E-Notifications

Prior to being able to use the e-natification system, you must first create the email template
text files for the state change and job assignment notifications.

Using Notepad, you must create two (2) separate template text files and save them in a
directory that is accessible to the Xmedia Server:

. StateEmailTpl.txt

* AssignEmailTpl.txt

The first line of each of the template files will be used to populate the email notification’s
subject line. The body of the assignment and state notification templates can use the
following tokens, which are replaced by values when a transition is launched:

*  %job_name

*  %job_title

*  %job_comments

*  %wo_summary

*  %wo_name

*  %wo_due_dt

*  Y%assignee_user_id

*  %assignee_user_name

*  %job_target_state_name

Example of a State Change Template (StateEmailTpl.txt)

State change!

job name = %job_name

job_title = %job_title
job_comments = %job_comments
WO_summary = $WO_summary
WO_name = %wO_name

wo_due dt = %wo_due dt

assignee user id = %assignee user id
assignee_user_name = %assignee_user_name

job_target state name = %job_target state name

Example of a Job Assignment Template (AssignEmailTpl.txt)

Job Assignment!

job name = %job_name
job_title = %job_title
job_comments = %Jjob_comments
WO_summary = %wWO_summary
WO_name = %wWO_name

wo_due dt $wo_due dt

assignee user id %assignee user id
assignee_user_name = %assignee_user_name
job_target state name %Jjob_target state name
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Setting the Notification Parameters

Once the assignment and state notification template text files have been created and
saved, you must set the NOTIFICATION PARAMETERS (figure 10-34).

2lx|
e

e =
e L — Notification Parameters

SMTP server: I ca-ops-mail
“From:” field: I Work Order Administrator
State change template e-mail: | Chwo\StateEmailTpl bt

—
]

Job assignment template e-mail: | Chwo\StateEmailTpl. bt

Figure 10-34. Set the Notification Parameters to configure the assignment and state E-Notifications

To set the NOTIFICATION PARAMETERS for the job assignment and state change

notification:
1. In the SMTP SERVER field, type the hostname of the SMTP server (e.g. ca-ops-
mail).
2. Inthe “FROM:” FIELD, type a string of text that identifies who the email notification is
from. This text will appear in the FROM line on the notification email.
Note: The XMS Service must be restarted for the string to be applied to the emails.
3. In the State change template e-mail field:
» Either type the exact directory path location of the state change template’s
text file.
Or,
» Click the Browse button :I and browse for the state change template’s
text file.
4. Inthe Job assignment template e-mail field:
« Either type the exact directory path location of the Job Assignment template’s
text file.
Or,
* Click the Browse button EI and browse for the Job Assignment template’s
text file.
5. Click APpPLY in the lower-right corner of the Xmedia Server Control Panel.
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Creating an E-List for each state change notification

The UseR NOTIFICATION PER STATE section of the E-NOTIFICATION workflow option page
(figure 10-35) allows you to create an email recipient list (E-LIST) for each of the states in
the workflow.

When a work order transitions to a new state, the users that are identified in the new state’s
E-List will receive an email alert concerning the state’s transition.

2|

ol Runtine Stalisics | Propagation | Publshing |
General | Database | Repicaon | MOS | Licensing | Logging |
arkflow System Parameters | Owor | Automation

Wiorkfiow option: [ E-MNoifications -

SwTP Server:  [caopsmail ~User Motification Per State
“From:*Field:['ork Order Agmiisirator
State Change
et . [cowostasEnaitpina — -
Job Assigrment li —— -
Templats Emai : | ¢ VAssignEnaiTplid L jnorris@@mirands com mikec@mirands com...

Complete mikecE@miranda.com
jnorrigig@mirands.com, mikecg@mirands.com...

In Progress
- Pending Jnorrisg@miranda.com

ronis@ m
Inertis@iranda. com,mikeci@riranta.com,
mikec@miranda. com
Jnerris@rmirands.commikec@riranda.com,
Inorris@rirancia com

EaElist | ClearEList
L e e = = = = = = = = = 4 Eciit E-List Clear E-List |
Cancel Apply

Figure 10-35. An E-List is created for each state in the workflow that lists the recipient users

V NOTE

As a prerequisites to creating an E-Notification E-List, all user recipients that are to be
added to the E-List must have a valid user profile in the workflow’s Users workflow option,
including a valid email address (see page 10-30). As well, all of the Notification Parameters
must be properly set on the E-Notification page (see page 10-37).

To create an E-List for a state:

1. Double-click on a state in the USER NOTIFICATION PER STATE section of the E-Notification
page.
The STATE-EMAIL MAPPING dialog box appears (figure 10-36).

State-Email Mapping x|

State name : I Pending Approval

To.| Ml Listl
Ok I Cancel |

Figure 10-36. The State-Email Mapping dialog box
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2. Click the MAIL LIST button [MeiList]. The LIST OF E-MAILS OF EXISTING USERS dialog box
appears (figure 10-37) and displays the email addresses of all of the users with
workflow user profiles.

List of e-mails of existing users il

—Mailing List

E-mails |
adming@miranda.com

jdoe@mirands.com

jnorrisE@miranca com

jszalaig@miranda com

mikeciE@miranda.com

mstnithiE@mir anda.com

Figure 10-37. Create the E-List by selecting user email addresses

3. Select the email addresses that are to be added to state’s e-notification. To select
multiple email addresses, press the SHIFT key as you click on each item for

consecutive selections, or press the CTRL key to select a grouping of non-consecutive
addresses.

4. Click OK and the selected email addresses immediately populate the To: field in the
STATE-EMAIL MAPPING dialog box.

5. Click OK and the selected email addresses are immediately displayed beside the
state’s name in the USER NOTIFICATION PER STATE section of the E-Notification page.

[ User Notification Per State

State

Pending Approval adminEmirands.com mir&ncka.comm,jn...
FIMAL

Complete

In Progress

Pending

Eciit E-List | Clear E-List

6. Repeatthe above steps for each of the state’s that require users to be notified of a work
order’s state change.
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Editing a state change notification’s E-List

The following sections provide instructions for adding or removing workflow users from a
state’s E-Notification email list (E-List):

*  “Adding additional users to the E-List” on page 10-40

¢ “Removing an individual user from the E-List” on page 10-41

*  “Clearing all of the users from the E-List” on page 10-41

Adding additional users to the E-List

To add additional users to a state’s E-list:
1. Open the state’s STATE-EMAIL MAPPING dialog box by either:
» Double-clicking on a state in the USER NOTIFICATION PER STATE section of the
E-Notification page.
Or,
» Selecting the state in the USER NOTIFICATION PER STATE section and then

clicking the EDIT E-LIST button [[eseda |.

2. Click the MAIL LIST button . The LIST OF E-MAILS OF EXISTING USERS dialog box
appears and displays the email addresses of all of the users with workflow user
profiles.

3. Select the email addresses that are to be added to state’s e-notification. To select
multiple email addresses, press the SHIFT key as you click on each item for
consecutive selections, or press the CTRL key to select a grouping of non-consecutive
addresses.

4. Click OK and the selected email addresses immediately populate the To: field in the
STATE-EMAIL MAPPING dialog box.

5. Click OK and the selected email addresses are immediately displayed beside the
state’s name in the USER NOTIFICATION PER STATE section of the E-Notification page.
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Removing an individual user from the E-List

To remove an individual user from a state’s E-list:
1.  Open the state’s STATE-EMAIL MAPPING dialog box by either:
» Double-clicking on a state in the USER NOTIFICATION PER STATE section of the
E-Notification page.
Or,
» Selecting the state in the USER NOTIFICATION PER STATE section and then

clicking the EDIT E-LIST button [ eea .

2. Select the entire email address of the user that you would like to remove from the E-List,
including the comma right before the first character in the address.

State-Email Mapping x|

State natme : I Pending Lpproval

Ta...: I jdoe@mirands comygeiiEE e eyl T alsif@mirands.com hdil Li31|
OK I Cancel |

3. Press the DELETE key on your keyboard and the email address is removed.

4. Click OK on the STATE-EMAIL MAPPING dialog box to apply the edit and close the dialog
box.

Clearing all of the users from the E-List

To remove all of the users from a state’s E-list:
1. Select the state in the USER NOTIFICATION PER STATE section and click the

CLEAR E-LIST button [cesEvst].

The DELETING STATE MAILING LIST dialog box appears (figure 10-38).

Deleteing State Mailing List |

‘ou are about the delete state mailing list For "Pending Appraval”.

?)
</

Do you wish ko continue?

es Mo I

Figure 10-38. Select Yes to immediately remove all of the users from the state’s E-List

2. Click YEs to immediately remove all of the current users from the state’s E-List.
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11 SETTING THE XMS SYSTEM PARAMETERS

The SYSTEM PARAMETERS page allows you to set the rate at which files are transferred
(ingested) into the Xmedia Server, at what time expired published and archived assets will
be purged from the target device and XMS storage respectively. You can also set the
system’s field rate on this page.

Runtime Statistcs | Propagation | Publishing | workilow
General | Database | Replication | MOS | Licensing | Logaing | Sewice Conal
System Paramsters Oxsox | Auomation | XFTP

[ Ingest Farameter

Throttle enabled : i

Throtls thioughputto: [ [ [mhit/smc]

10 50 100

- Expiation Parameters - iead at XMS startup only

Publish sxpire time [HH:MM] 13

Asset sxpite time (HH:MM) 1313 =

Sypstem field rate : B

xmediaServer Properties 2| xi

T =

Figure 11-1. The System Parameters page

The following sections describe each of the settings on the Xmedia Server Control Panel’s

System Parameter page:

»  “Setting the Ingest Parameters” on page 11-2

e “Setting the Expiration Parameters” on page 11-3

*  “Setting the System field rate” on page 11-4
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Setting the Ingest Parameters

The INGEST PARAMETERS on the SYSTEM PARAMETERS page allow you to control the rate at
which any binary data is ingested into Xmedia Server during a file transfer. The use of these
settings is optional and they are intended to be used in situations where the Xmedia Server is
running with an Intuition XG. By lowering the ingest throttle throughput you may be able to
avoid playout performance issues on the Intuition XG. The ingest throttle throughput is the rate
at which binary data is ingested into the Xmedia Server. It is reported in units of megabits per
second (mbits/sec).

Figure 11-2 demonstrates that you must select the THROTTLE ENABLED check box to activate
this feature. You can then set the ingest throttle throughput by sliding the THROTTLE
THROUGHPUT TO setting to a data rate within the range of 10 to 100 mbits/sec.

x|
Pubishing | Workfon |
ooy

Conirol |
~Ingest P. ters
o
1 > Thiattle enabled : v
(rbbises) ) Thrattle thraughput ta | J [mibit/zec)
7 10 50 100

& (HH:MM] E15
@ time [HH: MM 1313

System feld rate: 50

Cancel Apply.

Figure 11-2. The System Parameters page’s Ingest Parameters settings
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Setting the Expiration Parameters

When an asset is ingested into the Xmedia Server, you have the option of setting the ExPIRY
DATE and PusBLIsH LIFESPAN fields in the Vertigo Suite application’s INGEST window. These
settings help to conserve storage space on the Xmedia Server and its associated playout
devices by automatically deleting assets that are no longer needed.

«  ExPIRY DATE: The date when the asset will be automatically deleted from the main
Xmedia Server, secondary Xmedia Servers (hub & spoke model), as well as removing
the asset from the devices that it was published to.

»  PusLISH LIFESPAN: This value is used by the Xmedia Server to determine how long after
an asset has been published should it be removed from the playout device. The
Publish Lifespan value is set in days, it has a one (1) day grace period.

Although both of these settings specify when the individual asset is to be removed from the
Xmedia Server and devices, they do not specify the precise time of day when the Xmedia
Server will execute the action of purging all of the expired assets.

The EXPIRATION PARAMETERS on the Xmedia Server Control Panel’s SYSTEM PARAMETERS
page (figure11-3) allow you to set the precise time at which the Xmedia Server will execute
the action of purging all expired assets. Note that these parameters are read at XMS startup
only.

*  Publish expire time: Specifies the precise time at which the Xmedia Server will purge

assets that have been set to expire after they have been published. This expiry time
value is set in hours and minutes (HH:MM) and the default value is 2:00 AM.

» Asset expire time: Specifies the precise time at which the Xmedia Server will purge
expired assets that are stored in the Xmedia Server’s database or on its associated
devices. This expiry time value is set in hours and minutes (HH:MM) and the default
value is 3:00 AM.

General
ystem Parameters
~ Ingest
Thiotle enabled ~
Thiottle thioughput to [mbit/sec)
A E xpiration Parameters - Read at XMS startup anly
’-Expwalmn Parameters - Read at XMS startup nn\y4_I
| s, [EE > Publish expire time [HH:MM) : 0200 =
sset expite time (HHMM] 1313 L N =
Aszzet expire time [HH:MK] - 0200 j
System field rate 50 -
Cncel ||ty

Figure 11-3. The Expiration Parameters on the Xmedia Server Control Panel’'s System Parameters page
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Setting the XMS system parameters

Setting the System field rate

mediaServer Properties

The SYSTEM FIELD RATE setting on the SYSTEM PARAMETERS page (figure 11-4) allows you
to specify the frame rate at which scenes are intended to be played out. It also specifies
what zone the playout is intended for. Select one of the following settings from the drop-

down list:
e 50 Hertz for PAL
60 Hertz for NTSC

Rurtime Statistics | Propagation | Publising | Workliow |

General | Detabase | Feplcation | MOS | Licensing | Logging | Service Contol |

System Parameters Omsor | Auomaton | XFTP

g
Thioltle enabled &

Throtte throughput to (mbit/sec)
10

50 100

[~ Expiration Parameters - Read at XMS startup only

Publish expire time (HH:MM) 132

Asset expirs time (HH:MM) 1313 j

21X

Syste field rate 50 -
T | o

Figure 11-4. The System field rate setting
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12 OXSOX CONNECTION SETTINGS

Selecting the Xmedia Server Control Panel’'s OxSox tab allows you to configure the Xmedia
Server to communicate with master control and automation systems using the Oxsox
protocol. You can also set the logging options to record the OxSox activities to a log file.

XmediaServer Properties 2x|
Runtime Statistics I Fropagation I Fublishing I Workflow

Licensing | Logg\ngl Service Control
Automation I HFTP

Generall Databasel Replicati
System Parameters

Cwes0x Server Settings

Incoming connections pot: 5001 ¥ Enahble OXS0X

Enahle all categaries: I~

'TI Cancel | Apply |

Figure 12-1. The Xmedia Server Control Panel’s OxSox page
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OxSox connection settings

To activate the Xmedia Server’s OxSox functionality:

1. Open the Xmedia Server Control Panel and select the OXxsox tab.
2. Select the ENABLE OXSOX check box.

3. Set the INCOMING CONNECTION PORT setting to 5001.

This is the port that the Xmedia Server dedicates for communicating with the OxSox
softwares.

4. Optional: Select the ENABLE ALL CATEGORIES check box.
Enabling all categories allows the Xmedia Server to reflect all of the assets in its
database regardless of category as a flat list, thereby emulating the Intuition and
ImageStore. When disabled, the XMS only reflects the assets stored in the asset type
root categories.

5. Click OK.
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13 THE XMS AUTOMATION PARAMETERS
FOR SCHEDULED-BASED PUBLISHING

VI NOTE

Although the Automation page still exists on the Xmedia Serve Control Panel, the
functionality of scheduled-based publishing has been deprecated.

Schedule-based publishing allows media stored on the Xmedia Server (XMS) to be
automatically published to and removed from playback devices based on schedules
provided by automation systems.

You must use the Xmedia Server Control Panel’s AUTOMATION page to configure the
Xmedia Server to communicate with an automation system for the purposes of schedule-
based publishing.

21

Runtime Staistics | Propagation | Fublishing | Workllow |
General | Database | Replication | MOS | Licensing | Logging | Service Control |
SystemParamelers | Owax | Auomaion ] WFTP

Publish lookahead hours:  [43 I Enabled
- Automation Systems

[ [ Remete Host [ cwery int... [ Pubiisht... [ criti

Cee) Apply

Figure 13-1. The Automation page
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14 XFTP SETTINGS

V NOTE

Although the XFTP page still exists on the Xmedia Serve Control Panel, the functionality of
importing files using a FTP server running locally on the Xmedia Server has been deprecated.

¥mediaServer Properties 2l

Runtime Statistics I Propagation I Publishing | “wiorkflow |
General | Database | Replication | MOs | Licensing | Logging I Service Eunllull
System Parameters | Oxsox I Automation =FTP

Bind interface: m I” Enabled
Bindl port: [

Command timeout: | 300

Connect timeout, I‘\S—

Max connections: |2D—

Lookup host: on -

Theotle bencbeict [0

XMS port; I 14050

Abwvays set Recall 1D for all types: r

[ Name | M
anon
me

Propetties: | = | Remove |

’TI Cancel I fpply I

Figure 14-1. The Xmedia Server Control Panel’s XFTP page
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15 CONTROLLING THE XMS SERVICE

The Xmedia Server Control Panel is the user interface for the service application that
controls the Xmedia Server. The service’s main responsibilities are to manage the XMS’s
interaction with the Vertigo Suite applications and to define the configuration settings for
different Xmedia system setups and uses.

In most cases, the XMS service is set to automatically launch and run in the background
when the Xmedia Server is powered up. Once properly configured, you usually do not have
to interact with the service or the Xmedia Server Control Panel unless you want to run
diagnostic tests on the system or you want to change the configuration settings that affect
the relationship between the XMS, Vertigo Suite applications, and/or Vertigo devices.

At times, the service needs to be stopped and restarted, either manually or as the result of
a failure in the system. Therefore, the Xmedia Server Control Panel’'s SERVICE CONTROL
page provides you with buttons and settings for stopping and restarting the XMS service.

The following sections describe how and when to use the settings on the Xmedia Server
Control Panel’'s Service Control page:

*  “Verifying the XMS service’s status” on page 15-2

»  “Stopping and starting the XMS Service” on page 15-3

*  “Controlling the DataServer” on page 15-5

*  ‘“Launching the Services Management Console” on page 15-7
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Controlling the XMS service

Verifying the XMS service’s status

You can quickly verify if the XMS service is running or stopped by checking the SERVICE
STATE status displayed on the Xmedia Server Control Panel’s SERVICE CONTROL page.
Figure 15-1 and the following table identify the information on the Service Control page that
allows you to quickly reference the status of the XMS Service.

Service is Running « Service State message: The service is running

- Light bulb indicator:

»  Service Control: STOP button is enabled

Service is Stopped »  Service State message: The service is stopped
. Light bulb indicator:
»  Service Control: START button is enabled

2l
Runtime: Statistics | Propagation I Publishing | Worldflow |
System Parameters I Oxzon I Automation | XFTP |

| Generl | Database I Replication I MOS | Licensing I Logging  Service Cortrol

— Service Stat:
N The service is running.

The XMS Service,s Status @\ The service starts automatically.

is displayed in the Service State

and Service Control sections T

v

Start == Start the service.

Stop == Stop the service,

— Service Options

¥ Launch service at system startup
[# Restart service after failure

[~ Control the DataServer

[V REST Interface

Launch Services Management Console |

ok | Canced | ooy

Figure 15-1. Verify the status of the XMS Service on the Service Control page
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Controlling the XMS service

Stopping and starting the XMS Service

The SERVICE CONTROL page in the Xmedia Server Control Panel is equipped with buttons
for manually stopping and starting the XMS service, as well as settings for automatically
launching and restarting the service.

Some edits to the Xmedia Server Control Panel settings require that the XMS service be
stopped and restarted manually before they can be applied to the Xmedia Server. Similarly,
there are situations where the XMS service unexpectedly stops on its own and then needs
to be restarted either automatically (if the settings are enabled) or manually.

The following sections describe how to stop and start the XMS service:
*  “Manually starting and stopping the XMS Service” on page 15-3

*  “Automatically starting the XMS Service” on page 15-4

Manually starting and stopping the XMS Service

While XMS Service’s LAUNCH SERVICE AT SYSTEM STARTUP parameter is usually enabled to
allow the XMS service to be started automatically, there are situations where you will need
to stop or start the service manually using the buttons on the Xmedia Server Control Panel’s
Service Control page.

To manually stop the XMS service:

1. Open the Xmedia Server Control Panel and select the SERVICE CONTROL tab to display
the Service Control page.

2. Press the STOP button in the Service Control section of the page (figure15-2).

The Service State section displays the following message, “THE SERVICE IS STOPPED”
and the light bulb is no longer illuminated.

~Service Stat Service Stats
@ The service is running. @ The service is stopped.
4 The service starts automatically. The service starts automatically.
—Service C - Service Control
Start e Start the service. o Start»> Start the service.
stop>> | ¥ Stop the service stop=> | Stop the service.
~Service Opt - Service Opt
[ Launch service at system startup [# Launch service at system startup
.@L [V Restart service after faiure ?_ [¥ Restart service after failure:
I control the DataServer I~ Control the DataServer
[V REST interface [V REST Interface:
Launch Services Management Console. Launch Services Management Console

Figure 15-2. Use the STOP button to manually halt the operation of the XMS service
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Controlling the XMS service

To manually start the XMS service:

1. Open the Xmedia Server Control Panel and select the SERVICE CONTROL tab to display
the Service Control page.

2. Press the START button in the Service Control section of the page (figure15-3).

The XMEDIASERVER SERVICE STATUS window briefly appears and then the SERVICE
STATE section displays the following message, “THE SERVICE IS RUNNING” and the light
bulb becomes illuminated.

-~ Service

Service
@ The service is stopped. @ The service is running.
The service starts automatically. e The service starts automatically.

- Service C - Service C:

Start>> | start the service. Start the service.

Start=>
Stop - | Stop the service. Stop>> | Stop the service.

- Service Opt - Service Opt

¥ Launch service at system startup ¥ Launch service at system startup

[V Restart service after failure [¥ Restart service after failure
g‘ I~ Control the DataServer @‘ I~ Control the DataServer

¥ REST Interface ¥ REST interface

Launch Services Management Console Launch Services Management Console

Figure 15-3. Use the START button to manually start the operation of the XMS service

Automatically starting the XMS Service

The Xmedia Server Control Panel provides you with two (2) settings to that enable the
system to automatically start or restart the XMS service without user interaction.

When the LAUNCH SERVICE AT SYSTEM STARTUP setting is enabled on the SERVICE CONTROL
page, the XMS service is automatically started each time the Xmedia Server is powered up.
We recommend that this setting remain enabled to avoid having to manually start the
service each time you start the Xmedia Server.

Similarly, when the RESTART SERVICE AFTER FAILURE setting is enabled on the SERVICE
CONTROL page, the XMS service is automatically started when the service is accidentally
stopped due to a failure with some other part of the system. We recommend that you enable
this setting to avoid having to manually start the service each time another part of the
system triggers a failure and stops the service.

15-4
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Controlling the XMS service

Controlling the DataServer

The CONTROL THE DATA SERVER setting that appears among the SERVICE OPTIONS on the
Xmedia Server Control Panel’s Service control page (figure 15-4) must be enabled when
the Xmedia Server is being configured for replication (see page 6-1 for more information

about replication).

- Service Options.

[¥ Launch service at system startup
%_ [V Restart service after failure
[V Control the DataServer

[~ REST Interface

Figure 15-4. The Control the Data Server setting
[V NOTE

The Data Server manages data coming from various feeds, provides live updates of data
values when requested and distributes the data out to the appropriate recipients.

Enabling the CONTROL THE DATASERVER setting ensures the Data Server remains paired
with the Xmedia Server at all times in a replication environment. The objective in the
replication environment is to keep the server’s two components, the XMS and the Data
Server, together. As a result of enabling this setting, the Xmedia Server becomes the
master server to a Data Server and therefore is replicated as well.

Figure 15-5 demonstrates that once the CONTROL THE DATA SERVER setting is enabled, the

following changes are applied to the Data Server Control Panel’'s SERVICE page:

*  The manual start and stop controls are disabled

*  The upper panel displays the following message: XMEDIASERVER IS CONFIGURED TO
CONTROL THE DATASERVER

*  The SERVICE STATE message reports that the service is DISABLED, rather than START
AUTOMATICALLY

VertigoXmedia Data Server Options x]

P

o [ _cma |_kom
Figure 15-5. The Data Server Control Panel when the XMS is controlling the Data Server
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Controlling the XMS service

Enabling the Xmedia Server REST Interface

Currently, the only function of the REST INTERFACE setting (figure 15-6) is to enable the
Xmedia Server to provide thumbnails of Pages and Clips that are displayed in the ENPS

client application.

- Service Options.

[¥ Launch service at system startup
%_ [V Restart service after failure
[V Control the DataServer

[~ REST Interface

Figure 15-6. The REST Interface setting

15-6 XMS Configuration Guide



Controlling the XMS service

Launching the Services Management Console

Selecting the LAUNCH SERVICES MANAGEMENT CONSOLE button from the SERVICE OPTIONS
on the Xmedia Server Control Panel’s Service control page opens the Windows Services
Management Console (figure 15-7).

Rurtime Sististics | Propagation | Publisting | Worflow | =
B ™ S = B g [= ]
General | Database | Replication | MOS | Licensing | Logging ~Senvice Control Fle Acon Wiew Help ‘

“"’“'-IE|I§| y ol

j@Q The service is running. = =
N ervices (Local
4 The service starts automaticaly. Services (Local)

—Service C XmediaServer Mame /| opescription | status | |
Bnwindows Firewall/L... Providesn.. Started
Stop the service “nwindons Tmage Ac... Providesim... Started
S| e servie Bestart the service Windows Instaler  Adds, mod

HnWindows Managem... Frovidess... Started

“nWindows Managem... FProvides s...

e A windows Media Pla,.. Shares Win...

Ao windows Prasentat, .. Optimizes ...

Hnwindows Time Maintains d...  Started
Wy wired AutoCorfig  This servic,.,
Wy wireless Zera Confi... Provides ..,
Wl Performance ... Provides p...

¥ Restart service after faiure.
? I Controlthe DataS “nworkstation Creates an..

[¥ REST nterface.

iy smonitor Stavted
Launch Services Management Console. “avpublishagent Started =
4 | »

Extended £ Standard /

[¥ Launch service at system startup

Stavted

s |

Figure 15-7. Access all of the system’s services from the Microsoft Services Management Console

The Services Management Console is a Windows system administration interface that
allows you to start, stop, and change configuration on services defined on the Xmedia
Server. Listed among these services is the XMS Server. Double-clicking the XMS Server
name in the list opens the XMEDIASERVER PROPERTIES window, which provides a finer
control over the service. Since the most common functionality (i.e. stopping and restarting
the XMS service) is already provided on the Xmedia Server Control Panel’s Service Control
page, we discourage the use of this interface.

XmediaServer Properties (Local Computer) 2 x]
General |Lug 0On| Recovery | Dependencies |

Service name:  HKmediaServer

Display rare: T

Description | ﬂ
Path to executable:
[C-\Piogiam Files WertigokmediahLib%mediaServer sxe
Startup type: Automatic =1
Service status:  Started

S| sep | Pause Resime |

“fou can specify the start parameters that apply when you start the service
fiom here.

Chat parameters |

[ oK | caneal | e |

Figure 15-8. The XmediaServer Properties window is only for advanced users

XMS Configuration Guide 15-7



Controlling the XMS service

15-8 XMS Configuration Guide



16 DISPLAYING XMS RUNTIME STATISTICS

Selecting the RUNTIME STATISTICS tab on the Xmedia Server Control Panel displays a real-
time tally of the Xmedia Server’s session events and the asset content of its database. This
information is useful when you have two Xmedia Servers in a replication setup (page 6-1).
By comparing the Runtime Statistics counts of the various event categories, you can quickly
determine if the databases on each machine are synchronized.

XmediaServer Properties 21Xl
SystemParameters | Owsox | Auomaton | XFTP
General | Database | Replication | MOS | Licensing | Logaing | Servies Contrel

: Fropagation | Fublishing | Workflow
XM Rurtime Statistic:
Evert [ valus |
Current session count 5
Total cliert sessions 5867
TCP messages sent 54
Aszzet Inserts 0
Aszzet Deletes 0
Asset Updates 0
Publishes 0
Active primary server Leader
Audio count 34
CelAnimation count 124
Channel court 2
Device2 count 14
Graphic court 508
Image count 15686
Metadata count 2
Pane| count 4
PublLoc2 court 12
Scene court 288
Seript count 16
Station court 2
Template count 265
Wideo court 667
Refresh
TS N = |

Figure 16-1. The Xmedia Server Control Panel’'s Runtime Statistics page

Clicking the REFRESH button (lower-left corner) executes a quick query for any changes to
the server’s events and updates the XMS Runtime Statistics list with the most current tallies.
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Displaying XMS runtime statistics

The XMS Runtime Statistics list provides the latest tallies for the following event and asset

categories:

CURRENT SESSION COUNT

The number of network connections to the server at the current moment.
This event reports two (2) connections per application.

TOTAL CLIENT SESSIONS

The number of network connections the instance of this Xmedia Server has
received.

TCP MESSAGES SENT

The number of back channel messages sent to all clients for the lifetime of
this Xmedia Server session.

ASSET INSERTS

The number of assets that have been added to the Xmedia Server database
since the beginning of the current XMS service session.

ASSET DELETES

The number of assets that have been deleted from the Xmedia Server
database since the beginning of the current XMS service session.

ASSET UPDATES

The number of assets that have been edited and whose changes were
saved to the Xmedia Server since the beginning of the current XMS service
session.

PUBLISHES

The number of assets that have been published to devices since the
beginning of the current XMS service session.

ACTIVE PRIMARY SERVER

Category heading that identifies that all of the remaining events in the XMS
Runtime Statistics list are a tally of the assets belonging to the primary
Xmedia Server.

AUDIO COUNT

The number of audio assets that are stored on the Xmedia Server.

BLOB COUNT

The number of generic assets that are stored on the Xmedia Server.

CELANIMATION COUNT

The number of cel animation assets that are stored on the Xmedia Server.

CHANNEL COUNT

MOS asset object type. A channel is an object that is made up of a number
of devices each associated to a publoc2 asset.

DEVICE2 COUNT

MOS asset object type. A Device2 is a logical representation of a Vertigo XG
or another driver (i.e. Lyric, Deko, etc.) to which Xplay will send Cue/Take,
Set text, and Set image commands.

FONT COUNT

The number of font assets that are stored on the Xmedia Server.

GALLERY COUNT

The number of Xmedia objects that are stored on the Xmedia Server.

GRAPHIC COUNT

The number of pages that are stored on the Xmedia Server.

IMAGE COUNT

The number of image assets that are stored on the Xmedia Server.

METADATA COUNT

The number of data sources that are stored on the Xmedia Server.

16-2
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PANEL COUNT

The number of panel assets that are stored on the Xmedia Server.

PLAYLIST COUNT

The number of playlist assets that are stored on the Xmedia Server.

PUBLOC2 COUNT

MOS asset object type. A Publoc? is a logical representation of a location
(i.e. hostname, drive, directory) to which clips, audio, scenes and other files
are to be published.

RUNDOWN COUNT

The number of rundown assets that are stored on the Xmedia Server.

SCENE COUNT

The number of scene assets that are stored on the Xmedia Server.

SCRIPT COUNT

The number of script assets that are stored on the Xmedia Server.

SEGMENT COUNT

The number of segment assets that are stored on the Xmedia Server.

SHOW COUNT

This event has been deprecated and its value is always zero (0).

STATION COUNT

The number of station configuration assets that are stored on the Xmedia
Server.

STRINGMAP COUNT

The number of lookup tables that are stored on the Xmedia Server.

TEMPLATE COUNT

The number of template assets that are stored on the Xmedia Server.

VIDEO COUNT

The number of video clip assets that are stored on the Xmedia Server.

WORKORDER COUNT

The number of work orders that are stored on the Xmedia Server.

WORKORDER_JOB COUNT

The number of work order jobs that are stored on the Xmedia Server.

XMS Configuration Guide
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17 PROPAGATING ASSETS TO OTHER
XMEDIA SERVERS

Propagation is the act of accessing assets that are stored on one server and saving them
onto another server. Guided by your asset distribution and sharing needs, Xmedia Servers
can be configured for a simple unidirectional propagation between two servers, bidirectional
propagation between two servers or a combination of both.

Figure 17-1 provides an example of a propagation configuration where assets can be
copied from a propagation server (XMS 0) to one or more recipient servers by listing the
recipient servers as propagation locations on the propagation server’'s Xmedia Server
Control Panel.

Recipient servers can also be configured as propagation servers, which allows for
bidirectional propagation. Again figure 17-1 demonstrates that the recipient server XMS 1
has listed the propagation server (XMS 0) as a propagation location on its Xmedia Server
Control Panel. In such a configuration, when assets are propagated from the XMS 1 server
to the XMS 0 server, the XMS 0 server may also propagate the assets to the other
associated servers (XMS 2 & XMS 3). Internal mechanism prevent the XMS 0 server from
propagating the assets back to the XMS 1 server (since they originally came from there).

% T i o
. XVEDIA sEmyL L . «

Recipient & Propagation
Server (XMS 1) = e )

Propagation Server Recipient Server
o] S | (XMS 0) (XMS 2)

o e | i) 4 xméﬁfg’fs'}‘—gys |

Recipient Server
(XMS 3)

Figure 17-1. Propagating to and from various Xmedia Servers
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Propagating assets to other Xmedia Servers

Once propagation is configured on the propagation server’s Xmedia Server Control Panel,
there are two (2) methods for propagating assets to the recipient servers: automatic
propagation and manual propagation.

Automatic propagation requires you designate propagable categories on the propagation
server’'s Xmedia Server Control Panel. Once this is set up, certain events within the
propagable category, like adding or editing an asset, will trigger the propagation server to
automatically propagate the category’s assets to the designated recipient servers.

Unlike automatic propagation, manual propagation does not require you to first set up
propagable categories on the propagation server. In fact, manual propagation allows you to
perform an immediate, on-demand propagation of any asset or category stored on the
propagation server to a specific recipient server. However, manual propagation can only
be performed within the Vertigo Suite’s Xplorer and Xstudio applications. Unlike
automatic propagation, manual propagation distributes the assets/category to the recipient
server the one-time and does not update it until another manual propagation is triggered.

Whether you choose automatic or manual propagation, there are a few concepts and
behaviors that you need to be aware of regarding the Xmedia Server propagation model:

.

When propagation is executed, a recipient category is created on the recipient server
that is identical to the propagated category on the propagation server.

The propagation of categories is recursive. Since categories on the propagation server
can contain sub-categories, the entire contents of the parent category (i.e. sub-
categories and assets) are propagated to the associated recipient servers.

Child asset propagation is not supported. In other words, if a propagated asset contains
assets that are bound to the propagated asset, only the principal asset is propagated,
not the bound assets. For example, a template can be propagated to another server,
but all its bound assets (i.e. the scene, images, video clips, lookup tables...etc.) will not
be propagated along with the template. The template on the recipient server could
potentially be incomplete. Therefore, it is very important that you correctly set up
propagation to propagated all of the assets individually to avoid such a scenario.

Deleting a propagable category on the propagation server also deletes the recipient
category and its assets from the recipient server.

The Xmedia Server’s propagation model uses a mechanism called PROPAGATION
EXCEPTIONS that allow assets and categories to be propagated to the recipient servers
despite name clashes. This is accomplished by temporarily renaming the propagated
asset or category and raising an exception on the recipient server, which prompts users
on the recipient server to fix the problem by renaming, deleting, or moving one of its
assets so that the propagated asset can use its name.

When propagation is set up, work orders created on a recipient server are considered to
be distributed work orders because they exist simultaneously on both the propagation
server and a recipient server. To use distributed work orders, the servers must be set up
in a hub and spoke configuration. See “Propagation and distributed work orders” on page

17-14 for more information.
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The following sections provide information and instructions for configuring and using the
propagation to move assets and categories using from one Xmedia Server to others:

“Configuring Xmedia Servers for asset propagation” on page 17-4

“Using automatic propagation” on page 17-6

“Using manual propagation” on page 17-9

“Resolving Propagation Exceptions” on page 17-10

“Removing propagated assets from a recipient server” on page 17-13

“Propagation and distributed work orders” on page 17-14
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Configuring Xmedia Servers for asset propagation

For an Xmedia Server to propagate assets to one or more recipient servers, the recipient
servers’ location must be defined in the Propagation Locations settings on the
propagation server’'s Xmedia Server Control Panel (figure 17-2).

System Parameters

o= Mtomton | x|
General | Database | Replcation | MOS | Licensing | Logging | Senvice Cortrol |
agation Publishing ow

T [ o= Asomaton
.
At Sasics. P pu

| et | x|
General | Database | Repication | MOS | Licensing | Logaing | Service Control |
Rurtime Statistics Propagation s sdion

L ol e caton Locations

—_— - Propagation L
Host Address
1016342
xmsraz 1014343 14050
xmsrdz 10.14.3.4 14050

Name. Host Address HostPort

] Sele | [Papetes =

belete || Propeties

oK Cancel Aol Cancel )

Propagation Server Recipient Server

Figure 17-2. The Propagation Locations settings on a propagation server and recipient server

The following table provides examples of propagation configurations in which the
Propagation Locations settings determine the relationship and direction of propagation.
Note that recipient servers’ Propagation Locations settings are not set unless the server is
also intended to be used as a propagation server, as well as a recipient server.

XMS1 XMS2 XMS3

Desired propagation Propagation Propagation Propagation
configuration Locations Locations Locations

setting(s) setting(s) setting(s)
Unidirectional propagation XMS2 -
(XMS1 --> XMS2)
Bidirectional propagation XMS2 XMS1
(XMS1 <--> XMS2)
Mixed XMS2 XMS1
(XMS1 <--> XMS2) XMS3

(XMS1 > XMS3)
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V NOTE

Before starting to configure the Xmedia Servers for propagation, please be sure that all
servers involved can see each other on the network via their IP addresses. Also make sure
that they can talk to each other via the standard XMS port (by default 14050) and the
background port (14051).

Adding a recipient server’s location on the propagation server:

1. Ensure that all servers involved can see each other on the network via their
IP addresses. Also make sure that they can talk to each other via the standard XMS
port (by default 14050) and the background port (14051).

2. Open the Xmedia Server Control Panel on the propagation server and select the
Propagation tab.

3. Inthe Propagation options drop-down list, select PROPAGATION LOCATIONS.

4. Click the NEw button, which opens the Add new node window (figure 17-3).

]

—Node Properties.

Name:

Host address: l—
Host port IMUEU—
Buddy address: l—
Buddy port; l—
Spoke Index: l—

Add I Cancel |

Figure 17-3. Add a new recipient server (node) to the propagation server’s Propagation Locations table

5. Specify the name and IP address of the recipient server in the NAME and HoST
ADDRESS fields.

6. Ensure that the HOST PORT field is set to the Xmedia Server’s 14050 port (default).

7. Optional: If the recipient server has a backup server associated with it, specify the IP
address and port of the backup server in the BuDDY ADDRESS and BUDDY PORT fields.

8. Click Apb to close the Add new node window. The recipient server is immediately
added to the propagation server’s Propagation Locations table.

V NOTE

Use the EDIT or DELETE buttons to edit the properties or delete a recipient server’s
propagation location from the propagation server’s Propagation Locations table.
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Using automatic propagation

Automatic propagation allows you setup in advance a propagation scheme in which
specified categories on the propagation server are identified as “propagable” and
associated to specified recipient servers. When an asset is added or the assets in the
propagable categories are edited, then these assets are automatically propagated to the
recipient servers without user intervention.

More specifically, automatic propagation is triggered when one of the following events
occurs to or within in a propagable category on the propagation server:

A new asset or propagable category is saved or ingested

«  The contents of an existing asset or propagable category are edited

*  The proxy/thumbnail of an asset is edited

* An asset or propagable category is renamed, recategorized, or deleted
*  The properties of an asset or propagable category are edited

* Aproxy is deleted

Once the propagation and recipient servers are properly setup (see page 17-4), you must
create propagable categories by associating categories on the propagation server with the
recipient servers using the propagation server’s Xmedia Server Control Panel (figure 17-4).
Instructions for how to create propagable categories and recipient associations for
automatic propagation are provided in “Setting up propagable categories and recipient
associations” on page 17-7.

System Pameters | Osoc | Automaon | XFTP
General | Database | Replication | MOS | Licensing | Logging | Service Cantrol
e St Propagation | Publishing | Wordiow

Propagation option: | Categories -

~Categories to Propagation Locat

Categories: Propagation Locations:
El- Audio m\rrmsrpn)&
JemoConte [ mir-ms-xms3

Celanimations. [ mir-ms-xms4
Clips

Data Sources
Generic
Images
LookupTables.
Pages
Panels
Playlists

Scenes
Scripts
Templates.
XmediaObjecis

Refresh
Ok || Cancel || appi |

Figure 17-4. Create propagable categories on the propagation server’s Xmedia Server Control Panel
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Setting up propagable categories and recipient associations

For an asset to be propagated by automatic propagation, it has to be placed in a propagable
category on the propagation server. A category on a propagation server becomes
propagable when it is associated with a recipient server on the Xmedia Server Control
Panel’'s PROPAGATION CATEGORIES page. A category can be set to propagate its assets to
a specific recipient server, a selection of recipient servers, to all of the recipient servers, or
to none of the recipient servers.

A recommended propagation configuration is to have one common or global category,
which propagates to all available recipient servers, and separate categories to propagate to
individual recipient servers. For example, a network with three (3) stations might consider
creating a COMMON category within the IMAGES root category that would be set to propagate
to all three stations. Three (3) additional categories, one for each station, would also exist
under the root category with each one propagating to one of the stations.

V NOTE

Before proceeding, we recommend that you consult page 17-2 to learn more about the
concepts and behaviors regarding the propagation of category assets.

To set categories on the propagation server to automatically propagate assets to the
recipient servers:
1. Open the propagation server’s Xmedia Server Control Panel and select the Propagation tab.
2. Select CATEGORIES from the PROPAGATION OPTIONS drop-down list.
3. Click on one of the asset categories displayed in the CATEGORIES column (left), which
displays a list of asset categories that are stored on the propagation server. As a result,
the PROPAGATION LOCATIONS column (right) is populated with the recipient servers that
are associated with the propagation server (figure 17-5).

| o Automation | XFTP |

s = [ fem
General | Database | Repication | MOS | Licensing | Logging | Service Cortrol |
Runtime Statstics ropagato e

Publshing | Workfiow

patosn_|

Cancel Apply

Figure 17-5. Categories to Propagation Locations
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4. Inthe CATEGORIES column, expand and select the specific category that you wish to
propagate.

5. Inthe PROPAGATION LOCATIONS column, select the check box for the recipient server(s)
that you wish to propagate this category to (figure 17-6). You can choose to propagate
to one, multiple, or no spokes.

System Parameters | Owox | Asomaton | XFTP |
General | Database | Replication | MOS | Licensing | Logging | Sevice Control |
Runtime Statistics Propagabion | Publshing |  Workion

Propagation option: |Catagories. -

Categories to Propagation Locations

 Eoegre e Profaietin Losmons
| e Propagaton Locatons: | Categories: Propagation Locations:
mir-ms-prog

[ mir-ms-=xms3
Celanimations [ mir-ms-=xms4

Generic
Images
LookupTables
Pages

Panels.
Playlists
Scenes.
Scripts
Templates
XmediaObjects.

petest_|

Cancel )

Figure 17-6. Creating propagable categories and associating them to recipient servers

6. Press OK.
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Using manual propagation

Manual propagation allows you to perform an immediate, on-demand propagation of any
category of assets stored on the propagation server to a specific recipient server. Unlike
automatic propagation, manual propagation does not require you to first set up propagable
categories on the propagation server. You simply use the PROPAGATE To command in
Xplorer or Xstudio to force the transfer of a category from the propagation server to a
designated recipient server.

While automatic propagation performs an initial distribution and then maintains the recipient
categories with the most up-to-date assets, manual propagation performs an one-time
distribution of the category’s assets to the recipient server and does not update it until
another manual propagation is triggered.

V NOTE

Before proceeding, we recommend that you consult page 17-2 to learn more about the
concepts and behaviors regarding the propagation of category assets.

To perform a manual propagation of assets within a category:

1. Confirm that the propagation and recipient servers have been properly setup to allow
for propagation (see “Configuring Xmedia Servers for asset propagation” on page
17-4).

2. Open one of the following Vertigo Suite applications: XPLORER or XSTUDIO

3. Ensure that Xplorer or Xstudio is connected to the propagation server
(Tools>Settings>XMS or Server).

4. Inthe Asset Browser, right-click on the category that you want to propagate.

5. Select the PROPAGATE To command, followed by the recipient server that will receive
the recipient of the category’s assets (figure 17-7).
The PuBLISH PROGRESS window appears and displays the publication status of the
assets that are being propagated to the recipient server.

= E Images

#-58 aun  OPED

[]--% gac  Refresh

L % Bas Mew Categary
5B butt
[]g ;:rrll Delete

F-5E Cliet  publish Ta ’
“5F Con Force Pubish Ta v
- 5F Crar Propagate To mir-ms-proé
58 Den Remove From Devices
58 Den Publish Status mir-ms-xms<
58 Den

H-5E fina  Properties
% Fing  Permissions
-5 full:

.E@ Ger COPY

- ZB Oer Paste

-

Rename

Figure 17-7. Use the Propagate To command to force a manual propagation
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Resolving Propagation Exceptions

Propagation exceptions are alerts raised on a recipient server when a problem occurs
during the propagation of assets. In most cases, these exceptions are triggered by a naming
conflict between the propagable category or assets on the propagation server and the
category on the recipient server.

In addition to alerting users of a problem, propagation exceptions allow assets and
categories to be propagated to a recipient server, despite name clashes, by temporarily
renaming the propagated asset or category. The exception produces a message which
identifies what conditions need to be fixed for the exception to be cleared (figure 17-8). For
example, the offending asset on the recipient server may need to be renamed, deleted, or
moved so that the propagated asset can use its name and location. Once the user properly
fixes the problem, they can clear the exception by pressing the CLEAR button.

Propagation exceptions always occur on a recipient server, never on the propagation
server. The propagation server is merely notified that an exception occurred on one of its
recipient servers. When an exception is raised, the REFRESH LIST button is highlighted on
the recipient server’s Xmedia Server Control Panel’s Propagation Exceptions page. Click
the REFRESH LIST button to update the Exception List with the most current exceptions.

The following sections describe each of the three (3) types of propagation exceptions, as
well as providing instructions for how to resolve and clear these exceptions.

* ‘“Information Propagation Exceptions” on page 17-11

«  “Category Propagation Exceptions” on page 17-11

»  “Categorisation Propagation Exceptions” on page 17-12

Osox | Adomaon | XFTP |
Replication | MOS | Licensing | Logging | Senvice Cortrol |
Runtime Stafistics Propagation Publishing | Workflow

[ Date Raised [ cear

117472008 10:52 42
11714 7:21

Propagation Exceptions _’

1113 119

Refresh
List

Could ot categorize a propagated asset because of @ name clash; Please
ensure that the catesory Images\Tricrawn toes not cortain an asset

i named simpsans_sil, The propagated asset has been saveet Under a
Exception message » P SMPSCNS_STILL_Propeg.

- Exception o

Cancel Arsly

Figure 17-8. Propagations Exceptions alert users of problems that occurred during propagation
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Information Propagation Exceptions

Information Propagation Exceptions identify that a problem has occurred during the
propagation process, but the problem was resolved without any immediate user
intervention required to proceed.

An Information Propagation Exception is raised when:

* aname clash between two categories (with the same category ID) prompts the
automatic renaming and/or moving of a recipient server’s category

* apropagated asset has been uncategorized by a non-propagation user session
* apropagated asset has been deleted by a user
* apropagated asset has been updated by a user session

Since Information propagation exceptions are resolved without any need for user
intervention, they can easily be cleared from the Exception List using the CLEAR button.

Category Propagation Exceptions

Category Propagation Exceptions identify that a name clash has occurred between the
propagated category on the propagation server and an existing category on the recipient
server. In such a case, the categories would have different internal IDs, despite having the
same name. As a result of the naming conflict, the existing category on the recipient server
cannot be moved or renamed automatically, like it would have been for an Information
Exception. The Category Exception still allows the category to be propagated, but the
propagation category is given a temporary name on the recipient server until the name
clash is resolved (figure 17-9). The propagated category is easily identifiable by its
temporary name, which always ends with _Propag.

Figure 17-9. A category is added to the recipient server using a temporary name

The Category Propagation Exception’s message suggests how to appropriately resolve the
name clash. For example, “TO CLEAR THE EXCEPTION, MAKE IT POSSIBLE FOR CATEGORY
Image\Apples Propag TO BE RENAMED TO Apples.”

Figure 17-10 demonstrates that any attempt to clear the exception will be rejected until the
name conflict is resolved. Therefore to resolve the conflict, it is suggested that the category
Apples be renamed, moved, or deleted, and then clear the Category Exception. Clearing
the Category Exception triggers the system to automatically rename the 2pples Propag
category to Apples.

Error clearing exception x|
) Cannot clear the exception because the category Images\Apples prevents the propagation slave categary from being created, Tt needs to be
renamed, moved o deleted,

Figure 17-10. The category name conflict must be resolved before the exception can be cleared
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Categorisation Propagation Exceptions

Categorisation Propagation Exceptions are raised when a propagated asset fails to be
categorized due to a name clash. Figure 17-11 demonstrates that in such a case, the
propagated asset is temporarily renamed within the recipient server’s category until the

name conflict is resolved.

The asset to be propagated from the propagation server —————p

The asset that already exists in the recipient server’s category ——p

The resulting assets in the recipient server’s category ——p

simpsons _still

rmsimserer e

System = 1
Genes | Dtabase | Repicaton | MOS | Liosnsig | Logoig | Senvce Corr
Popagation |

Runtime Statiics

Figure 17-11. When a name conflict occurs the asset is propagated and temporarily renamed

The Categorisation Exception’s message clarifies exactly what naming conflict occurred
during propagation (figure 17-12). Attempting to clear the categorisation exception, without
resolving the name conflict first, prompts an error message that indicates the necessary
actions required before the exception can be cleared. The resolution often involves either
renaming, deleting, or moving the asset that was already in the category. Once offending
asset is removed/renamed, the exception can be cleared and the propagated asset is
automatically renamed again.

21x]
|

Adonaion || x|

Pubishing | Wordow

Refresh
List

of categorize a propagated
it the category InagesiTr
sl T

ause of & name clash; Please
ot contain an asset

has been saved under

he propao:
IMPSONS_STILL

Cancel )

Error clearing exception x|
t Cannok dlear the exception because the category Images|Tricrown contains an asset named simpsares_stil; It needs to be renamed, maved o deleted
’ . so that the propagated asset can use that name.

“Could not categorize a propagated asset because of a name clash;

der a temporary name SIMPSONS_STILL_Propag.”

Please ensure that the category Images\Tricrown does not contain an as-
set named SIMPSONS_STILL; The propagated asset has been saved un-

Figure 17-12. Resolve the name conflict by renaming, deleting, or moving the existing asset
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Removing propagated assets from a recipient server

The propagation server is granted jurisdiction over managing the assets that are
propagated onto the recipient servers. As such, the propagation server’s administrator
should be the one to determine which assets are present in the recipient server’s
categories.

Although the recipient server’s applications (Xplorer and Xstudio) allow you to add, edit, and
delete assets from categories configured as recipient categories, this practice is strongly
discouraged. These actions may cause unintentional name conflicts, inconsistent
versioning of assets, or render some assets (i.e. templates) incomplete by breaking links
between assets.

Therefore, we strongly recommend that if you want to delete assets from a recipient
server’s category that you proceed by deleting the asset, or the asset category, from the
propagation server rather than from the recipient server.

To remove an asset or an asset category from both the propagation and recipient
servers:

1. Open either Xplorer or Xstudio:
Start>Programs>VertigoXmedia>Xplorer
Or,
Start>Programs>VertigoXmedia>Xstudio

2. Ensure that the application is connected to the Xmedia Server that is designated as the
propagation server (TOOLS>SETTINGS>XMS OR SERVERS)

3. Inthe application’s Asset Browser, navigate to the category that is to be deleted, or
contains the asset(s) to be deleted.

4. Right-click on the asset or the category and select the DELETE command from the
context menu.

The CONFIRM DELETE dialog box appears.

5. Click YEs to confirm that you want to delete the asset or category.

6. The asset and/or its category is immediately deleted from the propagation server. If you
chose to delete the category from the propagation server, the category will still exist on
the recipient servers, but it is an empty category since all of the assets within it have
been deleted.
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Propagation and distributed work orders

Work orders are mechanisms within the Vertigo Suite for requesting the creation and
addition of assets to the system (figure 17-13). Within a work order job, a placeholder can
be created for an image or clip. A placeholder is an empty asset that serves as a temporary
proxy for an image or clip that will be replaced later by completing the associated work order
job (see “Work Order workflow configuration” on page 10-1 for more information).

¥ Work Order # 8

Summary: BEIE Status:  In Work

DULEN Thu May 08, 2008 5.30 PM j‘ Creator: Administrator

Priority: _ Created: Tue May 06, 2008 2:38 PM

SEEER 1ot | Tite Assignes Status Asset =
1 pic of Canadian P FIMAL
Blue lawer3rd & static bug Administrator Complete
Red lowerdrd & static bug Administrator In Progress

Job # 1

QL CSnic: of Canadizn Ph Status:  FINAL

Assignee: None

Comments Histoy | Attachments

[picture of RH Stephen Harper
Ihead shot with Con flag behind or in house of commons

Asset Type: Image

Name: StephenHarper
Calegory:  Images
Dimensions: 301 x 450

Figure 17-13. A work order is a mechanism for requesting and tracking the creation of required assets

A system that is not setup up for propagation, manages and stores its work orders only on
the server on which it was created. When propagation is setup however, and the work order
is created on a recipient server (spoke), a distributed work order is created and used so
that the work order request exists simultaneously on both the propagation (hub) and
recipient (spoke) servers allowing the hub server to fulfill the work order by propagating
assets to the spoke.

The following sections provide information and instructions for setting up a hub and spoke
propagation configuration for the sole purposes of using distributed work orders:

“Distributed work order concepts and behaviors” on page 17-15

“Setting up a hub and spoke server for distributed work orders” on page 17-16

“Using distributed work orders” on page 17-20
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Distributed work order concepts and behaviors

There are a few concepts and behaviors that you need to be aware of regarding the creation
and use of distributed work orders in a hub and spoke propagation system:

«  Even though distributed work orders will exist on that spoke and on the hub, they can
only be created on a spoke server’s Xplorer, Xbuilder, or Xnews applications.

*  Work orders can be created on the hub, even if the hub server is setup for propagation.
The spoke servers, however, will be unaware of these work orders. The work orders
will be recognized as simple work orders (hub-only), not distributed work orders. As a
result, the work order will not be prefixed by a spoke ID.

« Distributed work orders are always “pairwise” between a spoke and the hub. This
means that work orders cannot be distributed between two spokes, or between two
spokes and a hub.

*  The work order workflow on both servers (hub and spoke) must be identical (see
“Setting up a hub and spoke server for distributed work orders” on page 17-16).

» If awork order is created on the spoke, jobs cannot be added to the work order from
the hub. The hub is only able to fulfil the distributed work order jobs, not create them.

» If adistributed work order's job undergoes a transition or is modified on a spoke, it will
also transition or be modified on the hub, and vice versa.

. If an attachment is added to a distributed work order, it will be added on both servers.

* Anasset that is ingested into a distributed work order on the hub will be propagated to
the spoke’s placeholder, once the work order is finalized.

*  Placeholders are categorized on both the hub and spoke, unless the category does not
already exist on the hub. In such a case, a placeholder is still categorized on the spoke,
but it is not categorized on the hub. The placeholder category information on the hub
would simply display IMAGES as the category.

* Ifacategory on the hub is set to automatically propagate to the spoke associated with
the distributed work order, editing the hub’s category by ingesting and/or categorizing
an asset, triggers a propagation to the spoke. This may result in the duplication of the
asset in different categories on the spoke (one replacing the placeholder, another being
the ingested asset). These assets will essentially be the same asset, only stored in two
different categories. As a result, changes to one of these assets are reflected in the
other. Therefore, it is advisable to ingest the asset into the same category as the
placeholder.
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Setting up a hub and spoke server for distributed work orders

Before using distributed work orders, the Xmedia Servers must be properly configured in a
hub and spoke configuration by designating one Xmedia server as the hub server and at
least one Xmedia Server as a spoke server. The following sections provide instructions for
accomplishing this setup:

*  “Requirements for hub and spoke configuration” on page 17-16

*  “Configuring an Xmedia Server to be a spoke propagation server” on page 17-16

*  “Configuring an Xmedia Server as the hub propagation server” on page 17-17

Requirements for hub and spoke configuration

Before starting to configure the Xmedia Servers for a hub and spoke propagation setup,
please assure that the following requirements are met:

*  Make sure all servers involved (hubs and spokes) can see each other on the network
via their IP addresses. Also make sure that they can talk to each other via the standard
XMS port (by default 14050) and the background port (14051).

*  Avoid any potential asset conflicts by assuring that the databases on all servers
involved are blank or empty prior to setting them up as a hub or spoke.

Configuring an Xmedia Server to be a spoke propagation server

The Vertigo Suite’s hub and spoke propagation model allows hub server categories to
propagate their assets to various Xmedia Servers that are designated as spoke propagation
servers. To designate an XMS Server as a spoke propagation server, you must first create
and set the propagation flag key in the XMS’s Registry.

To create and set the propagation flag key on a spoke server:

1. Launch the REGISTRY EDITOR on the Xmedia Server that is to be designated as a spoke
server by typing regedit in the RUN prompt (Start>Run).

2. Navigate through the Registry Editor to the Xmedia Server’s parameter folder using the
following path:
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\XmediaServer\Parameters

3. Add a new DWORD value called PropagFlags by right-clicking in the Registry Editor’s
right-panel and selecting the NEW>DWORD VALUE command and typing
PropagFlags as its name.

4. Double-click the newly created PropagFlags registry key and the EDiTt DWORD
VALUE dialog box appears.

5. Set the VALUE DATA setting to 2 and then click OK.

‘F‘rnpagFIags REG_['WORD 000000002 (2)

6. Open the XMEDIA SERVER CONTROL PANEL by selecting:
Start>Settings>Control Panel>VertigoXmedia XmediaServer

7. Select the SERVICE CONTROL tab and click the SToP button to stop the XMS Service.
8. Wait a couple of seconds and then click the START button to start the XMS Service.

17-16
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Configuring an Xmedia Server as the hub propagation server

The Vertigo Suite’s hub and spoke propagation model allows hub server categories to
propagate their assets to various Xmedia Servers that are designated as spoke propagation
servers. The instructions below describe how to designate an XMS Server as the hub
propagation server by creating and setting the propagation flag key in the Xmedia Server’s
Registry. Then the spoke server(s) must be added to the hub server’'s Xmedia Server
Control Panel PROPAGATION LOCATION page as a propagation node. We also recommend
that before using distributed work orders that you override the spoke server’s workflow and
synchronize the user lists between the servers.

Create and set the propagation flag key on the hub server

1.

7.
8.

Launch the REGISTRY EDITOR on the Xmedia Server that is to be designated as the hub
server by typing regedit in the RUN prompt (Start>Run).

Navigate through the Registry Editor to the Xmedia Server’s parameter folder using the
following path:

HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\XmediaServer\Parameters
Add a new DWORD value called PropagFlags by right-clicking in the Registry Editor’s
right-panel and selecting the NEwW>DWORD VALUE command and typing
PropagFlags as its name.

Double-click the newly created PropagFlags registry key and the EDiTt DWORD
VALUE dialog box appears.

Set the VALUE DATA setting to 1 and then click OK.

The resulting registry key should appear similar to the picture below.

|F‘rn|:|agFIags REG_DWORD 0x00000001 (1)|

On the Xmedia Server that is to be designated as the hub server, open the XMEDIA
SERVER CONTROL PANEL.

Select the SERVICE CONTROL tab and click the SToP button to stop the XMS Service.
Wait a couple of seconds and then click the START button to start the XMS Service.

Add the spoke server as a propagation node on the hub server

1.
2.
3.

Select the PROPAGATION tab on the Xmedia Server Control Panel.
In the PROPAGATION OPTION drop-down list, select PROPAGATION LOCATIONS.

Click the NEW button at the bottom of the PROPAGATION LOCATIONS section.
The ADD NEW NODE window appears.

]

Name:

Hostagdress: |
Host port: [rs0
Buddyaddress: |
sudypot [
spokeindex: |

Overriding implies replacement of all defined
workflows o the current spoke with workflows.

:
defined on this hub.
Oyerride Naw.
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4. In the NoDE PROPERTIES section, fill in the following text fields:

NAME Enter an arbitrary name to identify the spoke. This does not need to be the
hostname of the spoke server.

HosT ADDRESS The IP address of the spoke server.

HosT PORT The standard XMS port of the spoke server. By default it is set to 14050.

BupDY PORT (optional) The port used by the spoke’s backup server if present.

BuDDY ADDRESS (optional) The IP address of the spoke’s replication backup server if present.

BupDY PORT (optional) The port used by the spoke’s backup server if present.

SPOKE INDEX Enter a unique integer for this spoke to allow the use of distributed work

orders. The spoke-index number is used to uniquely identify the work order
on both the spoke server and the hub server. For example, the job number
2-72-1 signifies: job 1 of work order 72 on spoke server index 2.

5]

- Node: Properties-

Name: mir-ms-pros
Host address: | mir-ms-prog
Host port 14050

Title: NE e Status:  Pending Buddy address; ||

Buddy port:

Spoke Index: | 2

# Assign

SIS TADistrioutedo_Test

Due: Tue Nov 18, 2008 5:00 PM Creator: Jszalal

Priority:  NORMAL Created: Tue Nov 18, 2008 12:46 PM

Assignee: None

Attachments

- Spoke Workllow Override.
Overriding impiies replacement of all defined
workflows on the current spoke with workflows
defined on this hub.

Owerride Mowy:
Add Cancel

If the Spoke Index field is left empty, the work order would only be saved on
the server where it was created and its job’s identification number would
only include the job and work order number.

5. Click AbpD at the bottom to add this spoke server node (figure 17-14).

ame: |
Hostaddress: | mir-ms-pro6

Host port [rwso
Buddyeddress: ||
suoaypot: [
Spokemdex |2

- Spoke Workflow Override:

Figure 17-14. Adding a spoke server node to the hub server’s Propagation Options page
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Override the spoke server’s workflow

For distributed work orders to function properly, the work order workflow must be identical on
both the hub and spoke servers. While it is best for you to manually verify and ensure that
the workflows are indeed identical, the spoke’s EDIT NODE window on the hub server provides
a SPOKE WORKFLOW OVERRIDE (figure 17-15). Clicking the OVERRIDE Now button forces the
hub’s workflow onto the spoke server by overriding the spoke’s existing workflow. This
ensures that the workflow is identical on both servers.

The SPOKE WORKFLOW OVERRIDE button is disabled when the spoke server node is added
(ADD NEW NODE window). To enable the SPOKE WORKFLOW OVERRIDE button and launch the
command, complete the procedure for adding a new spoke node. Select the node from the
Propagation Locations section of the Xmedia Server Control Panel’'s Propagation page.
Click the PROPERTIES button to open the Edit node window. Click the OVERRIDE Now button.

[edinode T

~Noae Propertiss:

Name: canrds-jszalai
Host adldress: [ 10.248
Host port 14050

Buddy address:
Buddy port:
— Spoke Wiorkflove Override
Spoke Incex: 2
e e a Orverriding implies replacement of all defined

[ Spoke Workflove Override ———————————————————— .
Overtiding impiies replacement of sl defined weorkflowes on the current spoke with workflows
weorkflows on the current spoke with workflowes . .
defined on this huk defined on this huk.
Owrerride Mow:

Figure 17-15. The Spoke Workflow Override ensures that the workflow is identical on both servers

Synchronize the work order user lists between the servers

Although the workflows might be identical on the hub and spoke servers, the user access
lists associated to each of the workflows may be different over time as users are added,
removed, or their permissions are edited. As such, a SYNCH Now button is available to
merge the user lists between the servers to ensure that the workflow’s user lists are
identical.

The hub server’s PROPAGATION LOCATIONS page (figure 17-16) features a SYNCH Now
button in that merges the user list on the hub server with all of the spoke servers associated
to the hub (Hub to Spokes).

‘Wiorkorder user list synchronisation ( Hub to Spokes

The user access control lists for workorders can sometimes become
out-of-sync between spokes and hubs. This server and its spokes can be

forced to merge lists here.
SYNC Moy |

Figure 17-16. The hub server’s Propagation Locations page features the Workorder Synch feature
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Using distributed work orders

The following instructions describe how to generally create a distributed work order within

a system configured for propagation.

1. Setup the hub and spoke servers for propagation as described on page 17-16. Be sure
to provide a unique number to the spoke-index property to identify the spoke server.

2. Use the SPOKE WORKFLOW OVERRIDE to ensure that the work order workflow on both
servers (the hub and spoke) are identical (see page 17-19).

3. Optional: Use the WORKORDER USER LIST SYNCHRONISATION to ensure that the required
user profiles are present in the hub and spoke’s work order workflow (see page 17-19).

4. Using the XBUILDER application on the spoke server, open the template that the work
order’s job will apply to. Click the CREATE NEwW WORK ORDER button | El | to create a new
work order and job (figure 17-17).

Available Assets |

T Feiets
(=] rundowns
=] s

Template : 0752
pecily Offset: [~ [000010 Duration: [00:00.00

Figure 17-17. Create a work order and job, then create a placeholder

5. Create a placeholder on the spoke by dragging the x-logo icon from the work order onto
the texture object on the template/page.

Placeholders are categorized on the hub and spoke. The placeholder is categorized on
the spoke within the category retrieved from the CATEGORY property of the template’s
container from which the placeholder was created. If the placeholder’s category
already exists on the hub server, then it too is placed within this category on the hub.
However, if the category does not already exist on the hub, then the placeholder
information on the hub’s work order lists IMAGES as the Category, and the placeholder
is not categorized on the hub (figure 17-18).

Az=zet Type: Image
Name: PH-2-93-1
Category: Images Community

Aszszet Type: Image
Name: PH-2-93-1
Category: Images
Dimensions: 864 x 864

Dimensions: 664 x 664

Spoke placeholder information Hub placeholder information

Figure 17-18. Placeholder category defaults to Images when the category does not exist on the hub
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6. Complete the work order and job fields, including the name of the work order, the name
of the job, and the Assignee’s name.
7. Save the work order.
The work order, job, and placeholders now exist on both the spoke and the hub server.
They are easily identifiable by their spoke-indexed identification number (i.e. 2-93-1).
8. Open the work order or job on the hub server using XPLORER, XBUILDER, or XNEWS.
9. Use the INGEST button or the SEARCH button to fulfill the placeholder’s image or clip request.
» If you suspect that an asset that meets the job’s criteria already exists on the system,
use the SEARCH button to build a query and locate the asset. Once you have located
the asset, selecting it links it to the job’s placeholder on the both the hub and the spoke.
» If the desired asset is not yet an asset on the hub, you must ingest the requested
image/clip into the job’s placeholder on the hub server. The category into which the
asset will be ingested will be preselected if the category placeholder’s category already
exists on the hub server. If the category does not exist on the hub, then no category is
preselected and you must categorize the ingested image to a category.

Asszet Type: Image
Name: community_groupi
Category: Images.General Images

Dimensions: 1072 x 600

Figure 17-19. Placeholder information on the hub after being ingested

10. Save the job/work order and transition (i.e. submit) it back to the spoke.

The generic placeholders within the spoke and hub categories are updated to reflect
the new image with a watermark status tag (figure 17-20).

In Progress

PH-2-93-1 community_groupd

Figure 17-20. Placeholder is updated in the category

11. Open the work order/job on the spoke server and transition the job until it is finalized.

Finalizing the job replaces the placeholder in the spoke’s category and on the template
with the image/clip asset from the hub. As well, the placeholder on the hub is removed
from its category.

VI NOTE

In some cases, the placeholder asset from the hub is propagated to the spoke’s placeholder
category, as well as to another category. This results in the same asset being stored in two
categories on the same spoke server. This is often the result of the placeholder asset being
stored in a category other than the placeholder category on the hub, while the asset’s
category is also enabled for automatic propagation. Therefore, the system is executing a
distributed work order finalization and an automatic propagation.
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18 SETTING AND MONITORING THE XMS
PUBLISHING ACTIVITIES

The Xmedia Server Control Panel’'s PUBLISHING page provides you with an interface for
managing and monitoring the real-time status of items that are to be published from the

Xmedia Server.

The following sections describe how to set and use the Publishing page’s settings and
Publish Requests monitoring system:

*  “Setting the Central XMS IP Override” on page 18-2

*  “The Insta-publish device setting on the Xmedia Server Control Panel” on page 18-3

*  “Monitoring and managing publish requests in the queue” on page 18-5

XmediaServer Properties 2|
System Parameters | Owsox | Adomaton | XFTP |
General | Database | Replication | MOS | Licensing | Logging | Service Conrol |
Runtime Statistics | Propagation Publishing Workdlow
Central XMS P O
’7 IP reported to publish devices: ‘

Publish Settings:

’7 [~ Insta-publish device en

abled ¥ Reload publish queues on startup ‘

- Publish Reqt

= == |

|

[Number of outstanding publish requests |

Select Al | Gance| Selzcted Refresnl

o

Glear |

Pending Pubiish Reqt

S0me requests not visibiz i the above \s( mlgm snu be
ent in the system. Click the button to clear Clear Pending

pres¢ m Cli

Cancel Ay

Figure 18-1. The Xmedia Server Control Panel’'s Publishing page
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Setting the Central XMS IP Override

The Xmedia Server is often equipped with two network cards and with two IP addresses: a
private IP address and a public IP address. The private IP address is only accessible from
behind the firewall and it is the server main IP address for the Vertigo Suite. The public IP
address is accessible from outside of the firewall and it is mainly used for propagating
assets from a hub server to a spoke server (see “Propagating assets to other Xmedia
Servers” on page 17-1).

When an Xmedia Server has two IP addresses, sometimes the public IP address gets
picked and used rather than the private IP address. Since the public IP address is not
accessible from the Embedded Xmedia Server (EXMS) running behind the firewall,
communication is broken and serious publishing problems could ensue.

The CENTRAL XMS IP OVERRIDE section (figure 18-2) on the Publishing page aims to avoid
IP confusion by definitively identifying the central Xmedia Server’s private IP address.
Therefore, it is recommended that you type the private IP address of the central Xmedia
Server in the IP reported to publish devices field.

o
SytemPaameters | Osox | Asomaion | XFTP |
General | Database | Replication | MOS | Licensing | Logging | Service Cortrol |
Rurtime Siatisics | Propagation Publishing J Workfiow
___________ — ="
i Y Central XMS IP Overrid
’7\P reported to publish devices: [ 10 [] 24 . 73 ] ’ IP reported to publish devices: 10 0 24 73
el

’7 [# Insta-publish device enabled [/ Reload publish queues on startup |

- Publish Req

R [ =

3 |
[Wumber of outstanding publish requests. | 0
Sekctal | CancelSelected | Refiesh | Clear |

’rPenmng Publish Req

Some requests not visble i the above st might sflbe o
present in the system. Click the button to clear them. =Y

0K Cancel Fpoly.

Figure 18-2. Definitively identify the private IP address of the central Xmedia Server
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The Insta-publish device setting on the Xmedia Server
Control Panel

Although the control panels for the Xmedia Server (Xmedia Server Control Panel) and the
Embedded Xmedia Server (EXMS Control Panel) are two separate windows, many of their
interface features are identical. An example of an identical feature is the INSTA-PUBLISH
DEVICE ENABLED setting on the Publishing page (figure 18-3).

21x]
el ]
oAb ] Wakdor
Publish Settings | e o = o ‘ Publish Seftings ——————————
|7 I Insta-publish device enabled : d ‘ ’7 ¥ | Insta-publish device enabled
TS T |
s preciess |
rerean | o
i 1]
Concd | _too |
Xmedia Server Control Panel EXMS Control Panel

Figure 18-3. The XMS Control Panel and EXMS Control Panel both have the Insta-Publish device setting

Although the INSTA-PUBLISH DEVICE setting appears on the Xmedia Server Control Panel, it
is not relevant to the Xmedia Server. Therefore, there is no impact on the Xmedia Server

whether or not the INSTA-PUBLISH DEVICE setting is enabled or disabled. To be on the safe

side, we recommend that the settings should always remain disabled on the Xmedia Server
Control Panel.

V NOTE

The Insta-publish device setting’s name on the Xmedia Server Control Panel may lead you to
believe that you can instantly publish assets that are saved on the Xmedia Server to devices.
While this particular feature does not accomplish this, the Xmedia Server does have access to
an auto-publishing feature that achieves the same goal. Auto-publishing is set up in the Asset
Browser of an Vertigo Suite application (i.e. Xplorer, Xstudio...etc). See “Automatically
publishing assets to devices” in the Xplorer User Manual for more information.
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Insta-publishing from the EXMS to a Localhost device

While this guide’s main focus is on configuring the Xmedia Server, the following information
applies only to configuring the Embedded Xmedia Server (EXMS) installed on Vertigo XG
devices. A brief overview of the EXMS is provided in relation to the INSTA-PUBLISH DEVICE
ENABLED setting.

The Embedded Xmedia Server (EXMS) allows users to continue working on the Vertigo
Suite applications in the case of a network failure by replacing the application cache with
an Xmedia Server (XMS service and database) situated on the same Vertigo XG device.

Figure 18-4 demonstrates that since the INSTA-PUBLISH DEVICE ENABLED setting on the
EXMS Control Panel is always enabled, the EXMS is always ready to instantly publish all
newly received assets locally to a device called LOCALHOST. The Localhost device is an
Xpublish Agent device that publishes the EXMS assets (soft-links) to a folder on the same
drive as its virtual database (VDB), so that the assets can be accessed by the XG.

Save assets

Localhost
(XPublish Agent)

T Insta-publish device

Publish To or
Auto-publish

Figure 18-4. The Insta-publish setting publishes assets from the EXMS to a Localhost device
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Monitoring and managing publish requests in the queue

The Publishing page’s PuBLISH REQUEST list and its controls (figure 18-5) allow you to manage
and monitor (in real-time) the items that are waiting to be published by the Xmedia Server.

System Parameters | Omsox | Aomaton | XFTP |
General | Database | Repication | MOS | Licensing | Logging | Serviee Cortrol |
Runiime Siatisics | Propagation Publishing | Workfiow
Ceniral XIS P
Publish Settings
[~ Publish Requests. ’7 [ insta-pubiish device enabled [ Reload publish queues on startup. ‘

- =
[umber of outstanding publieh recussts |

| ER -

Some requests not visible in the above list might still be Fea—
present i the system. Cickthe button to clear them D

oK Cancel Apply

Figure 18-5. A real-time view of the Publish Requests that are in the Publish Queue

V NOTE

Xplorer's PuBLISH QUEUE MONITOR and Xstudio’s PuBLISH PROGRESS window offer a more
comprehensive interface for monitoring the status of items that are to be published by the
Xmedia Server.

The Publish Request list is automatically created when a publish request is launched by an
Vertigo Suite application (i.e. Xplorer, Xstudio...etc.) and the items are waiting in the publish
queue. Enabling the RELOAD PUBLISH QUEUES ON STARTUP setting on the Publishing page
also allows the list to be populated with the current publish queue items when the XMS
service is started.

Clicking the REFRESH button updates the list with the most current list of items in the queue.
While the NUMBER OF OUTSTANDING PUBLISH REQUESTS field (lower portion of the pane)
reports the exact number of publish requests that have not been serviced yet by the Xmedia
Server. This field is updated every 5 seconds.
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Each row in the Publish Request list identifies an asset that is waiting or has been published
by the Xmedia Server. The following information is provided in each row:

Asset Identifies the name of the asset.

Location Identifies where or to which device or publish location the publish
request has targeted.

Status The status will always display Queued, which means that the asset
is waiting in the queue to be published by the Xmedia Server.

Retries The number of retries for this publish request after failure.

The following buttons, which are located below the Publish Request list, allow you to
manage the Publish Request Queue by removing/cancelling some or all of the pending

publish items:

Select All Selects all of the publish requests currently displayed in the Publish
Request list.

Cancel Used to cancel all of the XMS publish requests that have been

Selected selected in the list.

Refresh Re-populates the list with the publish requests currently in the
XMS.

Clear Clears the list view without affecting the actual list of publish
requests.

Clear Pending Directly cancels and deletes any publish requests that are
outstanding in the XMS.
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19 USER RIGHTS MANAGEMENT

The Vertigo Suite offers system administrators and workflow managers the possibility of
restricting access to some of the functionality on a per-user basis using User Rights
Management (URM). Access rights are controlled using the Xmedia Server and the
operations, tasks, and roles defined in Microsoft’s Authorization Manager.

Access control is enforced through two different set of restrictions; category visibility and
asset type security. The first set of restrictions determine, for any given category, which
users are allowed to view the category and its contents via the Asset Browser. The second
set of restrictions determine, system-wide, upon which asset types a user is granted read,
write and delete access. In combining both sets of restriction, one can enforce access
control on a category and asset-type basis.

A typical use of URM is to have a set of templates that are “in progress”, and therefore
visible only to graphics staff, but not to be used from Xnews or Xbuilder.

Use of the Vertigo Suite’s URM is completely optional and it can be enabled or disabled
using the Xmedia Server Control Panel’s General page.

The following sections provide more details and instructions for configuring and using URM:
»  “Target audience and prerequisites for setting up URM” on page 19-2

e “Overview of the Authorization Manager” on page 19-3

*  “Configuring the Policy Store in Active Directory” on page 19-8

e “Configuring the Policy Store in an XML file” on page 19-22

»  “Setting up your user rights management system” on page 19-35

«  “Maintaining the Authorization Manager’s elements” on page 19-43

*  “Restricting access to asset categories” on page 19-49
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Target audience and prerequisites for setting up URM

The Vertigo Suite’s user rights management system is intended to be designed, set up, and
used by system administrators and/or IT professionals, not the application users. As such, the
target audience for this document is restricted to system administrators and IT personnel
whose responsibilities grant them jurisdiction over system and network security. This
document assumes that these professionals have a solid understanding and experience of
Windows networking, including Windows Servers 2003, Active Directory, Windows users
management, as well as the Microsoft Authorization Manager.

If information or guidance is required that goes beyond the scope of this document, we
recommend that you first refer to Microsoft's user documentation to determine if the issues
are Windows related. If the issues are determined to be specific to the Vertigo Suite’s use
of the Authorization Manager, please contact one of our Technical Support representatives
(support@miranda.com).
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Overview of the Authorization Manager

User rights management for Vertigo Suite applications is provided by Microsoft’s
Authorization Manager (often referred to as AzMan). The Authorization Manager allows for
a role-based management system, which grants or restricts user access by mapping the
user’s login profiles to roles that are inspired by job functions.

Before using the Authorization Manager, system administrators must create and configure
a Policy Store repository. The Policy Store contains the AzMan-related configuration and
Vertigo Suite access restrictions. It is manipulated via a Microsoft Management Console
snap-in. Through the snap-in’s user interface, access to various components of the Vertigo
Suite can be restricted (figure 19-1). For more information on Microsoft’'s AzMan, please
refer to http://technet .microsoft.com/en-us/library/cc732077.aspx.

FE Authorization Manager -1o] x|
File Action View ‘Window Help | -8 ]

BRI EEEEEEIEE

. rﬁ Authorization Manager Mame / | Type | Description

PO|ICy Store ——P || = E smsazmanstore. il (D Definitions Container Definitions of roles, tasks, and operations

{1 Groups (CdGraups Containsr Application groups

B media (role Assignments Container Users and groups assigned to roles
1 Groups
([ Definitions
{1 Role Assignments

Figure 19-1. AzMan’s MMC snap-in user interface used to manipulate the Policy Store

Prior to configuring the Policy Store, the type and location of the repository must be
determined. The repository can be housed in two types of containers, as demonstrated in
figure 19-2; an XML FILE or a node in an ACTIVE DIRECTORY installation of Windows 2003
functional level domain (see “Configuring the Policy Store in Active Directory” on page 19-8
and “Configuring the Policy Store in an XML file” on page 19-22 for more information).

e

Workstation Workstation

Windows Domain Windows Domain

Figure 19-2. The Policy Store can be stored in Active Directory (left) or an XML file (right)
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Once the Policy Store repository is created, it is populate with operations, task definitions, and
role definitions, which can be assigned to Windows users and groups (figure 19-3). These are
the basic building blocks of the Policy Store used by the Authorization Manager to grant or deny
operations within the Vertigo Suite to your organization’s users and groups.

Role Assignment / Operation -
-\ / Operation
Role Task < ——\|
Definition Definition
\ Lower-level

Task
Definition

Lower-level

Role
Windows Definition
Users &
Groups

Figure 19-3. The relationship between the Policy Store elements
Figure 19-3 demonstrates the relationship between the Policy Store elements.
An overview of each element is provided in the following sections:
«  “VertigoXmedia Application, operations, and task definitions” on page 19-4
*  “Role definitions” on page 19-5
*  “Role assignments” on page 19-5
*  “Scopes” on page 19-5

VertigoXmedia Application, operations, and task definitions

Operations correspond to the actions that can be undertaken in the Vertigo Suite
applications, like saving or deleting an asset. The Vertigo Suite pre-defines a series of
operations under the application name VERTIGOXMEDIA that it uses to restrict access to its
various components based on the security policy defined in the Policy Store. In essence,
an application is a scope or a grouping, and the VertigoXmedia application is the grouping
that the Xmedia Server uses via the Authorization Manager to implement an access control
list. See “Vertigo Suite Operations” on page 19-6 for a list of the operation definitions
included in the VertigoXmedia application.

Operation definitions are most commonly grouped into task definitions. For example, by
grouping several operations together you can create a task definition that grants all of the
permissions required to publish a scene. Note that task definitions can also support
inheritance from other task definitions.

The following sections provide instructions for creating or editing task definitions:

*  “Creating a new task definition” on page 19-37

*  “Editing task definitions” on page 19-45

19-4 XMS Configuration Guide



User rights management

Role definitions

Since the authentication model is role-based, operations and task definitions are grouped
together into Role Definitions. Role definitions are determined by the job functions in your
organization’s workflow and they essentially group together the permissions that are
required for someone to perform the job function.

Figure 19-3 demonstrates that role definitions support inheritance from other role
definitions. In other words, a role definition’s permissions is the sum of all lower-level role
permissions and its own.

The following sections provide instructions for creating or editing role definitions:

*  “Creating and populating a new role definition” on page 19-38

»  “Editing role definitions” on page 19-43

Role assignments

Figure 19-3 demonstrates that a role assignment associates a single role definition with the
Windows users and groups that require the permissions encompassed within the role
definition to perform their job functions.

The most common procedure that system administrators carry out in the user rights
management models is to assign Windows users and groups to a role. The following
sections provide instructions for creating or editing role assignments:

e “Creating a new role assignment” on page 19-40
*  “Adding and removing users from a role assignment” on page 19-47

Scopes

Category access restrictions are catalogued using the Authorization Manager’s concept of
Scopes. Scopes appear as GUID-named folders under the VertigoXmedia application.
They contain mappings between internal XmediaServer category identifiers (GUIDs) and
the Windows users and groups that are allowed to see the category in the asset browser.
They are created by the Xmedia Server and edited within the asset browser in Vertigo Suite
applications. The scopes that are created in the Authorization Manager snap-in must not be
modified or deleted manually. The presence of a category's identifier as a scope in the
Authorization Manager means that the category has restrictions set. More information about
Authorization Manager scopes is provided in “Restricting access to asset categories” on

page 19-49.

Scope

I I
Figure 19-4. A scope is automatically added by the XMS when an asset category is restricted
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Vertigo Suite Operations

The Vertigo Suite provides a set of pre-defined operations, which are used to implement a
security model for the Vertigo Suite applications. Not granting a specific operation to a role
is the equivalent of revoking the right to the operation. Instructions for installing these
operations within the Policy Store are provided in “Granting the domain user administrative
rights to the Organizational Unit” on page 19-13.
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Figure 19-5. Pre-packaged VertigoXmedia operation definitions

Meanwhile, the following table lists the operations used by the Vertigo Suite:

CategoryMgmtOp Grants permission to manage categories (deleting, renaming, etc.)

CatViewOp Grants permission to view all of the categories

DeviceMgmtOp Grants permission to manage devices (edit, delete, etc.)

DSMgmtOp Grants permission to manage the data server

ImportOp Grants permission to import assets into XMS

IngestOp Grants permission to ingest assets into XMS

ManualPublishOp Grants permission to publish assets manually

PublishMgmtOp Grants permission to manage the publishing between categories and
publish locations

SetPermissionsOp Grants permission to set or disable user rights management permissions
within the applications. Users with access to the Authorization Manager
supersede this permission.

SetWOPermissionsOp Grants permission to set or disable work order permissions within the
applications

VertiGodOp Supersedes all other permissions. In other words, allows full access
without restrictions

ViewHighResProxyOp Grants permission to modify view high resolution proxies. If not set, user
can only view low-resolution proxies
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WriteAudioOp

Grants permission to modify audio clip assets

WriteBlobOp

Grants permission to modify blobs

WriteCelAnimationOp

Grants permission to modify cel animation assets

WriteCustomObjectOp Grants permission to modify custom objects
WriteExtraOp Grants permission to modify extras
WriteFontOp Grants permission to modify fonts

WriteGalleryOp

Grants permission to modify galleries

WriteGraphicOp

Grants permission to modify graphics

WritelmageOp

Grants permission to modify image assets

WriteLayoutOp

Grants permission to modify layout

WriteMetadataOp

Grants permission to modify metadata

WritePanelOp

Grants permission to modify panels

WritePlayListOp

Grants permission to modify playlists

WritePluginOp

Grants permission to modify plugins

WriteRunDownOp Grants permission to modify rundowns
WriteSceneOp Grants permission to modify scenes
WriteScriptOp Grants permission to modify scripts
WriteSegmentOp Grants permission to modify segments
WriteShowOp Grants permission to modify shows
WriteStringMapOp Grants permission to modify string map
WriteTaskOp Grants permission to modify tasks
WriteTemplateOp Grants permission to modify template assets
WriteVideoOp Grants permission to modify video clip assets
WriteWorkOrderJobOp Grants permission to modify work order jobs
WriteWorkOrderOp Grants permission to modify work orders
XmsMgmtOp Grants permission to manage the Xmedia Server using the Xmedia
Server Control Panel
XPSMgmtOp Grants permission to manage the Xpublish Agent

XMS Configuration Guide
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Configuring the Policy Store in Active Directory

Before using the Authorization Manager, system administrators must create and configure a
Policy Store repository. The Policy Store contains the AzMan-related configuration and
Vertigo Suite access restrictions. It is manipulated via a Microsoft Management Console
snap-in. Through the snap-in’s user interface, access to various components of the Vertigo
Suite can be restricted.

Prior to configuring the Policy Store, the type and location of the repository must be
determined. The repository can be housed in two types of containers; an XML FILE or a node
in an ACTIVE DIRECTORY installation of Windows 2003 functional level domain.

The preferred repository is an Active Directory node, as it is best for multi-user environments.
Nevertheless, certain situations might call for an XML repository (see page 19-22).
Choose the ACTIVE DIRECTORY type when:

» you are working within a Microsoft Windows 2003 network domain

» you want multiple users to access the policy store

* you want to restrict access to the policy store

Windows Domain

Policy Store .

Domain controller

wiEn e wEn with Xmedia Suite with Xmedia Suite

Figure 19-6. User rights management configuration with Policy Store in Active Directory

V[ NOTE

Configuring the Policy Store in an Active Directory should only be attempted by system
administrators and IT personnel whose responsibilities grant them jurisdiction over system
and network security. These professionals must also possess a solid understanding and
experience of Windows networking, including Windows Servers 2003, Active Directory,
Windows users management, as well as the Microsoft Authorization Manager.

19-8
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The procedure below identifies the high-level steps involved in creating and configuring the
Authorization Manager’s Policy Store in Active Directory. Subsequent sections (identified
by the links within the procedure) provide step-by-step instructions for performing each
step. Please also refer to Microsoft's documentation on user management and Active
Directory Service for more information.

To configure the Authorization Manager’s Policy Store in Active Directory:

Prerequisites:

The following are prerequisites for configuring the Authorization Manager’s Policy
Store in Active Directory. Please refer to Microsoft's documentation on user
management and Active Directory Service more information.

» Create a new domain user, which will be used to grant the Xmedia Server
access to the required domain resources.

* A new organizational unit named VERTIGO within the Active Directory to house
the Policy Store.

1. Open the Microsoft Authorization Manager.
See “Open the Authorization Manager” on page 19-10.
2. Assign a Policy Store within the organizational unit.
See “Creating a new organizational unit and assigning a Policy Store” on page 19-11.
3. Grantthe newly created domain user administrative rights to the Organizational Unit. See
“Granting the domain user administrative rights to the Organizational Unit” on page 19-13.
4. Open the Xmedia Server Control Panel and stop the XMS Service.
See “Stopping the XMS Service” on page 19-14.
5. Change XMS service credentials to the domain user and add the domain user as an
Administrator for the Xmedia Server.

See “Adding the domain user to the Xmedia Server’s security credentials” on page
19-15.

6. Add the domain user to the security credentials of the Policy Store. See “Granting the
domain user administrative rights to the Policy Store” on page 19-18.

7. Enable and set the Authorization Manager Configuration settings on the Xmedia Server
Control Panel.
See “Setting the Authorization Manager Configuration settings” on page 19-20.

8. Start the XMS Service in the Xmedia Server Control Panel and populate the
VertigoXmedia application with the Vertigo Suite operations and roles.
See “Starting the XMS Service to populate the VertigoXmedia application” on page 19-20.

V NOTE

The instructions contained in this section are generic and intended to provide a very high-
level information on how to create and configure the Authorization Manager’s Policy Store
in Active Directory. Therefore, you will likely need to modify these instructions to
accommodate your specific network requirements or network configuration. Please refer to:
http://technet.microsoft.com/en-us/library/cc786774.aspx
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Open the Authorization Manager

Factory configured Xmedia Servers presently run Windows Server 2003, SP1 or later.
Within Windows Server 2003, Microsoft provides the Authorization Manager snap-in.
Therefore, the Authorization Manager is already installed and you can perform the
instructions below to launch the AzMan snap-in.

To open the Authorization Manager snap-in:
e At the command prompt or in the Run box, type azman .msc and click OK.
Or,
*  Select START>SETTINGS>CONTROL PANEL>ADMINISTRATIVE TOOLS>AUTHORIZATION MANAGER.
The MICROSOFT MANAGEMENT CONSOLE window appears, with the Authorization Manager

snap-in active. The first time you open it, you’ll see the message shown in (figure 19-7),
which advises you that no authorization stores have been selected.

For mors infarmstion, sae Select an Authorization Siore i Hep.

Figure 19-7. The Authorization Manager window the first time it is opened

If the Authorization Manager snap-in does not already exist on your system, you must
manually add the Authorization Manager using the Microsoft Management Console. If you
need further information, please refer to the Microsoft documentation:
http://technet.microsoft.com/en-us/library/cc731573.aspx.
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Creating a new organizational unit and assigning a Policy Store

Before creating a policy store repository in Active Directory, it is recommended that you
create a new Organizational Unit (OU) in the domain Program Data container within the
domain-naming context (CN=Program Data residing directly in domain DC container). For
information on how to create an organizational unit in an Active Directory environment,
please refer the Microsoft Active Directory Service documentation.

Once the organizational unit is created, then you can create a store object in the new OU.
Note that the user that will create the Policy Store in the OU must know the container name
and have “Create Child Object Permission” in the container.

To assign a Policy Store within a new organizational unit:
1. Open the AUTHORIZATION MANAGER CONSOLE by selecting:
START>SETTINGS>CONTROL PANEL>ADMINSTRATIVE TOOLS>AUTHORIZATION MANAGER

2. Right-click on the root node (AUTHORIZATION MANAGER) and select the OPTIONS
command. The OPTIONS dialog box appears.

options________ x|

Authorization Manager mode:

% Developer mods
In developer mode, users can create, deploy. and maintain
applications. Users have unrestricted access o all features.

" Adminishrator mode:

In administrator mode, users can deploy and maintain applications
Users have access to all features except they cannot create new
applications and define operations.

Cancel

Figure 19-8. The Options dialog box allows you to select the Authorization Manager mode

3. Select DEVELOPER MODE and click OK.

4. Open the Authorization Manager window (see page 19-10). Then, right-click the
Authorization Manager node in the left column and select the NEW AUTHORIZATION
STORE command.

The NEW AUTHORIZATION STORE dialog box appears (figure 19-9).

New Authorization Store HE

Select the autherization stare type:
% Active Directory
Requires \windows Server 2002 domain functional lzvel.
£ ML fle

Store name:

Description:

0K Cancel

Figure 19-9. New Authorization Store
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5. Enable the ACTIVE DIRECTORY setting (radio button).

6. Type in the STORE NAME field the policy store’s LDAP name. For example:
CN=LDAPAzMAnStore,OU=Vertigo,DC=<yourDomain>
This specifies the Policy Store Name as Program Data.

7. Optional - Type a description of the new authorization store in the DESCRIPTION text
box.

8. Click OK.

9. Return to the Authorization Manager Console by selecting:
START>SETTINGS>CONTROL PANEL>ADMINISTRATIVE TOOLS>AUTHORIZATION MANAGER

10. Right-click on the newly created Policy Store and select the NEW APPLICATION
command.

11. Enter VERTIGOXMEDIA as the APPLICATION NAME and VERTIGO SUITE PoLICY STORE as
the DESCRIPTION.

12. Click OK.
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Granting the domain user administrative rights to the
Organizational Unit

Delegate administrative control of the organizational unit to the newly created domain user.

If you need further information, please refer to the Microsoft Active Directory documentation:
http://technet.microsoft.com/en-us/library/cc778807.aspx

To grant the domain user administrative rights to the Vertigo organizational unit:
1. Open the AUTHORIZATION MANAGER CONSOLE by selecting:
START>SETTINGS>CONTROL PANEL>ADMINSTRATIVE TOOLS>AUTHORIZATION MANAGER

2. Right-click on the VERTIGO organizational unit and select the PROPERTIES command.
The PROPERTIES dialog box appears (figure 19-10).

Vertigo Propetties [ 7] x]

General  Security |Audilmg|

Authorization Manager user role:

Users and groups that are assigned to this role

Hame [ Where Defined [
€ AdministratorVOA-DCTMAD. Authorization Store

€72 Domain AdminsVOA-DCTL...  Autharization Stare

B (e @VEA-DCT) Authorization Stare

Add. Bemove
[ok ] cemesl | amn |
Figure 19-10. The Vertigo organization unit’s Properties dialog box

3. Select ADMINISTRATOR from the AUTHORIZATION MANAGER USER ROLE drop-down list.

4. Click the App button and the SELECT USERS, COMPUTERS, OR GROUPS dialog box
appears (figure 19-11).

Select Users, Computers, or Groups [ 7] %]
Select this object type:
[Hsers. Groups. or Builtin securly principals Object Types
Erom this location
IVGA—D C1 Locations.
Enter the object names to select (sxamples):
| Chesk Names
Advanced Cancel
2|

Figure 19-11. Specify the domain user’s name to grant them administrative privileges

5. Type the Domain user’s login name in the text box and click OK. The SELECT USERS,
COMPUTERS, OR GROUPS dialog box closes and the user’s name now appears in the
PROPERTIES dialog box.

6. Click OK.
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Stopping the XMS Service

The next few steps in the configuration procedure involve making and applying changes to
the XMS Service settings. For these changes to take effect, you must first open the Xmedia
Server Control Panel and stop the XMS Service. Later, these new settings will be applied
to the Xmedia Server when it is restarted.

To open the Xmedia Server Control Panel and stop the XMS Service:

1. Open the XMEDIA SERVER CONTROL PANEL by selecting:
START>SETTINGS>CONTROL PANEL>VERTIGOXMEDIA XMEDIASERVER

2. Select the SERVICE CONTROL tab on the XMEDIA SERVER CONTROL PANEL (figure 19-

XmediaServer Properties 2l XmediaServer Properties 2%
Funime Statistics | Propagation | Publishing | Warkfiow Runtime Statistics |  Propagation |  Publishing |  Woddlow |
System Parameters | Owsor | Automation | XFTP System Parameters | Owsox | Adomation | xFTP |

[General | Datebase | Repication | MOS | Licensing | Legging | Service Control General | Database | Replication | MOS | Licensing | Logging Service Control

4 - Service
, 4 @ The service is running.
/ e The service starts automatically.
N { 4 A - Service Control
Vertigo/XmediaSuite
Version 4. (4.9.529.0)
e a nediz Start > Start the service.
Working dire a
TCRIP C:
’7 @ Listen for incoming connections on port: [ 14050 ‘ 2D EEpEEETE
~Directories C
Virtual database path: [ F:umesiawinuaiDe =
wiarking folder: CoProgram FilesTVertigaXmedialapps P Launeh service ot system stortup
[V Restart service after faiure
Filter directory: CProgram FilesVertigakmediatpps I~ Controlthe DataServer
[ REST nterface
r Manager
I Enabled Launch Services Management Console |
Policy store URL: |
Application name: [
0k | Cancel | b | ok | camel | mev |

Figure 19-12. Accessing the XMS Service controls on the Xmedia Server Control Panel

3. Click the SToP button to stop the XMS Service.
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Adding the domain user to the Xmedia Server’s security
credentials

A direct consequence of the use of user rights management is that the Xmedia Server and
the VxDataServer services must run under a security context other than
LocalSystemAccount. In fact, they both need to be running inside the security context of a
domain user.

With the XMS Service now stopped, you can delegate administrative privileges to the
domain user on the Xmedia Server machine.

To grant the domain user administrative privileges to the Xmedia Server:

1.
2.

Start and log into the Xmedia Server as an Administrator user.
Add the newly created domain user as an administrator to the XMS machine.

a. Right-click the MY COMPUTER icon on the Xmedia Server’s desktop and select the
MANAGE command.
The COMPUTER MANAGEMENT window appears (figure 19-13).

£l computer Management [_[o[x

& Bl Acton Yiew Window Hebp | =151

s amxEFR|(2E
[ =] Computer Hanagement (Local)

5 i System Tools
&) Evert viewer

tors
p Operators
uted COM Users. o ki
Guests Guests have the same access as me.
Network Configuration ... Mermbers in this roup can have sorm...

Shared Folders e
) o Local Users and Groups g
(3 users

b € perfomance Log Users  Members o this graup have remots ..
g ;Zji;’";;;:;:fs eI | e formance Monor U, Members of this roup have rems ..
=63 sorace & Power Users Power Users possess most admiristr...
Removable Storage 8 prink Operators Wembers can admirister domain prin
Disk Defragmenter @& Remote Deskiop Users  Members in this group are granted t
Disk Management Reeplicator Supports fils replication in & domain
£ services and Applications Busers Users ave prevented From making ac...
28 Helpservicesroup Group for the Help and Support Center
LisaL 5.0 Members
o sqL L. Members
] 5L Server20055QLEr Members.
Telnetdlierts Members of this group have access b,

o

Figure 19-13. The Xmedia Server’s Computer Management window

b. Select LocAL USERS AND GROUPS>GROUPS>ADMINISTRATORS.
The ADMINISTRATORS PROPERTIES dialog box appears (figure 19-14).

[Administrators Properties 7]

General |

g Admiristiators

Desciption

Hembers:
& dministiator

Add Bemave
Cancel pply

Figure 19-14. The Xmedia Server’s Administrators Properties dialog box
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c. Press the ADD button.

The SELECT USERS dialog box appears (figure 19-15).

Select Users

Select this obiject ype:

[Hsers or Builtin secuiy principals Object Types

Erom tis location

[EXCE] Locations

Enter the object names to select (examples)

| Check Names
Advanced.. Cancel

Figure 19-15. The Select Users dialog box

d. Type the Domain user’s login name in the text box and click OK.
The SELECT USERS dialog box closes and the user’s name now appears in the

ADMINISTRATORS PROPERTIES dialog box.

e. Click OK.

3. Return to the Control Panel (START>SETTINGS>CONTROL PANEL) and open the
Microsoft SERVICES console by selecting ADMINISTRATIVE TOOLS>SERVICES.

4. Navigate down the list of services to the XMEDIASERVER service. Right-click on the
Xmedia Server Service and select PROPERTIES. The XMEDIASERVER PROPERTIES dialog

box appears (figure 19-16).

XmediaServer Propetties (Local Computer) 2] x|
General Leg On | Recovery | Dependencies |
Log on as
© Lacal Spstem account
= | Allovs service tointeract with deskiop
& This account jezalai Browse.
Password
Confim password:  |[sessesssssssens
You can enable o disable this service for the hardware profiles listed belows
Hardwars Profils | Service |
Piofile 1 Enabled
Erisble Disable
0K | Concel | i |

Figure 19-16. The XmediaServer Properties dialog box
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5. Select the LoG ON tab and change the Log On as assignment from the local system
account to the newly created domain account.
a. Press the BROWSE button. The SELECT USER dialog box appears (figure 19-17).

Select User [ 7] x]
Select this object type
[Users or Builtin secuiy principals Dbject Types.
Erom this lncation:
|uA—><Ms1 Locations.
Enter the object names to select [xemples].
| Check Names
Advanced Cancel
2|

Figure 19-17. The Select User dialog box

b. Type the domain user’s name in the text box and press OK.
c. Press OK on the XMEDIASERVER PROPERTIES dialog box to close it.
6. Close the SERVICES console and the ADMINISTRATIVE TOOLS windows.
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Granting the domain user administrative rights to the Policy
Store

Delegate administrative control of the Policy Store to the newly created domain user.

To edit the Policy Store’s security credentials:
1. Open the Authorization Manager by selecting:
START MENU>PROGRAMS>ADMINISTRATIVE TOOLS>AUTHORIZATION MANAGER

2. Right-click on the LDAPAZMANSTORE policy store and the select the PROPERTIES
command (figure 19-18).

“f AZMAN - [Console Root' Authorization Manager'LDAPAzManStore]

Action  Yiew Faverites Window  Help
EXEBR 2 |
[ Console Root. Hame. [Type [ cescription
EH{gg Authorization Manager (Droups Container Appiication groups
= Hew Application. .. Bvertigo Application
Groups s
3 vertigoxmed o
&) mctive Directory Users| o ]
4 | I
[Opens the properties dilog ba| /&% *
Hew Window from Here:

Delete
Refrach
Export List...

ﬁ%

Figure 19-18. Open the Properties for the XmsAzManStore.xml policy store

3. Select the SECURITY tab on the policy store’s PROPERTIES dialog box (figure 19-19). If
it is not already displayed, set the Authorization Manager user role field to
Administrator.

LDAPAzMansStore Properties HE

General | Linits Securly | Audiing |

Authorization Manager user role:

Users and groups that are assigned to this roke:

Name [ where Defined [
Administratol/0A-DCTNA.. Authorization Store

€72 Damsin AdwinsVOA-DCT...  Autharization Stare

€ vamlwmEVEADCT) Authorization Stare

Add... Eemove
’D—KI Cancel | £pply |

Figure 19-19. Select the Security tab on the policy store’s Properties dialog box
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4. Click the Abbp button and the SELECT USERS, COMPUTERS, OR GROUPS dialog box
appears (figure 19-20).

Select Users, Computers, or Groups [ 7] x]
Select this object type:
|useys, Groups, or Bull-n security principals Dbject Types...
Erom tis location
[vaea-per Locations
Enter the object names to select (sxamples)
| Check Names
Advanced.. Cancel
2

Figure 19-20. Specify the domain user’s name to grant them administrative privileges

5. Type the Domain user’s login name in the text box and click OK. The SELECT USERS,
COMPUTERS, OR GROUPS dialog box closes and the user’s name now appears in the
PROPERTIES dialog box.

6. Click OK.
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Setting the Authorization Manager Configuration settings

The Xmedia Server Control Panel’s AUTHORIZATION MANAGER CONFIGURATION settings
must be set to enable user rights management in the Vertigo Suite, providing the location
of the policy store and the name of the application to be used.

To set the AUTHORIZATION MANAGER CONFIGURATION settings:
1. Open the XMEDIA SERVER CONTROL PANEL by selecting:
START>SETTINGS>CONTROL PANEL>VERTIGOXMEDIA XMEDIASERVER

21|

Funtime Stafistics | Propagation | Publishing | Workflow |
System Parameters | Omsox | Auwomaton | FTP |
General | Database | Repication | M0S | Licensing | Logaing | Service Control

TCPIP C Authorization Manager Configuration
’7 @ Listen for incoming cennections on port: ‘ F Enahiled
EEEERE Palicy store LRL: I mzldap: SCH=LDAPAZManStore, OU=Yertigo DC=Y
Vitual detabase pathy | F:XmediaituaiDB =] Spplication name: I “ertigo¥media
wiorking folder: C\Program FilesterligoXmedialipps =1

Fiter cirectory, C:\Program Filestertigoimedi\apps

Manader C:

I~ Enabled

Folicy store URL: [

Application name: |

ok | cance | ey |

Figure 19-21. Authorization Manager Configuration settings on the Xmedia Server Control Panel

2. Select the ENABLED check box in the Authorization Manager Configuration section of
the GENERAL page (figure 19-21).

3. Set the PoLicy sTORE URL field. Since the Store’s repository is saved in the Active
Directory, use a path in the following form to refer to the repository:
msldap://CN=Program Data,OU={Unit Name},DC={Name of domain controller},DC=local

4. Setthe APPLICATION NAME field to the exact name given to the Application (i.e. VertigoXmedia).

Starting the XMS Service to populate the VertigoXmedia
application

After having made changes to the Xmedia Server Control Panel settings, the XMS Service
must be restarted for the changes to take effect. In restarting the XMS service, the Xmedia
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Server will read the AUTHORIZATION MANAGER CONFIGURATION settings and populate the
VertigoXmedia application (in the store repository) with the Vertigo Suite operations.

To start the XMS Service and populate the VertigoXmedia application:

1. With the Xmedia Server Control Panel open, select the SERVICE CONTROL tab on the
Xmedia Server Control Panel.

2. Click the START button to restart the XMS Service and apply the new settings.
Click OK and the Xmedia Server Control Panel closes.
4. Open the Authorization Manager console by selecting:
START>SETTINGS>CONTROL PANEL>ADMINSTRATIVE TOOLS>AUTHORIZATION MANAGER
5. Expand VERTIGOXMEDIA and DEFINITIONS nodes.

6. Select the OPERATION DEFINITION node. The right-side panel should now be populated
with VertigoXmedia operations (figure 19-22).

w

Hi AZMAN - [Console Root' Authorization Manager\LDAPAzManStore' vertigo' Definitions',Operation Definitions]
%) Fle Acton Vew Favortss Window el | _|®] x|
& =+ | BR|2
(1 Console Raot. e [ Type [ Description -
=I-d Authorization Manager CateqoryMgmtop Operation allows permission ko manage categories
=5 LbAPtaManstore CatViewop Gperation allows view of all the categories
- Groups DeviceMamtOp COperation allows permission to manage devices
5 5 Vertigokmedia DSMamkOR Operation allows permission to manage the data server—
8 G’”;‘?f ImpartOp Operation allows permission to import data
& E_E‘ ':'t"c'"; - Tngestop Operation allowss permission o ingest data
- ke Defintians 3 ManualPublishop Operation allows permission to pulish manuslly
’ 4 PublshMgmtop Gperation allows permission to manage publishing
(51 Role fisiroments SetPermissionsOp Gperation allows permission to set permissions
3 €64717754205-45b5-5101-001 140287000 SetwOPermissionsOp Gperation allows permission to set work order permissio
&) tuctive Directory Lsers and Computers [ca-vi-del ¥QA-DCL] VertigaGodop Operation alows Ful access
WigwHighR gsProsyOp Operation allows permissian to view high resalution pros
whiteAudioOp Operation allows permission ta modify audio d
3

Figure 19-22. The operations that belong to AzMan’s VertigoXmedia application

7. Select the ROLE DEFINITION node. The right-side panel should now be populated with
VertigoXmedia role definitions (figure 19-23).

"Tii AZMAN - [Console Root'Authorization Manager\,L DAPAzManStore'Yertigo\D s\Role Definitions]

% Ee

tion Yew Favortes Window Help | _1& x|
e I ENENE |
(2 Cansale Roat Hame: [ Type
B Authorization Manager _ﬁ\femcnd Role Definition
=& LbAPAZManStore
Groups
=53] Vertigomedia
[ Groups
=-{2] Definitions
: AR .l Definitions
(] TaskDefinitions
{1 Operation Definitions
[#-{1 Role Assignments
g e6471773-42e5-45b9-8101-001 140287000
&) Active Directary Users and Computers [ca-vam-dcl VQA-DC1]

| Description

Figure 19-23. The role definitions that belong to AzZMan’s VertigoXmedia application
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Configuring the Policy Store in an XML file

Before using the Authorization Manager, system administrators must create and configure
a Policy Store repository. The Policy Store contains the AzMan-related configuration and
Vertigo Suite access restrictions. It is manipulated via a Microsoft Management Console
snap-in. Through the snap-in’s user interface, access to various components of the Vertigo
Suite can be restricted.

Prior to configuring the Policy Store, the type and location of the repository must be
determined. The repository can be housed in two types of containers; an XML FILE or a
node in an ACTIVE DIRECTORY installation of Windows 2003 functional level domain (see

page 19-8).
The preferred repository is an Active Directory node, as it is best for multi-user
environments. Nevertheless, you should choose the XML FILE type in situations where:
» your Microsoft network domain is not Windows 2003
» your domain administrator refuses to grant an external process access to an active
directory node
* you have a computer with a network share that all other computers can read/write to
» you have a good understanding of Microsoft Windows networking permissions
« your network has a simple topology

Windows Domain

XML File =
Policy Store %I

Domain controller

with Xmedia Sute  with Xmedia Suite i serc S e with xmedia Suite

Figure 19-24. User rights management configuration with Policy Store in an XML file

V NOTE

Configuring the Policy Store in an XML file should only be attempted by system
administrators and IT personnel whose responsibilities grant them jurisdiction over system
and network security. These professionals must also possess a solid understanding and
experience of Windows networking, including Windows Servers 2003, Active Directory,
Windows users management, as well as the Microsoft Authorization Manager.
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The procedure below identifies the high-level steps involved in creating and configuring the
Authorization Manager’s Policy Store in an XML file. Subsequent sections (identified by the
links within the procedure) provide step-by-step instructions for performing each step.

To configure the Authorization Manager’s Policy Store in an XML file:
1. Open the Microsoft Authorization Manager.
See “Opening the Authorization Manager” on page 19-24.

2. Configure the Authorization Manager to use an XML file on a network share. See
“Configuring the Authorization Manager to use an XML file stored on a network share” on

page 19-25.
3. Switch the snap-in to Developer mode and create the Policy Store.

See “Creating the VertigoXmedia Policy Store in the Authorization Manager” on page
19-26.

4. Obtain a Windows user with full control to the shared directory. See “Obtaining a Windows
user with full control of the shared directory” on page 19-28

5. Open the Xmedia Server Control Panel and stop the XMS Service.
See “Stopping the XMS Service” on page 19-29.

6. Change the XMS Service credential to the new user and add the user as an Administrator
on the Xmedia Server.

See “Adding the new user to the Xmedia Server’s security credentials” on page 19-30.
7. Add the user to the security credentials of the Policy Store.
See “Changing the security credentials of the Policy Store” on page 19-31.

8. Enable and set the Authorization Manager Configuration settings on the Xmedia Server
Control Panel.

See “Setting the Authorization Manager Configuration settings” on page 19-33.

9. Start the XMS Service in the Xmedia Server Control Panel and populate the Policy Store
with the Vertigo Suite operations.
See “Starting the XMS Service to populate the VertigoXmedia application” on page
19-34.
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Opening the Authorization Manager

Factory configured Xmedia Servers presently run Windows Server 2003, SP1 or later.
Within Windows Server 2003, Microsoft provides the Authorization Manager snap-in.
Therefore, the Authorization Manager is already installed and can follow the instructions
below for launching the AzMan snap-in.

To open the Authorization Manager snap-in:
*  Type azman.msc at the command prompt or RUN box and click OK.

Or,
*  Select START>SETTINGS>CONTROL PANEL>ADMINISTRATIVE TOOLS>AUTHORIZATION MANAGER.

The MICROSOFT MANAGEMENT CONSOLE window appears, with the Authorization Manager
snap-in active. The first time you open it, you'll see the message shown in (figure 19-25),
which advises you that no authorization stores have been selected.

For mors infarmstion, sae Select an Authorization Siore i Hep.

Figure 19-25. The Authorization Manager window the first time it is opened

If the Authorization Manager snap-in does not already exist on your system, you must
manually add the Authorization Manager using the Microsoft Management Console. If you
need further information, please refer to the Microsoft documentation:
http://technet.microsoft.com/en-us/library/cc731573.aspx.
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Configuring the Authorization Manager to use an XML file stored
on a network share

Authorization Manager supports the storage of the Policy Store’s repository in an .xml file
that is stored on an Windows NT file system (NTFS) volume. The XML policy store should
be stored on the Xmedia Server as a shared file.

If you select to store the Policy Store in an XML file, you'll need to designate its location in network-
accessible folder structure by its path and specify particular permissions for that file.

To assign the Policy Store repository as an XML file:

1. Open the Authorization Manager snap-in window (see page 19-24). Then, right-click
the Authorization Manager node in the left column and select the NEW AUTHORIZATION
STORE command.

The NEw AUTHORIZATION STORE dialog box appears (figure 19-26).

Mew Authorization Store 2

Select the autharization store type:
€ Active Directory
Requires Windows Server 2003 domain functional level
& ML File
Sttore: harne:
IC.\PrUgram Files\\ertigoxmediaibppshazman=msbzhd anS tore.x Locations. ..

Deszcription:

Cancel

Figure 19-26. New Authorization Store dialog box

2. Specify the directory path and file name for the XML file in the STORE NAME field on the
NEwW AUTHORIZATION STORE dialog box (the XML repository must be stored in a
network-accessible folder).

Type a path and file name that will be valid at run time.
We recommend using the following format: \ \ <MachineName>\<NetworkShare>

Alternatively, you can use the LOCATIONS button to navigate to the directory location,
or you can create a new folder where you will store it.

3. Optional - Type a description of the new authorization store in the DESCRIPTION text
box.

4. Click OK.
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Creating the VertigoXmedia Policy Store in the Authorization
Manager

The VertigoXmedia application is a container, which you must create, that stores all of the
Vertigo Suite-related Authorization Manager elements. Once the application is created, the
Xmedia Server will create the pre-defined set of operations offered by the suite in the application
upon first start (after the Xmedia Server Control Panel has been properly configured).

A set of pre-determined operations and roles that grant users permission to view content or
perform tasks related to the Vertigo Suite applications is initially stored on the Xmedia
Server. These operations must be brought into the Authorization Manager’s Policy Store
repository by creating the VERTIGOXMEDIA application and then later importing them into the
repository.

The following procedure provides instructions for creating a new application called
VERTIGOXMEDIA.

To install the Vertigo Suite operations and roles:
1. Open the AUTHORIZATION MANAGER CONSOLE (figure 19-27) by selecting:
START>SETTINGS>CONTROL PANEL>ADMINSTRATIVE TOOLS>AUTHORIZATION MANAGER

e Authorization Manages B =101
T Be ftion Wew Wedew el =18 ]

@ No Authorization Stores Sclected

Figure 19-27. The Authorization Manager

2. Right-click on the root node (AUTHORIZATION MANAGER) and select the OPTIONS
command. The OPTIONS dialog box appears.

options x|
Authorization Manager mode:

" Developer mode

In developer mode, users can create. deploy. and maintain
applications. Users have unrestricted access to all features.

1 Administrator mode

In admiristrator made, users can deploy and maintain applications.
Users have access to all features except they cannot create new
applications and define operations.

Cancel

Figure 19-28. The Options dialog box allows you to select the Authorization Manager mode
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3. Select DEVELOPER MODE and click OK.

4. Return to the Authorization Manager window. Right-click the Policy Store node
(i.e. XMsAzMANSTORE) and select NEW APPLICATION command.

The NEwW APPLICATION dialog box appears (figure 19-29).

New Application

M ame:

2=

Dezcription:

“Yersion information [optional):

Mote: The application name specified here must be the narme that the
managed application uses when initializing the Autharization Manager.

()8

| Cancel I

Figure 19-29. The New Application dialog box

5. Enter vertigoXmedia as the APPLICATION NAME and Vertigo Suite Policy
Store as the DESCRIPTION field.

6. Click OK.

The VertigoXmedia application is added to the Authorization Manager’s Policy Store

(figure 19-30).

k¥ Authorization Manager

T4 File  acton  View window Help

=101x|

ST

»laE XER B 2@

|e
s

Uthorization Manager Hame

[ Description

(] Definitions
{13 Role Assignments

msAzManSkare, xml (D Groups
(O Definitions
(CTIRole Assignments

Application groups

Definitions of rales, tasks, and aperatians
Users and groups assigned to roles

B

Figure 19-30. The VertigoXmedia application is added to the AzMan
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Obtaining a Windows user with full control of the shared
directory

For the Xmedia Server to manipulate the Policy Store, a Windows user must be created and
be granted full control of the shared directory.

In a later step, the user credentials of the Xmedia Server will be set to this network user who
has permission to access and change the XML Policy Store (see page 19-30).

VI NOTE

Every user that will access the Vertigo Suite must also have this permission because they
will also be manipulating the Policy Store.
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Stopping the XMS Service

The next few steps in the configuration procedure involve making and applying changes to
the XMS Service settings. For these changes to take effect, you must first open the Xmedia
Server Control Panel and stop the XMS Service. Later, these new settings will be applied
to the Xmedia Server when it is restarted.

To open the Xmedia Server Control Panel and stop the XMS Service:
1. Open the XMEDIA SERVER CONTROL PANEL by selecting:
START>SETTINGS>CONTROL PANEL>VERTIGOXMEDIA XMEDIASERVER

2. Select the SERVICE CONTROL tab on the XMEDIA SERVER CONTROL PANEL (figure 19-
31).

XmediaServe croperties 2l XmediaServer Properties 2%
Funime Statistics | Propagation | Publishing | Workflow | Runtime Statistics |  Propagation |  Publishing |  Woddlow |
System Parameters | Owsox | Auemation | TP | System Parameters | Owsox | Adomation | xFTP |

{ General | Database | Repication | MOS | Licensing | Leaging | Service Contral General | Database | Replication | MOS | Licensing | Logging Service Control
. -~ Service
j/ @ The service is running.
e The service starts automatically.
N l A . -~ Service Control
Vertigo/XmediaSuite
v 49 9.0)
Executable gra ne { Start>> Start the service.

TCRIP C:
’7 @ Listen for incoming connections on part: [14050 ‘ Stop the service.
~Directories C

Virtual database path: [ F:umesiawinuaiDe =

wiorking folder: CPragram FilesVertigokmedialapps & ooz ez siqny 2w
[V Restart service after faiure

Filter directory: C:\Program Files VertigaXmedia\apps I~ Controlthe DataServer

[¥ REST Interface

r Manager

I~ Enatled P |

Policy store URL: |

Application name: [

0k | Cancel | b | ok | Cancel | meey |

Figure 19-31. Accessing the XMS Service controls on the Xmedia Server Control Panel

3. Click the SToP button to stop the XMS Service.

XMS Configuration Guide 19-29



User rights management

Adding the new user to the Xmedia Server’s security credentials

Earlier a new user was created. With the XMS Service now stopped, you must grant
administrative rights (read/write) to the user on the Xmedia Server machine.

To grant the user administrative privileges to the Xmedia Server:
1. Start and log into the Xmedia Server as an Administrator user.
2. Add the newly created user as an administrator to the XMS machine.

3. Return to the Control Panel and open the Microsoft SERVICES console by selecting
ADMINISTRATIVE TOOLS>SERVICES.

4. Navigate down the list of services to the XMEDIASERVER service. Right-click on the
Xmedia Server Service and select PROPERTIES. The XMEDIASERVER PROPERTIES dialog
box appears (figure 19-32).

R
General Log On | Recovery | Dependencies |
Loganas:

 Local System account
I | &liewy service bo interact with desktop:

& This account i
Password

Confim password: v e

You

Hardware Profile Service
Profile 1 Enabled

enable o disable this service for the hardware profiles listed belowr

Enble Disable
0K | Cemed | s |

Figure 19-32. The XmediaServer Properties dialog box

5. Select the LoG ON tab and change the Log On as assignment from the local system
account to the newly created domain account.

a. Press the BROWSE button. The SELECT USER dialog box appears (figure 19-33).

Jsetectuser 21|
Select this object type:
IUsev ot Builtin security principal Object Types.
From this location:
|M-HDSJSZALAI Locations.
Enter the abject name to select [examples)
[ Cheok Hames
Advanced i3 Cancel
|

Figure 19-33. The Select User dialog box

b. Type the domain user’s name in the text box and press OK.
c. Press OK on the XMEDIASERVER PROPERTIES dialog box to close it.
6. Close the SERVICES console and the ADMINISTRATIVE TOOLS windows.
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Changing the security credentials of the Policy Store

Now that the new user has been granted administrative privileges, they must be added to
the Policy Store’s security credentials so that the Xmedia Server can add, delete, or modify
the Policy Store (i.e. operations).

To edit the Policy Store’s security credentials:

1. Open the Authorization Manager by selecting:
START MENU>PROGRAMS>ADMINISTRATIVE TOOLS>AUTHORIZATION MANAGER

2. Right-click on the XMsAzMANSTORE.XML policy store and the select the PROPERTIES
command (figure 19-34)

F% Authorization Manager -1oj x|
File Action Yew Window Help | -5 %]
= |AmE XEFRR| 2@
T3 Acthorization Manager Name 7 = [ Desc
ER=] R new Application. .. (dGroups Container #ppl
-] Groups Close SRvertigotmedia  Application

T3 vertigoxmedia Reload

Wit 3
Mew Window from Here

Delete < I I LI

Refresh
Export List. . ‘

::T%

Figure 19-34. Open the Properties for the XmsAzManStore.xml policy store

3. Select the SECURITY tab on the policy store’s PROPERTIES dialog box (figure 19-35). If
it is not already displayed, set the Authorization Manager user role field to
Administrator.

IFT
General | Limts Securly | udiing |
Authorization Manager user e
[dministrator =1
Users and graups that are assigned 1o tis role.
Nane [ whete Defined [
Add Remove:
0K | Caneel | ey |

Figure 19-35. Select the Security tab on the policy store’s Properties dialog box
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4. Click the Abbp button and the SELECT USERS, COMPUTERS, OR GROUPS dialog box
appears (figure 19-36).

Select Users, Computets, o Groups. I |
Select this ohisct type:
ILlsErs, Groups, or Built-in security principals Object Types...
Fiom this location
[mitanda. com Locations

Enter the abject names to select [sxamples]

Check Names

Advanced.. Ok Caneel

Figure 19-36. Specify the user’s name to grant them administrative privileges

5. Type the user’s login name in the text box and click OK. The SELECT USERS,
COMPUTERS, OR GROUPS dialog box closes and the user’s name now appears in the
PROPERTIES dialog box.

6. Click OK.
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Setting the Authorization Manager Configuration settings

The Xmedia Server Control Panel’s AUTHORIZATION MANAGER CONFIGURATION settings
must be set to enable user rights management in the Vertigo Suite, providing the location
of the policy store and the name of the application to be used.

To set the AUTHORIZATION MANAGER CONFIGURATION settings:
1. Open the XMEDIA SERVER CONTROL PANEL by selecting:
START>SETTINGS>CONTROL PANEL>VERTIGOXMEDIA XMEDIASERVER

¥mediaServer Properties 2 x|
Funtime Stafistics | Propagation | Publishing | Workflow |
System Parameters | Omsox | Auwomaton | FTP |
General | Database | Repication | M0S | Licensing | Logaing | Service Control

e - Authorization Manager Configuration
’7 @ Listen for incoming cennections on port: ‘ F Enalied
~Directories Paolicy store URL: maxml Mca-rds-jsrakaioms _azman_14050xmsAT
Wirtual database path: | F:(XmediaivirtualDB " :
Application narme: YerigoXmedia
wiorking folder: C\Program FilesTertigoimedialbpps

Fiter cirectory, C:\Program Filestertigoimedi\apps

- Manader C:

I~ Enabled

Folicy store URL: [

Application name: |

ok | cance | ey |

Figure 19-37. Authorization Manager Configuration settings on the Xmedia Server Control Panel

2. Select the ENABLED check box in the Authorization Manager Configuration section of
the GENERAL page (figure 19-21).
3. Setthe PoLicy sTORE URL field. Since the Store’s repository is saved as an XML file, use
the following form for the path setting: msxm1 :\\ {hostname}\ {path}\{to}\{file}
4. Setthe APPLICATION NAME field to the exact name given to the Application (i.e. VertigoXmedia).
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Starting the XMS Service to populate the VertigoXmedia
application

After having made changes to the Xmedia Server Control Panel settings, the XMS Service
must be restarted for the changes to take effect. In restarting the XMS service, the Xmedia
Server will read the AUTHORIZATION MANAGER CONFIGURATION settings and populate the
VertigoXmedia application (in the store repository) with the Vertigo Suite operations.

To start the XMS Service and populate the VertigoXmedia application:

With the Xmedia Server Control Panel open, select the SERVICE CONTROL tab on the
Xmedia Server Control Panel.

Click the START button to restart the XMS Service and apply the new settings.

Click OK and the Xmedia Server Control Panel closes.

Open the Authorization Manager console by selecting:

START>SETTINGS>CONTROL PANEL>ADMINSTRATIVE TOOLS>AUTHORIZATION MANAGER
Expand VERTIGOXMEDIA and DEFINITIONS nodes.

Select the OPERATION DEFINITION node. The right-side panel should now be populated

1.

w

7.

with Vertigo

Xmedia operations (figure 19-22).

F# authorization Manager | 1||
Fle Action View Window Help ‘;lglgll
& = | E3
[ authorization Manager e [type [ Deseription -
2] | op Operation allows Full sccess
{21 Groups Cat¥iewOp Gperation allows view of all the categories
=53 vertigakmedia MWriteAudiotp Operation allows permission to modify audia
{1 Groups WiriteBlobOp Operation allows permission to modify Blobs o=
=@ ‘D:EIF‘”““U”S , Wit CelAnimationCp Operation allows permissian to modfy Cel Arimatior
Role Defintions HrikeCustomObjectop Operation alows permission ta modify Custom Objer
-0 Task Definitions
i — WriteExtra0p Operation allows permission to modify Extras
20 Rok Assiments WriteFontop Gperation allows permission to modify Fonts
WriteGalleryOp Gperation allows permission to modfy galerys
WriteGraphicCp Gperation allows permission to modfy graphics
WrikelmagsCp Gperation allows permission to modfy images
Wit Operation to madify lavouts
£ CimarsFine =l P rmmAiFus sk s A sk s -
| (I il » H

Figure 19-38. The operations that belong to AzMan’s VertigoXmedia application

Select the ROLE DEFINITION node. The right-side panel should now be populated with
Vertigo Xmedia role definitions (figure 19-23).

¥ Authorization Manager =] 1||
Fie Acion View Widow Help [T |
e aE BB 2
[@d Authorization Manager Name_/ [tvpe Deseription
(=5 ¥msazManstore ml | Ecategorymame Role Definition
£ croups Catview Rele Defirition
=53 vertigaxmedia Ingest Rl Definition
0 Groups rtigod Role Definition
=@ EF'"‘"S — Rele Definition
Lad "‘ : e Order Role Defirition
{3 Task Definiions
H Order Job Rale Definiti
© (1 Operation Definitions ° cle hefintien
-1 Role Assigrments
13} D0DDDOOO-5465-6470-6c61- 746500000000
‘ | i

Figure 19-39.

The role definitions that belong to AzMan’s VertigoXmedia application
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Setting up your user rights management system

Once the Policy Store repository has been created, the system administrator must populate it
with role definitions, and role assignments that are appropriate for your organization’s workflow
and security policies.

The procedure below identifies the high-level steps involved in setting up your user rights
management system in the Authorization Manager. Subsequent sections (identified by the
links within the procedure) provide step-by-step instructions for performing each step.

VI NOTE

The VertigoXmedia application that was added to the Policy Store already contains all of the
operation definitions that should be needed to operate the Vertigo Suite applications.

To set up the Authorization Manager’s Policy Store for your user rights management
model:

1. Establish your organization’s user rights management model and policies to get a better
idea of what tasks, and roles need to be created for the Policy Store.

See “Establish your user rights management security criteria” on page 19-36.

2. Create task definitions that group together the VertigoXmedia application’s operation
definitions and/or lower-level task definitions into logical sets.

See “Creating a new task definition” on page 19-37.

3. Create role definitions that group together task definitions, operation definitions, and/or
lower-level role definitions that are based upon job functions in your organization’s workflow.

See “Creating and populating a new role definition” on page 19-38.

4. Create role assignments that allow you to map Windows users and/or groups with role
definitions. See “Creating a new role assignment” on page 19-40.

5. Assign users to the role assignments.
See “Associating Windows users and groups with a role assignment” on page 19-41.
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Establish your user rights management security criteria

An advantage of building the Vertigo Suite user rights management (URM) model around
Microsoft’s Authorization Manager technologies is the flexibility that it affords to system
administrators to design and implement a security design that is appropriate to the
organization’s specific workflow and security needs. As such, each organization’s URM
system will contain tasks and roles that are unique to the way in which the organization is
structured and operates. Nonetheless, there are a couple of relative constants that will be
apparent in all Vertigo Suite URM models. More specifically, the original set of operation
definitions and role definitions that are installed with the VertigoXmedia application are the
foundation upon which system administrators will build their organization’s security design
(see “VertigoXmedia Application, operations, and task definitions” on page 19-4 for more
information).

Before you begin to set up your organization’s URM system, we recommend that you

consider and/or perform the following preliminary tasks:

1. Thoroughly familiarize yourself with the operations that are pre-packaged with the
VertigoXmedia application.

2. Determine the organization’s general security design and policies. For example,
determine what content or actions will you want to restrict and from whom.

3. Based upon your organization’s security design and policies, what roles and tasks will
be required.

Once these design decisions are made, you can proceed with confidence that the URM
system that you implement will effectively meets your organization’s needs.
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Creating a new task definition

A task definition is a grouping of operations and/or lower-level task definitions that are

similar enough in nature or together they achieve a common goal. Task definitions provide
the benefit of not having to repeatedly assign each operation individually to a role definition.
Instead you can easily assign the single task definition.

To create a Task Definition:
1. Open Authorization Manager.

2. Navigate through the AzMan’s policy store until you reach the Task Definitions folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>TASK DEFINITIONS)

3. Right-click the TAsk DEFINITION folder and select the NEW TASK DEFINITION command.
The NEw TAsK dialog box appears (figure 19-40).

Mame:
fl
Description:
The operations and lower-level tasks that defing this task:
Mame I Type | Description |
Add... Femove |

Authorization Script... |

[ | Cancel I

Figure 19-40. The New Task dialog box

4. Type the NAME and DESCRIPTION for the task.
5. Select the AbD button

6. Click OK.
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Creating and populating a new role definition

Role definitions are normally based on a job function in your organization’s workflow. The
tasks and operations that are associated with the role provide the mechanism for granting
permissions to access content or perform actions.

V NOTE

If there are several authorization rules associated with a role definition (for example, it has
several lower level roles and tasks), the authorization rules run synchronously. In
Authorization Manager, the order has no effect on authorization.

To create a new role definition:
1. Open Authorization Manager.

2. Navigate through the AzMan’s policy store until you reach the Role Definitions folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>ROLE DEFINITIONS)

3. Right-click the RoLE DEFINITION folder and select the NEW ROLE DEFINITION command.
The ROLE DEFINITION dialog box appears (figure 19-41).

21
Mame:
J

Description

The tasks and lowerlevel roles that define this role:

Mame [ Type [ Description [

Add.. Femove |

Butharization Seript
o

Figure 19-41. The Role Definition dialog box

4. Type the NAME and DESCRIPTION of the role. It is recommended that the name be
indicative of a job function in your organization’s workflow.

5. Click OK.

To assign tasks and/or operations to a role definition:
1. Open Authorization Manager.

2. Navigate through the AzMan'’s policy store until you reach the Role Definitions folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>ROLE DEFINITIONS)

3. Double-click the name of the role definition located in the right-side panel.
The DEFINITION PROPERTIES dialog box appears.
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4.

5.

Select the DEFINITION tab on the DEFINITION PROPERTIES dialog box (figure 19-42).

Role_Example Definition Properties

General  Definitian |

The tasks and lower-level roles that define this role:

Hame

[ Tupe

| Deescription

sad. |

Femaove

Authorization Script. .

o]

Cancel | Apply |

Figure 19-42. The Role Definition’s properties dialog box

Click the ApD button and the ADD DEFINITION dialog box appears (figure 19-43).

E

Fioles | Tasks | Dperationsl

Select the role definitions to add.

MHame | ‘Where Defined | Description

D ﬂ Categarytgnt Application

D ﬂ CatWiew Application

D ﬂ Ingest Application

D ﬂ Role_Example Application Example of amle...
O i3 RoleTest Application blah-blah

D ﬂ “ertigod Application

D ﬂ ‘writelmage Application

D ﬂ wlritet'ark Order Application

D ﬂ whritetw/arkOrderlob Application

Cancel

Figure 19-43. The Add Definition dialog box allows you to assign roles, tasks, and/or operations

6.

7.

Select the tabs on the ADD DEFINITION dialog box to display the roles, tasks, and
operations that are available to be added to the role definition.

Enable the check box next to the roles, tasks, and operations that you want to add to

the role.

Press OK and the AbD DEFINITION dialog box closes.
The DEFINITION PROPERTIES dialog box now lists the roles, tasks, and operation that

were added to the role definition.

Press OK and the DEFINITION PROPERTIES dialog box closes.
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Creating a new role assignment

A role assignment is a virtual container that is based on a single role definition. Once
populated, the role assignment identifies the Windows users and/or groups that are
authorized to perform the tasks and operations associated with the role definition.

To create a new role assignment:
1. Open Authorization Manager.

2. Navigate through the AzMan’s policy store until you reach the Role Assignments folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>ROLE ASSIGNMENTS)

3. Right-click the RoLE ASSIGNMENTS folder and select the ASSIGN ROLES command.
The AbpD ROLE dialog box appears (figure 19-44).

Select the role definitions to add:

Mame | where Defined | D escription -

D ﬂ Categonybdgmt Application

D ﬁ Cafiiew Application

D ﬂ Ingest Application

D ﬂ Fole_Example Application Example of a role

O ﬁ RoleTest Application blah-blah

D ﬂ Wertigod Application

D ﬂ Wwiitelmage Application e

O ﬂ Wwihitework Order Application -

| | Ll_l
oK I Cancel I

Figure 19-44. The Add Role dialog box

4. Select the role definitions that you want to make into role assignments by enabling the
role definition’s check box and press OK.
The newly created role assignments are now displayed under the ROLE ASSIGNMENTS
folder in the VertigoXmedia application.
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Associating Windows users and groups with a role assignment

The most common procedure that system administrators carry out is the assignment of
Windows users and groups to a role definition. Since the role definitions determine the
permissions for accessing content or perform actions, a role assignment is responsible for
designating which users are granted specific permissions.

To assign Windows users and/or groups to a role assignment:

1. Right-click a role assignment listed in the right-side panel of the Authorization Manager
window and select the ASSIGN WINDOWS USERS AND GROUPS command.

The SELECT USERS, COMPUTERS, OR GROUPS dialog box appears (figure 19-45).

Select Users, Computers, or Groups x|
Select this object type:
IUsers, Groups, or Buil-in security principals Object Types... |
From this location:
Imiranda.com Locations... |

Enter the object names to select (examples)

Check MNames

Advanced... | ]9 | Cancel

Figure 19-45. The Select Users, Computers, or Groups dialog box

VA

2. The text box provides a space for you to type the object names that you want to find.
You can search for multiple objects by separating each name with a semicolon.

Use one of the following syntax examples:

» DisplayName (example: FirstName LastName)

* ObjectName (example: Computer1)

* UserName (example: User1)

* ObjectName@DomainName (example: Usert@Domain1)
* DomainName\ObjectName (example:Domain\User1)

3. Press the CHECK NAMES button.
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4. If only one match is found, then the name is immediately added to the text box.
However, if multiple names match the search criteria, then the MULTIPLE NAMES FOUND
dialog box appears (figure 19-46). Select the name of the user(s) that you want to add
from the MULTIPLE NAME FOUND dialog box and press OK.

Multiple Names Found 2=l

tore than one obiect matched the name "js". Select one or more names from
this list, o, to reenter the name, click Cancel

Matching names:

Hame (RDM) [ Logen Name (pr.. | E-Mal... | Deseiption [ In Felder

£ Scalan, Ju.. fsealan isealla... miranda.com/Usagers/CA/MONTREA

Smart, Jen. jsmart jsmart miranda.com/Usagers/CAMONTRER

StMartin, ... jstmarti jstmart miranda.com/Usagers/CAMONTRER

€ Staloman, . jstoloma jstole: miranda.com/Usagers/CAMONTRES
Szalai, Jeff... jszalai miran TREA

< (|

Earecel

Figure 19-46. The Multiple Name Found dialog box

5. The names are now listed in the SELECT USERS, COMPUTERS, OR GROUPS dialog box
(figure 19-47).

Select Users, Computers, or Groups 7| x|
Select thiz object type:

IUsers, Groups. or Buil-in security principals Object Types |

Frorm this location
Imlranda.com Locations. |

Enter the abject names to select (&

Sezalai, Jeffrey [jszalaiEmiranda. com Check Mames |

Ad d | ok C | |
vance ancel |

Figure 19-47. The Select Users, Computers, or Groups dialog box

6. Press the OK button to close the SELECT USERS, COMPUTERS, OR GROUPS dialog box.
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Maintaining the Authorization Manager’s elements

Once your user rights management system for the Vertigo Suite products is properly
configured, you may need to occasionally perform maintenance tasks like, editing the
characteristics of role definitions, add tasks or operations to a role, or add additional users
to a role assignment.

The following sections provide instructions for performing many of the tasks to maintain the
user rights managements system:

«  “Editing role definitions” on page 19-43

»  “Editing task definitions” on page 19-45

*  “Adding and removing users from a role assignment” on page 19-47

Editing role definitions

Once arole definition is created, you may need to edit some of the role’s characteristics like
its name or description. Or, you may need to add or remove tasks or operations from the
role definition. The following sections provide you with instructions for performing editing
tasks on existing role definitions.

»  “Editing the name or description of a role definition” on page 19-43

*  “Adding additional tasks or operations to a role definition” on page 19-44

*  “Remove tasks or operations from a role definition” on page 19-44

*  “Deleting a role definition” on page 19-45

Editing the name or description of a role definition

The following instructions guide you through the process of changing a role definition’s
name, as well as how to add/edit the description associated with the role definition.

To edit the name or description of a role definition:
1. Open Authorization Manager.

2. Navigate through the AzMan’s policy store until you reach the Role Definitions folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>ROLE DEFINITIONS)

3. Double-click the ROLE DEFINITION that you want to edit.
The DEFINITION PROPERTIES dialog box appears.

4. Select the GENERAL tab and type in the NAME and/or DESCRIPTION text boxes to edit
these settings.

5. Press the OK button to apply the changes and close the dialog box, or press the APPLY
button to apply the changes and keep the dialog box open.
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Adding additional tasks or operations to a role definition

The following instructions guide you through the process of adding additional tasks or
operations to an existing role definition.

To add additional tasks and/or operations to a role definition:
1. Open Authorization Manager.

2. Navigate through the AzMan'’s policy store until you reach the Role Definitions folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>ROLE DEFINITIONS)

3. Double-click the RoLE DEFINITION that you want to edit.
The DEFINITION PROPERTIES dialog box appears.

4. Select the DEFINITION tab on the DEFINITION PROPERTIES dialog box. The tasks and
operations that are currently associated with the role definition are displayed.

5. Click the Abbp button and the ADD DEFINITION dialog box appears.

6. Select the tabs on the ADD DEFINITION dialog box to display the roles, tasks, and
operations that are available to be added to the role definition.

7. Enable the check box next to the roles, tasks, and operations that you want to add to
the role definition.

8. Press OK and the AbD DEFINITION dialog box closes.

The DEFINITION PROPERTIES dialog box now lists the roles, tasks, and operation that
were added to the role definition.

9. Press OK and the DEFINITION PROPERTIES dialog box closes.

Remove tasks or operations from a role definition

The following instructions guide you through the process of removing unnecessary tasks or
operations from an existing role definition.

To remove tasks and/or operations from a role definition:
1. Open Authorization Manager.

2. Navigate through the AzMan’s policy store until you reach the Role Definitions folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>ROLE DEFINITIONS)

3. Double-click the ROLE DEFINITION that you want to edit.
The DEFINITION PROPERTIES dialog box appears.

4. Select the DEFINITION tab on the DEFINITION PROPERTIES dialog box. The tasks and
operations that are currently associated with the role definition are displayed.

5. Select the task or operation that you want to remove. To select multiple tasks or
operations, press the SHIFT key as you click on each item for consecutive selections,
or press the CTRL key to select a grouping of non-consecutive files.

6. Click the REMOVE button and the selected tasks or operations are immediately
removed.

7. Press OK and the DEFINITION PROPERTIES dialog box closes.
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Deleting a role definition

The following instructions guide you through the process of removing an existing role
definition from the Authorization Manager.

To delete a role definition from the AzMan’s application:
1. Open Authorization Manager.

2. Navigate through the AzMan'’s policy store until you reach the Role Definitions folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>ROLE DEFINITIONS)

3. Right-click the ROLE DEFINITION that you want to delete and select the DELETE
command.

4. Adialog box appears and asks you to confirm your intention to delete the role definition.

Select YES to proceed in deleting the role definition, or No to cancel the delete action.

Editing task definitions

Once a task definition is created, you may need to edit some of the task’s characteristics
like its name or description. Or, you may need to add or remove lower-level tasks or
operations from the task definition. The following sections provide you with instructions for
performing editing procedures on existing task definitions.

»  “Editing the name or description of a task definition” on page 19-45

*  “Add tasks or operations to a task definition” on page 19-46

*  “Remove operations or lower-level tasks from a task definition” on page 19-46

*  “Deleting a task definition” on page 19-47

Editing the name or description of a task definition

The following instructions guide you through the process of changing a task definition’s
name, as well as how to add/edit the description associated with the task definition.

To edit the name or description of a task definition:
1. Open Authorization Manager.

2. Navigate through the AzMan’s policy store until you reach the Task Definitions folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>TASK DEFINITIONS)

3. Double-click the TASK DEFINITION that you want to edit.
The DEFINITION PROPERTIES dialog box appears.

4. Select the GENERAL tab and type in the NAME and/or DESCRIPTION text boxes to edit
these settings.

5. Press the OK button to apply the changes and close the dialog box, or press the APPLY
button to apply the changes and keep the dialog box open.
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Add tasks or operations to a task definition

The following instructions guide you through the process of adding additional tasks or
operations to an existing task definition.

To add additional tasks and/or operations to a task definition:
1. Open Authorization Manager.

2. Navigate through the AzMan'’s policy store until you reach the Task Definitions folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>TASK DEFINITIONS)

3. Double-click the TAsK DEFINITION that you want to edit.
The DEFINITION PROPERTIES dialog box appears.

4. Select the DEFINITION tab on the DEFINITION PROPERTIES dialog box. The tasks and
operations that are currently associated with the task definition are displayed.

5. Click the Abbp button and the ADD DEFINITION dialog box appears.

6. Select the tabs on the ADD DEFINITION dialog box to display the tasks and operations
that are available to be added to the task definition.

7. Enable the check box next to the tasks and operations that you want to add to the task
definition.

8. Press OK and the ADD DEFINITION dialog box closes.

The DEFINITION PROPERTIES dialog box now lists the tasks and operation that were
added to the task definition.

9. Press OK and the DEFINITION PROPERTIES dialog box closes.

Remove operations or lower-level tasks from a task definition

The following instructions guide you through the process of removing unnecessary tasks or
operations from an existing task definition.

To remove tasks and/or operations from a task definition:
1. Open Authorization Manager.

2. Navigate through the AzMan’s policy store until you reach the Task Definitions folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>TASK DEFINITIONS)

3. Double-click the TASk DEFINITION that you want to edit.
The DEFINITION PROPERTIES dialog box appears.

4. Select the DEFINITION tab on the DEFINITION PROPERTIES dialog box. The tasks and
operations that are currently associated with the task definition are displayed.

5. Select the task or operation that you want to remove. To select multiple tasks or
operations, press the SHIFT key as you click on each item for consecutive selections,
or press the CTRL key to select a grouping of non-consecutive files.

6. Click the REMOVE button and the selected tasks or operations are immediately
removed.

7. Press OK and the DEFINITION PROPERTIES dialog box closes.
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Deleting a task definition

The following instructions guide you through the process of removing an existing task
definition from the Authorization Manager.

To delete a task definition from the AzMan’s application:
1. Open Authorization Manager.

2. Navigate through the AzMan'’s policy store until you reach the Task Definitions folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>TASK DEFINITIONS)

3. Right-click the TASK DEFINITION that you want to delete and select the DELETE
command.

4. A dialog box appears and asks you to confirm your intention to delete the task definition.
Select YES to proceed in deleting the task definition, or No to cancel the delete action.

Adding and removing users from a role assignment

Even after you have set up your user rights management system, you may need to add or
remove users from a role assignment. The following instructions guide you through the
process of adding and removing an existing operation definition from the Authorization
Manager.

To add additional users to a role assignment:
1. Open Authorization Manager.

2. Navigate through the AzMan'’s policy store until you reach the ROLE ASSIGNMENTS folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>ROLE ASSIGNMENTS)

3. Expand the Role Assignments folder to display the existing Role Assignments.

4. Right-click the specific Role Assignment that you want to add a user to and then select
the AssIGN WINDOWS USERS AND GROUPS command.

The SELECT USERS, COMPUTERS, OR GROUPS dialog box appears.

5. The text box provides a space for you to type the object names that you want to find.
You can search for multiple objects by separating each name with a semicolon.

Use one of the following syntax examples:
» DisplayName (example: FirstName LastName)
* ObjectName (example: Computer1)
* UserName (example: User1)
* ObjectName@DomainName (example: Usert@Domain1)
* DomainName\ObjectName (example:Domain\User1)
6. Press the CHECK NAMES button.

7. If only one match is found, then the name is immediately added to the text box.
However, if multiple names match the search criteria, then the MuLTIPLE NAMES FOUND
dialog box appears. Select the name of the user(s) that you want to add from the
MuLTIPLE NAME FOUND dialog box and press OK.

8. The names are now listed in the SELECT USERS, COMPUTERS, OR GROUPS dialog box.

9. Press the OK button to close the SELECT USERS, COMPUTERS, OR GROUPS dialog box.
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To remove a user from a role assignment:

1.
2.

Open Authorization Manager.

Navigate through the AzMan’s policy store until you reach the ROLE ASSIGNMENTS folder
(i.e. XMSAZMANSTORE.XML>VERTIGOMEDIA>DEFINTIONS>ROLE ASSIGNMENTS)

Expand the Role Assignments folder to display the existing Role Assignments.

Select a specific Role Assignment and the users and groups associated with the role
assignment are listed in the right-side panel.

Select the group or user to be remove and press the DELETE key on your keyboard.
The group or user is immediately deleted from the role assignment.
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Restricting access to asset categories

Normally, the Asset Browser in the various Vertigo Suite applications displays all of the
available assets and asset categories. As such, all users have access to these asset
categories. Configuring and enabling the user rights management system allows system
administrators to restrict access of certain asset categories from specific users. Access can be
restricted for either the root category level or a subcategory level, but not for individual assets.

Figure 19-48 demonstrates that the assignment of asset category permissions is performed
within the Vertigo Suite applications’ Asset Browser, while the resulting category permissions
are stored as scopes within the Authorization Manager’s Policy Store. Meanwhile, the Xmedia
Server acts as an intermediary between the application’s Asset Browser and the Authorization
Manager and is responsible for creating and destroying scopes.
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Figure 19-48. Category access permissions management components

Scopes provide a mapping between a given asset category and the users that are allowed
to view the category. Therefore, a scope is created in the Authorization Manager for each
of the asset categories whose permissions are set to allow access to only particular users.
By the same token, asset categories that are universally (no permission restrictions) do not
have a scope in the Authorization Manager.

The following sections provide instructions on how to restrict asset categories using the
Asset Browser’s permissions, as well as how to edit or remove the restrictions:

*  “Setting access permissions for an asset category” on page 19-50
»  “Granting additional users access to a restricted category” on page 19-53

«  “Removing users from a category’s security” on page 19-53

*  “Removing all access restrictions from a category” on page 19-54
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Setting access permissions for an asset category

The following procedure describes how to set the Asset Browser’s category permissions to
restrict access of a selected asset category to only a select group of users.

To restrict access of asset category to only a select group of users:

1. With an Vertigo Suite application open (i.e. Xplorer, Xstudio, Xbuilder...etc.), right-click
on the asset category from the Asset Browser that you want to restrict access to. Select
the PERMISSIONS command from the context menu (figure 19-49).
The CATEGORY SECURITY dialog box appears and states that there are currently no
viewing restrictions set for the selected category. It further explains that the action of
adding a user or a group instantly hides the category from every user except those

users or groups add to this permission.

V NOTE

If the PERMISSIONS command is disabled in the context menu, this indicates that either the
Authorization Manager is not installed; or that the Xmedia Server does not have its
Authorization Manager Configuration settings enabled or set properly; or the user does not

have access to the Policy Store.
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Figure 19-49. Select the Permissions command to restrict access to the selected asset category

2. Click the Abp button.

The SELECT USERS OR GROUPS dialog box appears (figure 19-50).

Select Users or Groups x|

Select this object type

[Users or Groups Object Types

From this location:
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Enter the object names to select (sxamples):

| Check Names
Advanced oK Cancel

Figure 19-50. The Select Users or Groups dialog box
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3. The text box provides a space for you to type the names of the user or group that you
want to find.

4. Press the CHECK NAMES button.

5. If only one match is found, then the name is immediately added to the text box.
However, if multiple names match the search criteria, then the MuLTIPLE NAMES FOUND
dialog box appears (figure 19-51). Select the name of the user(s) that you want to add
from the MuLTIPLE NAME FOUND dialog box and press OK.

Multiple Nanves Found 2x|

More than one object matched the name "js". Select ane or more names from
this list. or, to reenter the name, click Cancel.

Matching names:

Name (ADN) | Logon Name fpr.. | E-Mail.. [ Descrption [ In Folder

€ Scallan, Ju... jseallan jscalla.. miranda. com/Usagers/CAMONTRES
£ Smart, Jen.. jsmart jsmart... miranda.comdU sagers/CAMONTRES
€ StHain, jstmarti jstmart miranda. com/Usagers/CAMONTRES
ﬂ Stal lcma jstalc...

s i jszalai

Figure 19-51. The Multiple Name Found dialog box

6. The names are now listed in the SELECT USERS OR GROUPS dialog box (figure 19-47).

Select Users or Groups d |
Select this object lype:

IUsers or Groups Object Types. .
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Advanced... | Cancel

Figure 19-52. The Select Users or Groups dialog box
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Click the OK button and the SELECT USERS OR GROUP dialog box closes.

The CATEGORY SECURITY dialog box now lists the users and/or groups that have
permission to view and interact with the assets in this category (figure 19-53).

7.

Category Security il

Permissions |
Users and! groups grated access:

SZALAI Jeffrey

(zalai@miranda.com)

Ao Remove
Apply Cancel

Figure 19-53. The Category Security dialog box lists the users and/or groups who have permission

Meanwhile, the Xmedia Server has created a scope and placed it as a folder in the
Authorization Manager’s Policy Store (figure 19-54).

[V NOTE
Under no circumstance should you edit or delete scopes in the Authorization Manager
window. The remaining topics in this section describe how to edit or delete the category

restrictions using the Asset Browser’s permissions function.
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Figure 19-54. The XMS creates a create scope for each an asset category that is restricted
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Granting additional users access to a restricted category

The following procedure describes how to grant additional users permission to access and
interact with an asset category that is already restricted to specific users.

To add additional users to an asset category’s access control permissions:

1. In the Asset Browser, right-click on the asset category and select the PERMISSIONS
command from the context menu.

The CATEGORY SECURITY dialog box appears and displays the current users and/or
groups that have permission to access the category.

2. Click the App button.
The SELECT USERS OR GROUPS dialog box appears.

3. The text box provides a space for you to type the names of the user or group that you
want to find.

4. Press the CHECK NAMES button.

5. If only one match is found, then the name is immediately added to the text box.
However, if multiple names match the search criteria, then the MULTIPLE NAMES FOUND
dialog box appears. Select the name of the user(s) that you want to add from the
MuLTIPLE NAME FOUND dialog box and press OK.

6. The names are now listed in the SELECT USERS OR GROUPS dialog box.
7. Click the OK button and the SELECT USERS OR GROUP dialog box closes.

The CATEGORY SECURITY dialog box now lists the users and/or groups that have
permission to view and interact with the assets in this category.

Removing users from a category’s security

The following procedure describes how to remove users from a category’s security and
thereby restricting their access to the assets contained within the category.

To remove users from an asset category’s security permissions:

1. In the Asset Browser, right-click on the asset category and select the PERMISSIONS
command from the context menu.

The CATEGORY SECURITY dialog box appears and displays the current users and/or
groups that have permission to access the category.

2. Select the user from the list of users/groups in the CATEGORY SECURITY dialog box. To select
multiple users from the list, press the SHIFT key as you click on each name for consecutive
selections, or press the CTRL key to select a grouping of non-consecutive names.

3. Click the REMOVE button and the user names are immediately removed from the
CATEGORY SECURITY dialog box.

4. Click the APPLY button to apply the changes and close the CATEGORY SECURITY dialog box.
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Removing all access restrictions from a category

The following procedure describes how to all remove users from a category’s security and
thereby removing all access restrictions from the category. As a result, the category will
once again be accessible to all users.

To remove all access restrictions from an asset category rendering it accessible to

all users:

1. In the Asset Browser, right-click on the asset category and select the PERMISSIONS
command from the context menu.

The CATEGORY SECURITY dialog box appears and displays the current users and/or
groups that have permission to access the category.

2. Select the all of the users/groups listed in the CATEGORY SECURITY dialog box by
pressing the SHIFT key as you click on the first name listed and then the last name
listed.

3. Click the REMOVE button. The user names are immediately removed and the
CATEGORY SECURITY dialog box displays a message that states that there are currently
no viewing restrictions set for the selected category.

4. Click the APPLY button to apply the changes and close the CATEGORY SECURITY dialog box.
The asset category is now accessible to all users.
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20 INGESTING MEDIA FILES USING THE
FILE INGEST SERVER

The Vertigo File Ingest Server is an application that can be used to automatically ingest
media into the Xmedia Server by simply placing the media files into a user-created ingest
folder (watch folder). The File Ingest Server is also responsible for issuing media
conversion requests to the Transcode Server, which is the service responsible for
transcoding media from one format to another.

[P |
File Ingest Server 3 —
a > —. — —>

MOV
Watch Folder

J ) = VAF

- G
ool | |

OXI
v,

Transcode Server

Figure 20-1. Media content is added to an ingest folder and then it is converted and/or ingested into the XMS

The File Ingest Server can be configured to watch one or more watch folders by defining
instances of the ingest server in the File Ingest Server Control Panel. Each instance
defines the set of rules that are mapped to its watch folder and determines how the files will
ingested, including if any file format conversion is necessary. Once an ingest is initiated by
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placing files in the watch folder’s subfolders, the progress of the files being ingested, the
status of the ingest queues and ingest errors can be viewed using the File Ingest Server
Monitor.

The following sections describe how to set up and use the File Ingest Server to ingest media
into the Xmedia Server from a watch folder:

» ‘“Installing the File Ingest Server and creating an ingest watch folder” on page 20-3

¢ “Running the File Ingest Server and Transcode Server” on page 20-4

*  “Configuring an ingest server instance” on page 20-5

*  ‘“Ingesting files and monitoring the ingest’s progress” on page 20-14

*  “File Ingest Server’s logging” on page 20-17
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Installing the File Ingest Server and creating an ingest
watch folder

In most cases, it is sufficient to run the File Ingest Server and Transcode Server locally on the
Xmedia Server. However, if your organization’s demand for ingest and transcoding is
particularly high, we recommend installing and running the File Ingest Server and Transcode
Server on a dedicated ingest server as to not burden the resources of the Xmedia Server.

Installing the File Ingest Server and Transcode Server:

Recent factory-configured Xmedia Servers will already have the File Ingest Server and
Transcode Server installed as part of the Vertigo Suite software. However, when upgrading
an existing Xmedia Server or configuring a dedicated ingest server, you must install the File
Ingest Service and Transcode Server. Both of these applications are available as part of the
Vertigo Suite installer’s Server Applications (figure 20-2). See the Vertigo Suite v.4.9
Release Notes for complete installation information and procedures.

@) Setup - Vertigo XmediaSuite UPDATE - v4.9.529.0 o ] 1||

r—
Select Components y |
Wihich components should be installed? = q

Currently installed XmediaSuite components are listed below; additional components
can be selected for installation. DO NOT deselect currently installed items from the

37.6MB a|
18.4MB
3.1M8

0.5MB

18.4MB
51.7MBJ
|

Figure 20-2. The Server Applications in the Vertigo Suite installer

Creating ingest watch folder(s):

Once the File Ingest Server and Transcode Server are properly installed, you must create
a watch folder into which you will place the media files that are to be ingested into the
Xmedia Server.

1. Add a new folder locally on the system that is hosting the File Ingest Server
(c:\Watchfolder), on a remote file system on the same network
(\\10.14.4.51\Ingest), Or on a detachable network drive (F:\IngestFolder).

2. Right-click on the folder and select Properties. Select the Security tab and set the
permissions to FULL CONTROL.

V[ NOTE

At this point the ingest watch folder is empty. However, when an instance of the file ingest server
is configured to use this watch folder, subfolders for each applicable asset category (IMAGES,

CELANIMATIONS, CLIPS, IMAGES) will automatically be added to this folder. See “Configuring an
ingest server instance” on page 20-5 for more information.
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Running the File Ingest Server and Transcode Server
Both the File Ingest Server and the Transcode Server are applications that should start-up

automatically and run in the background. When they are started, the File Ingest Server and
Transcode Server icons both appear in the Windows notification area (figure 20-3).

File | t gl T d
Server (@) B "ever

@UAZBY D@ zm |

Figure 20-3. Once started the File Ingest Server icon appears in the notification area

If the File Ingest Server icon is not displayed, you must launch the File Ingest Server by
selecting START>PROGRAMS>VERTIGO>FILE INGEST SERVER. Once started, the icon will
appear in the navigation area.

Trying to start the File Ingest Server when it is already running results in the DFIS already
running error message (figure 20-4).

FIS already running. x|

@ iZannok skark the File Ingest Server because another one is running,

Figure 20-4. File Ingest Server is already running error message

If the Transcode Server has been stopped, its icon will no longer appear in the Windows
navigation area. To restart the Transcode Server, navigate to C:\PROGRAM
FILES\VERTIGOXMEDIA\TRANSCODESERVER and launch the TranscodeServer . exe file.

V NOTE

To manually close either the File Ingest Server or the Transcode Server, right-click
application’s icon in the Windows Notification Area and select EXIT.
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Configuring an ingest server instance

The File Ingest Server can be configured to watch one or more watch folders by defining
instances of the ingest server in the File Ingest Server Control Panel (figure 20-5). Each
instance defines the set of rules that are mapped to a watch folder and determines how the
files will ingested, including if any file format conversion is necessary.

© Ingester Settings. —ix|
@ file Ingest Server Control Panel =Blx| General | ws | v | oa | me | workorders |
Watch folders | Logging |
Ingest folder root: C:\Watchfolder
Instance Name | Wiatch folder root I] = i
(nstancet folder__) > MoV Converts o... * [var =l
Instance2 aar
Instance3 image sequence conventsto...  [viF =l
Allow Assst Replaca: [rrue =l
Allow Category Create: [rrue |
File name s recall ID: = |
Force recall ID; [ Fase =l
Author: File Ingest Server
Keywords:
Publish Lifespan: 0
Asset Expiry: 0
Directory Scan Interval: 300
New Edit Delete Reload
Sequence Stabilization Timeout: 60
Connected to the localhest File Ingest Server When Complete: [oeete |
Save Cancel

Figure 20-5. The File Ingest Server Control Panel and Ingester Settings window

To configure a new ingest server instance:

1. Open the File Ingest Server Control Panel by selecting:
START>PROGRAMS>VERTIGO>CONTROL PANELS>FILE INGEST SERVER CONTROL PANEL.

The File Ingest Server Control Panel appears, possibly with a few initial error messages:

» If the File Ingest Server is actively running, the lower message bar states:
CONNECTION TO THE LOCALHOST FILE INGEST SERVER, and you may proceed.
However, if the File Ingest Server is not actively running, the lower message bar
turns red and states: CONNECTION LOST TO THE LOCALHOST FILE INGEST SERVER. In
such a case, restart the File Ingest Service before proceeding (see page 20-4).

» The Bad configuration file error message (figure 20-6) may appear if an existing
instance is not properly configured. For example, the File Ingest Control Panel
contains initially contains only one default instance (Instance 1) that has not yet been
configured. In any case, click OK to proceed.

Bad configuration file. x|
' The Fils Ingest Server reports that the Following problems have been encountered whik loading the configuration file:
e

- Ingester instance Instance!'s ingest Folder value is empty.

- Empky hostName value in the xml elsment of the ingester instance Instancel at line: 11,
- Walidation of the ingestServerSection of the configuration file has Failed.

Figure 20-6. The default instance prompts a Bad configuration file error massage
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2. To create a new instance, click NEw.

The Ingester Settings window appears and displays the instance’s property settings
on six (6) tabbed pages. Together these settings define the instance’s behavior
including identifying its target watch folder, Xmedia Server, as well as mapping the
conversion and metadata definitions for the various file types.

Geneal | xvs | v | ax | mwe | workees |
Ingest folder root:
mov converts fo... : [var |
image sequence coverts to.. | vaF E|
Allow Asset Replace: [7rue |
Allow Category Create: [rrue E|
File name s recall ID: [Fels= |
Force recall ID: [Fese E|
Author: File Ingest Server
Keywords:
Publish Lifespan: 0
Asset Expiry: 0
Directory Scan Interval 300
Sequence Stabilization Timeout: 60
When Complete: [oete |

Save | Cancel |

Figure 20-7. The Ingester Settings window allows you to configure an ingest server instance

3. Define the instance by setting the appropriate properties in the Ingester Settings window.
In most cases, be sure to set the following properties:

INGEST FOLDER ROOT

.MOV CONVERTS TO...

IMAGE SEQUENCE CONVERTS TO...
PRIMARY HOSTNAME

PRIMARY XMS PORT

See “Ingester Settings properties” on page 20-7 for complete descriptions of each
properties and setting on the Ingester Settings window’s pages.

4. Click Save to complete and apply the instance, which will now appear in the File Ingest
Server Control Panel.

V NOTE

When the configuration of a new instance is complete, subfolders for each applicable asset
category (IMAGES, CELANIMATIONS, CLIPS, IMAGES) are automatically be added to the
specified watch folder.
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Ingester Settings properties

The following sections provide descriptions of each properties and setting on the Ingester
Settings window’s pages:

*  “General page - Ingester Settings” on page 20-7

«  “XMS page - Ingester Settings” on page 20-9

*  “VAF page - Ingester Settings” on page 20-10

*«  “OXIl page - Ingester Settings” on page 20-11

*  “HMP page - Ingester Settings” on page 20-12

*  “Workorders page - Ingester Settings” on page 20-13

General page - Ingester Settings

The table below describes each of the properties and settings on the GENERAL page of the
Ingester Settings window. The purpose of the General page’s properties is to identify the
watch folder’s exact location, the conversion behavior for MOV and image sequences,
metadata settings, as well as the administrative rules for the ingest server.

INGEST FOLDER ROOT The full (absolute) path to the root folder from which to ingest files.

Note that the watch folder can be local on the system that is hosting the
File Ingest Server (c:\Wwatchfolder), on a remote file system on the
same network (\\10.14.4.51\Ingest), Or on a detachable network
drive (F:\IngestFolder).

.MOV CONVERTS TO... Determines the target format when ingesting MOV files.
Choose from:
e Asls
*  VAF (default)
«  OXl
+  HMP
« MXF

. MOV WiTH MXF ALTERNATE FORMAT

IMAGE SEQUENCE Determines the target format when ingesting image sequences.

CONVERTS TO... Choose from:

*  VAF (default)
. OXI WiTH EMBEDDED VAF
*  OXI WITH VAF ALTERNATE FORMAT

+  OXi
+  OXA
*  HMP
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ALLOW ASSET REPLACE

Controls whether an asset can be replaced on the XMS (True - default).
If set to False, the ingest fails.

ALLOwW CATEGORY
CREATE

When set to True, subcategories will be created in the Xmedia Server
based on the directory subtree in the watch folder. For example, the
subdirectory Images>Sports might not already exist on the target XMS.
If you place an image file in this subdirectory in the watch folder, the
subfolder will be created in the XMS upon ingest.

If this setting is False, ingest will fail if the category does not exist.

FILENAME IS RECALL ID

When set to True, the Recall ID of assets being saved is added to the file
name of the file being ingested. If this setting is set to False, then the
Recall ID is not added to the file’'s name.

FORCE RECALL ID

When the FILENAME IS RECALL ID setting is True and the IF FORCE
RECALL ID is also set to True, if the ingest server encounters a recall ID
conflict prior to saving, the offending asset’s recall ID will be cleared (i.e.
set to empty) prior to ingestion.

Note that clearing a recall ID of an asset with an all-numerical name is
not possible. As a policy, such assets always have Recall ID equal to
their all-numerical name.

When the FILENAME IS RECALL ID setting is True and the IF FORCE
RECALL ID is also set to False, if the ingest server encounters a recall ID
conflict prior to saving, a RECALLIDCONFLICT error will be raised.

AUTHOR

Specifies the author property of assets ingested. By default, the author
of assets ingested through the watch folder is set to FILE INGEST SERVER.

KEYWORDS

Allows you to specify a semi-colon (;) separated list of keywords to apply
to ingested assets.

PUBLISH LIFESPAN

Controls the Publish Lifespan (the number of days the asset is kept on a
device before being unpublished) assigned to ingested assets. The
default value (0) disables the setting, meaning that assets are kept for an
infinite amount of time.

ASSET EXPIRY

Controls the Asset Expiry (the number of days the asset is kept on the
Xmedia Server before being deleted) assigned to ingested assets. The
Asset Expiry setting supports three types of values: 0 means never
expires; a positive value (i.e. 365) means that an expiry date of 365 days
from the save date will be set; a fixed date (i.e. 2011-12-31), which must
be in the following format: YYYY-MM-DD.

20-8
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DIRECTORY SCAN The File Ingest Server will scan the specified ingest folder at least every
INTERVAL Directory Scan Interval seconds. The File Ingest Server will also
subscribe to file system events in order to detect that something changed
within the watch folder, but it will re-scan every Directory Scan Interval
seconds if it hasn’t seen any file system events in this time. This setting
is useful in cases where an XMS connection was broken during a save.
Such a file will be requeued at most after Directory Scan Interval
seconds, even though no file system events occurred within the watch
folder. The default value is set to 300 seconds.

SEQUENCE Number of seconds to wait for image sequence files to have stabilized in
STABILIZATION TIMEOUT | the watch folder before considering that the sequence is complete. The
default value is 60 seconds.

WHEN COMPLETE Controls whether the ingested file is deleted or renamed (by appending
.complete to its filename). The default value is DELETE.

XMS page - Ingester Settings

The table below describes each of the properties and settings on the XMS page of the
Ingester Settings window. The purpose of the XMS page’s properties is to identify the
primary and optional secondary Xmedia Servers that will be the recipients of the files
ingested from the watch folder.

PRIMARY HOSTNAME The host name or IP Address of the primary Xmedia Server.
PRIMARY XMS PORT The port of the primary Xmedia Server. The default value is 14050.
BAcCKurP XMS The host name or IP address of the backup Xmedia Server.
HOSTNAME

BAcCKuP XMS PORT The port of the backup Xmedia Server. The default value is 14050.
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VAF page - Ingester Settings

The table below describes each of the properties and settings on the VAF page of the
Ingester Settings window. These settings apply when the .MOV CONVERTS TO... and/or IMAGE
SEQUENCE CONVERTS TO... properties on the General page are set to VAF.

FORMAT *  When converting to VAF from an image sequence, the frame rate will
be saved in the VAF metadata based on this setting. The resolution
is not relevant.

*  When converting to VAF from MOV, the frame rate will be deduced
from the MOV. The resolution is not relevant.

Choose from:

« PAL
¢ NTSC (DEFAULT)
e 720P 60
e 720p 60M
e 720P 50
« 10801 30
« 10801 30M
« 1080125
FRAMEREPEAT In cases where the audio and video tracks of the source material are not

equal lengths, this setting determines the method video padding.

Choose from:

*  TRANSPARENT (default)
¢ HoLD LAST FRAME

e OuTPUT BLACK

OPTIMIZATION Determines if the VAF should be cropped to the smallest size. We
recommend to always have this setting enabled.

USEORIGINALSIZE Determines if the bounding box represents the original size of the content
or the smallest cropped size.

Enabile this setting if you want the width and height of the video clip proxy
to be equal to the width and height of the images from which it was
created. When this setting is disabled, the video clip proxy will be cropped
(by removing transparency) to the smallest size possible.
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OXIl page - Ingester Settings

The table below describes each of the properties and settings on the OXI page of the
Ingester Settings window. These settings apply when the .MOV CONVERTS TO... and/or IMAGE
SEQUENCE CONVERTS TO... properties on the General page are set to OXI.

FORMAT *  When converting to OXI from an image sequence, the resolution and
the frame rate will be saved in the OXI metadata based on the
settings.

*  When converting to OXI from MOV, the resolution will be saved in the
OXI metadata based on the settings and the frame rate will be
deducted from the MOV.

Choose from:

« PAL
*  NTSC (default)
e 720r 60
e 720p 60M
e 720p 50
1080130
10801 30M
1080125
INTERLACED Determines if the encoded OXI file should be stored as fields (True) or

frames (False).

Note that this setting should be set to True when the FORMAT property is
configured in interlaced mode (1080i 30, 1080i 30M, 1080i 25).

PROXY FRAME Specifies the frame number within the OXI file that is to be designated as
the proxy.

Acceptable values are 0 to n, where n is the last frame number.
0 is the default.

USEORIGINALSIZE Determines if the bounding box represents the original size of the content
or the smallest cropped size.

When set to True, the width and height of the cel animation proxy will be
equal to the width and height of the images from which it was created.
When set to False, the cel animation proxy will be cropped (by removing
transparency) to the smallest size possible.

REVERSE When set to True, the file will play in reverse order. When set to False, the
file will play forward as normal.

ASPECT Specifies the aspect ratio of the pixels. Choose from:
*  SQUARE PIXELS

e STANDARD TV (4:3) (default)

¢  WIDESCREEN (16:9)
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KEY CLIPPED

When set to True, upon ingest each field will be clipped to a dynamically
changing bounding box, eliminating transparent areas. When set to
False, no clipping will be performed.

KEY CLIPPED LEVEL

Level of transparency to consider as transparent (between 0 and 1023).
Anything at or below the specified value will be considered transparent for
the purpose of creating a dynamically changing bounding box.

HMP page - Ingester Settings

The table below describes each of the properties and settings on the HMP page of the Ingester
Settings window. These settings apply when the .MOV CONVERTS TO... and/or IMAGE SEQUENCE
CONVERTS TO... properties on the General page are set to HMP, which converts the ingest
file(s) into .mx£ clip files for HMP devices.

FORMAT *  When converting to HMP from an image sequence, the frame rate
needed by the conversion will be based on this setting. The resolution
is not relevant.

*  When converting to HMP from MOV, the frame rate will be deduced
from the MOV. The resolution is not relevant.

Choose from:

¢« PAL

¢ NTSC (default)

e T720p 60

e T720p 60M

e T720p 50

« 1080i 30

« 1080i 30M

« 1080i 25

LoorP When set to True, the clip’s playout is looped according to the number in

the Loop CouNT property. When set to False, the clip only plays out once.

LooP COUNT Specifies the number of times the clip’s playout will look when the LooP

property is set to True.

AuTO PLAY Enables or disables autoplay.

ENDCLIPBEHAVIOUR Determines the behavior of the clip when it reaches the end.

Choose from:

e Output Black (default)
¢ Hold last frame

¢  Cue first frame

VIDEO FADE IN

Specifies the number of frames (duration) that it takes for the video to
fade-in on initial playout.
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VIDEO FADE OuUT Specifies the number of frames (duration) that it takes for the video to
fade-out to the ending of playout.

VIDEO V JOINT Specifies the number of frames (duration) that it takes for V-Joint.

VIDEO HoLD FIRST Specifies the time (in number of frames) to hold on the first frame of data.

VIDEO HOLD LAST Specifies the time (in number of frames) to hold on the last frame of data.

Workorders page - Ingester Settings

The table below describes each of the properties and settings on the WORKORDERS page of
the Ingester Settings window. The purpose of the Workorders page’s properties is to
participate and contribute to the Xmedia Server’s Work Order management system.

WORKORDER USER The user name to use to log into the Xmedia Server’s Workorder
NAME subsystem.

ALLOW JoB TRANSITION Set to True to enable work order processing. Set to False to disable
(default).

Editing an instance’s properties

To make can changes to the settings of existing instances:
1. Select the instance from the list of instance on the File Ingest Server Control Panel.
2. Click the Edit button.
The Ingester Settings window appears with the instances current settings.
3. Make the necessary changes and then click Save.

Deleting an instance

To delete an existing instance:
1. Select the instance from the list of instance on the File Ingest Server Control Panel.
2. Click the Delete button.

The instance is immediately removed from the File Ingest Server Control Panel.

Reloading the instances in the File Ingest Server Control Panel

Changes to the status of the watch folders, Xmedia Server, or instance properties may have
occurred while the File Ingest Server Control Panel has been open. Click the Reload button
to ensure that all of the instances and their properties are accurate and up to date.
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Ingesting files and monitoring the ingest’s progress

Once an instance of the File Ingest Server has been configured and associated with a watch
folder, you may begin to ingest files into the Xmedia Server.

To perform and monitor the ingesting of files into the Xmedia Server:
1. Optional - Ensure that the File Ingest Server and the Transcode Server are running by
confirming that their icons are displayed in the Windows Navigation area (page 20-4).
2. In preparation for monitoring the progress of the ingest:
a. Select START>PROGRAMS>VERTIGO>FILE INGEST SERVER MONITOR to open the File
Ingest Server Monitor.

b. If the server is not listed in the File Ingest Server Monitoring window, add the
server that is hosting the File Ingest Server.
- Click the Add Server button.
- Type the server’s hostname or IP address.

- Click OK.
€3 File Ingest Server Monito _[o] x|
Hostname or [P | Connaction Status [« sms ||
i

| oK

2dd Server | Remove Server | Monitor. .. |

c. Verify that the recipient server’s CONNECTION STATUS is connected and the
CONFIGURATION STATUS is configuration OK.

i@ File Ingest Server Monitoring

Hostname or TP Connection Status Ci

=loix]

ion Status

10.0.24.154 connacted

2dd Server | Remove Server |

configuration OK

Monitor. .. |

Select the server row and click the MONITOR button to open the monitoring window.

) Monitoring the File Ingest Server at 10.0.24.154

File Input Size

Status Description

=ofx|

No-Transcads Queue Inputsize [ | Transcode Queue

Input size | |

Connected to the File Ingest Server at 10.0.24.154
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3. Open the watch folder and add media files to the appropriate subfolders (IMAGES,
CELANIMATIONS, CLIPS, IMAGES) based on the target/final asset type that will be
ingested into the Xmedia Server, not the source file type (see note below).

VI NOTE

You will place the files in the subfolder that represents the final ingested asset type. For
example, if you are ingesting a .MOQV file and the instance is configured to convert f MOV
to OXIl, then the MOV must be placed in a CELANIMATIONS subdirectory, because the target
asset will be a cel animation. Similarly, if the instance is configured to convert image
sequences to VAF, then the image sequences must be placed in a CLIPS subdirectory
because the resulting asset will be a video clip.

4. Return to the server’s Monitoring window. After a few seconds you will begin to see a
listing of the files to be ingested, their file sizes and progress status in the upper pane.

i@ Monitoring the File Ingest Server at 10.0.24.154 _lol x|
File Input Size Status Description [1

C\Wakchfolder\Images\Hydrangeas.Jg SSLKE Job is getting processed.

Ci\Watchfolder\Images\Desert.og 826K Reading in the image data.

Ci\Wakchfolder\Images\Koala.ipg 762 KB Job s gatting processad.

Ci\Wakchfolder\Images\Chrysanthemum jeg 853 KB Reading in the image data.

Ci\Wakchfolder\Images\Jellyfish.jpg 757K Reading in the image data.

Quwelermml

No-Transcode Queue Input size | | Transcods Queue Inputsize | |
Ci\Watchfolder\Images\Lighthouse.jpa BT
Ci\Watchfolder\Images\Penguirs.ipg 759 K8
C:\Watchfolder\Images\Tulips.jpg 606 KB

Connacted to the File Ingest Server at 10.0.24.154

V[ NOTE

When large amounts of files are submitted for transcoding and/or ingesting, they may be
placed in an ingest or transcode queue. The Queue tab provides the queue status in two
panes (NO-TRANSCODE QUEUE & TRANSCODE QUEUE).

5. To verify if any errors occurred during the transcoding or ingest, click the Errors tab on
the server’s Monitoring window. The file is identified along with a description of the error.

@ Monitoring the File Ingest Server at 10.0.24.154 —|oj x|

File Tnput Size Status Description | |
Ci\Watchfolder\Clips\Test. mow ZMB Transcoding 27% done.
€:\Watchfolder\Clips\I5_Clip_Alpha.mov 2MB Transcoding 34% done.

File  Error |
Failed to determine If the cell count hes stablilzed for the tga
sequence Cr\Watchfolder|Celanimations\3ball.toa; Cell

) animation C:\Watchfolder|Celanimations\3ball.tga has not

C:\Watchfolder\Celanimations\3ball.tga stabiized within 2 time frame specified in the configuration
(50 sec.) The animation is ot zero- or one-based; fts lowest
cell index ks 27.

C:\Watchfolder\Clips\VID 00066.3GP {'&;‘;’&,Tj;z’;f:;gp"" ingest job created for: C:\Watchfolder
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Once completely ingested, the file is automatically removed from or renamed in the
ingest folder (depending upon the when Complete parameter’s setting).

If afile failed to be ingested, it will remain in the watch folder, have . failed appended
to its name and a log file specific to the failed file(s) will also be provided.

B celanimations

GO“| - Computer - OSDisk (C:) - Watchfolder - CelAnimations

| Fle Edt View Tools Hep

Organize v Include in library v

it Favorites

I Desktop

| Recent Places
1 Downloads

4 Libraries
[%] Documents
o Music
& Pictures

B videos

Sharewith ¥  Sideshow Bumn  New folder

;l Name ~

Date

|| ball.tga. faied log
[ sball2z.ga.faled
|| 3bal28.tga. faied
[ sballzs.tga.faed

2012-05-09 3:47PM
2010-03-22 3:27PM
2010-03-22 3:27PM
2010-03-22 3:28PM

ol x|
~ K23 [ search Celanimations (2]
=~ 0 @
| Type | size | Tags

Text Document. 1KB
FAILED File 733KB
FAILED File 733KB
FAILED File 733KB

1
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File Ingest Server’s logging

The File Ingest Server Control Panel’s LOGGING page (figure 20-8) allows you to set
parameters to create a logging criteria. As ingest requests are processed, the operation
status of the File Ingest Server and transcoding services are recorded to the
IngestServer.log file, which is located in the following directory:

C:\Documents and Settings\All Users\Application Data\VertigoXmedia\Logs.

R
Watch folders Logging |
Windows Service:
Configuration: I WARN j
Ingest Engine: IOFF j
Xms Interaction: Jorr |
Transcoding: IOFF j
FIS commands (WCF): IDE5UG j
Save | Cancel |
Connacted to the localhost File Ingest Sarver

Figure 20-8. The File Ingest Server Control Panel's Logging page

The IngestServer. log file allows you to determine whether the File Ingest Server is
being used correctly and it helps you to diagnose error conditions. In fact, our Technical
Support team will often ask its customers to send them the File Ingest Server’s log file to
help them troubleshoot any unexpected behavior that they may be experiencing.

EEE

omat_view Help
2011-17-22 15:56:34, 546 [MainThread] INFo windowsservice - »+wew Starting F1le Ingest server versfon =
2.0
22 15:56:35, 515 [MainThread] ERROR Config - Ingester instance Instancel's ingest folder value is

empty.

201172-22 15:56:35, 562 [MainThread] ERROR Config - Empty hostname value in the xml element of the ingester
Fle Edt Uew Favortes Took Hep | & nstance Instancel it line:
= == = = = = - 2011-13-22 15:56:35,578 [MainThread] FATAL windowsservice -
Qoeck - O - Search [ Foklers | [ - [Vert Topmacila. Tnyast Survar - Sarvi ca. Sravicinitializeq) - rafled to dnfrialize the configuration object.
] 0 -1/ [3 2 X9|@m 2011-12-22 15:56:36, 734 [MainThread] I i itools codecs initializa
address [ ¢ d BRI E 2011-12-22 15:56:36,828 [MainThread] mro windowsService - wcfManager created for the Fﬂe Ingest server
[ [ Size [ Type | Date Modified Attric 4 2 15:56:41,734 [MainThread] INFO windowsService - wcfmanager started,
|l FieAgent.Jog.5 123K8 B8Rl S[02012722AM A 15:56:41,734 [MainThread] INFO windowsService - FIS events buffer created,
[y S oke ore shomizeszan A I5:56:41) 734 [MainThread] INFO windowsService - FIS events buffer initialized.
ieAgent.log. e 15:56:41, 734 [EventFiringThread] INFO WCF - Started the E\/En( firing thread.
(=i 129K8 10Fle  S[10/201Z6:02AM A 2 15:56:41,781 [MainThread] INFO windowsservice - Ingest started

16:23:18, 828 [Eventrwwmhresd] DEBUG WCF Fv‘wg e Re rash]nbslnp;‘ngress Event.

- T6:23:18)843 [11] INFO_ WindowsService - wskwk Fila Ingest servar Stoppe
ThmbnalGenadior 0001 G2052012-034357 og F0KE Text. ARAIZITM A ferazas s [Eventriring‘rhread] BAGE wer TR B
] TranscodeServer log 7K Tot.. SERORIMEM A Iotaaizel oo [evemeiringriread) beals e The Refr estiy hTranscudeQueue event.
[$)veasiog. oseke 1Fe i SEm A [eventriringrhresd] peBuc wer - Firdng the mefreshiobsinprogress. event.
[Rvdsogz L0%K6 2Fe  10BLEDIL 1Z01AN A 16 zg 36,035 ratntnread Thes windows service - Shwil®starting Bi1e Tngdst Server verson
g " i - |4.7.202.0
i coram onmeswmenosies s |—| itz “T6129:00,203 [MainThresd] ERROR config - Ingester fnstance Instancel's ingest folder valus is

Type: Text Dacument Date Hodfied: 5{10/2012 12:15 PH Size: 3.5 KB a8k | J My Computer / oi%i2-22 160 29:00,718 [MainThread) ERROR Config - Empty hosthame value fn the sl elenent of the ingester
[instance Instan

o053 18255500, zzA [MawThrEad] FATAL windowsservice -

|vert igosmedia. Ingest Servar . service. StaticInitialize() - Failed to initialize the configuration ohject.

0113735 16120960, 312 [wainThrsad] TNFo  Windowscsrvice - Leadtools coiecs injtialized.

2011 12-22 16:20:00] 312 [MainThread] INFO windowsService - wotManager created for the File Ingest Server

service. =l

Figure 20-9. Accessing the IngestServer.log file
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